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Chapter 3: lloT Edge Development

Sensor

DHT-12

Hub

Raspberry Pi

Receiver

PC

em: receiver melnikaite$ npm start

WoOW

node index.js

{ temperature: '26.0@8', humidity:
{ temperature: '26.0@8', humidity:
{ temperature: '26.0@8', humidity:
{ temperature: '26.0@8', humidity:
{ temperature: '26.0@8', humidity:
{ temperature: '26.0@8', humidity:
{ temperature: '26.0@8', humidity:
{ temperature: '26.0@8', humidity:
{ temperature: '26.0@8', humidity:
{ temperature: '26.0@8', humidity:
{ temperature: '26.0@8', humidity:
{ temperature: '27.8@8', humidity:
{ temperature: '27.8@8', humidity:
{ temperature: '26.0@8', humidity:

pi@raspberrypi: ~/sensor/dht_12 — ssh pi@...

'31.
'31.
'31.
'31.
'31.
'32.
'32.
'35.
'35.
'38.
'38.
'38.
'38.
'42.

X ..ectsfiot-book/http/receiver — -bash --login

ge ",
ge ",
ge ",
ge ",
ge ",
ge ",
ge ",
ge ",
ge ",
ge ",
ge ",
ge ",
ge ",
ge ",

device:
device:
device:
device:
device:
device:
device:
device:
device:
device:
device:
device:
device:
device:

receiver — -bash --login — 83x19

'raspberry’
'raspberry’
'raspberry’
'raspberry’
'raspberry’
'raspberry’
'raspberry’
'raspberry’
'raspberry’
'raspberry’
'raspberry’
'raspberry’
'raspberry’
'raspberry’

receiver@l.d.d start fUsers/melnikaite/projects/iot-book/http/receiver

R e e

+




pi@raspberrypi: ~/sensorjdht 12 — ssh pi@... «ectsfiot-book/http/receiver — -bash --login

pigraspberrypi:~/sensor/dht_12 % sudo node index.js

{

temperature: '@.08', humidity: '@.88', device: 'raspberry' }

Failed to send to http://172.16.32.1093:8080

{

temperature: '@.08', humidity: '@.88', device: 'raspberry' }

Failed to send to http://172.16.32.1093:8080

{

temperature: '26.80', humidity: '31.88', device: 'raspberry’'

Failed to send to http://172.16.32.1093:8080

o e e e e e ey e e ey e e

temperature: '26.80', humidity: '31.88', device: 'raspberry’'
temperature: '26.80', humidity: '31.88', device: 'raspberry’'
temperature: '26.80', humidity: '31.88', device: 'raspberry’'
temperature: '26.80', humidity: '31.88', device: 'raspberry’'
temperature: '26.80', humidity: '31.88', device: 'raspberry’'
temperature: '26.80', humidity: '32.88', device: 'raspberry’'
temperature: '26.80', humidity: '32.88', device: 'raspberry’'
temperature: '26.80', humidity: '35.88', device: 'raspberry’
temperature: '26.80', humidity: '35.88', device: 'raspberry’
temperature: '26.80', humidity: '38.80', device: 'raspberry’'
temperature: '26.80', humidity: '38.80', device: 'raspberry’'
temperature: '27.880°', humidity: '3B8.88', device: 'raspberry’

melnikaite — pi@raspberrypi: ~/sensor/dht_12 — ssh pi@raspberrypi.altoros.corp...

B i e i e

+

Sensor Hub

Receiver

XD-80 Raspberry Pi

PC




pigraspberrypi:~ % sudo node deviced.l.js
Llight status: true

failed to send data to ws://172.16.32.1593:EB080
Light status: true

failed to send data to ws://172.16.32.1593:EB080
Llight status: true

failed to send data to ws:///172.16.32.193:EB080
Llight status: true

Light status: false

Light status: false

Light status: false

Light status: true

Llight status: true

Light status: true

Light status: true

Light status: true

Llight status: true

Light status: true

Llight status: true

Light status: true

0] o receiver — -bash --login — 80x20
pi@raspboerrypl: ~ — ssh pi@raspberrypi.... ..oookwebsocket/receiver — -bash --login +

= jot-book@l.B.0 start fUsers/melnikaitefprojects/iot-book/websocket/receiver
> node index.js

Websocket server started

received: {"device":"raspberry"”,"timestamp":1495626336926," light":true}
received: {"device":"raspberry","timestamp":1485626337936," light":falsel}
received: {"device":"raspberry"”,"timestamp":1495626338940," light":falsel}
received: {"device":"raspberry","timestamp":1485626335941,"light":falsel}
received: {"device":"raspberry"”,"timestamp":1495626340944," light":true}
received: {"device":"raspberry"”,"timestamp":1495626341946," light":true}
received: {"device":"raspberry"”,"timestamp":1495626342048," light":true}
received: {"device":"raspberry"”,"timestamp":1495626343958," light":true}
received: {"device":"raspberry","timestamp":1495626344853," Light":true}
received: {"device":"raspberry"”,"timestamp":14985626345955," light":true}
received: {"device":"raspberry","timestamp":1495626346957," Light":truel}
received: {"device":"raspberry"”,"timestamp":1495626347959," light":true}
received: {"device":"raspberry","timestamp":1485626348961," light":true}
~C

em: receiver melnikaite$ I




Sensor Hub Receiver
Simulator Raspberry Pi PC or Cloud
® @0 hub — -bash --login — 80x20

node « npm...ite/.rvm/bin

> ..usfhub — -bash --login node « npm...aite/.rvm/bin ...

em: hub melnikaite% npm start

> hub@l.®.® start fUsers/melnikaitesprojects/iot-book/modbus/hub

=n

ont
321
onD
em:

ode index.js
onnect

estroy
hub melnikaites [

_|_




0] @ sensor — node « npm MANPATH=/Users/melnikaite/.nvm/versicns/node/vE.9.4...

node « npm...ite/.rvm/bin E?:\ .usfhub — -bash --login node « npm...aite/.rvmfbin ... |

em:sensor melnikaite$ npm start

> sensor@l.@.8 start FUsers/melnikaite/projects/iot-book/modbus/sensor
= node index.js

{ nb_bits: 2,
nb_input_bits: 8,
nb_input_registers: @,
nb_registers: 5,
tab_bits: [ @&, 11,
tab_input_bits: [1,
tab_input_registers: [],
tab_registers: [ @, @, 321, @, &8 ] }

onQuery
[ false, true ]
onQuery
[ false, false ]
onQuery

[ false, false ]

) & receiver — node « npm MANPATH=/Users/melnikaite/.nvm/versions/node/vE.9....
node « npm...ite/.rvm/bin LUsfhub — -bash --login & node « npm...aite/.rvm/bin +

em:receiver melnikaite$ npm start

= receiver@l.B.0 start fUsers/melnikaitefprojects/iot-book/modbus/receiver
> node index.js

{ device: 'sensorl', timestamp: '1495713113784', reg2: '321' 1}

Sensor Hub Receiver

Simulator Raspberry Pi PC or Cloud




em:sensor % npm start

> sensor@gl.B.8 start FlUsers/ Sprojects/iot-book/opcua/sensor
= node index.js

Endpoint: opc.tcp:/sf 14334 /0A resourcePath
em: receiver % npm start
> receiver@l.@.® start fUsers/ Sprojects/iot-book/opcuasreceiver

> node index.js

{ device: 'sensorl’',
timestamp: '15330QBBEO9B9Z',
Variablel: ‘'1e@e' }

{ device: 'sensorl',
timestamp: '15330Q0B7Q@3B80°',
Variablel: '37' }

{ device: 'sensorl’,
timestamp: '153309@RB7AB31',
Variablel: '55' }

{ device: 'sensorl’,
timestamp: '15339Q@B7RB91°',
Variablel: '76' }

{ device: 'sensorl’',
timestamp: '153309QBB71B94°',
Variablel: '97' }

{ device: 'sensorl',
timestamp: '15330Q0B723096°',
Variablel: '92' }

{ device: 'sensorl’,
timestamp: '15339@QB72306',
Variablel: 'EB5' }

{ device: 'sensorl’,
timestamp: '15339Q@B73481°,
Variablel: 'G@' }

{ device: 'sensorl’',
timestamp: '153309QBEB73481°',
Variablel: '17' }




em: hub

Variablel

Variablel
Variablel
Variablel
Variablel
Variablel
Variablel
Variablel
Variablel
Variablel

subscription

t npm start

> hubgl.@.8 start fUsers/
= node index.js

Connection successTul

24
id: 308664
18
37
25
76
a7
92
85
=14
17

fprojects/iot-book/opcua/hub

Successfully finished
em: hub %
DATA MANAGEMENT
Asset Time Series Predix Functions [EXI1 Database as a Service
Create and store machine asset madels and Quickly and efficiently manage, distribute, Create blacks of code to respond ta events Apply this robust, highly available, ACID-
instances. ingest, store, and analyze time series data. and take prescribed action and deploy the compliant, relaticnal/SQL database as a
code to the Predix cloud. service.
PREDIX PREDIX PREDIX PostgreSQL
Predix Message Queue Blobstore Message Queue (AMQP) Predix Cache

Use this message broker software service to
communicate between apps, components,

Use this binary large object storage (BLOB) to
securely store large byte arrays and retrieve

Use this scalable, high-performance, multi-

protocol tool to message between apps,

Use this in-memary caching solution based

on open-source technology to store strings,

Stare, search, and analyze big volumes of
data in near real-time for apps with complex
search features and analytics.

PREDIX

This messaging system handles high-velacity
event data, workload data, or other

streaming data.

PREDIX

Use Big Data frameworks like Spark to build
analytical pipelines without managing

infrastructure.

PREDIX

and devices, data using any file type. components, and devices. hashes, lists, set, bitmaps, and more.
PREDIX PREDIX WRabbit PREDIX
Predix-Search T Event Hub Predix Insights Predix Columnar Store 574

This scalable, decentralized NoSQL database
offers high availability with no single point of
failure.

PREDIX




Chapter 4: Data for lloT

Content
(images, videos,
manuals, etc.)

Sensor
data

50B

Machines will be
connected on the
internet by 2020

1TB

Data per
flight

Historian Machine
data data

2X

Industrial data
growth within CRM. ERP,
next 10 years ete.

35GB

Data per day Data points

from each per hour for each

Smart Meter locomotive
3%

OMM

In Practice only

of potentially useful

data is tagged

and even less
50X is analyzed* 500GB
Data growth Data per blade
in healthcare by gas
(2012-2020) turbines

Geo-location
data

Industrial Big Data: Internet of things is not about things




How is it
What is it doing? How does

telling me? it look?

All over the place -
Data across multiple

locations Data scientist Field operations Business analyst

|

ONE STATIC DATA MODEL

Limited data types PP

Mostly structured and d .\

semi-structured data types ’ N
L

Snapshot : :
L Social network Geolocation
Limited to narrow
) . data data
snapshots and time

TRADITIONAL DATA WAREHOUSE

Data-Modelling Challenges: Multiple Personas




How to configure Is my asset
for best ready when

How long will
it last without

Is my asset
performing
optimally?

operational there is market
results? opportunity?

failures or
maintenance?

One place . . .
Access to all data in one - - -
AEeRie respondvqulckly © Data scientist Field operations Business analyst
the speed of business change

Any data FLEXIBLE DATA MODELS
Handing of all data types @ @ @

including documents, images

machine data, sensor data

All data INDUSTRIAL DATA LAKE
Access to real-time data

and historical data and not

limited to snapshot of data
Content

. - CRM, Logs, Social .
Sensor (irrEaes, WS, Machine Historian + ERP click ek Geolocation

data data data data

manuals, etc.) ete. streams data

Industrial Data Lake Cloud Platform
Underpineed by data governance appropriate to Business and Location




Real-time

analytics

Structured +
Unstructured

Real-time
ingestion

Simple real-time
processing

Use Case Pattern Summary

API based real-
time access

Silo'ed Approach Integrated Approach
Data Field Business
scientist ns analyst “": el
(] @ (]
= & = : s
3 3 ry 3
i =! ‘ Data '
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I S . :
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T T 2 T Data t Ingestion
collection
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ork cation jata ata
ims §® Q data
\ Y, 5 alll, /
Time to analyze Cost Agility
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Data Data . es
emance ingestio Rigid Agile
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Advanced Structured + : Batch / CDC- : Machine : Reporting tools and
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\ : Predictive : tools
| | Modeling I
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e Structured + | Batch / CDC- | Machine | Search & API
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IloT Data Architecture

Security & Governance (Controls, Profiles, Data Quality, Glossary, Metadata, Ontology, Taxonomy & Lineage)

Source Data Data Lake

Transformed
Data
Merged Data
Standardized
Data
Aggregated Data

Referenced Data
Documents
Emails
Enriched Data
/ AN /" AN //"

* Standardized Standardized * High Performance
Source Types Model-based Storage
* Structured and * Common
Unstructured Infrastructure
Sources Mirror Layer to Reduce
Round Trips to Sources.
Enable Restart During * Standardized Extracts for
Failures Reporting and Analysis

Ingestion
Layer

Caching Consumption
Layer Layer

e,

IT Beta

ERP-Financial
HR-Employee
CRM-Customer

OT Data

Sensors
Logs

Minor Layer (Source Facing - ODS)
Standard Extracts (Target Facing)

Other Data

Consuming

¢ Consolidated

¢ Standardized
Consumption
Models

* Caching Layer to

improve
Performance

- Current Capability - Future Capability - Best Practice




oo tam )

Source Data

IT Data

ERP
CRM, etc.,

OT Data

Logs
Historian,
ete.,

Standard Ingestion
Framework

Batch
Integration

Real-Time
Integration

Raw
Data

Flume,
etc.,

Achieving Scalability
and Multitenancy

—

Staging Layer

HORTONWORKS

HDFS Transformed
Data

Virtualized/Distribution Cache Layer

Persistent Others?

Consumption Layer

Queries
Applications

Transformed/Aggregated
Layer

Finance

GPDB
VM 1

GREENPLUM
DATABASE

N ———

Transformed/Aggregated
Layer

GPDB
VM 2

GREENPLUM
DATABASE

~

Transformed/Aggregated
Layer

GPDB
VM n

GREENPLUM
DATABASE




Data
Sources

SAP

ORACLE

-

E

Common Source
Models

Common Integration Common Consumption
Model Model

Financial
Model(AP/AR)

Reports

Extracts

ol | O |

e } 5 ™ _
Dashboards

Integration Strategy - Common Models




Batch Data

Integration

Real-Time data Big data
Integration Integration

Data Virtualization

Large data sets

Point to point

Groups of data

Asynchronous -
sent periodically

Tightly coupled

Careful
orchestration of
changes required

Small amounts of

data transfer Very Large data sets

Point to point Not Point to point

Single business Processing to the
transactions data

Only smaller sets of

SCEhets results get integrated

Tightly coupled Loosely coupled

Master data/keys in
structured and
metadata tags in un-
structured

Logical design
solutions to reduce
P2P limitations

Data Integration Types

Across data stores
and data sets

Not Point to point

No intermediate
persistent store

In memory
integration

Loosely coupled

Truly cross data
platform and store
integration in-
memory




Hub and Spoke Request and Reply Pub and Sub Two-Phase Commits

Used for real-time Point to point or Pub and sub All effected systems
data integration through hub information update together or fail
One interface Requires
Synchronous or q ) Leveraged for
created for each orchestration :
" asynchronous transactional systems
additional system system
AII data trqnsformed Need not have a Requ.lres
into canonical tracking of
common model
model requests
Canonical model Get information or
definition requires acknowledgement
careful design back

Data Integration Types




Data Policy
Management

Governance
Council, Data
Owners

*Data
Ownership
*Business
Owner
*External
Owners
*Data Usage
*Contracts
*Restrictions

*Data Usage
*Contracts
*Restrictions

*Data Retention
*Duration
*Regulations

*Data Archival
*Offline/Online

*Data Backup
and Restoration
*Business
Continuity
*Point in Time
*Data Deletion
*Physical
*Logical
*Disposal

Policy

Management
Framework

Data Profile
Management

Business
Analyst

*Data Analysis

*Metadata
Based

*Content Based

*Data Sampling

*Percentage

*Every nth
Record

*Data Quality
Assessment

*%Good

*%Valid

Profiling
Framework

Data Quality
Management

Data Quality
Analyst

*Data
Standards
*Names
*Address
*Formats

*Data Validity
*Data Types
*Ranges
*References

*Match

*Exact

*Fuzzy
*Probabilistic
*Deterministic
*Merge
*Deduped
*Survive

*Best Match
*Cleansed Data

Data Quality
Framework

Business
Glossary
Management

Data Steward

*Business Terms

*Profitability

*Cost of Goods
Sold

*Business Models
*Reporting
*Analytics
*Forecasting

*Business
Processes

*Order to Cash

*Procure to Pay

Metadata
Framework

Metadata
Management

Data Steward

Data Security
Management

Security
Steward

*Data *Access
DIt M
*Sources *Database and
*Targets Table
*Repositories *Row and
*Processes Column
*Business *Cell
Glossary
Linkage *Data
Reports Classification
«Extracts *Public
*Internal
*Sensitive
*Data Models .
*Architecture OlResiilEEt]
*Conceptual .
*Logical *Data Masking
«Physical *Credit Cards
*SSN, DOB
*Impact «Data
LIELGED Encryption
*Where Used
*Changes A ResF
*In Motion
*Data Lineage +Data
e Substitution
ownstream +Dev/QA
Environments

Metadata
Framework

Security
Controls
Framework

Data Governance - CTQs and Priorities

Data
Compliance
Management

Compliance
Steward

*Data Privacy
*Pll
*PHI

*Compliance
Controls

*HIPAA

*SOX

*PCl

*Data Sharing
*Contracts
*Regulations
*Restrictions

Compliance
Controls
Framework

Audit and Log
Management

Operational
Steward

*Access Logs

*Database Logs

*Application
Logs

*Security Logs
*User Logs
*System Logs

*Log Analytics
*Patterns
*Behaviour
*Usage

Logging and
Auditing
Framework




Chapter 5: Advanced Analytics for the lloT

R

Spring Boot .
[ Jupyter ] [ Zeppelin ] { Superset J [ Microservices [cheJS Applications J
Applications

()
—

e ) [ [ (= [ [ =
el

Big Data Platform

[CloudBmaksJ { Teraform J Kubernetes

= )= ) = I =)

Cloud Platform (Public / Private)

Legacy &
Special
Spark Analytics
Containers)

Alerts / Alarms Analytics

Appiications

Sensors |
| Apache NIFI Kafka Stream Kafka Stream
) -

Other Datasets

o m
=
Ed a

Hbase /
Cassandra

:I Elastic Searcn
1 Solr

Bigdata & Analytics Platform




Analytics BluePrint

Asset
Contex
Inputs Outputs
Logic

imeseries,

Alarms,
Industrial Configuration

Datasets Settings

(Freguency,
QOperating
Parameters)
Lambda
Architecture
Batch Persistence Store
Analytics {Cassandra/ HDFS)
Query Application{s)
Input ?s;:g;ream /\\ Services €
Stream
Analytic Streaming I—
s (Kafia)
\@/




ML Analytic Lifecycle

In & typical analytic lifecycle

the first step Is to develop an

analytic by training an model
with the datasets and
generating the mode!

Develop
(Train, Test, Validate)

Publish the Model

Continuous monitoring of
the performance for
accuracy and other Redeploy the
metrics. Based on the new Madel

outcome retrain the model
for better accuracy I,

Configure
Monitor and Re-Train
Deploy
Continuous Degloy the model with the
Monitaring Run the analytic with model configurations
and Retrain settings atscaleina

computing envirenment such
as spark for predictions,
classification or for data
analysis

Configure the analytic for
different parameters and
datasources




ML Pipeline Flow

Tokenization

Estimation

Filteration

Data —»  ETLProcessing —»
Feature Identifaction Data Selection
Feature Extraction Process
Training Data Test Data
Algorithm
Training (fit) Medel Test Mmﬂa‘fa"',",’:;';c":"d
Model Generation Process
Event Driven Analytics
On Demand On Demand Analytics
Events Events configured to
WebA 1 e > Kafka execute in
stream and
batch mode
Query
Data
Contnuous Events & Continuous Events &
Discrete Events
Edge Kafka

Persistence
Store




Offline Data
Analysis

Zeppelin { Jupyter

Data

Data

Warm Data
Cluster

Sync
Data

Online Data
Analysis
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em:timeseries $ docker run -p BBBE:BBB6 -v $PWD:/var/lib/influxdb influxdb
BEBBBEB .dBEE BBE BBBBBEEBb. BEBBEBED.

888 dBBP" 8B8 888 "YBEBb BBE "8Bb

BBE BEEB BBE BBB BEE BBB .BBP

BB8  BBBBEb. BEEBAB BBE BEE BBE BEB BEB BE8 BBE BBEBBBEK.
BBE  BBEB "BBb BEE BB8 BBE BEBEB YBbdBP' BBB BBB BBE "YBEBb
BBB  BBE BBE BEE BBB BBE BBE  XBBK BB8 BEBB BBB BBB
BEE BBE BBE BEE BB8 YBBb BEE .dB""Bb. BB8 .dBEP 888 dBEBP
BEBBEEE BBE BBE BEB BBE "YBBBEE BBE BBE BBBEBBEEP" BBBEBBEP"

[1] 2817-87-11T11:@2:487 InfluxDB starting, version 1.3.8, branch master, commit 76124d¥5c121e411e99807b9473ab3eb7B5cd43b

[1] 2817-87-11T11:02:48Z Go version gol.B.3, GOMAXPROCS set to 4

[I] 2817-B7-11T11:02:48Z Using configuration at: /fetc/influxdb/influxdb.conf

[T] 2817-87-11T11:82:487 Using data dir: fvar/lib/influxdb/data service=store

[1] 2817-87-11T11:02:48Z reading file /var/lib/influxdb/wal/_internal/monitor/1/_0@801.wal, size 5616228 engine=tsml service=cacheloader
[I] 2017-87-11T11:82:482 /var/Llib/influxdb/data/mydb/autogen/2/000000004-000000083, tsm (#0) opened in 1.694784ms engine=tsml service=filestore
[I] 2817-87-11T11:82:48Z /var/Llib/influxdb/data/mydb/autogen/2/000000RR5-RARRRRRAL, tsm (#1) opened in 2.925612ms engine=tsml service=filestore
[1] 2817-87-11T11:82: 487 reading file /var/lib/influxdb/wal/mydb/autogen/2/_BBBBT.wal, size @ engine=tsml service=cacheloader

[1] 2817-87-11T11:02:48Z /var/lib/influxdb/data/mydb/autogen/2 opened in 36.63807ms service=store

[I] 2817-B7-11T11:02:49Z reading file /var/lib/influxdb/wal/_internal/monitor/1l/_@RBBB2.wal, size @ engine=tsml service=cacheloader

[I]1 2817-87-11T11:82:49Z /fvar/lib/influxdb/data/_internals/monitor/l opened in 375.489264ms service=store

[1] 2817-87-11T11:92:497 opened service servicessubscriber

[1] 2817-87-11T11:@2:49Z Starting monitor system service=monitor

[I] 2817-87-11T11:82:49Z 'build’' registered for diagnostics monitoring service=monitor

[T] 2817-87-11T11:82:497 'runtime' registered for diagnostics monitoring service=monitor

[1] 2817-87-11T11:92:49Z 'network' registered for diagnostics monitoring service=monitor

[I] 2817-B7-11T11:02:49Z 'system' registered for diagnostics monitoring service=monitor

[I] 2817-87-11T11:82:49Z Starting precreation service with check interval of 18m@s, advance pericd of 3@m@s service=shard-precreation
[1] 2817-87-11T11:@2:497 Starting snapshot service service=snapshot

[1] 2017-87-11T11:@2:49Z Starting continuous query service service=continuous_guerier

[I] 2817-87-11T11:82:49Z Starting HTTP service service=httpd

[T] 2817-87-11T11:82:497 Authentication enabled:false serviceshttpd

[1] 2817-87-11T11:@2:497 Listening on HTTP:[::]:B886 service=httpd

[I] 2817-87-11T11:@2:49Z Starting retention policy enforcement service with check interval of 3@m@s service=retention

[I] 2817-87-11T11:82:49Z Listening for signals

[1] 2817-87-11T11:@2:497 Storing statistics in database '_internal' retention policy 'monitor', at interval 18s service=monitor

[I] 2817-87-11T11:02:497 Sending usage statistics to usage.influxdata.com

em:timeseries melnikaite$ curl —-i -XPOST http://localhost:BBB6/query ——data-urlencode "g=CREATE DATABASE mydb"
HTTP/1.1 288 OK

Connection: close

Content-Type: application/json

Reguest-Id: a3fb7a4l-6628-11e7-B001-000000000000

¥-Influxdb-Version: 1.3.8

Date: Tue, 11 Jul 2817 11:83:59 GMT

Transfer-Encoding: chunked

{"results": [{"statement_id":8}]1}




em:timeseries t¢ npm start

> timeseries@l.8.8 start fUsers/ fprojects/iot-book/timeseries
> node index.js

26

B2

62

9

18

17

a1

a5

24

{ attachments: [],
alternative: null,
header:

{ 'message-id': '=1499771164791.8.33523@em. local=",
date: 'Tue, 11 Jul 2817 14:06:84 +8300°',
from: ' .com',
to: ! .com',
subject: '=TUTF-B70FAlert?=' 1,

content: 'text/plain; charset=utf-8',
text: 'variablel exceeded 91 rpm' }
17
{ attachments: [],
alternative: null,
header:

{ 'message-id': '=1499771165813.1.33523@em. locals",
date: 'Tue, 11 Jul 2817 14:86:85 +8300',
from: ' .com',
to: ! .com',
subject: '=TUTF-B70FAlert?="' 1},

content: 'text/plain; charset=utf-8',
text: 'variablel exceeded 95 rpm' }

55
17
75
63
69
33
62
13




variablel

125

100

75

50

25

sensorl

22, Jul 23, Jul 24, Jul

25 Jul

¢« C | ® localhost:8080/stats | @ ¢ ¥

[{"time":"2017-08~
17T0%:08:11.6282", "count wariablel”:32,"mean wvariablel":44.
40625, "median variablel":35.5,"mode wariablel":67,"spread v
ariablel":92, "stddev_wariablel":2B.7063659063234906, "sum_wvar
iakblel":1421,"first wariablel":35,"last wariablel":85, "max
variablel":95, "min variablel":3, "percentile variablel":5}]

count mean

52.13
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Integration Settings

Post to Channel
Messages that are sent to the incoming test-bot -
webhook will be posted here.

or create a new channel

Webhook URL
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CDN

Agent

on @)
Application @

ssL @

On-premises,
cloud-hosted, or
third-party service

SSL
certificates

=a

Port 80 (HTTP)
or 443 (HTTPS)
endpoint

200 (OK)

Response time: 50 ms
- Storage: 5 ms
- Database: 20 ms

Application

Health checks

Storage @
Database @

Service A @
Service B @
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Chapter 9: Implementing lloT Applications
with Predix

Countries
em:~ % cf bind-service ul asset-service-instance
Binding service to app in org / space as
0K
TIP: Use ' ui' to ensure your env variable changes take effect

em:~ ]




User Management Identity Providers Password Policy Customization

Switch to Services View ) Create Client

client Last modified Aug 2nd 2017, 11:00:09 am T
Client Info @‘ Edit Generate Token
Client Name

PUT https://predix-asset.run.aws-usw02-pr.ice.predix.io/locomotives/1 Params Send

(3) Body @
form-data x-www-form-urlencoded @ raw binary  JSON (application/json)
i-| 1
2 "uri": "/locomotives/1l",
3 "type": "Diesel-electric”,
4 "model”: "ES44AC",
5 "serial_no": "@@1",
(7] "emission_tier": "B+",
7 "fleet": "/fleets/up-1",
8 "manufacturer": "/manufacturers/GE",
9 "engine": "/engines/v12-1",
10 "installedOn": "@1/12/2005",
11 "dotelso": "Z20@5-12-81T13:15:31Z",
12 - "hgLatLng": {
13 "lat": 33.914605,
14 "lng": -117.253375
15 3




PATCH https://predix-asset.run.aws-usw02-pr.ice.predix.io/locomotives/1 Params Send hd
(3) Body ®

form-data x-www-form-urlencoded @ raw binary  JSON (application/json)

1-[

2- 1

3 "op": "replace",

4 "path": "/hglLatLng/lng”,

5 "value": -117.253375

6 }

7 1

DELETE https://predix-asset.run.aws-usw02-pr.ice.predix.io/locomotives/1 Params Send hd
(3) Body

form-data x-www-form-urlencoded @ raw binary  JSON (application/json)

1

sending: {"messageld":15@816640669081,"body": [{"name":"sensorl:variablel”,"datapoints": [[15016640866001,86]],

"attributes":{"devices":"/device/raspberry"}}]}
response: {"statusCode":282,"messageld":1501664966091}

Redirect URI
Specify a redirect URI to redirect client after login

{my-prefix.predix-analytics-ui.run.aws-usw02-price.predix.io/callback




@ Secure | hitps://uaa-dashboard.run.aws-usw02-pr.ice.predix.io/#/clients/services/ T i

my-predix-uaa @ Logout
Overview Client Management User M it Identity Providers Password Policy Customization
SERVICES Switch to Clients View
Search ix- ics- - ice-
PrEdlx analytics framework-service Last modified Oct 3rd 2017, 4:03:18 pm
instance
Name v
false Service Info

0 authorized clients

Service Instance Id 09009e2e-d2f2-4ffa-b77c-2d78a814fc3a
predix-analytics-framework-
service-instance Service Type analytics

predix_views_service_instance Authorized Clients

1 authorized clients " . - .
predix-analytics-framework-service-instance is not yet

authorized for any clients.

timeseries-service-instance -

1 authorized clients Choose clients from the menu at right to authorize
them for this service.
asset-service-instance
1 authorized clients Create a new client

Application Authorization

https://my-prefix.predic-analytics-uirun.aws-uswi2 -price.predis.io/callback

Eugene has requested permission to access your account. If you do not recognize this application or its URL, you should click
deny. The application will not see your password.

You can change your approval of permissions or revoke access for this application at any time from account settings. By
approving access, you agree to Eugene's terms of service and privacy policy.

Deny Authorize




@ Secure | https://my-prefix.predix-analytics-ui.run.aws-usw02-pr.ice.predix.io/analytics

Analytics Catalog

Name Version

4« < |1 [ » | »l

25

Taxonomy Location  Author

* items per page

Source

State

SR T

Description

Predix Analytics

Analytic Editor: aggregator

Analytic Taxonomy Location

SELECT TAXONOMY LOCATION «

Describe the Analytic

Name
aggregator
Author

author

Description

Version
v100
Languages

Python 4

& Signin




Attached files

File Name Type Description Size

Executable
aggregator.zip 2.09 KB
gares Executable L}

Save

Validate and Test Deploy to Production Logs

‘ Test

Analytic Input

o

Reset Submit for Validation and Test

it COMPLETED

Analytic Qutput

{"result™: 60}

A

= Refresh




Validate and Test H Test H Deploy to Production

Analytic Input

{"timeseries™: ([1501664960967,10,3],[1501664961973,40,311}

Reset
Analytic Qutput

{"result": 50}

‘ Logs

A

Submit for Test

Deploy to Production

Validate and Test H Test Logs

Analytic Deployment Configuration

Memory (MB): 128

Disk Quota (MB): 128

Number of Instances: 1
Reset

m COMPLETED

Deploy to Production

= Refresh




grant_type

(< << <

response_type

Body ookies
Pretty Raw
1~ i

POST https:#/e0fdB047-0a1d-4076-9143-fcdcbfe0cd79.predix-
uaa.run.aws-uswi2-pr.ice.predix.io/oauth/token
Authorization Headers (2) Body @ Pre-request Script Tests
form-data @ x-www-form-urlencoded raw binary
Key Value
client_id client
client_secret secret

client_credentials

token
Headers (14) Test Results
Preview JSON =

Cookies Code

Description Bulk Edit

Status: 200 0K Time: 1059 ms Size: 3.71 KB

Z "access_token": "eylhbGciOiJSUzIINIISImtpZCI6Imx1ZZFjeS1@b2tlbilrZXkilCI0eXA101IKVIQLFQ

ey 1aACLI 05 T3 MBS YT AT YT YAY T 2O 7 T B IEY T - 2RI b T T MY TETml e Al AC TeTmblgln30




https:f!predix-ana lytics-catalog-release.run.aws-uswiz- Params Save
pr.ice.predix.iofapifvi/catalog/analytics/2c5f51a3-b97a-4cab-84ed-

POST
. ) e68c2ffd01dffexecution
Authorization 1 Cookies Code
form-data %-www-form-urlencoded ® raw binary  JSON (application/json)
1~
2~ "timeseries": [
3 [15@1664960967 ,32,3],
4 [1501664961973,43,3]
5 ]
6 1}
Body Cookies Headers (15) Tests Status: 200 0K Time: 854 ms  Size: 862 B
Pretty Raw Preview JSON =i
1-f
2 "analyticId": "2c5f51a3-b97a-4cab-84ed-ebBc2ffd@ldf",
3 "status": "COMPLETED",
4 "message”: "Analytic executed successfully.”,
5 "inputData”: "{\n\t\"timeseries\": [\m\t\t[1501664968967,32,3], \m\t\t[1501664961973,43,37\nmt]\n]}",
6 "result": "{\'result\": 75}",
7 "createdTimestamp": "2017-10-85 14:35:25.613",
8 "updatedTimestamp"”: "2017-10-05 14:35:26.248"
g }




Web Browser

View
Deck 1
Component 1 Component 2
Card 1 Card 2
Deck 2
Component A Component B Component C
Card 3 Card 4 Card 5

Component D Component E Component F




JSON (application/]son)

POST https://predix-views.run.aws-uswl2-pr.ice.predix.io/api/cards
(3) Body @
form-data x-www-form-urlencoded  '® raw binary
1- [Of
i "title": "Current wvalue"”,
3 "slug"”: "dewvice-card"”,
4~ "attributes": {
S "name": "sensorl:variablel”,
6 "device": "/device/raspberry”
7 }
& 1
Body (13)
Pretty JSON =
1~
ET
3 "id": "HImzRLIR-",
4 "title": "Current walue",
5 "slug": "device-card",
6~ "attributes": {
7 "name": "sensorl:wvariablel”,
8 "device”: "/device/raspberry”
9 i
18 "createTimestamp”: "Z017-18-26T13:87:23.0142"
11




POST https.//predix-views.run.aws-usw02-pr.ice.predix.io/api/decks

(3) Body @

form-data w-www-form-urlencoded @ raw binary  JSON (application/json)
1-|{

2 "title": "Deck Title™,

3 "carddrder”: [1,

4 "1d": "deck-1"

5 1

Body (13)

Pretty JSON =

=

"id": "deck-1",

"title": "Deck Title",

"slug": "px-deck",

"attributes”: {},

"carddrder”: [1,

"createTimeStamp”: "2817-18-20T13:32:58.2082"

0o =~ & WA W P

—




"id": "HImzRLIR-",
"tenantId": "b3e@V300-273f-4dle-B5ce-aSddbZoifaZv",
"title”: "Current wvalue",
"slug": "device-card",
"attributes”: {
"name”: "sensorl:variablel”,
"dewice™: "/sdevice/raspberry”
}!‘
"createTimeStamp™: "Z017-18-26T13:07:23.@142"

< CcC @

device: /device/raspberry
name: sensorl:variablel

timestamp: 1501664960967
value: 12

< C ®

rdcvicc: fdevice/raspberry
name: sensorl:variablel
timestamp: 1501664960967

[ g

12




Chapter 10: Best Practices for lloT
Applications

[IOT Device API Service

GET
/IIOT/devices

__|

“IIOTEcoSystem” :"gets a list of IIOT Devices”,
“Version”:71.0",
“CompanyName” : “IIOTPlatform”,
“Devices”; [
{
“deviceid”:710",
“name” : "device-pump”,
“asset-type” :"pump”,
“active” :"yes”

“deviceid” 711",

“name” :"device-liquifier”,
“asset-type”:"liquifier”,
“active” :"yes”




Client

Request

API@Scale

Instance 1

Instance N

Instance 2

loT Device loT Device API 2
Gateway 1 Gateway 2
Client > .
Request API@Scale Guava/Caffeine
Local Cache
L1

populated by

Instance 1

background
thread

------------------ » Instance N
1

Background Thread

loT Device
Gateway 1

loT Device
Gateway 2




Client .
Request > @Guava/Caffeme
Local Cache
L1
populated by

Instance 2 \f=====7==--=------- » Instance N background
1 thread

Instance 1

1
A 7'y
e S ; > ----- ‘e .

Background Thread

loT Device
Gateway 1
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(Client) Authorization Server

(1

Application L AuthO
(2)
\Z/

®

Your API
(Resource Server)

Application Specific Logs
Application (API etc) (Control flow, Trace,
variables, exception)

Runtime logs (Objects,

Memory allocation, threads,

DB Connections, Garbage Collection,
device heart beat etc)

—
Edge Device & Platform Platform logs (load balancer,

(Kubernetes, CloudFoundatary, VM) http connections, CPU, Continuous logs based on
Memory) time series

Unstructured logs needs
proper tracing with
correlation ID




Device

Log info
;\/—/

y

Log info
L\/—/

Service A

F

y

Log info
L\/—/

Service B

Service C

[Service A][Info] received request from [user id]...

[Service B][Info] received request to...

[Service C][Error] failed to process request...




Y Y
Log info Log info
Device Y a— N —
correlation-id
Service A » Service B

correlation-id
A
Service C

Log error

Create

correlation-id

[Service A][correlation-id][Info] received request from [user id]...
[Service B][correlation-id][Info] received request to...

[Service Cl[correlation-id][Error] failed to process request...

Log Analysis

Application (API etc)

Edge Device & Platform

(Kubernetes, CloudFoundatary, VM)

Application Specific Logs
(Control flow, Trace,
variables, exception)

Runtime logs (Objects,
Memory allocation, threads,

DB Connections, Garbage Collection,

device heart beat etc)

Platform logs (load balancer,
http connections, CPU,
Memory)

elasticsearch
splunk logstash

kibana

Application Performance
Monitoring

v

Prometheus
New —yg +
Relic.
Grafana




FusionReactor 14:18:03 UTC  tc-Docker-ir
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&
L Server Started 12-Apr-16 11:37:38.793 WebRequest
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Cueued Request Count (Due to Protection) 0 JDBCRequest
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Chapter 11: Future Direction of the lloT

Presentation - Web UI

Algorithms Model 1 | Model 2 §| Model ... | Modeln
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Hardware -

Solution Architecture
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