Chapter 1: Monitoring Fundamentals
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Chapter 2: An Overview of the Prometheus
Ecosystem
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Alertmanager

API Alert Store

Notification

Web Interface Dispatcher

Integration
(pager, email, slack, webhook)

O Enable query history

rate(node_disk_io_time_seconds._total{instance="prometheus:9100°}[10m])

Execute - insert metric at cursor - v

Graph  Console
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Load time: 27ms
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Total time series: 3
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instance="prometheus:9
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Prometheus

Ov
Promethe
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CPU 0.154s/s
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Version 250
Storage
Ingested Samples 0/s
Head Series 9.511k
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Evaluation Duration -

Notification Latency +Inf
Notification Queue 0
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Chapter 3: Setting Up a Test Environment

Host
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Guests - Virtual Network

Grafana
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Prometheus
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Alertmanager

192.168.42.12
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Al Unhealthy
alertmanager (1/1 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
http://alertmanager:9093/metrics upP 6.658s ago 10.39ms
grafana (1/1 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
http://grafana:3000/metrics up job="grafana" 12.048s ago 8.073ms
node (3/3 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
http://alertmanager:9100/metrics uP 1.931s ago 35.91ms
http://grafana:9100/metrics upP 13.35s ago 9.356ms
http://prometheus:9100/metrics up 14.964s ago 27.32ms
prometheus (1/1 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
http://prometheus:9090/metrics uP 4.415s ago 8.072ms
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8 Prometheus 2.0 Stats ~

1431

Scrape Duration
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Head Chunks
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00015
00010
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inner_eval_p99
result_sort_p99

© Last 5 minutes ==

i GrafanaDocs i Prometheus Docs

WAL Corruptions

None

Head Block GC Activity

1.00 1.00s
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0.50 500 ms.
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ons
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Query Durations
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prepare_time_p99 = queue_time_p99

Rule Group Eval Activity
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Alertmanager Alerts Silences Status

Fiter = Group Receiver: All

1 severity="critical" x

Custom matcher, e.g. env="production"

‘ alertname="ExampleAlert" + ]
14:31:41, 2018-12-15 m |~ Source X Silence
link: http://example.com

description:  Example alert is firing.

severity="critical"

Silenced

New Silence

Inhibited

[9]




Chapter 4: Prometheus Metrics
Fundamentals

Prometheus

O Enable query history
Load time: 43ms
Resolution: 35

node_network_receive_packets_total{instance="prometheus:9100°, device="eth1"}
“ Totaltime series: 1

Execute - insert metric at cursor - v

Graph  Console

- 15m + o« untl » || Res.(s) O stacked

Prometheus Alerts  Graph

O Enable query history
Load time: 28ms.
Resolution: 15

node_disk_written_bytes_total{instance="grafana:9100", device="sda"}
= Total time series: 1

SVl | - insert metric atcursor- 4
Graph  Console

- 5m + 4« Until » Res. (s) O stacked

500M
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O Enable query history

node_netstat_Tep_CurrEstabfinstance="alertmanager:9100* job="node"}|

BN erecaonn

Graph ~ Console

- 10m & « Until

Res. (s)

urrEstabfinstance="alertmanager.9100" job="node"}

O stacked

Load time: 12ms
Resolution: 2s
Total time series: 1

Prometheus Alerts Graph Status ~ Help

O Enable query history

node_memory_MempFree_bytes{instance="grafana:9100"}

Execute - insert metric at cursor - v

Graph  Console

- 10m + “« Until

40M

30M

20M

10M

MemFree_bytes{instance="grafana:9100"

Res. (s)

O stacked

Load time: 25ms
Resolution: 2s
Total time series: 1
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prometheus_http_request_duration_seconds_bucket

h |
L

" |
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Queries to O default - Add Query Query Inspector

sum by (le) (rate(prometheus_http_request_duration_seconds_bucket[1m]))

a

@ Legend  {{le}} ©  Minstep ©®  Resoluton 1/1 ~  Format Heatmap ~  Instant

Min time interval @ Relative time Time shift

O Enable query history

Load time: 34ms
rate(prometheus_rule_group_duration_seconds_sum(5ml) / rate(prometheus_rule_group_duration_seconds_count(5m]) Resolution: 75

Total time series: 1
Execute - insert metric at cursor - B

Graph ~ Console

- 30m + o« Unil » | Res.(9 O stacked

0.06

job="prometheus"}
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Chapter 5: Running a Prometheus Server

Prometheus Server

Rule Group N

Rule Group 1

Evaluation Interval

recording
rule 1

alerting
rule 1

recording
rule N

alerting

@ rule N

store

Scrape Job N

Scrape Job 1
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target 1
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Prometheus Alerts Graph Status ~ Help

O Enable query history

scrape_samples_scraped{job="prometheus"} - scrape_samples_post_metric_relabeling{job="prometheus"}

4

Load time: 20ms
Resolution: 14s
Total time series: 1

Execute - insert metric at cursor - =

Graph  Console

« Moment »
Element Value
{instance="localhost:9090" ,job="prometheus"} 34

Remove Graph

Add Graph
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Targets
All  Unhealthy

blackbox (2/2 up)

Last Scrape

Endpoint State Labels Scrape Duration Error
http://127.0.0.1:9115/probe UP instance="http://example.com" 12.015s 350ms
job="blackbox" ago
http://127.0.0.1:9115/probe UP instance="https://example.com:443" [N VI JVL V41
ago
target="https://example.com:443"
prometheus (1/1 up) m

Last Scrape
Endpoint State Labels Scrape Duration Error
http://localhost:90  UP 906ms 3.34ms
90/metrics ago
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kubernetes Q, Search

= Cluster > Namespaces

4+ CREATE

Cluster

Namespaces
Namespaces
Nodes Name &
Persistent Volumes 0 monitoring
Roles

0 kube-public
Storage Classes

o default
Namespace

o kube-system
default ~

Labels

Status

Active

Active

Active

Active

Age T

12 seconds
52 seconds
56 seconds

56 seconds

Configuration

global:
scrape_interval: 1m
scrape_timeout: 1@s
evaluation_interval: 1m

scrape_configs:

— job_name: prometheus
scrape_interval: 1m
scrape_timeout: 10s
metrics_path: /metrics
scheme: http
static_configs:

- targets:
- localhost:9090
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Prometheus

Targets

hey (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
http://hey-service.monitoring.svc:8000/metrics UP =3 355ms ago 57.55ms
prometheus (1/1 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
http://localhost:9090/metrics UP job="prometheus" 21.08s ago 14.48ms

Kubernetes
ice 1
Prometheus Service
e
Fully
Manages .
ServiceMonitor Matches Service 2
L target 3
Prometheus
Operator
i i Matches
Sennc?\IMomtor E—
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Prometheus

Configuration

global:
scrape_interval: 30s
scrape_timeout: 10s
evaluation_interval: 30s
external_labels:
prometheus: monitoring/k8s
prometheus_replica: prometheus-k8s-1
alerting:
alert_relabel_configs:
- separator: ;
regex: prometheus_replica
replacement: $1
action: labeldrop
rule files:
- /etc/prometheus/rules/prometheus-k8s-rulefiles-0/*.yaml
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Targets

default/hey-metrics/0 (3/3 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
http://172.17.0.10:8000/metrics UP ZXZ 3.586s ago 29.34ms
=3 ey diorment
[orvos-rrey-servcs ]
http://172.17.0.8:8000/metrics UP = 9.418sago 61.57ms

oosiveior [somico=ror sovice]

http://172.17.0.9:8000/metrics up = 9.894s ago 36.55ms
Frorvee']

monitoring/prometheus/0 (2/2 up)

Scrape

Endpoint State Labels Last Scrape Duration Error
http://172.17.0.6:9090/metrics UP m 1.284s ago 4.845ms

m

=3
http://172.17.0.7:9090/metrics UP m 3.119s ago 11.72ms

m — | pod=*prometheus

icgs-1 ] service=
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Chapter 6: Exporters and Integrations

; 192.168.42.11
; node_exporter
' mtail_exporter
' grok_exporter
i blackbox_exporter
Host ! [; Prometheus
E 192.168.42.10
192.168.42.1 '
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kubernetes Q  Search + CREATE

Workloads > Stateful Sets > prometheus-k8s = LOGS  ee SCALE /' EDIT
Cluster
Details
Namespaces
Nodes Name: prometheus-k8s Status
P Namespace: monitoring Pods: 2
Labels: prometheus: k8s runnii
Roles
Annotations: kubectl. io/l lied i hash: 73888179226
Storage Classes L = a
Creation Time: 2019-01-22720:51 UTC
Namespace Images: quay.io/prometheus/prometheus:v2.7.0
o quay.io/coreos/prometheus-config-reloader:v0.26.0
monitoring ¥ quay.io/coreos/configmap-reload:v0.0.1
Overview
Pods =
Workloads
CEdED Name % Node Status & Restarts Age =
Daemon Sets @ prometheusk8s-0 minikube Running 1 10 minutes = :
e o prometheus-k8s-1 minikube Running 1 10 minutes = H
Jobs
Pods
Events
Replica Sets
Replication Controllers Message Source Sub-object Count First seen Last seen
Stateful Sets delete Pod prometheus-k8s-1 in Sta
tefulSet k8! itroll - 1 2019-01-28720:55 UTC 2019-01-28T20:55 UTC
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User
root
root
root

root
root

root
root
root

root

nobody

Usage

PID
8,021
2,427
3,524

3,180
3,650

1
3,551
3,643

2,434

5,595
6,867
7,303
2,238
16,307
4,419
4,424
4,453
8

14
16,248

PPID
8,002

1
3,475

1
3,546

0
3,529
3,617

2,427

5,577
6,848
7,284
1
16,289
4,375
4,383
4,429
2

2
16,231

Start Time CPU %

21:21
21:16
21:17

21:17
21:17

21:15
21:17
21:17

21:16

21:19
21:20
21:20
21:16
21:33
21:18
21:18
21:18
21:15
21:15
21:33

9.40
5.80
4.40

3.80
3.80

2.20
1.70
0.90

0.70

0.60
0.50
0.50
0.40
0.30
0.20
0.20
0.20
0.10
0.10
0.10

MEM %
5.80
2.60

11.30

3.00
3.80

0.20
1.60
1.10

0.80

0.90
4.10
4.10
1.20
0.60
0.90
1.00
0.90
0.00
0.00
0.80

RSS

174.42
78.11
340.00

90.81
114.58

7.70
49.68
34.78

25.71

27.10
123.46
124.56

37.83 MiB 853.38 MiB  Ssl 00:00:04 containerd /system.slice/containe
19.95 MiB 28.98 MiB  Sssl 00:00:00 pod_nanny /kubepods/pod8287ade8-
28.62 MiB 133.94 MiB  Ssl 00:00:02 kube-proxy /kubepods/besteffort/p
30.80 MiB 138.66 MiB  Ssl 00:00:02 coredns /kubepods/burstable/pc
29.58 MiB 138.66 MiB Ssl 00:00:02 coredns /kubepods/burstable/pc
0.00 B 0.00 B I 00:00:02 rcu_sched
0.00 B 0.00 B S 00:00:01 ksoftirqgd/1
24.02 MiB 126.88 MiB Ssl 00:00:00 kube-state- /kubepods/pod8287ade8-

Virtual Size  Status Running Time Command Container
MiB 1.10 GiB Ssl 00:01:14 cadvisor /kubepods/burstable/pc
MiB 566.21 MiB Ssl 00:01:04 dockerd /system.slice/docker
MiB 503.64 MiB  Ssl 00:00:44 kube- /kubepods/burstable/pc
apiserver
MiB 1.28 GiB Ssl 00:00:38 kubelet /system.slice/kubelet
MiB 200.76 MiB  Ssl 00:00:38 kube- /kubepods/burstable/pc
controller
MiB 37.46 MiB Ss 00:00:26 systemd
MiB 10.06 GiB Ssl 00:00:17 etcd /kubepods/besteffort/p
MiB 136.29 MiB Ssl 00:00:09 kube- /kubepods/burstable/pc
scheduler
MiB 1.40 GiB Ssl 00:00:07 docker- /system.slice/docker
containe
MiB 131.43 MiB Ssl 00:00:05 operator /kubepods/burstable/pc
MiB 210.17 MiB Ssl 00:00:04 prometheus /kubepods/burstable/pc

MiB 209.92 MiB  Ssl 00:00:04 prometheus /kubepods/burstable/pc

metr

All

Endpoint

Unhealthy

http://172.17.0.2:8080/metrics

default/hey-metrics/0 (3/3 up)

monitoring/cadvisor/0 (1/1 up)

State

UP

Targets

Scrape
Labels Last Scrape Duration Error

instance="172.17.0.2:8080" | job="cadvisofiR EX:ZLLE:T e} 5.659s
Foorvic ] ramespace-+montoring” ] poo="csovsormerg

:l service="cadvisor-service"
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Kube-State-Metrics Metrics

e metrics

Targets

default/hey-metrics/0 (3/3 up)

monitoring/cadvisor/0 (1/1 up)

monitoring/kube-state-metrics/0 (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
http://172.17.0.13:8080/metrics UP I 21.838sago 64.57ms
==
sate motrcs Trsomniner-gotae | senvoo=kubs e
=3
monitoring/kube-state-metrics/1 (1/1 up)
Scrape
Endpoint State Labels Last Scrape Duration Error

http://172.17.0.13:8081/metrics up [ instance="172.17.0.13:8081" | job="dIX: R 86.61ms
st e romespoce=montrig” | pos=-hue
e moties rscsbbner-sotes | sovie-"be satemr

“
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mtail on 0.0.0.0:9197

Build: mtail version v3.0.0-rc18 git revision 6880a50008c13c45f9484f9deaf9al19f138039ce go version
gol.11.4 go arch amd64 go os linux

Metrics: json, prometheus, varz

Debug: debug/pprof, debug/vars

Program Loader

|pr0gram name || errors ||load errors”load successes”runtime errors|
|1ine_c0unt.mtail||No compile errors” ||1 || |
Log Tailer

Patterns

e /var/log/syslog

Log files watched

| pathname ||errors||r0tations||truncati0ns||lines read|
|/var/10g/syslog” ” || ”246 |
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Prometheus Alerts  Graph Status ~ Help

O Enable query history

line_count
z

Load time: 78ms
Resolution: 14s
Total time series: 1

Execute - insert metric at cursor - =

Graph | Console
= | 1h + « | Until » Res. (s) O stacked

500
450
400
350

300

line_count{instance="target01:3903",job="mtail",prog="line_count.mtail"}
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Prometheus  Alerts Graph  Status ~  Help

O Enable query history

grok_loglevel_example_total p

Load time: 31ms
Resolution: 7s
Total time series: 1

Execute - insert metric at cursor - s

Graph = Console

= | 30m + 4« | Until » Res. (s) O stacked

grok_loglevel_example_total{instance="target01:9144" job="grok" level="critical"}
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Blackbox Exporter

Probe prometheus.io for http 2xx

Debug probe prometheus.io for http 2xx

Metrics

Configuration

Recent Probes

Module

Target

Result

Debug

http_2xx

https://example.com:443

Success

Logs
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1-HTTP request with parameters

and probe type

like target address

<

from the probe data

4 _yrre response with

Prometheus format metrics A

3 - Probe returns
data to be processed

> blackbox_exporter

2 - Probe is launched
against target

target
Al Unhealthy
blackbox-http (2/2 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
http://target01:9115/probe UP Jjob="blackbox-http" 17.878s ago 239.2ms
http://target01:9115/probe UP 28.152s ago 1.046s
[ mosuie="ntp-20c* | targe-"htpsd/exampiecom:443*
blackbox-icmp (1/1 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
http://target01:9115/probe UP job="blackbox-icmp" 7.51s ago 6.556ms

larget=promethus”
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Prometheus Alerts Graph Status v

O Enable query history

probe_success
~

Load time: 20ms
Resolution: 14s
Total time series: 3

Execute - insert metric at cursor - *
Graph Console

« Moment »
Element Value
probe_success{instance="http://example.com" job="blackbox-http"} 1
probe_success{instance="https://example.com:443" job="blackbox-http"} 1
probe_success{instance="prometheus",job="blackbox-icmp"} 1

Remove Graph

Pushgateway

Code Community © Prometheus Authors 2014
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Pushgateway  Metrics  Status

= Delete Group

~ batchjob_example [/} | last pushed: 2019-05-06 22:13:08.069024435 +0000 UTC m=+304.152874944

Labels Value Timestamp

1557180788

1= last pushed: 2019-05-06

~ push_time_seconds (B LSt e e e L e [

22:13:08.069024435 +0000 UTC m=+304.152874944

Code Community © Prometheus Authors 2014

Prometheus  Alerts  Graph  Status +  Help

O Enable query history

batchjob_example p

Load time: 20ms
Resolution: 14s
Total time series: 1

Execute - insert metric at cursor - s

Graph  Console

« Moment »
Element Value

batchjob_example{endpoint="push-port" job="batchjob",namespace="monitoring",pod="pushgateway-75d76b4bb7- 1548802683
swh4k",service="pushgateway-service",squad="yellow" type="batch"}

Add Graph

Remove Graph
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Chapter 7: Prometheus Query Language -
PromQL

Targets

default/hey-metrics/0 (3/3 up)
monitoring/cadvisor/0 (1/1 up)
monitoring/kube-state-metrics/0 (1/1 up)
monitoring/kube-state-metrics/1 (1/1 up)
monitoring/node-exporter/0 (1/1 up)

monitoring/prometheus/0 (2/2 up)

[31]



O Enabla query histary

node_cpu_seconds_total(}

Execute - insert mefric at cursor - v

Graph  Console

“ Moment »

Element

~"node-exporter-service" mode="idle" namespace="menitoring" pod-="nede-exporter-rhrh6", service="nede-exporter-service}

node_cpu_seconds. total{cpu="0" endpoint="node-exporter’ instance="172.17.0.13:3100"

node_cpu_seconds, total{cpus="0" endpoint="node-exporter" instance="172.17.0.13:9100" job="node-exporter-service",mode=iowait'namespace="monitoring pod="node-exporter-rhrhé" service='node-exporter-sarvica'}

0 ="node-exporter-service" mode="irg' namespace="monitoring" pod="nede-exporter-rhrh6' service="node-exporter-service}

node_cpu_seconds. total{cpus="0" endpoint="node-exporter’ instance="172.17.0.13:9100" ;

node_cpu_seconds_total{cp

0" endpoint="node-exporter" instance="172.17.0.13:9100" job="node-exporter-service"made= "nice", “monitoring” pod=" pol " service="1 expol 1

node_cpu_seconds total{cpu="0" endpoint="node-exporter’ instance="172.17.0.13:9100° job="node-exporter-service"mode="softing ,namespace=‘monitoring" pod=" XD " sarvice="n o ce')

nede_cpu_seconds_total{cpu="0",endpoint="node-exporter" instance="172.17.0.13:9100" job="node-exporter-service" mode="steal".namespace="monitoring" ,pod="nod\ P

hrh6" service:

de-expol ice'}

node_cpu_seconds. total{cpu="0" enepoint="node-exporter" instance="172.17.0.13:3100" job="node-exporter-service" mode="system" namespace="monitoring*, pod="node-exporter-hin6" service="node-exporter-service'}

node_cpu_seconds_total{cp

0" endpoint="node-exporter” instance="172.17.0,13:3100" job="node-exporter-servica",mode="user", *monitoring",pod="node-exporter-rhih6 service="node-exporter-service']

node_cpu_seconds _total{cpu="1",endpoint="node-experter instance="172.17.0.13:9100" job="node-exporter-service",mode="idle” namespace="menitoring", pod="node-exporter-ihrh6” service="nede-exporter-service '}

node_cpu_seconds. total{cpu="1" endpoint="node-exporter" instance="172.17.0.13:9100" job="node-exporter-service".mode="iowait',namespace="monitoring* pod=" p * service="node-expi '}
node_cpu_seconds total{cpu="1" endpoint="node-exporter" Instance="172.17.0.13:9100" job="node-exporter-sarvice" mode="irq" ‘monitoring" pod="node-exp! " service="node-axportar-sarvice’}
node_cpu_seconds total{cpu="1" endpoint="node-exporter" instance="172.17.0,13:9100" job="node-exporter-service",mode="nice", “monitofing” pod=" oo * service="node-axpor }

node_cpu_seconds._total{cpu="1",endpoint="node-exporter" instance="172.17.0.13:9100" job="node-exporter-service",mode="softirg' namespace="monitoring" pod="node-exporter-rhi6* service="node-exporter-service "}

node_cpu_seconds._total{cpu="1" endpoint="node-exporter" instance="172.17.0.13:3100" job="node-exporter-service" mode="steal" ;pace="monitoring" pod="node-exporter-rhrhé" service="node-exporter-service'}

node_cpu_seconds,_total{cpu="1" encpoint="node-exporter" instance="172.17.0.13:9100" job="node-exporter-service",mode="system" namespace="monitoring*, pod="node-exporter-rhiné" service="node-exporter-service'}

node_cpu_seconds _totaljcpu="1",endpoint="node-experter instance="172.17.0.13:9100" job="node-exporter-service",mode="user", *monitoring” pod="node-expe hrh6" service="node-exporter-service'}

Resolution: 145
Total time serles: 16

4462.94

3.48

285

14,79

301.04

44236

446429

3.66

270.64

399.04

O Enable query history

node_cpu_seconds_total{cpu="0"}
Exacute - insert metric at cursor - :
Graph  Console

“ Moment »

Element

node_cpu_seconds_total{epu="0" endpoint="node-exporter instance="172.17.0.13:9100"

de-exp: * mode-="idl

pace="monitoring’,pod="node-exporter-riwh" service="node-exporter-service'}

node_cpu_secands_total{cpu="0" endpoint="node-exporter' instance="172,17.0.13:9100" job="node-export  mode="iowait", “monitoring* pod="node-exporter-hih6" service="node-export 3]
node_cpu_seconds_total{spu="0" endpoint="node-exporter" instance="172,17.0.13:9100" job="node-export * mode="irg", “monitoring",pod="node-exporter-rhihé" service="node-export jce")
node_cpu_seconds_total{spu="0" endpoint="node-exporter” instance="172.17.0,13:8100" job=" p * mode="nige" *monitaring*,pod=" P “.service="nods-exporter-service'}
node_cpu_seconds_tatal{cpu="0" endpoin="node-exportsr instance="172,17.0,13:9100" * mode="softig" monitoring”,pot="rode-exporter-me" senice="rode-axporter-servics")
node_cpu_seconds_tatal{cpu="0" ndpoint="node-exporter" instance="172.17.0,13:9100" job=" * mode="steal’ ‘moritaring’ pac=" ‘ service=" '}

node_cpu_seconds._total{cp

ode-exporter-service' |

*172,17.0,13:8100" job="node-export * mode="system" *monitoring, pot

ode-exporter-hrh" service:

*172.17.0.12:8100"

node_cpu_seconds_total{epu=

da-export * mode="user" *manitoring",pod="node-exporter-rhrhe", service="nade-exporter service']

Graph

Load time: 17ms
Resalution: 145
Total time series: 8§

Value
2000.44
1.99

1.26
742

0
150.44

213.03

Remove Graph
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O Enable query history

node_cpu_seconds_total{cpul"0"}

- insert metric at cursor - B

node_cpu_seconds_tataljopu="1",endpoiri

“nade-experter’ instance="172.17.0.13:9100" job="node-exporter-service", mode=

node_cpu_seconds_totalfopt

Lendpoir

ade-exporter’ instance="172.17.0.13:9100" job="rode-exporter-service", made=

node_cpu_seconds_totalfcpu "node-exparter” instance="172.17.0.13:9100" job="node-exporter-service modas

node_cpu_seconds_tatalfcpu

\ade-exporter’ instance="172.17.0.13:9100" job="nod ot

Graph Conscle

4 Moment »
Element
node_cpu_seconds_total{cpu="1",endpoint="node-exporter' instance="172.17.0.13:9100" job="node-exp * mode="idle", 'monitoring " ped="node-exp: hrh6* service="node-exporter-service"}
node_cpu_seconds_total{cpu="1",endpoint="node-exporter' instance="172.17.0.13:9100" job="node-export: * mode="iowait’ 'monitoring pod="node-exporter-rhrh6" service="node-exporter-service'}
node_cpu_seconds_total{cpu="1",endpoint="node-exporter instance="172.17.0.13:9100" job=" P " mode="irg", monitoring”,pod-=" P * senice=" P )
node_Gpu_sesonds_total{opu="1",endpoint="nods-exporter' instance="172.17.0.13:9100" job=" 2 * made="nice", “monitoring,pod="node-exporter-rhih6’ service="node-exporter-service '}

soHtim* nemespace="monitoring",pod="nade-exparter-rih6',service="node-expartar-service')

"steal’,namespace="maritoring’, pod="node-exporter-rhrhg"

ervice="node-exporter-service'|

system",namespace="monitoring* pod="node-exporter-thrh6" service="node-exporter-service'}

o ica* moda=

Add Graph

"user” *manitering " pod="noda-axporter-rhrhi

viee="node-exporter-service'|

4

Load time: 38ms
Resolution: 148
Total time series: 8

245285
2.84

1.49
10,66
0
155.55

220.16

Remove Graph

Prometheus

O Enable query history

node_cpu_seconds_total{mode=~"(system|user)'}

m - insert metric at cursor - T

Graph  Console
4 | Moment »
Element

node_opu_secands. totaliopu=

\endpaint="node-sxporter*,instance="172,17.0.13:9100" job="

node_opu_seconds_total{cpu="0" endpaint="node-exparter

instance

172.17.0.13:9100" job="nod

node_cpu_seconds_totalicpu="1",endpaint="node-axporter",instance="172.17.0.13:9100" job="

node_cpu_seconds_ totalicpu="1",andpaint="node-exporter’,instance="172.17.0.13:9100" job="nod I

Graph

* mode="system *monitoring", pd=" porter-rhrhB",service=" P '}
", mode="user" s space="monitoring ', pad="node-exporter-rhrhB" service="node-exporter-service'}
', mode="system" *monitoring”,pod=" rhrhB ", service="1 ce'}
o * mode=' usar’ namespace='monitoring, pod='node-axp: he", service="node-exp: ice'}

Load time: 19ms
Resolution: 14s
Total time series: 4

Value
198.04
2881
169.57

24085

Remove Graph
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O Enable query history

Load time: 21ms
node_cpu_seconds_total{model~"(system|user)"} Resolutior

Total time series: 12

Execute - insert metric at cursor - s

Graph Conscle

4  Moment »

Element Value
node_cpu_secands_total{cpu="0" endpoint="node-exporter* instance="172.17.0.13:3100" job="node-exporter-service" mode="idle",namespace="monitoring" pod="node-exporter-rhihé* service="node-exporter-service'} 300587
node_cpu_secands_total{cpu="0" endpoint="node-exporter* instance="172.17.0,13:8100" job=" p * modes="iowait* "monitoring" pod=" P * services" p ] 249
node_cpu_seconds_total{cpu="0" endpoint="node-exporter" instance="172.17.0,13:9100" job=" p * mode="irg", “monitoring",pod="rx porter-rhme" service=" o jce"} 0
nodie_opu_seconds_total{opu="0" endpoint="node-exporter" instance="172.17.0,13:9100" job=" D * mode=*nice*. *monitoring”,pod=" P *,servioe="rode-exporter-service'} 185
node_opu_seconds_tatal{opu="0" endpoint="node-exporter" instance="172.17.0,13:3100" i de-export * mode="softim’ monitoring",pot="rode-exporter-hime" senvice="ode-exporter-servios"} 1027
node_opu_seconds_total{cpu="0" endpoint="node-exporter” instance="172.17.0.13:9100" job="node-export * mode="steal". ‘moritoring* paci=node-exporter-rhrh* service="node-exporter-service'} ]

node_cpu_seconds_total{spu="1" endpoint="node-exporter” instance="172.17.0.13.:8100" job="node-exporter-service", mode="idle",namespace="monitoring’ pod=" node-exporter-rhirh* senvice="node-exporter-service'} 3026.55
node_cpu_seconds_tatal{epu="1",endpoint="node-exporter’ instance="172.17.0.13:9100" job="node-axpart * made="owait", "manitaring",pod="nade-exporter-thh* sarvice="noda-axparter-servica'} 303
node_cpu_seconds tatal{epu="1",andpoint="node-exporter' instance="172.17.0.13:9100" o i " mode="irg", “monitoring”,potd="nod tar-rhih’ service="nodk tor-sarvice') o
node_cpu_seconds_tatal{epu="1",endpoint="node-exporter" instance="172.17.0.13:9100" job- d iee® mode="nice" “monitoring",ped="nod: hrh*,service="node-exporter-sarvica'} 1.88
node_cpu_seconds total{epu="1" endpoint="node-exporter' instance="172.17.0.13:9100" job="node-exporter-service*, mode="saftim’ namespace="monitoring”, pod="node-exporter-hihé’ sanvice="node-exporter-sarvica'} 1265
node_cpu_seconds _total{epu="1" endpoint="node-axporter’ instance="172.17.0.13:100" job="node-exp " mode="steal" *moritoring* pad-="node-exporter-rhrh6" service="node-exportar-servica"} ]

Remove Graph

O Enable query history

e . Load time: 18ms.
http_requests._total{code="200"}[2m] Resolution: 14s

Total time series: 3

Exec: - insert metric at cursor - v

Graph  Console

4 | Moment »

Element Value

http._raquests_total(cade="200" endpoint="hey-port", handler="health" instance="172.17.0.10:8000" job="hey-service",methad="gel" namespace="default" pod="hay-dapioyment-88Bccddbc-wrkix', service="hey-service"} 1448 @1549225855 916
1452 81549225885.92
1455 @1549225915.916
1458 @1549225045 918

http. requests_total(cade="200" endpoint="hey-port" handler="heaith" instance="172.17.0.11:8000" job="hay-service",methos “ defauit",pod="l ploy cq6" service="hey-service") 1450 @1549225863.751
1453 @1549225893.751
1456 @1549225923.75

1459 @1549225953.751
http_requests_total(code="200" encpaint="hey-part’ handler="/health" instance="172.17.0.9:8000" job="hey-service',method="get" .namespace="defaut" pad-="hey-depioyment-888ccadbc-xqmap" service="hey-service'} 1450 @1549225861.364
1453 @1549225891 363
1456 @1549225921,363
1459 @1549225951.363

Remove Graph

Add Graph
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Prometheus  Alerts

O Enable query history

Load time: 10
http_requests_total{code="200"}[2m] offset 1h Ao e

Total time series: 3

ute - insert metric at cursor - T

Graph  Conscle

« | Moment »
Element value
http_requests_total(cade="200" endpoint="hey-port" handler="/health" instance="172.17.0.10:8000" job="hey-service".method="get " ,namespace="default' pod="hey-deployment-88Bcaddbc-wrkix' service="hey-service"} 1350 @1549224865.916.
1353 @1549224895.915
1356 @1549224925 915
1359 @1549224955 916
http_requests_total{code="200" endpoint="hey-port" handler="/heatth*,instance="172.17.0.11:8000" job='hey-servica’,method="get " namespace="default' pod=*hey-deployment-888coddbo-cheqs! service="hey-service '} 1351 @1549224873.752
1354 @1549224903 751
1357 @1549204933 751
1360 @1549224963.751
http_requests_total{cade="200" endpoint="hey-port" handler="theaith 172.17.0.8:B000" job=" * method="get", " default’ pod="hey-deploymant-888caddbo-xamap service="hey-service'} 1351 @1549224871.365

1354 @1549224901.365
1357 @1540224931 364
1360 @1549224961.364

Remove Graph

Add Graph

Prometheus

O Enable query history

Load fime: 31ms
rate(node_network_receive_bytes_ total{device="eth1"}[1m]) Resolutior

s
Total tme series: 1

Execute - insert metric at cursor - 5

Graph ~ Conscle

= | 15m | + « | Until » Res. (s) O stacked

800

‘node-exporter-service”,namespace-

[35]



O Enable query history

irate{node_network_receive_bytes_total{device="eth1"}[1m])

@ - insert metric at cursor - :

Graph ~ Console

= | 16m | + 4« Until »

Res. (s)

O stacked

Load time: 18ms.
Resolution: 3s
Total time series: 1

& [counter1 A [Counter2 & [(sumofrates
(with a reset)
G1 G2 G3
o I .
> > >
A [sum of counters n 4 [Rate of sum
G4 G6
What rate sees when
given the sum of
1t
counters &5
> > o
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Time Range
(1m]

Missing Sample

4

(15s scrape interval)
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rate(container_cpu_usage_seconds_total{container_label io_kubemetes_container_name
)

* on (container_label_io_kubernetes_pod_name)

group_left (version)

label_replace(node_exporter_build_info, “container_label_io_kubernetes_pod_name*, *$1

Execute insert metric at cursor $

Graph Console

- 30m + «  Until » Res. (s]

B {container_labal_lo_kubemetas_pod_name="node-axporter-wjrm" version

{container_label_io_kubernetes_pod_name="node-exporier-2imsf" version="0,17.0-rc.0"}

'nod

pod", *(.+

exporter){1m})

Load time: 25ms
Resolu
Total t
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Chapter 8: Troubleshooting and Validation

(*Group)

funcl
0 0f 5504.75KB (78.18%)

5504.75kB
v

main

funcl9
0.0f 5504.75kB (78.18%)

5504.75kB

tsdb
Open
0.0f 5504.75kB (78.18%)

5504.75kB
y

IMIh

Dot 5504708 (78.18%)

5504.75kB

mlb

Ourssm 75ua (7x 18%)

4978.63kB

tsdb

newStripeSeries
4978.63kB (70.71%)

/3584 16kB \394 46kB

526.13kB

index
NewUnorderedMemPostings
526.13kB (7.47%)

526.13kB

A
28KB

File: prometheus
Type: inuse_space
Time: May 11,2019 at 2:59pm (UTC)

Showing nodes accounting for 7041kB, 100% of 7041kB total

(*serapeLoop)

run
00f 1536.25KB (21.82%)

1536.25kB
A 4

serape
(‘mapd_mp )

0o 1536 mda (2182%)

\ 4

(etimeLimithppender

00f 1024.19KB (14.55%)

1024.19kB
v

storage
(*fanoutAppender)

00f 1024.19KB (14.55%)

1024.19kB

00f 1024.19KB (14.5%)

1024.19kB
V

L'hg.\dAppendd!

00f 1024.19KB (1455%)

1024.19kB
A\ 4

tsdb
(*Head)

getOrCreate
00f 1024.19KB (14.55%)

1024.19kB

g
00f 1024.19KB (14.55%)

1024.19kB

512.06kB

1024.19kB ™

newScrapePool
1
00f 1206k (127%)

512.06kB

mutateSampleLabels
00f 512.06kB (7.27%)

512.06kB
labels
(*Builder)
Labels
512.06kB (7.27%)

512.06kB

1288

tsdb
newMemSeries
1024.19kB (14.55%)

1024.19kB

=
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fdebug/pprof/

Types of profiles available:

Count Profile

90

0

0

36

90

[}

0 profile

8 threadcreate

o trace

full goroutine stack dump

Profile Descriptions:
+ allocs: A sampling of all past memory allocations.
+ block: Stack traces that led to blocking on synchronization primitives
+ cmdline: The command line invocation of the current program
« goroutine: Stack traces of all current goroutines
* heap: A sampling of memory allocations of live objects. You can specify the gc GET parameter to run GC before taking the heap sample.
* mutex: Stack traces of holders of contended mutexes
=« profile: CPU profile. You can specify the duration in the seconds GET parameter. After you get the profile file, use the go tool pprof command to investigate the profile.
« threadcreate: Stack traces that led to the creation of new OS threads
* trace: A trace of execution of the current program. You can specify the duration in the seconds GET parameter. After you get the trace file, use the go tool trace command to investigate the trace.
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Chapter 9: Defining Alerting and Recording

Rules

-

Prometheus Server - Rule Manager

Rule Group N

Rule Group 1

Evaluation Interval

recording
rule 1

alerting
rule 1

recording
rule N

alerting

@ rule N

store

=

Prometheus
TSDB

[41]




metheus Graph

recording_rules

Rule State Error

record: instance:node_cpu:count OK
expr: count
without(cpu) (count without(mode) (node_cpu_seconds_total))

different_eval_interval

Rule State Error

record: OK
handler_instance:prometheus_http_request_duration_seconds_sum:rate5m
expr: rate(prometheus_http_ request_duration_seconds_sum[5m])

record: OK
handler_instance:prometheus_http_request_duration_seconds_count:rate5m
expr: rate(prometheus_http_ request_duration_seconds_count[5m])

record: handler:prometheus_http request_duration_seconds:mean5m OK
expr: sum

without (instance)
(handler_instance:prometheus_http_ request_duration_seconds_sum:rate5m)

/ sum without(instance)
(handler_instance:prometheus_http_request_duration_seconds_count:rate5m)

37.207s
ago

Last Evaluation

37.207s ago

4.126s
ago

Last Evaluation

4.126s ago

4.125s ago

4.123s ago

321.2us

Evaluation Time

311.7us

4.311ms

Evaluation Time

739.4us

2.556ms

994.2us

[42]



Prometheus Alerts Graph  Status ~  Help

Alerts

& Show annotations

NodeExporterDown (0 active)

alert: NodeExporterDown
expr: up{job="node"}
=1
for: 1m
labels:
severity: critical
annotations:
description: Node exporter {{ .Labels.instance }} is down.
link: https://example.com

[43]



Prometheus  Alerts Graph  Status +  Help

Alerts

& Show annotations

NodeExporterDown (1 active)

alert: NodeExporterDown
expr: up{job="node"}
1= 1
for: 1m
labels:
severity: critical
annotations:
description: Node exporter {{ .Labels.instance }} is down.
link: https://example.com

Labels State

alertname="NodeExporterDown" | instance="prometheus:9100" PENDING

Annotations

description

Node exporter prometheus:9100 is down.
link

https://example.com

Active Since

2019-03-08
21:48:15.04754979 +0000
uTC

Value

[44]




Prometheus  Alerts  Graph Status ~ Help

Alerts

& Show annotations

NodeExporterDown (1 active)

alert: NodeExporterDown
expr: up{job="node"}
I= 1
for: 1m
labels:
severity: critical
annotations:
description: Node exporter {{ .Labels.instance
link: https://example.com

Labels

alertname="NodeExporterDown" | instance="prometheus:9100"

job="node" | severity="critical"

Annotations

description

Node exporter prometheus:9100 is down.
link

https://example.com

}} is down.
State Active Since
FIRING 2019-03-08
21:48:15.04754979 +0000
uTC

Value
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Prometheus  Alerts Graph  Status ~  Help

O Enable query history

ALERTS
Z“

Load time: 15ms
Resolution: 14s
Total time series: 1

Execute - insert metric at cursor - '

Graph ~ Console

« Moment »

Element Value

ALERTS{alertname="NodeExporterDown" alertstate="pending" instance="prometheus:9100" job="node" ,severity="critical"}

Remove Graph
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-

Alert
States

Condition

Result ‘

Condition happens
on target between
scrapes

I | I |
30s 30s 30s 30s 30s

Time to alert

, >

30s Scrape Interval

Pending

Evaluation interval
finds last scrape
without a triggering
result

>

im Rule Evaluation
Interval
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Chapter 10: Discovering and Creating
Grafana Dashboards

Guests - Virtual Network

Grafana

192.168.42.11

J
\

Host E Prometheus
e ; — 192.168.42.10
192.168.42.1 :

Forgot your password?

[48]



a8 Home -

Home Dashboard

& & & 3 e

Install Grafana Greate your first Create your first Install apps &
dersaneas sEEakears plugins

Starred dashboards

Recently viewed dashboards

node_exporter_basics

[49]



Data Sources / prometheus

Type: Prometheus

= Settings v

Name © prometheus Default D
HTTP

URL http://prometheus:9090 i ]

Access Server (Default) ~  Help»

Whitelisted Cookies (i
Auth

Basic Auth With Credentials i}

TLS Client Auth With CA Cert (i}

Skip TLS Verify

Scrape interval (i ]

Query timeout o

HTTP Method GET -0

[50]



Q Explore @ prometheus - M < @ > Clearal

Metrics ~ label_replace(irate(node_network_receive_bytes_to XN NN =

Functions

For each timeseries in “v', “label_replace(v instant-vector, dst_label

- Graph string, replacement string, src_label string, regex string)’ matches the
regular expression “regex' against the label ‘src_label’. If it matches,
12500 then the timeseries is returned with the label “dst_label’ replaced by
the expansion of “replacement’. “$1° is replaced with the first matching
10000 subgroup, "$2° with the second etc. If the regular expression doesn't
match then the timeseries is returned unchanged.
7500
5000
2500
0

14:33 14:34 14:35 14:36 14:37

{device="eth0" job="node"} {device="eth1" job="node"}

4 Table
device job Value #1
eth0 node 12
eth1 node 631.6

Page 1 of 1

“

20 rows

[51]



node_exporter_basics ~ w @ & (==} © Last 5 minutes
instance
Uptime Root filesystem usage Root filesystem size CPU usage
2500%
prometheus/iowait
6 mins J———"
prometheus/nice
1.500% prometheus/softirq
61 8 G i B == prometheus/steal
CPU cores . 1.000% — prometheus/system
l = prometheus/user
1 0.500%
» sl oo
0% = ——
20:13 2014 2015 20:16 2017
Memory usage Network [0
238 MiB - avg cuvent 3.0kB/s
prometheus/total 229.5MiB 229.5MiB Rx: prometheus/eth0
191 MiB prometheus/used 2239MiB  221.6MiB 2.0kB/s Rx: prometheus/eth1
= prometheus/swap 1013 KiB 1.0MiB Tx: prometheus/eth0
143 MiB prometheus/cache+buffers 90.4 MiB 87.8MiB 1.0kB/s Tx: prometheus/eth1
95 MiB 0B/s
48 MiB 1.0kB/s
0B 2.0kB/s
2014 2016 2013 2014 2015 2016 2017

avg
0.1788%
0%
0%
0.0152%
0%
0.1879%
0.1758%

avg
558/s
8588/s
658/s

196 8/s

current
0.1333%
0%
0%
0.0667%
0%
03333%
0.4000%

current
08/s
2215k8/s
08/s

1.174kB/s

Q

a® New dashboard -~

New Panel

Add Query

Choose Visualization

Convert to row
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Visualization Q PN ?

Graph Singlestat Gauge

o~

19 A

@ Table Text
EEEEE I l |
EmEaEs
[ T T |
i | — |
o
Alert List Dashboard list Plugin list
2 O 2 I
% I - @ I -
Z I % I -
7 I 7 I
7 I % I
7 I Z I
7 I % I
% I % I o

@ node_exporter_basics

£+ Settings Variables

== General
+ New

@ Annotations

] fx} Variables Variable Definition

2 Links
¢ Sinstance  label_values(node_exporter_build_info, instance) Duplicate n
D Versions
@ Permissions

{1} JSON Model
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thi*
Quick ranges
Last 2 days Yesterday
Last 7 days Day before yesterday
Last 30 days This day last week
Last 90 days Previous week

Last 6 months Previous month

Last 1 year Previous year

Last 2 years

Last 5 years

Custom range

From:
now-6h
To:
now

Refreshing every:

off

&

o

Today

Today so far

This week

This week so far
This month

This month so far
This year

This year so far

@ Last 6 hours

Q

Last 5 minutes
Last 15 minutes
Last 30 minutes
Last 1 hour

Last 3 hours
Last 6 hours

Last 12 hours
Last 24 hours

HAoB

Apply
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@ New dashboard

£+ Settings Variables > New

== General General

Q Annotations Name instance Type ©  Query -
| {x} Variables Label Hide -

& Links

{{I} JSON Model Query Options

Data source prometheus ~  Refresh ©® OnDashboard Load ~
Save Query label_values(node_exporter_build_info, instance)
Save As... Regex o

Sort ©® Disabled b

Selection Options

Multi-value Li]

Include All option

Value groups/tags (Experimental feature)

Enabled

Preview of values

grafana:9100  prometheus:9100

[551]



88 example -

instance |

grafana:9100

prometheus:9100
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@ example -

e & @ Last15minutes Q@
instance  grafana:9100 ~
Panel Title
0.003
0.002
0.001 22X 7N 2>
21:38 2139 21:40 21:41 2142 21:43 21:44 21:45 21:46 21:47 21:48 21:49 21:50 21:51 2152
~ grafana/iowait = grafanalirq - - - =
Queries to © default - Add Query  QueryInspector ~ ?
S
I vA

()
3

label_replace(avg by (mode, instance) (irate(node_cpu_seconds_total{instanc

v + 4 o @

$instance", mode!="idle"}[5m])), "instance", "$1", "instance", "([*~:]1+]

Legend  {{instance }}/{{mode@  Minstep © Resolution 1/1 ~ Format  Timeseries ~ Instant ]
o Min time interval  © Relative time Time shift Hide time info
@ example - e & @ last15minutes  Q
instance  grafana:9100 ~
Panel Title
O00% avg  current
\ — grafana/iowait 0.00010 0
0.200% grafana/irq 0 0
grafana/nice 0 0
0.100% \ A = grafana/softirq 0.00001 0
V4 — grafana/steal 0 0
= grafana/system 000066  0.00133
0%
21:38 21:39 21:40 21:41 21:42 2143 21:44 21:45 21:46 21:47 2148 21:49 21:50 21:51 21:52 = (T LR Ry
Visualization i Graph ~ ?
Axes
LeftY Right Y X-Axis
=
) Show " @) Show " @) Show " @)
Unit percent (0.0-1.0) - Unit short - Mode Time -
@ Scale linear - Scale linear - VNS
o Y-Min 0 Y-Max Y-Min Y-Max Aign  ©
Decimals 3 Decimals
Label Label
Legend
Options Values Hide series
Show a Min Max With only nulls
As Table @) Avg @O curent @) With only zeros
To the right @) Total Decimals
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This panel illustrates the percentage used by
CPU mode

g CPU usage by mode ~
0.500%

0.400% |

0.300%

0.200%

e 1) o © Last 15 minutes

avg

— grafana/iowait 0.008602%
grafanairq 0%

grafana/nice 0%

— grafana/softirg 0.005376%

= grafanasteal 0%

= grafana/system 0.051612%

= grafana/user 0.062366%

2051 2052 20553 20:54 20555 20:56 20557 20:58 2059 21:00 21:01 21:02 21:03 21:04

General
Title CPU usage by mode Description This panel illustrates the percentage used by CPU
mode
@ Trmneporrt
Repeating
o Repeat -

Note: You may need to change the variable selection to see this in action.

21:05

Q <

0.066667%
0.066667%

@ Share Link Snapshot Export

Export for sharing externally e

Save to file [Z) View JSON

Cancel
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{9 Grafana Labs

Dashboards

Official & community built dashboards

Filter by: .
node_exporter_basics

Downloads: 30
Prometheus

Singlestat

Host Metrics

nodeExporter

€1 node_exporter_basics
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{3 Grafana Labs

node_exporter _basics vy Downloads: 34

Basic node exporter dashboard
Last updated: 2 days ago

‘ Overview Revisions Settings

Get this dashboard:
9916

Ith Copy ID to Clipboard

A basic example of a templated dashboard using node exporter metrics
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oo
D

Create

Import

8® Dashboard
@ Folder

S Import
wrarararcurnrwasnboard

Import dashboard from file or Grafana.com

£. Upload .json File

Any dashboard from Grafana 3.1 and above may be uploaded and shared with the community.

Exported dashboard.json file from Grafana

Upload Dashboard
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Node CPU - prometheus:9100
CPU Usage

Cores

Time

PY Wuser ©system steal W softig fowait

CPU(s): 1

Idle CPU 98.7%
lowait CPU 0.3%
Irg CPU 0.0%
Nice CPU 0.0%
Softirg CPU 0.1%
Steal CPU 0.0%
System CPU 0.3%
User CPU 0.5%
— eSS Misc
Processes Running 3
Processes Blocked 0
Forks 66.67m/s

Context Switches 76.21/s
Interrupts 43.6/s

1m Loadavg 0

Grafana

Requests by endpoint

Requests (/s)

lusers Juid/:uid Ntags Isearch/ Iplugins M /lo lexplore

Idatasources/proxy. /d:uid/:slug /avatar/:hash ~ ® /annotations M /alerting
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Chapter 11: Understanding and Extending

Alertmanager

.~ Guests - Virtual Network

Alertmanager01

192.168.42.11

Alertmanager02

192.168.42.12

)

Host
192.168.42.1
Prometheus
\ 192.168.42.10

Alertmanager03

192.168.42.13

Prometheus N Dispatching

Notification Pipeline

Prometheus 1 ( inhibiti \] (

e ‘

| L J
I \

Alertmanager
API

Silences

Notification N

Notification 1

Deduplication
‘

Duplicate
notification?

Notifications

(R

Notify

Receivers

Failed to
deliver?
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Alertmanager Alerts Silences Status Help

Filter Group

Label key for grouping alerts

alertname="NodeExporterDown" ‘

21:09:00, 2019-04-03 (UTC)
base_instance="alertmanager02" dc="dc1"

severity="slack"

21:09:00, 2019-04-03 (UTC)
base_instance="alertmanager01" dc="dc1"

severity="slack"

Receiver: All

instance="alertmanager02:9100"

instance="alertmanager01:9100"

job="node"

job="node"

Silenced Inhi

prom="prom1"

prom="prom1"

bited
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New Silence

Start Duration

‘ 2019-04-03T21:25:38.137Z

\/‘ [ 2n v

End

‘ 2019-04-03T23:25:38.137Z v

Matchers Alerts affected by this silence.

Name Value

alertname v NodeExporterDown

+

Creator

‘ Marvin

Regex

Comment

‘ Creating an example of a silence.

Affected alerts: 2

21:09:00, 2019-04-03 (UTC)

alertname=NodeExporterDown base_instance=alertmanager02 dc=dc1

21:09:00, 2019-04-03 (UTC)

alertname=NodeExporterDown base_instance=alertmanager01 dc=dc1

instance=alertmanager02:9100

instance=alertmanager01:9100

job=node prom=prom1 severity=slack

job=node prom=prom1 severity=slack
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Alertmanager Alerts Silences Status Help

Status

Uptime: 2019-03-29716:04:33.4547
Cluster Status

Name: 01D7533Z045412VE7QADM1PCVD
Status:

Peers: « Name: 01D75372QMGDMTDDO0C40GS6QSX
Address: 192.168.42.13:9094
 Name: 01D7533Z045412VE7QADM1PCVD
Address: 192.168.42.11:9094
* Name: 01D7535HQGY4XKGVI/ACBHAZGT
Address: 192.168.42.12:9094
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Prometheus 1 Prometheus N

Alerts

Alertmanager 1 Alertmanager N

>

A

Gossip Gossip

Alertmanager 2

Notifications

Slack, Pager, Email...
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Alertmanager Alerts Silences Status Help

Filter Group

Custom matcher, e.g. env="production"

alertname="InstanceDown"

14:51:00, 2019-03-31 (UTC)
base_instance="alertmanager01" de="dc1" instance="alertmanager01"

severity="pager"

alertname="deadmanswitch"

14:49:45, 2019-03-31 (UTC)

dc="dc1" prom="prom1"

Receiver: All

job="icmp"

Silenced Inhibited

prom="prom1"
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Alertmanager Alerts Silences Status

Filter Group

Custom matcher, e.g. env="production"

alertname="AlertmanagerDown"

14:50:45, 2019-03-31 (UTC)

base_instance="alertmanager01" dc="dc1"

prom="prom1" severity="pager"

alertname="InstanceDown"

14:51:00, 2019-03-31 (UTC)

base_instance="alertmanager01" dc="dc1"

severity="pager"

alertname="NodeExporterDown"

14:50:45, 2019-03-31 (UTC)

base_instance="alertmanager01" dc="dc1"

prom="prom1" severity="slack"

alertname="deadmanswitch"

14:49:45, 2019-03-31 (UTC)

de="dc1" prom="prom1"

Help

Receiver: All

instance="alertmanager01:9093"

instance="alertmanager01"

instance="alertmanager01:9100"

job="alertmanager"

job="icmp"

job="node"

prom="prom1"

Silenced Inhibited
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# B AlertManager APP 1:00 AM
I [FIRING:1] deadmanswitch (dc1)
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# B AlertManager APP 1:00 AM

[2x ALERTS] NodeExporterDown
& Troubleshooting Guide

Description: Node exporter on alertmanager01:9100 is
not being scraped.

Details:

¢ alerthame: NodeExporterDown

e dc: dcl
e instance: alertmanagerl:9100
e job: node

Description: Node exporter on alertmanager02:9100 is
not being scraped.

Details:

¢ alerthame: NodeExporterDown

e dc: dcl
¢ instance: alertmanager2:9100
e job: node
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Prometheus CN

Prometheus C1

Scrape
i Alertmanager Cluster
Prometheus AN Alertmanager N
Alerts L
Prometheus A1 Notifications ‘
Alertmanager 1 Slack, Pager, Email...
Scrape J

Prometheus BN

Prometheus B1

Prometheus BN

Prometheus B1 Alerts
P
Alertmanager Cluster
Scrape
Alertmanager N
Alertmanager 2 Notifications
Alertmanager 1 Slack, Pager, Email...
Scrape
Prometheus AN
Alerts

Prometheus A1
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Prometheus N

Prometheus 1

Alerts

£—>

Alertmanager Cluster

Alertmanager 2

Alertmanager 1

Notifications
Slack, Pager, Email...
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Chapter 12: Choosing the Right Service
Discovery

Guests - Virtual Network

Prometheus

192.168.42.10

Host

=\

192.168.42.1

Consul

192.168.42.11
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Service Discovery

¢ ec2_sd (1/1 active targets)
ec2_sd ErmeEs

Discovered Labels Target Labels

__address__="10.10.1.87:80" instance="10.10.1.87:80"

__meta_ec2_availability_zone="eu-west-1a" job="ec2_sd"
__meta_ec2_instance_id="i-0549bf5be63994fd9"

__meta_ec2_instance_state="running"

__meta_ec2_instance_type="t2.micro"

__meta_ec2_owner_id="750714665012"
__meta_ec2_primary_subnet_id="subnet-05bb664f19864f4b9"
__meta_ec2_private_dns_name="ip-10-10-1-87.eu-west-1.compute.internal"
__meta_ec2_private_ip="10.10.1.87"
__meta_ec2_public_dns_name="ec2-34-250-86-231.eu-west-1.compute.amazonaws.com"
__meta_ec2_public_ip="34.250.86.231"
__meta_ec2_subnet_id=",subnet-05bb664f19864f4b9,"

__meta_ec2_tag_Manager="terraform"
__meta_ec2_tag_Name="server-0"
__meta_ec2_tag_Project="prometheus-sd-example"

__meta_ec2_vpc_id="vpc-053149879dedd1506"

__metrics_path__="/metrics"

__scheme__="http"

job="ec2_sd"
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Service Discovery

¢ kubernetes_sd (1/16 active targets)

kubernetes_sd [y

Discovered Labels Target Labels

__address__="172.17.0.6:8000" instance="172.17.0.6:8000"

__meta_kubernetes_namespace="default" job="kubernetes_sd"

__meta_kubernetes_pod_container_name="hey"
__meta_kubernetes_pod_container_port_name="hey-port"
__meta_kubernetes_pod_container_port_number="8000"
__meta_kubernetes_pod_container_port_protocol="TCP"
__meta_kubernetes_pod_controller_kind="ReplicaSet"
__meta_kubernetes_pod_controller_name="hey-deployment-888ccddbc"

__meta_kubernetes_pod_host_ip="10.0.2.15"

__meta_kubernetes_pod_ip="172.17.0.6"
__meta_kubernetes_pod_label_app="hey"
__meta_kubernetes_pod_label_pod_template_hash="888ccddbc"

__meta_kubernetes_pod_name="hey-deployment-888ccddbc-jxp6I"

__meta_kubernetes_pod_node_name="minikube"

__meta_kubernetes_pod_phase="Running"
__meta_kubernetes_pod_ready="true"

__meta_kubernetes_pod_uid="2a28df81-5bba-11€9-86a3-080027b799d7"

__metrics_path__="/metrics"

_scheme__="http"

job="kubernetes_sd"
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Prometheus

Service Discovery

e consul_sd (1/1 active targets)
consul_sd EEIarEs

Discovered Labels

__address_ ="192.168.42.11:8300"

__meta_consul_address="192.168.42.11"

__meta_consul_dc="dc1"
__meta_consul_metadata_consul_network_segment=""

__meta_consul_node="consul"

__meta_consul_service="consul"

__meta_consul_service_address=""

__meta_consul_service_id="consul"

__meta_consul_service_port="8300"

__meta_consul_tagged_address_lan="192.168.42.11"

__meta_consul_tagged_address_wan="192.168.42.11"

__meta_consul_tags=","

metrics_path__="/metrics"

_scheme__="http"

job="consul_sd"

Target Labels

instance="192.168.42.11:9107"
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Service Discovery

o dns_sd (1/1 active targets)

dns_sd EEES

Discovered Labels Target Labels

__address__="server01.node.example.inet:8080" instance="server01.node.example.inet:8080"

__meta_dns_name="hey.service.example.inet" job="dns_sd"

job="dns_sd"

Service Discovery

o file_sd (1/1 active targets)

file_sd I

Discovered Labels Target Labels

instance="192.168.42.11:9100"

__address__="192.168.42.11:9100"

__meta_filepath="/etc/prometheus/file_sd.json"

__metrics_path__="/metrics"

__scheme__="http"

[78]



Services

Search by name

All (1) & Passing (1) & Warning (0) B Critical (0)
Service Health Checks (i Tags
consul @1

rI‘IJ © 2019 HashiCorp Consul 1.4.4 Documentation
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Prometheus

Service Discovery

» consul_sd (1/1 active targets)
s node (2/2 active targets)
* prometheus (1/1 active targets)

consul_sd ST

Discovered Labels Target Labels

__address__="192.168.42.11:8300" instance="192.168.42.11:8300"

_meta_consul_address="192.168.42.11"

__meta_consul_service_id="consul"
__meta_consul_service_port="8300"

__meta_consul_tagged_address_lan="192.168.42.11"

__meta_consul_tagged_address_wan="192.168.42.11"

__meta_consul_tags=","

__metrics_path__="/metrics"

__scheme__="http"

job="consul_sd"
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Services

Search by name

All (2) & Passing (2)

Service

consul

consul-exporter

A Warning (0) B Critical (0)
Health Checks (i Tags
@1
@1 consul exporter prometheus

rI‘IJ © 2019 HashiCorp Consul 1.4.4 Documentation
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Prometheus

consul_sd

Discovered Labels

__address__="192.168.42.11:8300"

__meta_consul_address="192.168.42.11"
__meta_consul_dc="dc1"

__meta_consul_metadata_consul_network_segment=""

__meta_consul_node="consul"
__meta_consul_service="consul"

__meta_consul_service_address=

__meta_consul_service_id="consul"

__meta_consul_service_port="8300"

__meta_consul_tagged_address_lan="192.168.42.11"

__meta_consul_tagged_address_wan="192.168.42.11"
__meta_consul_tags=","

__metrics_path__="/metrics"

__scheme__="http"

job="consul_sd"

__address__="consul:9107"

__meta_consul_address="192.168.42.11"
__meta_consul_dc="dc1"

__meta_consul_metadata_consul_network_segment=

__meta_consul_node="consul"
__meta_consul_service="consul-exporter"
__meta_consul_service_address="consul"
__meta_consul_service_id="consul-exporter01"
__meta_consul_service_port="9107"
__meta_consul_tagged_address_lan="192.168.42.11"
__meta_consul_tagged_address_wan="192.168.42.11"

__meta_consul_tags=",consul,exporter,prometheus,"

__scheme__="http"

job="consul_sd"

Target Labels

instance="192.168.42.11:8300"

instance="consul:9107"

job="consul-exporter"
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Service Discovery

» kubernetes-apiservers (1/9 active targets)

* kubernetes-nodes-kubelet (1/1 active targets)

* kubernetes-pods (0/15 active targets)

* kubernetes-service-endpoints (2/5 active targets)
+ prometheus (1/1 active targets)

kubernetes-apiservers
kubernetes-nodes-kubelet E:NE
kubernetes-pods

Discovered Labels Target Labels

__address__="172.17.0.4:9090" Dropped

__meta_kubernetes_namespace="kube-system"

__meta_kubernetes_pod_container_name="kubernetes-dashboard"

__meta_kubernetes_pod_container_port_name=""
__meta_kubernetes_pod_container_port_number="9090"
__meta_kubernetes_pod_container_port_protocol="TCP"
__meta_kubernetes_pod_controller_kind="ReplicaSet"
__meta_kubernetes_pod_controller_name="kubernetes-dashboard-ccc79bfc9"
__meta_kubernetes_pod_host_ip="10.0.2.15"
__meta_kubernetes_pod_ip="172.17.0.4"

__meta_kubernetes_pod_label_addonmanager_kubernetes_io_mode="Reconcile"
__meta_kubernetes_pod_label_app="kubernetes-dashboard"
__meta_kubernetes_pod_label_pod_template_hash="ccc79bfc9"
__meta_kubernetes_pod_label_version="v1.10.1"
__meta_kubernetes_pod_name="kubernetes-dashboard-ccc79bfc9-gngtd"
__meta_kubernetes_pod_node_name="minikube"
__meta_kubernetes_pod_phase="Running"

__meta_kubernetes_pod_ready="true"

__meta_kubernetes_pod_uid="ee420160-5e02-11e9-91be-080027301aee"

__metrics_path__="/metrics"

_scheme__="http"

job="kubernetes-pods"
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Service Discovery

e kubernetes-apiservers (1/9 active targets)

e kubernetes-nodes-kubelet (1/1 active targets)

¢ kubernetes-pods (3/18 active targets)

¢ kubernetes-service-endpoints (2/5 active targets)
e prometheus (1/1 active targets)

kubernetes-apiservers
kubernetes-nodes-kubelet
kubernetes-pods [y

Discovered Labels Target Labels

__address__="172.17.0.6:8000"

__meta_kubernetes_namespace="default" job="kubernetes-pods"

__meta_kubernetes_pod_container_name="hey"

instance="172.17.0.6:8000"

__meta_kubernetes_pod_container_port_name="hey-port"
__meta_kubernetes_pod_container_port_number="8000"
__meta_kubernetes_pod_container_port_protocol="TCP"
__meta_kubernetes_pod_controller_kind="ReplicaSet"
__meta_kubernetes_pod_controller_name="hey-deployment-888ccddbc"

__meta_kubernetes_pod_host_ip="10.0.2.15"

__meta_kubernetes_pod_ip="172.17.0.6"
__meta_kubernetes_pod_label_app="hey"
__meta_kubernetes_pod_label_pod_template_hash="888ccddbc"
__meta_kubernetes_pod_name="hey-deployment-888ccddbc-8r5cf"

__meta_kubernetes_pod_node_name="minikube"

__meta_kubernetes_pod_phase="Running"

__meta_kubernetes_pod_ready="true"

__meta_kubernetes_pod_uid="39f85eaf-5e07-11€9-91be-080027301aee"

__metrics_path__="/metrics"

job="kubernetes-pods"
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[ Custom Service } ) ( Prometheus }
. Write
Discovery ) file <

& et (o2

Query

A 4 Targets
- Target N
Target 1 1

Scrape

Prometheus

Service Discovery

e node (2/2 active targets)
e prometheus (1/1 active targets)

node [T
prometheus
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Service Discovery

o file_sd (1/1 active targets)
e node (2/2 active targets)
* prometheus (1/1 active targets)

file_sd Y

Discovered Labels Target Labels
__address__="consul:9107"

__meta_consul_address="192.168.42.11" job="file_sd"

__meta_consul_network_segment=""

__meta_consul_node="consul"
__meta_consul_service_address="consul"
__meta_consul_service_id="consul-exporter01"

__meta_consul_service_port="9107"

__meta_consul_tags=",consul,exporter,prometheus,"

__meta_filepath="/etc/prometheus/custom_file_sd.json"
__metrics_path__="/metrics"

__scheme__="http"

job="file_sd"

node [X0E
prometheus ey
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Chapter 13: Scaling and Federating
Prometheus

Guests - Virtual Network

Global

192.168.42.12

192.168.42.1

Shard01 Shard02

192.168.42.10 192.168.42.11

Prometheus Prometheus
Service A Service B

Machine! Machjne02 Machine03

[Service [Service] [Service] [Service] [Service] [Service]
A A A B B B

Machine04

Service
I B I

Service
A
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Prometheus Prometheus
Service A - Shard 1 Service A - Shard 2

N

Machine01 Machine02 Machine03 Machine04
Service Service
A A

=) L CF
A A

Prometheus Prometheus

Service Discovery Service Discovery

e icmp (3/3 active targets) e icmp (3/3 active targets)
e node (1/3 active targets) e node (2/3 active targets)

icmp show more icmp m
node [T node (2721

Discovered Labels Target Labels Discovered Labels Target Labels
__address__="global:9100" instance="global:9100" __address__="shard01:9100" instance="shard01:9100"
_metrics_path_="/metrics"
__scheme__="http" __scheme__="http"

__address__="shard01:9100" Dropped __address__="shard02:9100" instance="shard02:9100"
_metrics_path_="/metrics"
_scheme_<"http" ]

__address__="shard02:9100" Dropped __address__="global:9100" Dropped
__metrics_path__="/metrics"

job="node" job="node"
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Prometheus

Targets
All  Unhealthy

massive_job (0/2 up)

Endpoint State
http://shard01:9999/metrics DOWN
http://shard02:9999/metrics DOWN

Labels

instance="shard01:9999"
job="massive_job"

instance="shard02:9999"

job="massive_job"

Last Scrape
Scrape Duration Error
707sago 5.637ms sample limit exceeded

1.088s ago 6.199ms sample limit exceeded

Targets
All  Unhealthy

shards (2/2 up)

Endpoint
http://shard01:9090/federate

match[]="{_name_=~"job:.+"}"

http://shard02:9090/federate

match[]="{_name_=~"job:.+"}"

Scrape
State Labels Last Scrape Duration Error
UP 3.13s ago 7.563ms
UP instance="shard02:9090" 3.834sago 1.582ms

job="shards"
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Prometheus

O Enable query history

sum by (job) (job:promhttp_metric_handler_requests:sum_rate1m)

Execute - insert metric at cursor - #

Graph Console

“« Moment »
Element Value
{job="blackbox"} 0.13333333333333333
{job="node"} 0.13333333333333333

job:promhttp_metric_handler_requests:sum_rate1m

Execu - insert metric at cursor - #

Graph Console

“« Moment »

Element

job:promhttp_metric_handler_requests:sum_rateIm{job="blackbox" shard="shard01"}
job:promhttp_metric_handler_requests:sum_rate1m{job="blackbox" shard="shard02"}
job:promhttp_metric_handler_requests:sum_rateim{job="node" shard="shard01"}

job:promhttp_metric_handler_requests:sum_rate1m{job="node", shard="shard02"}

Load time: 16ms
Resolution: 14s
Total time series: 2

Remove Graph

Load time: 14ms
Resolution: 14s
Total time series: 4

Value

0.06666666666666667
0.06666666666666667
0.06666666666666667

0.06666666666666667

Remove Graph
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'Prometheus

Global
Federate
Prometheus Prometheus
Service A Service B

Machine02

Machine03

[ Service
A

A

Service]

[Service] [Service

A

B

[Seré/ice] [

Service
B

Service
A

J

Machm;b4\\x

Service
B
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Federate
Prometheus \ >(Prometheus
Service A J LService B
Scrape ////7 'Scrape
o7
/// / /// \

Machine01

[ServiceJ [ServiceJ
A A

Machine04

Service
I B

«—

Service

[ServiceJ [Service] [Service] [Service
A

A B B B
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Global

Thanos
Query

Queries

Prometheus Instance 1 Prometheus Instance N
Prometheus Thanos Prometheus Thanos
Server Sidecar Server Sidecar
Scrape Scrape
Maching01 Machine02 Machine03 Machine?4
[ Service ] [ Service] [Service ] [Service ] [Service ] [Service ] lService ] [Service ]
A A A B B B A B

Stores Status ~

Thanos

Graph

Help

Min Time Max Time

1970-01- 292278994-08-

Sidecar
Announced
Endpoint Status Labels
shard01:10901  UP
shard02:10901 UP

01T00:00:00Z

1970-01-
01T00:00:00Z

17T07:12:55Z

292278994-08-
17T07:12:55Z

Last Health Last
Check Message
4.707s ago

4.707s ago
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probe_success

O deduplication  partial response

oo TS

Graph | Console

Element

probe_successfinstance="global" job="icmp",shard="shard01"}
probe._success{instance="global* job="icmp" shard="shard02'}

probe_successfinstance="shard01" job="icmp" shard="shard01°}
probe._success{instance="shard01" job="icmp" shard="shard02"}
probe_successfinstance="shard02" job="icmp" shard="shard01°}

probe_success(instance="shard02",job:

Add Graph

mp" shard="shard02"}

probe_success
y,
Load time: 10ms
Resolution: 14s
Total time series: 6

B eriroveor

Graph  Console
Value Element

1 probe_success{instance="global",jo

1 probe._success{instance="shard01* job="icmp"}
1 probe_success{instance="shard02" job="icmp"}

. Add Graph

Remove Graph

© deduplication

@ partial response

Z

Load time: 84ms
Resolution: 14s
Total time series: 3

Value

Remove Graph
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Chapter 14: Integrating Long-Term Storage
with Prometheus

Guests - Virtual Network

Prometheus

192.168.42.10

Host Storage

192.168.42.11

-

192.168.42.1

Thanos

192.168.42.12
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Grafana and other

Query metrics

()
Thanos Query

API clients

e
Prometheus Instance N W

P
Prometheus Instance 1

Server

Prometheus

Thanos Sidecar

Store API

Ship blocks

Query metrics

Query API

|~ Store API

~

» Object |«

Query metrics

Thanos Store

A Store API

Storage

- Bucket Store
Retrieve block data

Thanos Compact

Retention

Maintain Downsample
.
Compaction
 ——
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Thanos Graph Stores Status ~ Help

Receive
Endpoint Status Announced Labels = Min Time Max Time Last Health Check Last Message
thanos:12901 UP 1970-01-01T00:00:00Z  292278994-08-17T07:12:55Z  274ms ago

Sidecar
Endpoint Status Announced Labels Min Time Max Time Last Health Check Last Message

prometheus:10901  UP 2019-05-03T20:26:07Z 292278994-08-17T07:12:55Z 274ms ago

Store
Endpoint Status Announced Labels Min Time Max Time Last Health Check Last Message
thanos:11901 UP 2019-05-03T20:26:07Z 2019-05-03T20:50:00Z 274ms ago
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43 MinlO Browser

B thanos

192.168.42.11:9000

thanos /

Used: 27.02 KB

Size Last Modified

z
M
3
)

01DA1JW6C7QBSBOZKEMO4Y7FKZ/

01DA1K5F602KKFVJMK3ZRF3VTP/

01DA1KQS41VPMRXX7YEFXW67FG/

01DA1IMA321FNKQZ01NJRMFQ40N/

01DATMWDOO03KKA6CYAGW 1KE2X7/

01DA1INEPY3N7KXKY8TPP7GFSQW/

01DA1P10W2YJNOZ0117BS4TXM4/

01DA1PKAT1AAVHFJ3XYGWHKJ5B/

debug/
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Thanos  Graph  Stores  Status v Help

up{instance=~"prometheus.+"} p

Load time: 6ms
Resolution: 14s
Total time series: 2

- insert metric at cursor - v & deduplication & partial response

Graph  Console

Element Value

upfinstance="prometheus:10902" job="thanos-sidecar",store="receiver" 0

up{instance="prometheus:9100",job="node",store="receiver"}

Remove Graph

Add Graph

[991]



