Chapter 1: Introduction to Microservices
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000 < [im} 127.0.0.1 ¢ o fh a

49 - %% Docker Containers - € ZzoomOut > @ Last5minutes Refresh eve...

CPU Load CPU Cores Memory Load Used Memory Running Containers
15

SEC L T

14:04 14:05 14:06 14:07 14:08

15%

Container CPU Usage

== blog-microservices_composite_1

== blog-microservices_mongodb_1

== blog-microservices_mysql_1

== blog-microservices_pro_1
blog-microservices_rec_1
blog-microservices_rev_1
node-exporter

T 1 | = — 1 !

e — e ———————— prometheus

14:03:30  14:04:00 14:04:30 14:05:00 14:05:30 14 14:06:30 14:07:00 14:07:30 14:08:00 prometheus_cadvisor_1

Container Network Output

min max avg
blog-microservices_composite_1 16.98 KiB 17.96 KiB 17.66 KiB
blog-microservices_mongodb_1 2.38KiB 249 KiB 2,44 KiB
blog-microservices_mysql_1 185.25B 2.62 KiB 27293B
blog-microservices_pro_1 17.90 KiB 18.57 KiB 18.20 KiB
blog-microservices_rec_1 17.90 KiB 18.57 KiB 18.19KiB
blog-microservices_rev_1 17.91 KiB 20.68 KiB 18.44KiB
node-exporter 2.90KiB 3.49KiB 3.15KiB
prometheus 5.69 KiB 6.19 KiB 5.91 KiB
prometheus_cadvisor_1 4,40 KiB 4.41 KiB 4.41 KiB
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Chapter 2: Introduction to Spring Boot

@ ; localhost & O h m]

) swagger

Sample API®

[ Base URL: localhost:7000/ ]
http://localhost:7000/v2/api-docs

Description of the API
Terms of service

License

product-composite-service-impl RESTAPI for composite product information. v

ﬂ /product-composite/{productId} getProduct

Name Description

productid * reauired productld

integer ($int32) productld - productld

(path)

Responses Response content type [ application/json v ]
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Chapter 3: Creating a Set of Cooperating
Microservices

6. @b394afed9384:/ (bash)

git version 2.17.1 (Apple G1t-112)
openjdk version "11" 2018-09-25
curl 7.54.0

jg-1.5
Spring CLI v2.0.5.RELEASE

The microservice landscape

4. bash
$ find microservices/product-service -type f
microservices/product-service/gradle/wrapper/gradle-wrapper.jar
microservices/product-service/gradle/wrapper/gradle-wrapper.properties
microservices/product-service/gradlew
microservices/product-service/.gitignore
microservices/product-service/build.gradle

microservices/product-service/gradlew.bat

microservices/product-service/settings.gradle
microservices/product-service/src/test/java/se/magnus/microservices/core/product/ProductServiceApplicationTests. java
microservices/product-service/src/main/resources/application.properties
microservices/product-service/src/main/java/se/magnus/microservices/core/product/ProductServiceApplication.java

s 1

[13]



[ NN ) 4. bash

$ ./gradlew build

Starting a Gradle Daemon (subsequent builds will be faster)
Download

> Task :microservices:product-composite-service:test

> Task :microservices:product-service:test
> Task :microservices:recommendation-service:test
> Task :microservices:review-service:test

BUILD SUCCESSFUL in 34s

- z 4. bash
$ java -jar microservices/product-service/build/libs/*.jar &

— NNV
I NNNN

2232

:: Spring Boot ::

...Started ProductServiceApplication in 2.339 seconds (JW running for 2.771)

[ ] [ ] 4. bash

$ curl http://localhost:70@1/product/123

{"productId":123,"name" : "name-123","weight":123, "serviceAddress": "Magnus-MBP32.local/192.168.1.185:7001"}
sl
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4. bash

.Started ProductCompositeServiceApplication...
.Started RecommendationServiceApplication...
.Started ProductServiceApplication...

.Started ReviewServiceApplication...

YN 4. bash
$ curl http://localhost:700@/product-composite/1

{"productId":1,"name" : "name-1", "weight":123, " recommendations”: [{"recomm
endationId”:1,"author":"Author 1","rate":1}, {"recommendationId":2, "auth
or":"Author 2","rate":2},{"recommendationId"”:3, "author":"Author 3","rat
e":3}],"reviews":[{"reviewId":1,"author":"Author 1","subject":"Subject
1"}, {"reviewId":2, "author":"Author 2","subject":"Subject 2"}, {"reviewld
":3,"author" :"Author 3","subject":"Subject 3"}],"serviceAddresses":{"cm
p" : "Magnus-MBP32.1an/192.168.1.185:780@" , "pro" : "Magnus-MBP32.1an/192.16
8.1.185:7001","rev":"Magnus-MBP32.1an/192.168.1.185:70@3", "rec" : "Magnus
-MBP32.1an/192.168.1.185:7002"}3}$ |

J [ 4. bash
curl http://localhost:7000/product-composite/l -s

"productId”: 123,

"recommendations”: [ ... ],

"reviews": [ ... ],
"serviceAddresses": { ... }

s
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@© Boot Dashboard $3 = Problems Javadoc aration [E) Console $% e Tasks Gradle Executiof =) [m|
L8a@eByansd v ® EERESE 2858 G
product: i vice - ProductC vice, ion [Spring Boot App] /Library/Java/JavaVirtualMachines/jdk1.8.0_181.jdk/Contents/Home
© local
Install local cloud services 2N/ ' ) T\
api CON_ |12\ NN
" product-composite-service [:7000] AN/ D00t o))y
4 product-service [:7001] l— I_|_| 1_1_1 \_}_./1////////
4 recommendation-service [:7002] :: Spring Boot (v2.0.4.RELEASE)
4 review-service [:7003]
util 2018-10-15 17:38:19.638 INFO 52138 —— [ main] m.c.p.ProductCompositeServiceApplication : Starting P
2018-10-15 17:38:19.641 DEBUG 52138 —— [ main] m.c.p.ProductCompositeServiceApplication : Running wi
2018-10-15 17:38:19.642 INFO 52138 —— [ main] m.c.p.ProductCompositeServiceApplication : No active
2018-10-15 17:38:19.891 INFO 52138 —— [ main] onfigReactiveWebServerApplicationContext : Refreshing
2018-10-15 17:38:20.900 INFO 52138 —— [ main] s.w.r.r.m.a.RequestMappingHandlerMapping : Mapped "{[,
2018-10-15 17:38:20.901 INFO 52138 —— [ main] s.w.r.r.m.a.RequestMappingHandlerMapping : Mapped "{[,
2018-10-15 17:38:20.902 INFO 52138 —— [ main] s.w.r.r.m.a.RequestMappingHandlerMapping : Mapped "{[,
2018-10-15 17:38:20.904 INFO 52138 —— [ main] s.w.r.r.m.a.RequestMappingHandlerMapping : Mapped "{[,
2018-10-15 17:38:20.955 INFO 52138 —— [ main] o.s.w.r.handler.SimpleUrlHandlerMapping : Mapped URL
2018-10-15 17:38:20.955 INFO 52138 —— [ main] o.s.w.r.handler.SimpleUrlHandlerMapping : Mapped URL
2018-10-15 17:38:21.347 INFO 52138 —— [ main] o.s.b.a.e.web.EndpointLinksResolver : Exposing 2
2018-10-15 17:38:21.364 INFO 52138 ——— [ main] .b.a.e.w.r.WebFluxEndpointHandlerMapping : Mapped "{[,
2018-10-15 17:38:21.366 INFO 52138 —— [ main] .b.a.e.w.r.WebFluxEndpointHandlerMapping : Mapped "{[,
. . 2018-10-15 17:38:21.367 INFO 52138 —— [ main] .b.a.e.w.r.WebFluxEndpointHandlerMapping : Mapped "{[,
4 elements hidden by filter 2018-10-15 17:38:21.483 INFO 52138 ——- [ main] o.s.w.r.r.m.a.ControllerMethodResolver  : Looking foi
Run Dashboard: g ProductCompositeServiceApplication (1) o
NN - ¢ [E] Console | /4 Endpoints
- o Spring Boot
n » Running
» ProductCompositeServiceApplicati g
n ProductServiceApplication (1) :7001
o] i iceApplication (1) :7002/ =/ /. /
- ReviewServiceApplication (1) :7003/ (v2.0.4.RELEASE)
5
2018-10-15 17:33: [ main] : Starting Prod
=) 2018-10-15 17:33: [ main] : Running with
- 2018-10-15 17:33: [ main] : No active pro
- 2018-10-15 17:33: [ main] : Refreshing or
2018-10-15 17:33: [ main] : Mapped "{[/pr
2018-10-15 17:33: [ main] : Mapped URL pa
2018-10-15 17:33: - [ main] : Mapped URL pa
2018-10-15 17:33: [ main] : Exposing 2 en
2018-10-15 17:33: [ main] : Mapped "{[/act
2018-10-15 17:33: [ main] : Mapped "{[/act
2018-10-15 17:33 [ main] : Mapped "{[/act

$ java -jar
Calling the

6. @b394afed9384:/ (bash)

inetTester/bin/inetTester. jar
hostname resolution method...

Method called, hostname Magnuss-Mac.local, elapsed time: 5010 (ms

5 1l

6. @b394afed9384:/ (bash)

$ java -jar inetTester/bin/inetTester.jar
Calling the hostname resolution method. ..

Method called, hostname Magnuss-Mac.local, elapsed time: 9 (ms)

s 1
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[ ] 6. @b394afed9384:/ (bash)

$ ./test-em-all.bash

Test OK (HTTP Code: 200)

Test OK (actual value: 1)

Test OK (actual value: 3)

Test OK (actual value: 3)

Test OK (HTTP Code: 404, {"timestamp":"2018-10-18T14:00:49.62+02:0@","path":"/product-compo
site/13","message":"No product found for productId: 13","status":4@4,"error":"Not Found"})
Test OK (HTTP Code: 20@)

Test OK (actual value: 113)

Test OK (Cactual value: @)

Test OK (Cactual value: 3)

Test OK (HTTP Code: 200)

Test OK (actual value: 213)

Test OK (actual value: 3)

Test OK (actual value: @)

Test OK (HTTP Code: 422, {"timestamp":"2018-10-18T14:00:49.811+02:00", "path":"/product-comp
osite/-1","message":"Invalid productId: -1","status":422,"error":"Unprocessable Entity"})
Test OK (actual value: "Invalid productld: -1")

Test OK (HTTP Code: 400, {"timestamp":"2018-10-18T12:00:49.858+0000","path":"/product-compo
site/invalidProductId","status":40@,"error":"Bad Request","message":"Type mismatch."})

Test OK (actual value: "Type mismatch.")

s
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Chapter 4: Deploying Our Microservices

Using Docker

PRER Y.

CPUs: 3
Memory: 6.0 GiB
Swap: 1.0 GiB

Docker subnet:  192.168.65.0

& Docker Engine is running

Advanced

g @

General File Sharing Disk Advanced Proxies Daemon Kubernetes

Limit the resources available to Docker Engine.

/24

s

Reset
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Host OS Host OS
Server Server

) 4. root@435de56d3916: [ (docker)
$ docker run -it --rm ubuntu

root@435dc56d3916:/# ||

4. root@435dc56d39f6: [ (docker)
ruut@435dc56d39f6 /# cat /etc/os-release |
VERSION="18.04.3 LTS (Bionic Beaver)"
root@435dc56d39f6:/# [

grep 'VERSION='

4, @700dd0df9ffe:/ (docker)
$ ducker run --rm -it centos
[root@700ddedfoffe /1# cat /etc/redhat-release

Cent0S Linux release 7.6.181@ (Core)
[root@70@ddedfoffe /1# |

4. @700dd0df9ffe:/ (bash)

$ echa '"Runtime.getRuntime().availableProcessors()"' | jshell -q
jshell> Runtime.getRuntime().availableProcessors()$l => 12

$ 1
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@ ® 4. @700dd0df9ffe:/ (bash)

$ java -XX:+PrintFlagsFinal -version | grep MaxHeapSize
size_t MaxHeapSize = 8589934592 {product} {ergonomic}

6. @b394afed9384:/ (bash)

$ 1s -1 microservices/product-service/build/libs
-rw-r--r-- 1 magnus staff 19618829 Aug 3@ 18:59 product-service-1.0.0-SNAPSHOT. jar

@ L J 4. @700dd0df9ffe:/ (bash)

$ docker images | grep product-service
product-service latest 119a3f98ad@c 9 seconds ago 490MB

C 4. @700dd0df9ffe:/ (docker)
$ docker run --rm -p8@80@:8080 -e "SPRING_PROFILES_ACTIVE=docker" product-service

— NN
N BN N N
I 2232)
V7777
B L S=f S S S
: Spring Boot :: (v2.1.0.RELEASE)

2019-08-30 09:04:58.489 INFO 1 --- [ main] s.m.m.c.p.ProductServiceApplication : Starting ProductServiceApplication on 9dc@86e4a88b
with PID 1 (/app.jar started by root in /)

2019-08-30 09:04:58.493 DEBUG 1 --- [ main] s.m.m.c.p.ProductServiceApplication : Running with Spring Boot v2.1.0.RELEASE, Spring v5.
1.2.RELEASE

2019-08-30 ©09:04:58.493 INFO 1 --- [ main] s.m.m.c.p.ProductServiceApplication : The following profiles are active: docker
2019-08-30 ©09:04:59.620 WARN 1 --- [ main] reactor.netty.tcp.TcpResources : [http] resources will use the default LoopResources
: DefaultLoopResources {prefix=reactor-http, daemon=true, selectCount=12, workerCount=12}

2019-08-30 ©09:04:59.620 WARN 1 --- [ main] reactor.netty.tcp.TcpResources : [http] resources will use the default ConnectionPro
vider: PooledConnectionProvider {name=http, poolFactory=reactor.netty.resources.ConnectionProvider$$Lambda$269/0x00000008013edc40@4c2bbbed}
2019-08-30 09:05:00.277 INFO 1 --- [ main] o.s.b.a.e.web.EndpointLinksResolver : Exposing 2 endpoint(s) beneath base path '/actuator

2019-08-30 09:05:00.816 INFO 1 --- [ main] o.s.b.web.embedded.netty.NettyWebServer : Netty started on port(s): 8080
2019-08-30 09:05:00.824 INFO 1 --- [ main] s.m.m.c.p.ProductServiceApplication . Started ProductServiceApplication in 2.824 seconds
(JW running for 3.361)

6. @b394afed9384:/ (bash)

$ curl localhost:808@/product/3
{"productId”:3,"name": "name-3","weight":123, "serviceAddress": "9dc@86e4a88b/172.17.0.2:8080"}

s
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[ @ 6. @b394afed9384:/ (bash)

$ docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
9dc086e4a88b product-service "java -jar /app.jar" 3 minutes ago Up 3 minutes 0.0.0.0:8080->8080/tcp  eloquent_jones

|

0 6. @b394afed9384:/ (bash)

$ docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
f4¢8645902¢6 product-service "java -jar /app.jar" 13 seconds ago Up 11 seconds 0.0.0.0:8080->8080/tcp  my-prd-srv

s 1

6. @b394afed9384:/ (bash)

$ docker images | grep chapter@®4

chapter@4_product-composite latest a@4bSblcfd4a seconds ago
chapter@4_review latest 72cal7df2799 seconds ago
chapter@4_recommendation latest c44e8f5@dc51 seconds ago
chapter@®4_product latest a@f9f70b6eds seconds ago

s

: 6. @b394afed9384:/ (bash)
$ docker-compose logs -f

review_1 | 2018-11-04 09:22:03.618 INFO 1 --- [ main] s.m.m.c.review.ReviewServiceApplication
: Started ReviewServiceApplication in 6.@51 seconds (JWM running for 6.952)

product-composite_1 | 2018-11-@4 @9:22:03.151 INFO 1 --- [ main] m.c.p.ProductCompositeServic
eApplication : Started ProductCompositeServiceApplication in 6.414 seconds (JVM running for 6
.936)

recommendation_1 | 2018-11-04 @9:22:03.542 INFO 1 --- [ main] m.m.c.r.RecommendationServiceAp
plication : Started RecommendationServiceApplication in 6.199 seconds (JWM running for 7.131)

product_1 | 2018-11-04 @9:22:04.250 INFO 1 --- [ main] s.m.m.c.p.ProductServiceApplication :
Started ProductServiceApplication in 6.212 seconds (JWM running for 7.614)

[21]



@ 6. @b394afed9384:/ (bash)
5 curl localhost:8080@/product-composite/123 -s | jq .

{
"productId”: 123,

"recoomendations": [ ... ],

"reviews": [ ... 1,
"serviceAddresses": { ... }

s

6. @b394afed9384:/ (bash)
serv1ceAddre55e5 : {

"cmp": 98@59be9@2bff1?2.21.@.2:8@8@",

"pro": "99774d9be7b8/172.21.0.4:8080",

"rev": "a89dal6763d9/172.21.0.5:8080",
"rec”: "2a846794al1d@/172.21.0.3:8080"

[22]




6. @b394afed9384:/ (bash)
$ ./test-em-all.bash start stop

Start: Sun Nov 4 13:17:45 CET 2018

HOST=localhost

PORT=8080

Restarting the test environment...

$ docker-compose down

Removing network chapter@4_default

WARNING: Network chapter@4_default not found.

$ docker-compose up -d

Creating network "chapter@4_default" with the default driver
Creating chapter®4_product_1 ... done

Creating chapter@4_review_1 ... done

Creating chapter®4_product-composite_1 ... done
Creating chapter@4_recommendation_l ... done

Wait for: http://localhost:8080/product-composite/1... not yet, retry #1 not yet, retry #2 Ok
...Tests OK...

We are done, stopping the test environment...

$ docker-compose down

Stopping chapter@4_recommendation_1 ... done

Stopping chapter@4_review_1 ... done

Stopping chapter@®4_product_1 ... done

Stopping chapter@4_product-composite_1 ...

Removing chapter@4_recommendation_1 ...

Removing chapter@4_review_1 ... done

Removing chapter@®4_product_1 ... done

Removing chapter@4_product-composite_1 ...

Removing network chapter@4_default

End: Sun Nov 4 13:18:@3 CET 2018

s 1

. 2. Chapter04 (bash)
> Chapter04
Chapter@4 $ docker-compose ps
Command

chapter@4_product-composite_1 j -jar /app.jar 0.0.0.0:8080->8080/tcp

chapter@4_product_1 j -jar /app.jar 8080/tcp
chapter@®4_recommendation_1 j -jar /app.jar 8080/tcp
chapter@4_review_1 j -jar /app.jar 8080/tcp
Chapter@4 $ I
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Chapter 5: Adding an API Description Using
OpenAPl/Swagger

O} localhost @] © \'ﬁ o

¢ swagger

Sample API®

[ Base URL: localhost:7000/ ]
http://localhost:7000/v2/api-docs

Description of the API
Terms of service

License

product-composite-seruice-impl REST API for composite product information. v

ﬂ /product-composite/{productId} getProduct

Name Description
productid * i< productld
i(“iijr(si"m) productld - productld
pa
Responses Response content type [ application/json v ]

[24]



Q0 O® < (Em) localhost ¢ t a H

O swagger

Sample API®|’

[ Base URL: localhost:8080/ ]
http://localhost:8080/v2/api-docs

Description of the API...
Terms of service

Contact - Website
Send email to Contact

License
2
product-composite-service-impl REST API for composite product information. >
Models 3 >

[25]



0@ (< [Em| localhost (@] =l

IS

product-composite-ser\lice-impl REST API for composite product information. v

ﬂ /product-composite/{productId} I Returns a composite view of the specified product id I 1

Normal response 2

If the requested product id is found the method will return information regarding:

1. Base product information

2. Reviews

3. Recommendations

4. Service Addresses\n(technical information regarding the addresses of the microservices that created the response)

Expected partial and error responses

In the following cases, only a partial response be created (used to simplify testing of error conditions)
Product id 113

200 - Ok, but no recommendations will be returned

Product id 213

200 - Ok, but no reviews will be returned

Non numerical product id

400 - A Bad Request error will be returned

Product id 13

404 - A Not Found error will be returned

Negative product ids

422 - An Unprocessable Entity error will be returned

Parameters Try it out

Name Description
productid * rauird productld
integer ($int32)

(path)

[26]



[ ] ® (< i localhost & t (ml

Responses Response content type | application/json v

Code Description

Example Value = Model

"name": "string",
"productI 0,
"recommendations": [

"author": "strin
"rate": o,
"recommendationI
}
1,
"reviews": [
{

"author": "string",
)
"string"
"serviceAddresses": {
tring",
tring",
"string",

"string"

(]

400

Bad Request, format of the request. See response message for more information

404 Not found, the spec

422 Unprocessable entity, input parameters caused the processing to fails. See response message for more information.

[27]



o ® < 0] localhost [ i) a

Parameters

Name Description
productid * "= productld
integer ($int32) 123
(path)

e |

Responses Response content type I application/json v I

Curl

curl -X GET "http://localhost:8080/product-composite/123" -H "accept: application/json"

Request URL

http://localhost:8080/product-composite/1:

Server response

Code Details

200 Response body

name-123",
123,
"recommendations": [

{

"recommendationId": 1,

[28]




( ] ® < E] localhost @] M ()]
Name Description
productid * "= productld
integer($int32) 1
(path)

T |

Responses Response content type [ application/json v ]

Curl

curl -X GET "http://localhost:8080/product-composite/-1" -H "accept: application/json"

Request URL

http://localhost:80860/product-composite/-1

Server response

Code Details

422 Error: Unprocessable Entity

Response body

"timestamp "2018-11-13Te4 14.5169252",
product-composite/-1",
"Invalid productId: -1",
422,

"y ble Entity"
nprocessable Entity! Download

Response headers

content-length: 152

content-type: application/jsonjcharset=UTF-8

E
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Chapter 6: Adding Persistence

/ ProductComposite \

[microservice]
0
4 )
o J
|
ot o *
~ ) r ) f’ )
. J \u J \ /
Product Recommendation Review
[microservice] [microservice] [microservice]
The microservice landscape
[System boundary]

N /

2. bash
.., "productId" : 1, "name" : "product 1", "weight" : 1 }
.., "productId" : 113, "name" : "product 113", "weight" : 113 }

.., "productId" : 213, "name" : "product 213", "weight" : 213 }

[30]



| 1id | author | content | product_id | review_id |
et T Fommmmm - Fommmmm - Fommm - +
1 | author 1 | content 1 |
2 | author 2 | content 2 |

BUILD SUCCESSFUL

$ I

@ 2. bash
Connected to MongoDB: localhost:27017

[31]



ON J < [} localhost & o \'_T'l ]

prod uct-com pOSite-serVice-i m pl REST API for composite product information.

POST /product-composite Creates a composite product

m /product-composite/{productId} Returns a composite view of the specified product id

0838 /product-composite/{productId} Deletes a product composite

Normal response

Entities for product information, recommendations and reviews related to the specificed productid will be deleted.
The implementation of the delete method is idempotent, i.e. it can be called several times with the same response.
This means that a delete request of a non existing product will return 200 Ok.

Parameters Try it out
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@] ® (< (im} localhost & (4] th & +
product-composite-service-impl REST API for composite product information.
1
/product-composite Creates a composite product
- = =
body * body
(hody) Edit Value | Model
t. ": "string’ 3
name : string
"productId”:
"recommendatIons  :
{
"author": "string",
"content": "string",
" = n 4
- ==
Server response
Code 5 Details
200 Response headers
[ NON 2. bash

product-composite_1 | ... createCompositeProduct: creates a new composite entity for productId: 123456
product_1 | ... createProduct: entity created for productId: 123456

recommendation_1 | ... createRecommendation: created a recommendation entity: 123456/0

review_1 | ... createReview: created a review entity: 123456/0

[ ] ) 2. bash
{ "_id" : ObjectId("5c04ed370e8e3d000102ef94"), "version" : 0@, "productId" : 123456, "name" : "string",

"weight" : @, "_class" : "se.magnus.microservices.core.product.persistence.ProductEntity" }

A |

@® 2. bash

_id" : ObjectId("5c04ed378b87bc000133c349"), "version" : @, "productId" : 123456,
"recommendationId" : @, "author" : "string", "rating" : @, "content" : "string",

"_class" : "se.magnus.microservices.core.recommendation.persistence.RecommendationEntity" }

s 1
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| id | author | content | product_id | review_id | subject | version |
et S LT L mmmmmme- L LTt e e mmmmmm- LT LT +
| string | string | 123456 | @ | string |

5
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Chapter 7: Developing Reactive
Microservices

getProduct
Product

[microservice]

— _ ——
MongoDB

[topic]

getRecommendations

Product Composite Recommendations Recommendation
createCompositeProduct o [microservice] [microservice]

getCompositeProduct ©
e ———

MongoDB

deleteCompositeProduct © getReviews

Review
[microservice]

The microservice landscape
[System boundary]

getProduct

Product
[microservice]

getCompositeProduct

M Product Composite
[microservice]

The microservice landscape
[System boundary]

getRecommendations

Recommendation
[microservice]

getReviews

Review
[microservice]
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——
MongoDB

Products
[topic]

Product
[microservice]

createCompositeProduct

e
MongoDB

Product Composite
[microservice]

Recommendations Recommendation
[topic] [microservice]

deleteCompositeProduct

Reviews Review
[topic] [microservice]
The microservice landscape
[System boundary]

Product #1

[microservice instance]

Product Composite Products Product #2
[microservice] [topic] [microservice instance]

_ _ Another Consumer
The microservice landscape [microservice]

[System boundary]

Product #1

[microservice instance]

|

I

|

I

1 Product #2

: [microservice instance]
|

I

\

[consumer group]

Product Composite Products
[microservice] [topic]

The microservice landscape A"°th.er c°".sumer
[microservice]
[System boundary]
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B
M m
Product Composite

[microservice]

The microservice landscape
[System boundary]

A Cc
Key=123 Key=123

‘ Products-1

[partition]

Key=456

Products-2

[partition]

Products
[topic]

’

1

! Product #1

. [microservice instance]
1

1

1

1

1

1

] Product #2

: [microservice instance]

[consumer group]
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2. @700dd0df9ffe:/ (bash)

"status": "UP",

"coreServices": {
"status": "UP",
"details": {

"product": {
"status": "UP"

¥

"review": {
"status": "UP"

},

"recommendation”:
"status": "UP"
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® © ® 4 RabbitMQ Management

x  +

&< > C @ localhost:15672/#/queues

BRabbit

% $0BB0» @

Refreshed 2019-02-08 18:28:33 Refresh every 5 seconds é
Virtual host Al

3.7.8  Erlang 20.3.8.5
Cluster rabbit@822c9e3ebc02
User guest QLR
overview ¢ channe = S
Queues
All queues (9)
Pagination
Page 1 of 1 - Filter: | Regex ? Displaying 9 items , page size up to: 100
Overview Messages Message rates +/-
Name Features State Ready L ked Total i deliver / get ack
products.auditGroup D idle i 0 1 0.00/s 0.00/s 0.00/s
products.productsGroup D DLX DLK idle 0 0 0 0.00/s 0.00/s 0.00/s
products.productsGroup.diq D idle 0 0 0
T i itGroup D idle 3 0 3] IOY007S
r dati d oup D DLX DLK idle 0 0 0 0.00/s 0.00/s 0.00/s
r dati d oup.diq D idle 0 0 0
reviews.auditGroup D idle 3 0 8 0.00/s
reviews.reviewsGroup D DLX DLK idle 0 0 0 0.00/s 0.00/s 0.00/s
reviews.reviewsGroup.diq D idle 0 0 0
Add a new queue
HTTP API Server Docs Tutorials Ci ity Support Ci ity Slack C cial Support Plugins GitHub Changelog
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® © ® 4 RabbitMQ Management x 4+

< C @ localhost:15672/#/queues/%2F/products.auditGroup

E R a b b |t 3.7.8  Erlang 20.3.8.5
Overview Ci ion: Ch I h Admin

- % $ OB N8 @

Refreshed 2019-02-08 18:29:04 Refresh every 5 seconds

Virtual host Al &
Cluster rabbit@822c9e3ebc02

User guest

Get messages

Warning: getting messages from a queue is a destructive action. ?

Ack Mode: Nack message requeue true

Encoding: = Auto string / base64 ?

Messages: 1

Message 1

The server reported 0 messages remaining.
Exchange = products

Routing = products
Key

Redelivered o

Properties timestamp: 1549645123
message_id: 0ada8221-6a2d-fa8d-9b8c-640879dcdfd6
priority: 0
delivery_mode: 2
headers:
content_type: application/json

Payload
158 bytes

{"eventType":"CREATE", "key":1, "data":{"productId":1, "name": "product name C","weight":300,"serviceAddress":null},"eventCreat:
Encoding:

string
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® © ® |4 RrabbitMQ Management x  +
& C @ localhost:15672/#/queues
E R a b b | t 3.7.8  Erlang 20.3.8.5

Overview C

ch

Queues

All queues (15)
Pagination

page 1 [ of 1 - Filter:

Overview
Name
products.auditGroup-0

products.auditGroup-1
products.productsGroup-0
products.productsGroup-1
products.productsGroup.diq
recommendations.auditGroup-0
recommendations.auditGroup-1

reviews.auditGroup-0
reviews.auditGroup-1
reviews.reviewsGroup-0
reviews.reviewsGroup-1

reviews.reviewsGroup.diq

Refreshed 2019-02-08 18:53:19 Refresh every 5 seconds a
Virtual host Al [
Cluster rabbit@0d45af3c3f78

User guest

& X

© 38 »

Regex ?

Messages

Features State Ready
D idle 1
D idle 1
D DLX DLK idle 0
D DLX DLK idle 0
D idle 0
D idle 3
D idle 3
oup-0 D DLX DLK idle 0
oup-1 D DLX DLK idle 0
up.diq D idle 0
D idle 3
D idle 3
D DLX DLK idle 0
D DLX DLK idle 0
D idle 0

Unacked Total

0

0

0

Displaying 15 items , page size up to:

Message rates
incoming deliver / get ack

1 0.00/s 0.00/s 0.00/s
1 0.00/s

0 0.00/s 0.00/s 0.00/s
0 0.00/s 0.00/s 0.00/s
0

3 0.00/s

5 0.00/s

0 0.00/s 0.00/s 0.00/s
0 0.00/s 0.00/s 0.00/s
0

3 0.00/s

3 0.00/s

0 0.00/s 0.00/s 0.00/s
0 0.00/s 0.00/s 0.00/s
0

100

+/-
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2. @700dd0df9ffe:/ (bash)

error.products.productsGroup
error.recommendations.recommendationsGroup
error.reviews.reviewsGroup

products
recommendations
reviews

$ 1

® 2. @700dd0df9ffe:/ (bash)

Topic:products PartitionCount:2 ReplicationFactor:1 Configs:
Topic: products Partition: @ Leader: 1001 Replicas: 1001 Isr: 1001
Topic: products Partition: 1 Leader: 1001 Replicas: 1001 Isr: 1001

s 1

[ 2. @700dd0df9ffe:/ (bash)
{"eventType":"CREATE","key":2,"data" : {"productId":2, "name": "product name C","weight":300,
"serviceAddress":null}, "eventCreatedAt":"2019-02-09T07:21:09.014259"}

{"eventType" :"DELETE","key":2,"data" :null, "eventCreatedAt":"2019-02-09T07:23:04.017709"}
{"eventType":"CREATE","key":1,"data" : {"productId":1, "name": "product name C","weight":300,
"serviceAddress":null}, "eventCreatedAt":"2019-02-09T07:18:11.600382"}

{"eventType" :"DELETE","key":1,"data" :null, "eventCreatedAt":"2019-02-09T07:23:02.359117"}

s

2. @700dd0df9ffe:/ (bash)
{"eventType":"CREATE", "key":1,"data": {"productId":1,"name": "product name C","weight":300,
"serviceAddress":null}, "eventCreatedAt":"2019-02-09T07:18:11.600382"}

{"eventType":"DELETE", "key":1,"data":null, "eventCreatedAt":"2019-02-09T07:23:02.359117"}

s 1
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Chapter 8: Introduction to Spring Cloud

[ [ ] @/ Eureka X +

& C @ localhost:8761 * © B2 B ‘

Q Spnng LAST 1000 SINCE STARTUP

System Status

Environment test Current time 2019-02-18T08:47:32 +0000
Data center default Uptime 00:03

Lease expiration enabled true

Renews threshold 11

Renews (last min) 238

DS Replicas

Instances currently registered with Eureka

Application AMIs  Availability Zones Status

PRODUCT n/a(1) (1) UP (1) - falfc9bf436f:product:8080

PRODUCT-COMPOSITE n/a(1) (1) UP (1) - 94d4177d3640:product-composite:8080

RECOMMENDATION n/a(1) (1) UP (1) - c6e43eb833e9:recommendation:8080

REVIEW n/a(3) (3) UP (3) - ab40a2d0737a:review:8080 , 7f27b4e75d9d:review:8080 , 61a078ca25c9:review:8080
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Product

[microservice]

Recommendation
[microservice]

Product Composite
[microservice]

m URL Path:

/product-composite/..

S B Edge Server
[microservice]
URL Path:

m o

The microservice landscape
\[System boundary]

Review
[microservice]

Another Public Service
[microservice]

Product Composite
[microservice]
Product

[microservice]

Recommendation
[microservice]
Review

[microservice]

Config Changes
[topic]

1. Get Configuration

2. Get figurati
Spring Cloud Get Configuration

Configuration Server
[microservice]

3. Change Notification

4. Change
Notification

The microservice landscape
[System boundary]
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2. success 5. fast fail

4. trip
1. init (failure threshold)
3. fail Efféhr)ip 6. i:;eszpt
8. close

N

(success)

R
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2. @700dd0df9ffe:/ (bash)

"status": "UP",

"details": {
"failureRate": "-1.0%",
"failureRateThreshold": "50.0%",
"maxBufferedCalls": 5,

"bufferedCalls": 3,
"failedCalls": @,
"notPermittedCalls": @
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2. @700dd0df9ffe:/ (bash)

"status" : "DOWN",

"details" : {
"failureRate" : "100.0%",
"failureRateThreshold" : "50.0%",
"maxBufferedCalls" : 3,
"bufferedCalls"” : 3,
"failedCalls" : 3,

"notPermittedCalls" : 1

The microservice landscape
[System boundary]
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® O ® 2 zipkin - Traces x  +

<« C @ 1270.0.1:9411/zipkinftraces/9ffe6e585b9d6217

w* $OoBB» &0

Duration: Services: @ Depth: ) Total Spans:

 broker x6 | product x1 ] product-composite x4 | recommendation x1 | review x1 |

Services 3.793ms 7587ms 11.380ms 18.174ms 18.967ms|
E product-composite 4.175ms : post /product-composite . . . .

B product-composite . 368us : send -

= product-composite . 443ps : send .
- - s672ms s

S product-composite . 348us : send

m . . 12.951ms : send

4.043ms : send
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Chapter 9: Adding Service Discovery Using
Netflix Eureka and Ribbon

2. @700dd0df9ffe:/ (bash)
209c84113fc5/172 20.0.38:8080

5

Q

[ Jo

A 3. ..any services?
4. Call one of the S [
available instances p.[
- 1. Register me!

? " |
[ ] [ ]_c 2. ..'m stil alive

The microservice landscape
[System boundary]

2. @700dd0df9ffe:/ (bash)
$ ./test-em-all.bash start
Start Tests: Fri Sep 6 19:46:54 CEST 2019

Creating chapter@9_rabbitmg_1 ... done

Wait for: curl http://localhost:8080/actuator/health... , retry #1 ... Test OK (HTTP Code: 200)
Test OK ...
End, all tests OK: Fri Sep 6 19:47:54 CEST 2019

s
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o/ Eureka X +

<&« C @ localhost:8761 * OB s @

@ Spl’ing Eureka LAST 1000 SINCE STARTUP

System Status

Environment test Current time 2019-02-18T08:47:32 +0000
Data center default Uptime 00:03

Lease expiration enabled true

Renews threshold 11

Renews (last min) 238

DS Replicas

Instances currently registered with Eureka

Application AMis Availability Zones  Status

PRODUCT n/a(l) (1) UP (1) - falfc9bf436f:product:8080

PRODUCT-COMPOSITE n/a(1) (1) UP (1) - 94d4177d3640:product-composite:8080

RECOMMENDATION n/a(l) (1) UP (1) - c6e43eb833e9:recommendation:8080

REVIEW n/a(3) (3) UP (3) - ab40a2d0737a:review:8080 , 7f27b4e75d9d:review:8080 , 61a078ca25c9:review:8080
o [ J 2. @700dd0df9ffe:/ (bash)

review_2 | ... Started ReviewServiceApplication in 21.812 seconds (JVM running for 23.086)

review_3 | ... Started ReviewServiceApplication in 22.018 seconds (JVM running for 23.134)
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2. @700dd0df9ffe:/ (bash)

3c7a676d805c product-composite: 8080
aca2l72e4488 :product: 8080
4034b100443e:review: 8080
9599fead507d: review: 8080

43d3788cedel:review: 8080
f50156c9882a: recommendation: 8080

$|

2. @700dd0df9ffe:/ (bash)

4@34b1®®443e/ 192.168.96.9:3080
43d3788ced4el/192.168.960.10:8080
9599fead507d/192.168.96.11:8080

2. @700dd0df9ffe:/ (bash)

review_1 | 2019-03-02 12:20:45.420 DEBUG ... : getReviews: response size: 3
review_2 | 2019-03-02 12:20:46.059 DEBUG ... : getReviews: response size: 3

review_3 | 2019-03-02 12:21:12.50@ DEBUG ... : getReviews: response size: 3
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2. @700dd0df9ffe:/ (bash)

"rev": "4034b100443e/192.168.96.9:8080"

"rev": "9599fead507d/192.168.96.11:8080"

2. @700dd0df9ffe:/ (bash)

4@34b1®@443e/ 192.168.96.9:8080
9599fead507d/192.168.96.11:8080

2. @700dd0df9ffe:/ (bash)
": "Qal0@cclefaae/172.18.0.9:8080"

2. @700dd0df9ffe:/ (bash)

. "cbfdd7416ddc/192.168.128.3:8080",
": "c5cclfo87afe/192.168.128.9:8080",

2. @700dd0df9ffe:/ (bash)
: "18d6e52267c2/192.168.128.7:8080",

. "c5cclf@87afe/192.168.128.9:8080"
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Chapter 10: Using Spring Cloud Gateway to
Hide Microservices Behind an Edge Server

4 N

/product-composite/...

i 1:| ]—<
URL Path:

/eureka/... <C>[ ]

The microservice landscape

\[System boundary] /

=
I | -
=

000

e 2. @700dd0d{9ffe:/ (bash)
$ ./test-em-all.bash start
Start Tests: Fri Sep 6 19:46:54 CEST 2019

Creating chapter@9_rabbitmg_1 ... done

Wait for: curl http://localhost:8080/actuator/health... , retry #1 ... Test OK (HTTP Code: 200)
Test OK ...
End, all tests OK: Fri Sep 6 19:47:54 CEST 2019

s

[53]



O 2. @700dd0df9ffe:/ (bash)
book-source-code_gateway_1 0.0.0.0:8080->8080/tcp
book-source-code_eureka_1 8761/tcp
book-source-code_product-composite_1 808@/tcp
book-source-code_product_1 8080/tcp

book-source-code_recommendation_1 8080/tcp
book-source-code_review_1 8080/tcp

s 1

[54]



2. @700dd0OdfSffe:/ (bash)

"eureka-api": "/eureka/api/{segment}"

"eureka-web-start": "/eureka/web"

"eureka-web-other": "/eureka/**"

"product-composite": "/product-composite/**"

"host_route_200": "1i.feel.lucky:8080"

"host_route_418": "im.a.teapot:8080"

"host_route_501": "/headerrouting/**"

s 1




2. @700dd0dfoffe:/ (bash)
b91cde7148d9 gateway : 8080

b8013440aead:product-composite: 8080
79092146991 :product: 8080

21008e72a6068:review: 8080
ffcbdb9ft32a4 : recommendation: 8080

5 1
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®C ® N Eureka x  +

& C @ localhost:8080/eureka/web * O3B s ‘ (+)

&) spring LAST 1000 sNGE STARTUP

System Status

Environment test Current time 2019-03-28T19:43:51 +0000
Data center default Uptime 10:10

Lease expiration enabled true

Renews threshold 17

Renews (last min) 60

DS Replicas

Instances currently registered with Eureka

Application AMis Availability Zones Status

GATEWAY n/a (1) (1) UP (1) - b91cde7148d9:gateway:8080
PRODUCT n/a (1) (1) UP (1) - 7c9292146991:product:8080
PRODUCT-COMPOSITE n/a (1) (1) UP (1) - b8013440aea0:product-composite:8080
RECOMMENDATION n/a (1) (1) UP (1) - ffcbdb9f32a4:recommendation:8080
REVIEW n/a (1) (1) UP (1) - 21668e72a668:review:8080
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Chapter 11: Securing Access to APIs

Web Browser Authorization

Server

Client
Application

Resource
Server

OAuth 2.0 - Authorization Code Grant flow
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HTTP

~N
Authorization Server
(Spring Security OAuth2) Product
URL Path: /oauth/... /uk-set [microservice]
. Edge Server Product Composite Recommendation
(e [microservice] [microservice]
URL Path: /product-composite/..
URL Path: Review
feureial- Discovery Server ISSSEREE]
The microservice landscape RN E)
[System boundary]

NG

[591]



0@ ) Privacy error X —+

<« X A NotSecure | https:/flocalhost:8443/eurekafweb

Sign in

https://localhost:8443

Username

Password

Your connection is not private

Attackers might be trying to steal your information from localhost (for example,
passwords, messages or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

D Help improve Safe Browsing by sending some system information and page content to Google.

Privacy Policy

‘ Hide advanced Back to safety

This server could not prove that it is localhost; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to localhost (unsafe)
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o Eureka b4 +
< C A Not Secure | https://localhost * ‘
Instances currently registered with Eureka
Application AMIs  Availability Zones Status
AUTH-SERVER nfa(l) (1) UP (1) -
GATEWAY nfa(l) (1) UP (1) -
PRCDUCT nfa(l) (1) UP (1) -
PRODUCT-COMPOSITE nfa (1) (1) UP (1) -
RECOMMENDATION nfa(l) (1) UP (1) -
REVIEW nfa(l) (1) UP (1) -
O 2. @700dd0odf9ffe:/ (bash)
{

"access_token": "ey]...SyIlQ",
"token_type": "bearer",
"expires_in": 599999999,

"scope": "product:read product:write",
"Jti1": "57502ce2-d325-4ffc-98cb-5dcccc@a53df"

}
s 1

[61]



https://localhost:8443/oauth/authc X 4
@ https://localhost:8443/oauth/authorize?re... v% ‘
Signin
https://localhost:8443

Username magnus

Password cecssscel ‘

© © o https://localhost:8443/oauth/z X +

C' A Not Secure | https://localhost:8443/oaut... Y ‘

OAuth Approval

Do you authorize "reader" to access your protected resources?

Authorize

Deny
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[ my.redirect.uri X +

< C @ my.redirect.uri v 0

-]

This site can't be reached

my.redirect.uri's server IP address could not be found.

DNS_PROBE_FINISHED_NXDOMAIN

2. @700dd0Odf9ffe:/ (bash)

"access_token": "eyJh...KUBA",

"token_type": "bearer",
"expires_in": 599999999,
"scope": "product:read",
"Jt1": "998764d2-b940-4aeb-b381-bbfd37c84282"

}
Y |

2. @700dd0df9ffe:/ (bash)

HTTP/1.1 401 Unauthorized
WWW-Authenticate: Bearer error="invalid_token"

s 11
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2. @700dd0df9ffe:/ (bash)

HTTP/1.1 200 OK

{"productId":2, ...}
$

HTTP/1.1 403 Forbidden
WWW-Authenticate: Bearer error="insufficient_scope",
error_description="The token provided has insufficient scope [product:read] for this request",

2. @700dd0df9ffe:/ (bash)

error_uri="https://tools.ietf.org/html/rfc6750#section-3.1", scope="product:read"

|

) 2. @700dd0dfeffe:/ (bash)
product-composite_1
Authorization info: Subject: magnhus, scopes: ["product:read","product:write"],
expires Tue Apr 13 06:36:41 UTC 2038: issuer: null, audience: null

2. @700dd0df9ffe:/ (bash)

product-composite_1 ...

Authorization info: Subject: auth@|5ca@b73c97f31lellbc85a5e6,

scopes: openid email product:read product:write,

expires Mon Apr 08 10:46:35 UTC 2019: issuer: https://dev-ml.eu.auth@.com/,

audience: [https://localhost:8443/product-composite, https://dev-ml.eu.auth@.com/userinfo]

2. @700dd0df9ffe:/ (bash)
product-composite_1 ...

Authorization info: Subject: auth@|5ca@b73c97f31ellbc85a5e6,
scopes: openid email product:read,

expires Mon Apr 08 10:46:41 UTC 2019: issuer: https://dev-ml.eu.auth@.com/,
audience: [https://localhost:8443/product-composite, https://dev-ml.eu.auth@.com/userinfo]
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L ® %9 Sign In with AuthO X +

& cC @ https://dev-magnus.eu.auth0.com/login?state=g6F02SBhQU1JWXZBbkNYTn... ¥ ‘ :

A
Ok
Default App

Log In

3 LOG IN WITH GOOGLE

=] yours@example.com

) your password

Don't remember your password?

LOG IN >

Protected with Auth0
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[ Authorize Application X +

& c @ https://dev-magnus.eu.authO.com/decision?state=g6F02SA1UzFYRVF5N1ISaU... ¥ ‘

Authorize App

DEFAULT APP

e —
I . D-fault App is
requesting access to your dev-magnus

tenant

& Profile: access to your email

@ Read: product your read

@ Write: product your write
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' @ my.redirect.ur ¥ +

< C @ my.redirecturi O

B

This site can't be reached

my.redirect.uri's server IP address could not be found.

DNS_PROBE_FIMISHED_NXDOMAIN

2. @700dd0df9ffe:/ (bash)

{
"sub": "auth@l...",
"email": "...my email...

"email_verified": true

}
5
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Chapter 12: Centralized Configuration

"

-

URL Path: /oauth/.. P[

'é /jwk-set

W

4

The microservice landscape
[System boundary]

URL Path: /product-compos

ite/..

URL Path:
/eureka/...

URL Path:
/config/..

/

s 1

2. bash

B @ 2. bash
hello world

5 1

9eca39e823957f37f@f@f4d8b2c6c46cd49ef461d1cab2@c65710823a8b412ce
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Chapter 13: Improving Resilience Using
Resiliencedj

4 Circuit Breaker \

P[ ] aﬁ”d Retry
R o e O
| =

!

JL

The microservice landscape b{ ]
[System boundary]
N\ J
2. success 5. fast fail
4. trip
1. init (failure threshold)
AN : 6. attempt
3. fail N 7. trip P
N (fail) close
8. close

(success)

[69]



Chapter 14: Understanding Distributed
Tracing

Services

= gateway
S product-composite

recommendation

review

9.683ms 19.365ms 29.048ms 38.730ms 48.413ms
|48.413ms : get .

. I394832ms : get /product-composite/{productid} B B |

. . |'I6.779ms : get /product/{productid} . | . .

. . |17.138ms < get /recommendation . | . .

. . //" |26.838ms : get [review . . .
Ve r

Spans Trace

Trace Ids _ (: ’

The microservice landscape
[System boundary]
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® C ® 9 zipkin- Index x 4+
ll&lookback=36000008&startTs=15576519226418endTs=1557655522641&8annotati.. % @ O

P

& > C @ localhost:9411/zipkin/?serviceName=gateway&spanNar

1 Service Name Span Name Lookback
gateway all 1 hour 4
Annotation Query Duration (ps) >= Limit Sort
For example: http.path=/foo/bar/ and cluster=foo and cache.miss Ex: 100ms or 5s 10 Newest First s 2

[ |
JSON &

owing: 10 0

Services: FEEE)

48.413ms 10 spans
gateway 100%

gateway x2 48.413ms | product-composite x4 36.692ms ] review x2 20.169ms ] product x1 14.399ms | recommendation x113.139ms

98.794ms 3 spans
gateway 100%

gateway x2 98.794ms ] auth-server x1 85.091ms

74.756ms 10 spans
gateway 100%

gateway x2 74.756ms | product-composite x4 60.569ms ] review x2 35.249ms | product x1 22.712ms | recommendation x115.509ms

® ©® 9 Zzipkin - Traces X o+
* @O

Services: @ Depth: @ Total Spans: @@

< C @ localhost:9411/zipkin/traces/9dfadf96df5afc40

Duration:

Expand All Collapse All

[gatewsy x2] product i L product-composite x4 ] recommendaion x1 ] review x2

29.048ms 38.730ms 48.413ms

Services 9.683ms 19.365ms

.48.413ms : get .
. 39.832ms : get /product-composite/{productid}
. . 16.779ms : get /product/{productid}

recommendation

17.138ms : get [recommendation

= r . . 26.838ms : get /review . .
. . . 2.524ms : async
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gateway.get: 48.413ms

Services: gateway

Date Time Relative Time Annotation
12/05/2019, 12:04:29 Server Start
12/05/2019, 12:04:29 48.413ms Server Finish
Key Value

http.method GET

http.path [product-composite/2

Address
192.168.176.2 (gateway)
192.168.176.2 (gateway)
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®  ® 9 zipkin-Index X o+

& > C  ©® localhost:9411/zipkin/?serviceName=gateway&spanName=all&lookback=3600000&startTs=1557652438233&end Ts=1557656038233&annotat... ¥ . (4]

Service Name Span Name Lookback
gateway all 1 hour 4
Annotation Query Duration (us) >= Limit Sort
For example: http.path=/foo/bar/ and cluster=foo and cache.miss Ex: 100ms or 5s 10 Newest First ]
Find Traces |[|2]
Showing: 10 of 10
Services: PERED

60.621ms 10 spans

gateway 100%
gateway x2 60.621ms | product-composite x4 40.590ms ] product x126.979ms recommendation x115.952ms

gateway 100%
gateway x2 48.413ms || product-composite x4 36.692ms product x114.399ms 14 minutes ago

98.794ms 3 spans
gateway 100%

gateway x2 98.794ms | auth-server x1 85.091ms 1 )

localhost:9411/zipkin/traces/9dfadf96df5afca0

® O ® 9 zipkin-Traces X o+

< C'  ©® localhost:9411/zipkin/traces/124a1235c1b8caeb % ‘ @

Duration: XXZID Services: @ Depth: @ Total Spans: @ JSON &

Expand All Collapse All

gateway x2 ] product x1 | product-composite x4 ] recommenition x1 ] reviow x2]

Services 12.124ms 24.248ms 36.373ms 48.497ms 60.621ms

60.621ms : get . .
. . 43.648ms : get /product-composite/{productid}
. . 30.671ms : get /product/{productid}
recommendation . . 20.685ms : get /recommendation

CREEY

21.808ms : get /review

1.453ms : async:
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® O ® 9 Zipkin - Traces x  +

< C @ localhost:9411/zipkin/traces/124a1235c1b8caeb

product.get /product/{productid}: 30.671ms

Services: product,product-composite

Date Time ive Time A i Address

12/05/2019, 12:18:15 22.953ms Client Start 192.168.176.11 (product-composite)
12/05/2019, 12:18:15 27ms Server Start 192.168.176.9 (product)
12/05/2019, 12:18:15 53.624ms Client Finish 192.168.176.11 (product-composite)
12/05/2019, 12:18:15 53.979ms Server Finish 192.168.176.9 (product)

Key Value

error Status code of the response is [404] and the reason is [Not Found]
http.method GET

http.path [product/12345

http.status_code 404

error 404

mvc.controller.class ProductServicelmpl

mvc.controller.method getProduct

Show IDs
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[} [ ] - Zipkin - Index X +
& > C @ localhost:9411/zipkin/?serviceName=gateway&spanName=all&lookback=3600000&startTs=1557652438233&endTs=1557656038... W ‘ [+)

Service Name Span Name Lookback
gateway all 1 hour :
Annotation Query Duration (us) >= Limit Sort
Ex: 100ms or 5s 10 Newest First B

For example: http.path=/foo/bar/ and cluster=foo and cache.miss

Find Traces
JSON &

Showing: 10 of 10

Services: CHODY

61.527ms 9 spans

gateway 68%
gateway x2 41.989ms | product-composite x4 24.302ms [ broker x6 20.211ms

recommendation x1 6.804ms

60.621ms 10 spans
gateway 100%
3 minutes ago

gateway x2 60.621ms | product-composite x4 40.590ms | product x126.979ms | review x2 16.431ms | recommendation x115.952ms

48.413ms 10 spans

gateway 100%
localhost:9411/zipkin/traces/124a1235c1b8caeb s | review x2 20.169ms | product x114.399ms | recommendation x113.139ms 16 minutes ago
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[ ) ® Q. Zipkin - Traces
<«

x  +

c @ localhost:9411/zipkin/traces/76a912456ca0ce17

Duration: Services: @

50.218ms ]
Expand All Collapse All

Depth: @ Total Spans: @)

[gateway x2 ] procuct x1 ] product-composite x4 ] recommendation x1 ] review 1]

Services 10.044ms 20.087ms 30.131ms 40.1774ms 50.218ms
22.323ms : delete : : . . .
. 13.130ms : delete /product-composite/{productid}
. . 666us : send
. . 20.715ms : send
. . 486ys : send
. . 22.351ms : send
. . 728ps : send
oo - -

- 29.609ms : send

product.send: 20.715ms

Services: broker,product

Date Time Relative Time Annotation Address

12/05/2019, 12:21:08
12/05/2019, 12:21:08

17.945ms Producer Start 192.168.176.9 (product)

38.660ms Producer Finish 192.168.176.9 (product)

Key

Value
channel

input
Broker Address

broker
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RabbitMQ Management X What does the "%2F" characte X HTML URL Encoding Referenc: X +

& > C [ ® localhost:15672/# in w) & O

Refreshed 2019-05-12 12:32:59 Refresh every 5 seconds [
Virtual host Al [
Cluster rabbit@c729381d0c21

User guest
Overview Connections Channels Exchanges Queues

Admin
QUEUE ZIPKITI

Overview

3.7.8  Erlang 20.3.8.5

Queued messages last minute ?

1.0
Ready 0
Unacked 0
0.0 Total mo
12:32:00 12:32:10  12:32:20  12:32:30 12:32:40  12:32:50
Message rates last minute ?
1.5/s .
Publish 1.2/s Consumer
1.0/s ack W 0.00/s
0.5/s Deliver
: (manual 0.00/s Redelivered W 0.00/s
0.0/s ack)
12:32:00 12:32:10 12:32:20 12:32:30 12:32:40 12:32:50 Get
Deliver (manual W 0.00/s
(auto ack) W12/ ack)
Get (auto
ack) 0.00/s
2. bash
X (bash) —

$ docker-compose exec kafka /opt/kafka/bin/kafka-topics.sh --zookeeper zookeeper --list @
__consumer_offsets

error.products.productsGroup

error.recommendations.recommendationsGroup

error.reviews.reviewsGroup

products

recommendations

reviews
zipkin

|
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2. bash
$ docker-compose exec kafka

[{"traceld":"87e49c2cab.

Name":"eureka-serv 68.192.3" remoteEndpoint":{" 9 ) g , "http.method

/eureka/apps/GATEWAY/2a4a7bb3f032: gatewa "http.status_ " c ce308 id":"54f10f2c563ce308"

", "timestamp" :1557657577352296, "duration" :494911, "localEndpoint

2 ,"port":38958%}, ":{"http.method":"GET", "http.path":"/eureka/apps/"}}, ,

et","timestamp":15576! 7333640, "duration":514823, "localEndpoint": {"serviceName" : "eureka-server : 3"}, {"ipv4":"192.168

192.15","por http.method":"GET", "http.path":"/eurek: /"}},{"tracel " '20a3b95d4be@4bc4™ , "kind" : "SERVER", "name"
7622946, "duration” : 208980, "localEndpoint": {"serviceName": "eureka-server", "ipv4":"192.168.192.3"}, "remoteEndpoint”: {"ipv4":"192.1

7
68.192.13", "port":36566}, "tags": {"http.method":"GET", "http.path":"/eureka/apps/"}},{"traceld":"e f97be3758bc", "id" : "ef73ef97be3758bc", "kind"

me":"get","timestamp" :155765757733 "duration":504535, "localEndpoint":{"serviceName": "eureka-server","ipv4":"192.168.192.3"}, "remoteEndpoint": {"ipv4":
2.168.192.12","port":38070}, "t http.method":"GET", "http.path":"/eureka/apps/"}},{"traceld": "bb@a245c5c510805","id"

"name": "get", "timestamp 7657 49693, "duration" :4987 localEndpoint": C :"eureka-server","ipv4":"192.168.192.3"}, "remoteEndpoint
"192.168.192.8", "port":4187 . GET","http.path":"/eurek ,{"traceld":"add4c15c9896e13a","id" : "add4c15c9896e13a", "kind": "SERVER
: ", "timestamp 841, 13210, "localEndpoint":{"serviceName": "eureka-server","ipv4":"192.168.192.3"}, "remoteEndpoint”: {"ipv4"
:"192.168.192.14", "port":46750}, "tags" : {"http.method" : "GET", "http.path":"/eureka/apps/"}}]

s 1
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Chapter 15: Introduction to Kubernetes

System Extension Blocked

X A program tried to load new system extension(s)
signed by "Oracle America, Inc.”. If you want to enable
these extensions, open Security & Privacy System
Preferences.

Open Security Preferences ﬁ

| NON®

< | > || oum Security & Privacy fQsearch

% Click the lock to make changes.

FileVault =~ Firewall  Privacy |

A login password has been set for this user | Change Password... |
Require password |_ 5 minutes B after sleep or screen saver begins

_ | Show a message when the screen is locked | Set Lock Message...

| Disable automatic login

Allow apps downloaded from:
) App Store

) App Store and identified developers

System software from developer “Oracle America, Inc” was blocked | Allow
from loading.

Advanced...

)
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] 3. bash

$ kubectl version --client --short
Client Version: v1.15.0

$ minikube version

minikube version: v1.2.0

$ vboxmanage --version
6.0.6r130049

s

)
—

Ch 0| £ oD

Node 1

Pod A2 Pod B1

B 5=

Deployment A Deployment B

Node 2
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L)

= = | ==

Pod A Pod B

@ Container Runtime

Master Node ~ Worker Node 1

[] 8. bash

$ kubectl config get-contexts

CURRENT  NAME CLUSTER AUTHINFO NAMESPACE

* handson-spring-boot-cloud handson-spring-boot-cloud handson-spring-boot-cloud first-attempts
minikube minikube minikube

s

8. bash

$ kubectl get nodes
NAME STATUS  ROLES AGE VERSION
minikube Ready master 3ml@s v1.14.1

A |
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o ’ 8. bash
$ kubectl get pods --namespace=kube-system
NAME STATUS RESTARTS
coredns-fb8b8dccf-2fbkp Running
coredns-fb8b8dccf-chctl Running
default-http-backend-6864bbb7db-wdb62 Running
etcd-minikube Running
kube-addon-manager-minikube Running
kube-apiserver-minikube Running
kube-controller-manager-minikube Running
kube-proxy-dmhsh Running
kube-scheduler-minikube Running
nginx-ingress-controller-586cdc477c-rctnr Running
storage-provisioner Running

A |

20 ®

@ [ ) 8. bash

$ kubectl get all

NAME READY  STATUS RESTARTS  AGE
pod/nginx-deploy-59b8cS5f7cd-mtepg 1/1 Running @ 8s

NAME READY UP-TO-DATE  AVAILABLE  AGE
deployment.apps/nginx-deploy 1/1 1 1 8s

NAME DESIRED CURRENT  READY  AGE

replicaset.apps/nginx-deploy-59b8c5f7cd 1 1 1 8s

A |
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@ @ 8. bash

$ kubectl get all

NAME READY  STATUS RESTARTS  AGE
pod/nginx-deploy-59b8c5f7cd-mtepg 1/1 Running @ 46s
pod/nginx-deploy-59b8c5f7cd-pmns9 1/1 Running @ 12s
pod/nginx-deploy-59b8c5f7cd-vtstj 1/1 Running @ 12s

NAME READY UP-TO-DATE  AVAILABLE AGE
deployment.apps/nginx-deploy 3/3 3 3 46s

NAME DESIRED CURRENT READY  AGE
replicaset.apps/nginx-deploy-59b8c5f7cd 3 3 3 46s

s 1

o0 ® 8. bash
$ kubectl get svc
NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE

nginx-service NodePort 10.111.232.48 <none> 80:30080/TCP  56m
2l |

& Welcome to nginx! x -+
& C (@ Not Secure | 192.168.99.116 W ‘ :

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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(] 8. bash
$ cat run-curl.txt
$ kubectl run -i --rm --restart=Never curl-client --image=tutum/curl:alpine --command -- curl -s "http://nginx-service:80"

<hl>Welcome to nginx!</hl>

pod "curl-client" deleted
(2 |
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Chapter 16: Deploying Our Microservices to
Kubernetes

-

Authorization Server
(Spring Security OAuth2)

Product

[microservice]

Product Composite

Recommendation
[microservice]

[microservice]

S Edge Server
(Spring Cloud Gateway)

Review
[microservice]

Config Server
(Spring Cloud Config Server)

The microservice landscape o Distributed Tra.cln.g Server
Gystem boundary] (Apache Zipkin)
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O ® 8.bash

kubernetes
L services
base

overlays

Ve
o Authorization Server
(Spring Security OAuth2)

M Product Composite

. W Edge Server
(Spring Cloud Gateway)

[microservice]

Config Server
(Spring Cloud Config Server)

Product
[microservice]

M Recommendation

[microservice]

Review
[microservice]

i Distributed Tracing Server
Kubernetes namespace hands-on (Apache Zipkin)

[System boundary]

[database]

RabbitMQ
[queue manager]
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8. bash

$ kubectl get pods -o json | jq .items[].spec.containers[].image
"hands-on/auth-server"
"hands-on/config-server"
"hands-on/gateway"

"mongo:3.6.9"

"mysql:5.7"
"hands-on/product-service"
"hands-on/product-composite-service"
"rabbitmq:3-management"
"hands-on/recommendation-service"
"hands-on/review-service"
"openzipkin/zipkin:2.12.9"

s 1

(@] 3. bash

$ HOST=$(minikube ip) PORT=31443 ./test-em-all.bash

Start Tests: Sat Jun 29 ©8:29:@5 CEST 2019

HOST=192.168.99.116

PORT=31443

Wait for: curl -k https://192.168.99.116:31443/actuator/health... DONE, continues...
Test OK (HTTP Code: 20@)

Start Circuit Breaker tests!

Restarting alpine-client...

Error from server (NotFound): pods "alpine-client" not found
pod/alpine-client created

Waiting for alpine-client to be ready...

pod/alpine-client condition met

Test OK (actual value: CLOSED)

Test OK (actual value: HALF_OPEN_TO_CLOSED)
pod "alpine-client" deleted
End, all tests OK: Sat Jun 29 08:29:33 CEST 2019

s
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r \ s
o Authorization Server 5 Product
(Spring Security OAuth2) [microservice]
\
\ W MongoDB
[database]
Edge Server M Recommendation
(Spring Cloud Gateway) [microservice]
Config Server o Review o MysaL
m (Spring Cloud Config Server) [microservice] ~ \ [database]
~— \
W Distributed Tracing Server 1 RabbitMQ
(Apache Zipkin) [queue manager]

Kubernetes namespace hands-on Docker Compose

\ J

p

The microservice landscape
[System boundary]

\ J

8. bash

$ kubectl get pods -o json | jq .items[].spec.containers[].image
"hands-on/auth-server:v1"

"hands-on/config-server:v1l"

"hands-on/gateway :v1"

"hands-on/product-composite-service:vl"
"hands-on/product-service:vl"
"hands-on/recommendation-service:v1"
"hands-on/review-service:vl"

"openzipkin/zipkin:2.12.9"

s 1

8. bash
$ kubectl get pod -1 app=product -o jsonpath="{.items[*].spec.containers[*].image} '
hands-on/product-service:vl $
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[ ] o 8. bash
$ siege https://$(minikube ip):31443/actuator/health -dl -cl

HTTP/1.1 200 0.03 secs: 920 bytes GET /actuator/health

HTTP/1.1 200 0.02 secs: 920 bytes GET /actuator/health
HTTP/1.1 200 0.02 secs: 920 bytes GET /actuator/health
HTTP/1.1 200 0.83 secs: 920 bytes GET /actuator/health
O [ ] 8. bash
$ kubectl get pods -1 app=product -w

NAME READY  STATUS RESTARTS
product-5d45f8bcd-ffrdn 1/1 Running @
product-d4f789cc-t8mcl 0/1 Pending @
product-d4f789cc-t8mcl 0/1 Pending @
product-d4f789cc-t8mcl e/1 ContainerCreating
product-d4f789cc-t8mcl 0/1 Running
product-d4f789cc-t8mcl 1/1 Running
product-5d45f8bcd-ffrdh 1/1 Terminating
product-5d45f8bcd-ffrdh ©@/1 Terminating
product-5d45f8bcd-ffrdn  @/1 Terminating
product-5d45f8bcd-ffrdn 0/1 Terminating

8. bash

HTTP/1.1 200 @.02 secs: 920 bytes ==> GET /actuator/health
HTTP/1.1|5@3 0.03 secs: 1068 bytes ==> GET /actuator/health
HTTP/1.1]5@3 0.03 secs: 1068 bytes => GET /actuator/health
HTTP/1.1 200 0.03 secs: 920 bytes => GET /actuator/health

8. bash
$ kubectl get pod -1 app=product -o jsonpath='{.items[*].spec.containers[*].image} '
hands-on/product-service:vZ $
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o o 8. bash

$ kubectl rollout history deployment product
deployment.extensions/product
REVISION CHANGE-CAUSE

<none>

<none>

<none>

o & 8. bash
$ kubectl rollout history deployment product --revision=2
deployment.extensions/product with revision #2
Pod Template:

Labels: app=product

pod-template-hash=d4f789cc
Containers:
pro:
Image: hands-on/product-service:v2

8. bash

$ kubectl rollout undo deployment product --to-revision=2
deployment.extensions/product rolled back
$
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[ ] 1O 8. bash

product-7549b597b-m2dtn Terminating
product-7549b597b-m2dtn Terminating
product-7549b597b-m2dtn Terminating

product-7549b597b-m2dtn Terminating
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Chapter 17: Implementing Kubernetes
Features as an Alternative

!

i

| =

-

4 ) ]

®

S

¢ )-
{ ]

The microservice landscape, deployed in Kubernetes
K[System boundary]

"

-

The microservice landscape, deployed in Kubernetes
[System boundary]
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D( Self signed cert P'[ ] O[ ]
(minikube.me) vé

https://minikube.me:443

C]_/\ | G< V OSC G
:}( The microservice landscape ‘o:]
[System boundary]

minikube.me > minikube ip I\ J

3. bash
$ cat /etc/hosts

192.168.99.121 minikube.me

5 1

$ HOST=minikube.me PORT=443 ./test-em-all.bash

3. bash

Start Tests: Wed Jul 10 13:05:51 CEST 2019
HOST=minikube.me

PORT=443

Wait for: curl -k https://minikube.me:443/actuator/health... DONE, continues...
Test OK (HTTP Code: 200)

End, all tests OK: Wed Jul 10 13:06:33 CEST 2019

s
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4. bash

$ kubectl wait --timeout=60@s --for=condition=ready pod --all -n cert-manager
pod/cert-manager-5d5cc69d6-5f9wb condition met
pod/cert-manager-cainjector-7688bf9689-9md7k condition met

pod/cert-manager-webhook-dfcbcco4b-vh5gh condition met

s 1

Let’s Encrypt cert
(xxxxxxxx.ngrok.io)

E ngrok cert
(*.ngrok.io) https://xxxxxxxx.ngrok.io:443

The microservice landscape

[System boundary]
\ J

1]

XXXXXXXX.ngrok.io

Internet Local Environment
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[ ]—( ~ Let's Encrypt cert
™~ (xxxxxxxx.ngrok.io)

https://xxxxxxxx.ngrok.io:443

AR k
The microservice landscape
L [System boundary]

\_ Y,

XXXXXXXX.ngrok.io 2 minikube ip

Local Environment

3. bash
ngrok by @inconshreveable (Ctr1+4C to quit)

Session Status online

Account Magnus Larsson (Plan: Free)

Version 2.3.30

Region United States (us)

Web Interface http://127.0.0.1:4040

Forwarding http://6cc09528.ngrok.io -> https://minikube.me:443
Forwarding https:/f6cc@9528 .ngrok.iof-> https://minikube.me:443

Connections ttl opn rtl () p50 p90
0 0 0.00 0.00 0.00 0.00
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4 A
Let's Encrypt cert
(xxxxxxxx.ngrok.io)
3. Verify ownership of DNS name xxxxxxxx.ngrok.io https: //xxxxxxxx.ngrok. 10:443
{ } ¢ >O.[ ]_< 0 ) ’O[ ]—< | 4. Create
| certificate
1. Watch
2. Create certificate request [ ]
The microservice landscape
[System boundary]
NG J
| | |
| 1| _
Internet Local Environment
3. bash

HTTP Requests

GET /.well-known/acme-challenge/FtYgFcTeAekqlNGt06 200

3. bash

$ kubectl get cert -w
NAME READY  SECRET

tls-ngrok-letsencrypt-certificate False tls-ngrok-letsencrypt-certificate

tls-ngrok-letsencrypt-certificate True tls-ngrok-letsencrypt-certificate
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[ ]—C . Let's Encrypt cert
~. (xxxxxxxx.ngrok.io)

b ~ https://xxxxxxxx.ngrok.io:443

rd The microservice landscape
C
[System boundary]
_ J

XXXXXXXX.ngrok.io = minikube ip

Local Environment

3. bash

$ cat /etc/hosts

192.168.99.121 minikube.me 6cc@9528.ngrok.10

3. bash

$ keytool -printcert -sslserver $NGROK_HOST:443 | grep -E "Owner:|Issuer:"
Owner: CN=6cc@9528.ngrok.io

Issuer: (N=Fake LE Intermediate X1
Owner: CN=Fake LE Intermediate X1

Issuer: CN=Fake LE Root X1

3 1
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O] 3. bash
End, all tests OK: Wed Jul 10 13:06:33 CEST 2019

5 1

3. bash
$ keytool -printcert -sslserver $NGROK_HOST:443 | grep -E "Owner:|Issuer:"
Owner: (N=6cc@9528.ngrok.1io

Issuer: CN=Let's Encrypt Authority X3, O=Let's Encrypt, C=US
Owner: CN=Let's Encrypt Authority X3, O=Let's Encrypt, C=US

Issuer: CN=DST Root CA X3, 0O=Digital Signature Trust Co.

g |

@ https://6cc09528.ngrok.iofact. X +

& C @& https://6cc09528.ngrok.io * @& O

L2l DST Root CA X3
o Let's Encrypt Authority X3
L =] 6cc09528.ngrok.io

6cc09528.ngrok.io
Issued by: Let's Encrypt Authority X3

Expires: Tuesday, 8 October 2019 at 16:30:06 Central European
Summer Time

. G /r‘)‘//'/'}'ﬂ/r’

This certificate is valid

Details

OK

e aAEUS T TUP
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@® 3. bash
End, all tests OK: Wed Jul 10 13:06:33 CEST 2019

3. bash

$ COMPOSE_FILE=docker-compose.yml ./test-em-all.bash start stop
Start Tests: Sat Jul 13 16:40:19 CEST 2019

HOST=1ocalhost

PORT=8443

Restarting the test environment...

$ docker-compose down --remove-orphans

$ docker-compose up -d

Creating network "my-network" with the default driver

Creating book-source-code_mongodb_1 ... done

Creating book-source-code_product-composite_1 ... done
Wait for: curl -k https://localhost:8443/actuator/health... , retry #1 ... DONE, continues...
Test OK (HTTP Code: 200)

End, all tests OK: Sat Jul 13 16:42:05 CEST 2019
Stopping the test environment...

$ docker-compose down --remove-orphans

Stopping book-source-code_product-composite_1 ... done

Removing book-source-code_mongodb_1 ... done
Removing network my-network

g |
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Chapter 18: Using a Service Mesh to
Improve Observability and Management

[L_}]{[ f ]}[[ i ]}[{ )

Ingress|Gateway Egress Gateway]

Service Mesh Data plane

Service Mesh Control plane
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[

A

Y

{ |
e
I

\Pod A

Istio Data plane

h

[ Istio Control plane

Kubernetes
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]

Istio Ingress Gateway

J

{ )

Pod A

o ——
SR

Pod B

> <

— —
—

Y =

Istio Egress Gateway

Istio Data plane
\

J

Y

2

r

Policy

Telemetry

)

Kiali

—/

[ Tracing (Jaeger) ]

Istio Control plane

Galley
l Grafana l

| Prometheus l

N
J

Kubernetes

$ minikube status
host: Running

kubelet: Running
apiserver: Running

kubectl: Correctly Configured: pointing to minikube-vm at 192.168.99.125

|

4. bash
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minikube.me/product-composite

t
ana.istio-system.svc.cluster.local:3000
r-query.istio-system.svc.cluster.local:16686

D
:]_< iali.istio-system.svc.cluster.local:20001

The microservice landscape
[System boundary]

Y

6. bash
$ cat /etc/hosts

10.102.72 .36 minikube.me

5
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D ® 5. bash
kubernetes/services/
base
L5 deployments
1st1o0
L services
—/ overlays
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4. bash

$ kubectl get pods
NAME STATUS RESTARTS
auth-server-78c9b85c9b-9sjs4 Running
mongodb-75d7df8bd7-7s9f6 Running
mysql-754d8f7584-261xd Running
product-8695c57758-64q7x Running

product-composite-74f4dc9b4f-vkvbd Running
rabbitmqg-855fb78bcc-5mcq? Running
recommendation-7bc5446b4c-btpgx Running
review-546bb44f8d-hpll7 Running

|

[(SESESESESESRISE S

4. bash
$ ./test-em-all.bash

Wait for: curl -k http://product-composite.hands-on.svc.cluster.local:4004/actuator/health...
DONE, continues...

Test OK (HTTP Code: 200)

End, all tests OK: Sun Jul 28 11:47:44 CEST 2019

s 1

4. bash
$ siege https://minikube.me/product-composite/2 -H "Authorization: Bearer $ACCESS_TOKEN" -cl1 -d1

The server is now under siege...

HTTP/1.1 200 0.08 secs: 772 bytes ==> GET /product-composite/2
HTTP/1.1 200 0.03 secs: 772 bytes ==> GET /product-composite/2
HTTP/1.1 200 Q.05 secs: 772 bytes ==> GET /product-composite/2
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® @ Kiali Console

© kiali

Overview
Graph
Applications
Workloads
Services

Istio Config

Distributed Tracing

x  +

C @ Not Secure \ kiali.istio-system.svc.cluster.local:20001/kiali/console/overview?duration=60&pi=15000

N/A

©8

Namespaces
Name v | Filter a Name v llz\ Show health for ' Apps v Compact || Expand
Lastim v | Every15s v | | &
default hands-on istio-system
0 Applications 8 Applications 12 Applications  Traffic, last
No traffic I No traffic [ im

©®12
C =)

@© Kiali Console x

C @ Not Secure

© kiali

kiali.isti

Overview

Graph ®

Graph

Applications

Workloads

Services

Istio Config

Distributed Tracing

Node Names

Unused Nodes

istio-ingressgateway .
Y] Badges:

Circuit Breakers
Virtual Services

o]

auth-server
Service Nodes latest
Traffic Animation | >

) rabbitmq

& %1 B2 Legend

o < product-composite recommendation
Missing Sidecars test e _:,;;—v——'
Security

i
—
N S/
N
SN
E‘é‘;‘g // Bigmongodb
~./
\\% '
SN
yd \Egmysql

product
latest:”

+
cluster.local:2000 ges=noEdg graphType=ver iceNodes=fal: * @
A& O admin v
Namespace: hands-on v
28 Jul,12:23:41... 28 Jul, 12:24:41
Versioned app graph v | No edge labels v ® Lastim v | Every15s v | &

Namespace: hands-on
applications, services, workloads

¥ Hide

Current Graph:
© 9apps
 12edges

HTTP Traffic (requests per second):

Total Success %Error

256 100.00 000

________N

o 3 s 7w
W OOK M 3xx M dxx M Sxx

HTTP - Total Request Traffic min / max:
RPS: 2.40 /2,93, %Error 0.00 / 0.00
—_—

TCP - Total Traffic - min / max:
B Sent: 127/ 157K/s

B Received: 544.37/705.80 B/s

— = -
T ——
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® © ® @ il Console x +

* @&

kiali.istio-system.svc.cluster.local:20001/kiali/console/graph/namespaces/?edges=noEdgeLabels&graphType=versionedApp&namespaces=hand...

< C  ® Not Secure

© kiali

A @ admin ~

Namespace: hands-on v

Overview
Graph ® 28 Jul,12:31:50 ... 28 Jul, 12:32:50
Graph Versioned app graph v No edge labels v Display v @ Lastim v | Every15s v | | &
Applications 3 @Aw product
> namespace version
Workloads 2
recommendation
otest ) rabbitmq Workload: produc
Services istio-ingressgateway product-composite
(istio-system) latest

3 / HTTP Traffic (requests per second):

Istio Config review // Total  %Success %Error
latest / In 0.62 100.00 0.00
o . Out 000  100.00 0.00
Distributed Tracing / | ‘
auth-server / 4
latest M //\
< - [
n
product //
'
Emysal Out
%
o 25 50 75 100

M OK M 3xx M 4xx M 5xx

+ = |3 <€ &1 2 | Legend
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® © ® @ iali Console x  +

< cC @® Not Secure | kiali.istio-system.svc.cluster.local:20001/kiali/console/namespaces/hands-on/services/product?tab=traces&start=1564307327993000&end=156... ¢ .,

Oklall A @ admin ~

Services > Namespace: hands-on > Service: product > Service Traces

Overview

Info  Traffic  Inbound Metrics

> Show Advanced Options

<
Workloads 0ms %
3
Services coms
40ms
Istio Config
Timg
12:25:00 pm 12:33:20 pm 12:41:40 pm
Distributed Tracing
20 Traces Sort: Most Recent %}
istio-ing| y: product- ite.hands-on.svc.cluster.local:80/product-composite* 30826 24.51ms
8 Spans | U] prod hands-on (4) [} eroducthands-on (1) Today = 12:47:45 pm
recommendation.hands-on (1) review.hands-on (1) aminute ago
istio-ing| y: product- ite.hands-on.svc.cluster.local:80/product-composite* 51t 22.82ms
8 Spans Q) prod hands-on (4) [} eroduct.hands-on (1) Today = 12:47:40 pm
recommendation.hands-on (1) review.hands-on (1) aminute ago

kiali.istio-system.svc.cluster.local:20001/kiali/#
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@ Kiali Console

x  +

C ® Not Secure | kiali.istio-system.svc.cluster.local:20001/kiali/console/namespaces/hands-on/services/product?tab=traces&start=1564307327993000&end=156... ¥¢ ‘

© kiali

Overview

Graph

Applications

Workloads

Services

Istio Config

Distributed Tracing

Services > Namespace: hands-on > Service: product > Service Traces
Info  Traffic  Inbound Metrics ~ Traces
Lookback *

Last1h v

> Show Advanced Options

istio-ingressgateway: product-composite.hands-

v A
N on.svce.cluster.local:80/product-composite*
race Start July 28, 2019 12:47 PM  Duration 24.51ms Services 5 Depth 2 otal Spans 8
Oms. 6.13ms 12.25ms
Service & Operat... > ¥V »  0Oms 6.13ms

18.38ms

12.25ms

A O

18.38ms

admin v

24.51ms

24.51ms

VU istio-ingressgateway product-co...
product-composite.hands-...

v product-composite.hands-on ...

| product.hands-on productha...

v product-composite.hands-on ...
recommendation.hands-on ...

v product-composite.hands-on ...

review.hands-on review.hands...

[109 ]




6. bash

volumeMounts:

- ImountPath: /etc/istio/ingressgateway-certs
name: 1ngressgateway-certs

volumes:

- name: ingressgateway—certs
secret:

optional: true
secretName: 1istio-ingressgateway-certs

4. bash
$ keytool -printcert -sslserver minikube.me:443 | grep -E "Owner:|Issuer:"
Owner: O=minikube.me, CN=minikube.me
Issuer: O=minikube.me, CN=minikube.me

s 1
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6. bash

$ kubectl get meshpolicy default -o yaml
apiVersion: authentication.istio.io/vlalphal
kind: MeshPolicy

name: default
spec:

peers:
- mtls:

mode: PERMISSIVE

5 11
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@ @ Kiali Console X +

< C @® Not Secure | kiali.istio-system.svc.cluster.local:20001/kiali/console/graph/namespaces/?edges=noEdgeLabels&graphType... ¥ .;

© kiali S, -

Namespace: hands-on v

Overview
Graph ® 28 Jul,13:29:03 ... 28 Jul,13:30:03

Graph Versioned app graph v | | No edge labels v | | Display v ®

Lastim v | Every15s v | |
Node Names

Service Nodes ®) rabbit
" ) ) X 0 rabbitmq
W Traffic Animation

Applications

g Namespace: hands-on
T licat , workload:
Workloads ngressgateway prouuclt-composite S Unused Nodes 1 :; applications, services, workloads
atest
e —o>»| —o—&— Current Graph:
Badges: D 8apps
Services Circuit Breakers % 1ledges
Virtual Services

tio Confi Q\ Missing Sidecars HTTP Traffic (requests per second):
stio Conti : Total %Success %Error
9 | Security | L(mongodb |

a

‘ 2556 100.00 0.00
Distributed Tracing \ /7

L —
/ / %

/ N\
/ N 0 25 50 75 100
| / Gmysal B OK M 3xx M 4xx M 5xx
- - = product
+ = 2| < &1 K2 Legend _latest
e 4. bash

HTTP/1. . : /product-composite/2
HTTP/1. . : /product-composite/2
HTTP/1. . : /product-composite/2
HTTP/1. . : = /product-composite/2

HTTP/1. . : = /product-composite/2
HTTP/1. . : /product-composite/2
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@© Kiali Console x 4+

kiali.istio-system.svc.cluster.local:20001/kiali/console/graph/namespaces/?edges=responseTime&graphType=versionedApp&namespac... ¥ @ i

&« C @ Not Secure

Q© kiali

Namespace: hands-on v

© admin

Graph ® 28 Jul,18:02:24 ... 28 Jul, 18:03:24

Versioned app graph v Response time v Display v @ Lastim v | Every15s v | | ©

mysql mysal
g From App: product-composite
N namespace version
eview . . . To Service: product
rabbitmq © rabbitmq
PA—— > namespace
//‘
[io-ingressgateway B roduct-composite yd & mTLS Enabled
(istio-system) o 14 product-composw‘tte latest product -~
£ ° 244 &-http,,_P product \ate;t/
> ——@-24mg ] Traffic Response Codes
\
AN
N HTTP requests per second:
o Total %Success %Error
recommendatior .
recommendation it Hongodb 1 mongodb 067 8060 19.40
—————— —ip
N
0 25 50 75 100

<5 %1 K2 | Legend H OK M 3xx M 4xx M 5xx

+
1

xa

P24

6. bash
roductId":2, "name":"Fallback product2”...

Omo.083
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® 5. bash

kubernetes/services/
base

deployments
1st10
services

overlays

L prod

1stio
vl
VvZ
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® 4. bash
$ ./kubernetes/scripts/deploy-prod-env.bash

+ kubectl wait --timeout=120s --for=condition=Ready pod --all
pod/auth-server-v1-5f75968f7f-v7j8p condition met
pod/auth-server-v2-97b4b5cb4-1cvx4 condition met
pod/product-composite-v1-7f87fd87cb-2vmjl condition met
pod/product-composite-v2-99855f749-1z44] condition met
pod/product-v1-b8d48477c-qv1l9f condition met
pod/product-v2-657cd6749d-xdh9c condition met
pod/recommendation-v1-545fb976cd-jfq9w condition met
pod/recommendation-v2-66d475fbf7-swdhs condition met
pod/review-v1-868c87cc95-wwzhv condition met
pod/review-v2-f4c97c748-2mlwm condition met

s 1

[ 4. bash
$ SKIP_CB_TESTS=true ./test-em-all.bash

Wait for: curl -k http://product-composite.hands-on.svc.cluster.local:4004/actuator/health. ..
DONE, continues...
Test OK (HTTP Code: 200)

End, all tests OK: Mon Aug 5 ©9:19:37 CEST 2019

|
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® @ Kiali Console X ar

& C  ® Not Secure | kiali.istio-system.svc.cluster.local:20001/kiali/console/graph/namespaces/?edge... ¥ ‘ :

Namespace: hands-on v
Graph ® 28 Jul, 21:07:54 ... 28 Jul, 21:08:54

Versioned app graph v Response time v Display v @

~

Lastim v | Every15s v | | &

Namespace: hands-on
applications, services, workloads

¥ Hide

auth-server product
vl vl

Current Graph:
2 6apps
istio-ingressgateway & 5edges

(istio-system)
3 & 3%ms

HTTP Traffic (requests per second):
&°90ms_ product-composite recommendation
vl vl

T @atms————> 2.56 100.00 0.00

Total %Success %Error

o ]
%

review
vi 0 25 50 75 100

W 3xx 4xx M 5xx M OK

[ J 4. bash

curl -ks https://minikube.me/product-composite/2 -H "Authorization: Bearer $ACCESS_TOKEN" | jq .serviceAddresses

"cmp": "product-composite-v1-7f87fd87cb-2vmjl/172.17.0.25:80",
"pro": "product-v1-b8d48477c-qv19f/172.17.0.27:80",

"rev": "review-v1-868c87cc95-ww2hv/172.17.0.29:80",

"rec": "recommendation-v1-545fb976cd-jfqIw/172.17.0.28:80"

s
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4. bash

curl -ks https://minikube.me/product-composite/2 \
-H "Authorization: Bearer $ACCESS_TOKEN" -H "X-group: test" | jq .serviceAddresses

"cmp": "product-composite-v1-7f87fd87cb-2vmjl1/172.17.0.25:80",
"pro": "product-v2-657cd6749d-xdh9c/172.17.0.32:80",

"review-v2-f4c97c748-2mlwm/172.17.0.33:80",
"recommendation-v2-66d475fbf7-swdhs/172.17.0.34:80"

@© Kiali Console x o+

< C'  ® Not Secure | kiali.istio-system.svc.cluster.local:20001/kiali/console/graph/namespaces/?edges=requestsPercentage&graphType=versionedA... ¥ ‘

— Okiali A@D © admin ~

Namespace: hands-on v

Graph ® 28 Jul, 21:19:46 ... 28 Jul, 21:20:46
Versioned app graph v Requests percentage v Display v @ Lastim v | Every15s v | | &

Namespace: hands-on
applications, services, workloads

recommendation
vl

¥ Hide

Current Graph:
2 6apps
& 5edges

HTTP Traffic (requests per second):

Total %Success %Error
12.54 100.00 0.00
& 33%
2 —
%
0 25 50 75 100
istio-ingressgateway product-composite &,7:1% B OK M 3xx M 4xx M 5xx
(istio-system) vi/
® o&-1009 =

HTTP - Total Request Traffic min / max:

- 9
a 26'%\\/1 RPS: 2.67 /13.87, %Error 0.00 / 0.00

TCP - Total Traffic - min / max:

review ® Not enough traffic to generate chart.
& 335% evie 9 o

product
Avi

+ = (20 < L1 2| | Legend
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x  +

= @kiali

Namespace: hands-on v

Graph ®

Versioned app graph v No edge label

istio-ingressgateway
(istio-system)

s v

e @ Kiali Console
6 ® Not Secure | kiali.istio-system.svc.cluster.local:20001/kiali/console/graph/namespaces/?durati... ¥t ‘

31Jul, 11:44:46 ... 31 Jul, 11:45:46

®

Lastim v | Every15s v | | C

A Show

product
v2

& —0

+ = G R K2

Legend

(4]
product-composite recommendation
v2 v2
> e—o >
=)
review
v2
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Chapter 19: Centralized Logging with the

EFK Stack

(parse.spring-boot.**)

6. Send log record
to Elasticsearch
*%

3. Spring Boot log record?
(spring-boot.**)

4. Aggregate Spring Boot multi line exception?
(check.exception.spring—-boot.**)

5. Parse Spring Boot single line log record?

New Kubernetes log record
(kubernetes.**)

)

1. Istio tag?
(kubernetes.**istio**)

2. hands-on tag?
(kubernetes.**hands-on**)

Yes

Yes

No

e
:

Is multi line
exception?

Re-emit log record
(istio.kubernetes.**)

Re-emit log record
(spring-boot. kubernetes.**)

Re-emit log record
(check.exception.spring-boot.**)

Re-emit log record
(parse.spring-boot.**)

Re-emit log record
(exception.spring-boot.**)
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®

. 4. bash
$ ./test-em-all.bash

Wait for: curl -k http://product-composite.hands-on.svc.cluster.local:4004/actuator/health. ..
DONE, continues...
Test OK (HTTP Code: 200)

End, all tests OK: Sun Jul 28 11:47:44 CEST 2019

1 |

4. bash

$ curl http://elasticsearch.logging.svc.cluster.local:9200/_all/_count
{"count":144750,"_shards" :{"total":7,"successful":7,"skipped" :0, "failed":0}}

$

¥, Kibana x o+
<« C A Not Secure | kibana.logging.svc.cluster.local:5601/app/kiban sualize/create?type=pie&indexPattern=110685a0-bb62-11e9-aedb-3148dfde78dag& * & O

| / Visualize =~ Create )

@® Save Share Inspect Refresh Time picker

Filters  Search KQL |@E v Last7days Show dates G Refresh

€3+ Add filter

logstash-* Kkube-system
Data Options App]y button - hands-on

@ istio-system

®

=

B E

=5

Buckets

{:ﬁ

v Split slices © x @ cert-manage
Aggregation Terms help

Terms v

logging

Field

istio-system /

kube-system

kubernetes.namespace_name... v

Order by

Metric: Count v

Order Size

Descending v 10 hands-on

( Group other values in separate I ‘

bucket
Label for other bucket

Other

( Show missing values

Label for missing values

[l
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[ ] ¥ Kibana x  +
< ¢ A Not Secure | kibana.logging.svc.cluster.local:5601/app/kibana#/visualize/create?type=pie&indexPattern=110685a0-bb62-11e9-aedb-3148dfde78da&_g. Yo . [+]
' Visualize = Create @)
@® Save Share Inspect Refresh
® Filters Search KQL v Last7 days Show dates C Refresh
i 3 +Add filter
- missing ne s
Data Options \ @ hands-on
L7 — @ istio-system
o v Split slices © 1 X @ Missing
Sub aggregation Terms help ® logging
cert-manager
LGS ¥ fluentd
@ kube-addon-man.
Field
@ kube-apiserver
kubernetes.container_name.kK... v eted
kube-controller-m.
Order by @ metrics-server
U, o @ nginx-ingress-con.
kube-proxy
| kube-scheduler
Order Size @ coredns
Descending Vv 10 @ comp
hands-on rev
( Group other values in separate pro
bucket % ®rec
Label for other bucket recomnjendation / ® stio-proxy
N\ o
e rabbitmq
product =——p» ®istio-init
( Show missing values
/ @ mongodb
Label for missing values review @ auth-server
_— mixer
Missing s ]
composite @ discovery
= E
[ JoX 4. bash

$ curl -H "Authorization: Bearer $ACCESS_TOKEN" -k 'https://minikube.me/prod composite/1234'
{"productId":1234,"name" : "product name 1234","weight":1234,"recommendations":[],"reviews":[],
"serviceAddresses": {"cmp":"product-composite-74f4dcOb4f-4s9bk/172.17.0.39:80","pro" : "product-869

5c¢57758-ttmsg/172.17.0.40:80" ,"rev":"","rec":""}}
2 |
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® © ®  Discover - kibana x  +

<« C A NotSecure | kibana.logging.svc.cluster.local:5601 ?_g=

freshinter 0),time: (from:now-7d,to:now))&_a=(columns:!(_source) filter. * © & O

Discover ()

No of found log records

o©
5 New Save Open Share Inspect Time picker
Filters  Search Show dates C Re
[
@ Selected and
&
© logstash-* Aug 9, 2019 @ 21:08:41.757 - Aug 16, 2019 @ 21:08:41.758 —  Auto v
Selected fields .
o Histogram
? _source 60,000
Available fields © E 40000
3
3
Popular 20,000
y il I 1l
a9 . | P — =l - [ -
2019-08-10 1200 2019-08-11 12:00 2019-08-12 12:00 2019-08-13 12:00 2019-08-14 1200 2018-08-15 12:00 2019-08-16 12:00
© @timestamp .
@timestamp per 3 hours
t BOOTID
Time _source
0 EOTEEENE Table of found log records
0 GYEILE > Aug 16, 2019 @ 21:08:36.717  1og: [@dc33f69] Completed 200 OK, headers={masked) stream: stdout
docker .container_id: 7571027c68aa26e51d8fa6e50954f6cbbeb3ff60be60323a59fde6a5527cade? kubernetes.container_name: comp
t COMM Kkubernetes.namespace_name: hands-on Kubernetes.pod_name: product-composite-74f4dcobaf-4sobk kubernetes.container_image: hands-
¢ BXE on/product-composite-service:latest
kubernetes.container_image_id: docker://sha256:348af533d7733838d@8b4f9e5¢c75ae8c8c0f82961f26e3df80987719076175d
t GID
O ESRNE > Aug 16, 2019 © 21:08:36.715  10g: [adc33f69] HTTP GET "/actuator/health”, headers={masked) stream: stdout
docker .container_id: 7571027c68aa26e51d8fa6e50954f6chbeb3f f60be6e323a59Fde6as527cade? kubernetes.container_name: comp
t MACHINE.ID Kkubernetes.namespace_name: hands-on kubernetes.pod_name: product-composite-74f4dcobaf-4s9bk kubernetes.container_image: hands-
t MESSAGE on/product-composite-service:latest
kubernetes.container_inage_id: docker ://sha256:348af533d773383808b4f9e5c75ae8c8cO8F29611263d100987719876175d
t PID
O CREERY > hug 16, 2019 @ 21:@ - log: 2019-88-16 19:08:36.035985 I | mvcc: finished scheduled compaction at 882988 (took 1.46432ms) stream: stderr
docker . container_id: 1e3dc431035b88 cade7f909f 717847024e8d0b kubernetes.container_name: etcd
RESTRESMCID) kubernetes.namespace_name: kube-system kubernetes.pod_name: etcd-minikube kubernetes.container_image: k8s.gcr.io/etcd:3.3.10
ai adodockec.
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® © ® ¥ Dpiscover - Kibana x  +
< C' A Not Secure | kibana.logging.svc.cluster.local:5601/app/kibana#/discover?_g=(filters:!(),refreshinterval: (pause:!t,value:5000),time:(from:now-7d,to:now))... % @ . [+]
K Discover (o)
© 325,083 hits
® New Save Open Share Inspect
. Filters  Search KQL [ v Last7days Show dates C Refresh
il
& @ v Addfiter
© m Aug 9, 2019 @ 20:37:29.910 - Aug 16, 2019 @ 20:37:29.910 —  Auto v
Selected fields
t kubernetes.contai. 60,000
t log E 40,000
3
o
t spring.level 20,000 H H H
t springtrace o Hﬂr—\ﬁ — = r—\’_‘ m_ Hﬁﬂ r—\ﬂ [Nl
2019-08-10 12:00 2019-08-1112:00 2019-08-1212:00 2019-08-13 12:00 2019-08-14 12:00 2019-08-15 12:00 2019-08-16 12:00
Available fields o @timestamp per 3 hours
Popular
spring.level kubernetes.container_name ~ spring.trace
t tag Time log
© @timestamp > Aug 16, 2019 @ 20:37:26.717 TRACE comp f89949a6ed [1e48633e] Completed 200 OK, headers={masked}
768617
t BOOTID
> 137:26. . =
¢ CAP.EFFECTIVE Aug 16, 2019 @ 20:37:26.715 TRACE comp [1e48633e] HTTP GET "/actuator/health", headers={masked}
t CMDLINE > Aug 16, 2019 @ etcd - 2019-88-16 18:37:24.163221 I | etcdserver: saved snapshot a
t index 1020103
t COMM
> Aug 16, 2019 @ 20:37:24.163 etcd - 2019-08-16 18:37:24.163500 I | etcdserver: compacted raft 1
t EXE og at 1015103
t GID > Aug 16, 2019 @ 20:37:24.152 eted - 2019-08-16 18:37:24.152355 I | etcdserver: start to snapsho
t (applied: 1020103, lastsnap: 1010162)
t HOSTNAME
> Aug 16, 2019 @ 20:37:22.964 TRACE comp c53de9402e  [78c14f65] Completed 200 OK, headers={masked}
t MACHINE_ID db3715
t MESSAGE
> Aug 16, 2019 TRACE comp [78c14f65] HTTP GET "/actuator/info", headers={masked}
=t PD
26..2010.0.20:22.22 268 kb Letanarn oy 2010.08 16118:37.007" i
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¥ Discover - Kibana x 4+

C A NotSecure | kibana.logging.sve.cluster.local:5601/app/kibanat:/ 2_g=(filters:1() refreshinterval: (pause:!t,value:5000),time:(from:now-7d,to:now))&_a=(columns:!(spring.level,kuber... ¢ ® o
Discover @
12 hits

New Save Open Share Inspect

Filters ([

) I spring.trace: d31015ff2d5771896e3e8cf0f9bbbAa04 X I + Add filter

KQL B v Last7days Show dates G Refresh

) m Aug 9, 2019 @ 21:27:11.585 - Aug 16, 2019 @ 21:27:11.585 —  Auto v

Selected fields
t kubernetes.container_na. o
t log H

8 s
t springlevel
t springdrace o

1200 2019-0812 12:00 2019-0813 12:00 2019-081412:00 2019-08-1512:00 2019-08-16 12:00
Available fields o @timestamp per 3 hours
Popular
spring.level kubernetes.container_name

t tag Time spring.trace log
© @timestamp > Aug 16, 2019 © 21:00:49.870 comp d31015F£2d5771896e3e8c fOFobbbAG [175edpeb] Completed 200 OK, headers={masked)
t BOOTID .

> Aug 16, 2619 © 21:00:49.867 comp 31015 2d5771896e308cFOTIbbbAG Authorization info: Subject: magnus, scopes: [“productir

ead", "product:write’], expires Thu Aug 19 1:53:43 GNT 2

0 GREET 38: issuer: http://auth-server.local, audience: null

t CMDLINE
> Aug 16, 2019 @ 21:06:49.859 DEBUG rev d310157f2d5771896e3e8cf0f9bbbAB4 Response size: 0
t COMM
> Aug 16, 2019 @ 21:00:49.852 TRACE rev d31015f2d5771896e3e8cfOfIbbbass binding parameter [1] as [INTEGER] - [1234]
[ ] ¥, Discover - Kibana x  +
<« C A NotSecure | kibana.logging.svc.cluster.local:5601/app/kibana#/discover?_g=(filters:!(),refreshinterval: (pause:!t,value:5000),time: (from:now-7d,to:now)) & a=(columns:!(spring.level kubernet... ¥ [ N+]
' Discover (s}
® A4hits
® New Save Open Share Inspect

Filters [ search KQL  fH v  Last7days Show dates G Refresh
@ I spring.trace: d31015ff2d5771896e3e8cf0f9bbb404 X  NOT spring.level: TRACE X  NOT spring.level: DEBUG x + Add filter

© Aug 9, 2019 @ 21:42:42.530 - Aug 16, 2019 @ 21:42:42.530 — Auto ~

Selected fields

t kuberetes.container_name

t log 5

3

8
t springlevel
t springdrace 0

8-10 1200 2019-08-1112:00 019-08-13 1200 08-1412:00 2019-08°15 1200 019-08-16 12:00
Available fields o @timestamp per 3 hours
Popular
Time springJevel  kubernetes.container_name spring.trace log

t teg

> Aug 16, 2019 @ 21:60:49.845 INFO pro d31015£2d5771896e3e8cFafobbbAGs Will get product info for id=1234
© @timestamp
+ soord > Aug 16, 2019 @ 21:60:49.843 INFO rev d31015F£2d5771896e3e8cfaFabbbAG Will get reviews for product with id=1234
¢ CREEEIE > Aug 16, 2019 € 21:00:49.841 INFO rec 431015 £2d5771896e3eBcfoFabbbAOS Will get recommendations for product with id=1234
t CMDLINE > Aug 16, 2019 € 21:00:49.831 INFO comp d43101572d5771896e3e8cfatabbb4OS Will get composite product info for product.id=1234

(]

ver

s 1

[ ] 4. bash

$ curl -H thorization: Bearer $ACCESS_TOKEN" -k https://minikube.me/product-composite/6667faultPercent=100
{"timestamp":"2019-08-16T19:59:36.509+0000" , "path":"/product-composite/666","status":500, "error":"Internal Ser

Error","message":"500 Internal Server Error"}
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¥ Discover - Kibana

c A Not Secure | kibana.logging.svc.cluster.local:5601/app/kibana#/discover?_g=(filters:!() refreshinterval: (pause:

Discover
329,479 hits

New Save Open Share

®

S|

>3

Search

Filters

X

Inspect

+

All filters removed!

KQL v Last7days

value:5000),time: (from:|

* © @& O

Show dates

® Aug 9, 2019 @ 22:03:37.510 - Aug 16, 2019 @ 22:03:37.511 — Auto v
Selected fields
t kubernetes.con... 60,000
t log E 40000
3
o
t spring.level 20,000 HH H H H
Top 5 values in 247 / 500 0 L M B Nem L.
records. 2019-08-11 00:00 2019-08-12 00:00 2019-08-13 00:00 2019-08-14 00:00 2019-08-15 00:00 2019-08-16 00:00
@timestamp per 3 hours
TRACE Qe
I o
spring.level kubernetes.container_name
WARN aq . pring X )
Time spring.trace log
4%
DEBUG Qe > Aug 16, 2019 @ 22:03:28.712 - kibana - {"type":"respons
2% e","@timestamp":"2
INFO a ©19-08-16T20:03:28
| 16%
ERROR aq ,"statusCode" :20
| 16% 0."rea":{"url":"/e
t spring.trace > Aug 16, 2019 @ 22:03:26.717 TRACE comp 08a80450d51a8572 [6d3dea5d] Complet
® 0 ® F oiscover - Kibana x  +
< C A Notsecure | kibana.logging.sve.cluster.local:560 = filters:1( 7d,to:now)). I kubernetes. container_ pring.tr * ® @O
¥, Discover [}
) 105 hits
New Save Open Share Inspect
®
@ Fiters B search Show dates
g @ springlevel: ERROR X+ Add fifter
Selected fields N
@ s0
t kuberetes.container_name a0
t log g
8 2
S ° T
Top S values n 105 105 records o L
2019-08-10 1200 2019-08-1112:00 2019-08-121200 2019-08-13 1200 2019-08-14 1200 2019-08-15 1200 2019-08-16 1200
ERROR aa @timestamp per 3 hours
100%
o oD spring.evel ~ kubernetes.container_name
Time spring.trace tog
Available fields °
> Aug 16, 2019 @ 21:59:36.518 ERROR comp. fa77fcbBe7bdca6@3cec719738dc77c7 [175ed@eb] 500 Server Error for HTTP GET "/product-composite/666?faultPercent=109"
Popular
o > Aug 16, 2019 ® 21:59:36.504 ERROR pro fa77fcbbeTbdca03cec7197384c777 (32574c4b] 500 Server Error for HTTP GET */product/6662delay=08faul tPercent=100
t tag > Aug 16, 2019 © 21:59:35.495 ERROR pro fa77fcbee7bcac3cec719738dc77c7 [77366603] 580 Server Error for HTTP GET */product/6667delay=0&faul tPercent=108"
© @timestamp > hug 16, 2019 @ 21:50:34.481 ERROR pro a77fcbeeTbAca603cec7 187384777 (32574c4b] 560 Server Error for HTTP GET */product/6662deley=08faul tPercent=100"
t BooT > hug 16, 2019 © 17:03:03.522 ERROR conp 444476a8485294¢ fa7e8 FBebbSe1 Feea [175edaeb] 580 Server Error for HTTP GET */product-conposite/6667faultPercent=100"
t CAP_EFFECTIVE
= > Aug 16, 2019 © 17:03:03.517 ERROR pro 4044768485294 a7eBBebb5B1 feea [773666c3] 500 Server Error for HTTP GET */product/6667delay=e&faultPercent=100
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® © ® [ piscover - Kibana x 4+
<« C A Not Secure | kibana.logging.svc.cluster.local:5601/: (filters:1(),refre: 001 7d,t0:now))8._: level,kubernete ntainer_name,springtrac.. % © | @ O
¥ Discover @
DEBUG
o = S
Time spring.trace fog
INFO aq
® . 6% > hug 16, 20819 @ 21:59:36.511 TRACE conp @ Q fa77fcbbe7bacabe3eecT19738dcT7c7 [175ed@eb] Completed 500 INTERNAL_SERVER_ERROR, headers=(masked)
ERROR aq
ol | 16% > Aug 16, 2019 @ 21:59:36.510 ERROR comp fa77fcbee7baca6p3cec?19738dc77c7 [175edBeb] 560 Server Error for HTTP GET "/product-composite/666faultPercent=18
TRACE aa "'
s H 8%
> hug 16, 2619 © 21:50:36.508 WARN conp fa77fcbbe7bAca603cec719738dcT7CT failed: org.spring .web. reactive. function.client WebC
: 560 Internal Server Error
©  t springtrace
g  Avalable fisds © > hug 16, 2010 © 21:50:36.507 WARN conp fa77fcbbe7bAcaa3cec719738dc77CT Got a unexpected HTTP error: 508 INTERNAL_SERVER_ERROR, will rethrow it
(e > hug 16, 2019 © 21:50:36.507 WARN comp a77fcbee7bAca603cec719738dc77CT Error body: ("tinestamp”:"2019-08-16T19:59:36.563+0000" “ [product /666
t springlog atus":500, "error”:"Internal Server Error’,message’ :"Something went wrong
t tag > hug 16, 2019 © 21:59:36.504  ERROR pro fa77fcbee7baca603cec19738dc77CT [32574c4b] 500 Server Error for HTTP GET "/product /6667delay=p&faultPercent=100"
© QU I v Aug 16, 2019 8 21:59:36.562  WARN pro fa77fcboe7bacase3cec?19738dc7767 Bad luck, an error occurred, 108 >= ssl
t BOOTID
¢ EREERE 5 Expanded document View single document
t CMDLINE Table JSON
t comm © etinestanp Aug 16, 2019 8 21:59:36.502
= t i CQUDNGHBOBTAMbAKOTAS
- t _index logstash-2019.08.16
#  score -
000 E b x 4
<« C A Not Secure | kibana.loggi luster. /11068520-bb62-11e9-aedb-3 /_doc/cQWDNGWBo8TAMbqKoTAJ? level,kubernet t _name,springtraceo.. % © | @ O
P, Discover = Context of logstash-*#cQwDnGWBoBTdMbqKoTAJ <}
© 3 springirace-forriebOerhdentodeectio7a8derier X + Add filter
® A Load 5 more 5 newer documents
e
ime springlevel ~ kubernetes.container_name  spring.trace fog
B > Aug16,2019 @21:59:36.507 WARN  comp fa77fcb0e7bdcab03cec7!  Got a unexpected HTTP error: 500 INTERNAL_SERVER_ERROR, will rethrow it
9738dc77¢7
@
> Aug16,2019 @ 21:59:36.505 - pro -
&
> Aug 16,2019 @ 21:59:36.504 - pro - Java.lang.RuntimeException: Something went wrong
at se.magnus.microservices.core.product services. java:96)
at se.magnus.microservices.core.product services. L java:64)
at jdkinternal.reflect 108.invoke(Unknown Source) ~[na:nal
at java.base/jdk.internal reflect.D invoke(Delegati java:43) ~[na:na]
atiava.baseliava.lana.reflect Method.i iava:567) ~Mnanal
> Aug16,2019 @ 21:59:36.504 - pro -
> Aug16,2019 @21:59:36.504 ERROR  pro fa77fcb0e7bdcab03cec71  [32574c4b] 500 Server Error for HTTP GET “/product/666?delay=0&faultPercent=100"
9738dc77¢7
> Aug16,2019 @ 21:59:36.502  WARN pro fa77fcb0e7bdcab03cec7!  Bad luck, an error occurred, 100 >= 53
9738dc77¢7
> Aug 16,2019 @ 21:59:35.498  WARN comp fa77fcb0e7bacab03cec71  Error body: {"timestamp':"2019-08-16T19:59:35.493+0000" path""/product/666",'status":500,"error""Internal Server Error" message":"Something

Filters a Search KGQL ~  Last 30 days

£§3 NOT kubernetes.namespace_name: hands-on x  spring.level: ERROR x  + Add filter

© No results match your search criteria
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E ®
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[ ] ¥, Discover - Kibana x o+

C A Not Secure | kibana.logging.svc.cluster.local:5601/app/kibana#/discover?_g=(filters:!() refreshinterval:(pause:!t,valu.. ¥ @ .

Discover

Table JSON

@timestamp

_id

_index

_score

-type

docker.container_id
kubernetes._container_image
kubernetes.container_image_id
kubernetes.container_name
kubernetes.host
kubernetes.labels.app
kubernetes.labels.pod-template-hash
kubernetes.labels.version
kubernetes.master_url
kubernetes._namespace_id
kubernetes._namespace_name
kubernetes.pod_id
kubernetes.pod_name

log

spring.class

spring. level

spring.pid

spring.service

spring.span

spring.thread

spring.trace

stream

tag

Aug 25, 2819 @ 21:84:89.588
XxgqymwBo8TdMbgKHGRS

logstash-2819.88.25

_doc
87b693a1c656bf695fedf77c948ff91aeBc64bBTABF877a7834b0dad97e8741
hands-on/product-composite-service:latest
docker://sha256:9a85238d81dba529fb18afced5194256b46edas6dc3d2a8bebefsb1129f48cee
comp

minikube

product-composite

6548169719

latest

https://18.96.8.1:443/api
cal2e9f8-bB64-4d89-b234-138a921F93c1

hands-on

964e8bde-831e-4fd9-99fb-86d882796299
product-composite-6548f69779-615hs

Will get composite product info for product.id=2
s.m.m.c.p.s.ProductCompositeServiceImpl

INFO

1

product-composite

a7a9ceb9c3f37e6c

or-http-epoll-1

blabc98adc29a79e8f5c56c28196741¢

stdout

parse.spring-boot.kubernetes.var.log.containers.product-composite-6548f697f9-6t5h
s_hands-on_comp-87b693a1c656bF695fed f77c948TT91aeBe64baTEBTB77a7634bF0dad97e8741 .
log
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Time log
onError(se.magnus.util.exceptions.InvalidInputException: Invalid productId: -1)

~ Aug 25, 2819 @ 18:35:33.255

View surrounding documents  View single document

= Expanded document

Table JSON
@ @timestamp Aug 25, 2819 @ 18:35:33.255
t _id FheiyWwBo8TdMbgKDuml
t _index logstash-2819.88.25
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Chapter 20: Monitoring Microservices

Kubernetes annotations on the microservice pods
annotations:

prometheus.io/scrape: "true” Auth Server Product
prometheus.io/port: "4004"
prometheus.io/scheme: http
prometheus.io/path: "/actuator/prometheus"

Product Composite Recommendation

. Review
Istio Data plane

\

I

b Web ‘ minikube tunnel
rowser Grafana

kiali.istio-system.svc.cluster.local:20001

Prometheus

grafana.istio-system.svc.cluster.local:3000 Istio COntrOI plane
N\ J
Kubernetes
@00 = wmaiDev x  +
C (@ Mot Secure | mail-server.hands-on.svc.cluster.local/#/ * @ @& :

= MailDev L £ Refresh & Clear Inbox O nfo

Q, search

Now receiving all emails on port 25
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® @© Kiali Console x  +
< C' ® Not Secure | kiali.istio-system.svc.cluster.local:20001/kiali/console/namespaces/hands-on/services/product?tab=metrics Y .
© kiali 4 @ wmn -
Services > Namespace: hands-on > Service: product > Service Metrics
Overview . .
Info  Traffic  Inbound Metrics ~ Traces
Graph Metrics Settings v Reported from Destination v Last10m v | Every15s v | | &
0 Request volume Expand ™ Request duration Expand ™
N .9 0ps
Applications soms
0.85 ops 4sms
40
Workloads 080ps m
3s5ms
0.75 ops
Servi 30ms
ervices 07 0ps
25ms
0.65 ops 20ms
Istio Config
0.6 0ps. 15ms
10ms
Distributed Tracing 0.5 0ps
5ms
0.5 0ps
1241:00 124225 124351 124517 124642 124808 124934 1251 124100 124225 124351 124517 124642 124808 12 1251
B Request volume M quantile 0.5 M quantile 0.95 M quantile 0.99 M average
Request size Expand ,{’ Response size Expand .{’
18 1kB
098 9008
088 8008
078
7008
068
6008
iali.istio-system.svc.cluster.local:20001/kiali/# B
® © Kiali Console X 73 Istio Service Dashboard - Gra' X 4
C @ localhost:3000/d/LJ_uJAvmk/istio-service-dashboard?orgld=1&var-service=product.hands-on.svc.cluster.local w H

stio / Istio Service Dashboard - -« @ nutes Refresh every 10s

Service  product.hands-on.svc.cluster.local ~ Client Workload Namespace ~ All ~ Client Workload ~ All v Service Workload Namespace Al v Service Workload  All »

SERVICE: product.hands-on.svc.cluster.local

Client Request Volume Client Success Rate (non-5xx responses) Client Request Duration TCP Received Bytes

0.7 ops 100% s P N/A

Server Request Volume Server Success Rate (non-5xx responses) TCP Sent Bytes

0.7 ops 100% . N/A
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® © ® @ KialiConsole x| B

Istio Mesh Dashboard - Grafar X +

< C @ localhost:3000/d/svEKoQHZz/istio-mesh-dashboard?orgid=1

/ Istio Mesh Dashboard ~

Istio

Istio is an open platform that provides a uniform way to connect, manage, and secure microservices.

Global Request Volume

10 ops

Service

review.hands-on.svc.cluster.local
recommendation.hands-on.svc.cluster.local
produ
product-composite.hands-on.svc.cluster.local
istio-telemetry.istio-system.svc.cluster.local
istio-policy.istio-system.svc.cluster.local

auth-server.hands-on.svc.cluster.local

Global Success Rate (non-5xx response...

100%

HTTP/GRPC Workloads

Workload v

review.hands-on
recommendation.hands-on

product.hands-on

product-composite.hand:

istio-telemetry.istio-system
istio-policy.istio-system

auth-server.hands-on

Requests  P50Latency P90 Latency

0.71 ops 18.08 ms 30.00 ms

0.71 ops 8.08 ms 18.40 ms

0.71 ops 7.75ms 19.50 ms

0.71 ops 2412 ms 47.69 ms

7.40 ops 2.87ms 9.85ms

0.16 ops 2.50ms 4.50 ms

0ops NaN.00 year NaN.00 year

Refresh every 5s

N/A

P99 Latency

48.00 ms
42.00 ms
42.00 ms
92.00 ms
79.19 ms
4.95ms

NaN.00 year

Success Rate

100.00%

100.00%

100.00%

100.00%

100.00%

100.00%

NaN.00%

® o i Gsrometn -Grata x|+

@ (A NotSecure | gratana.istiorsystem.sve.cluster.focal 3000/a/50Y

88 JVM (Micrometer) -

e —— 172170264004~

Quick Facts

10 Overview

VM Memory

it

Strttime

WMNonHesp
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[ NoN ] 4. bash
$ curl http://product-composite.hands-on.svc.cluster.local:4004/actuator/prometheus -s

resilience4j_retry_calls{applicati 'product-composite”,kind="successful_with_retry",name="product”,} 0.0
resilience4j_retry_calls{application="product-composite",kind="failed_with_retry",name="product",} 0.0
resilience4j_retry_calls{application="product-composite",kind="successful_without_retry",name="product",} 5610.0
resilience4j_retry_calls{application="product-composite", kind="failed_without_retry",name="product",} 75.0

resilience4j_circuitbreaker_state{application="product-composite",name="product”,} 0.0

s

et

Mew dashboard - Grafana x +

@
& C A NotSecure | grafana.istio-system.svc.cluster.local:3000/dashboard/new?o

B8 New dashboard - =) © Last 6 hours

resiliencedj_circuitbreaker_state

Legend | {{application}}.{{name... &  Minstep €  Resolution 1/1

Format Time series =  Instant

Circuit Breaker

10:40 10 10:44

== product-composite.hands-on (failed_with_retry)

== product-composite.hands-on (failed_without_re:
' . -49 .
== product-composite.hands-on (successful_with_ Lt gl Lt

== product-composite_hands-on (successful_witha == product-composite.hands-on
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Circuit Breaker

11:53 11:54

== product-composite.hands-on (failed_with_retry)
composite.hands-on (failed_without_retry)

. N 11:53 11:54

composite hands-on (successful_with_retry)

ite.hands-on (successful_without_retry) == product-composite.hands-on

9 oy
1112 1113 11:14

== product-composite.hands-on (failed_with_retry)
== product-composite.hands-on (failed_without_retry) o
ymposite.hands-on (su sful_with_retry) Uik 113

ymposite.hands-on (successful_without_r == product-composite.hands-on
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Edit Notification Channel

Mame mail
Type Email
Send on all alerts

Include image

Disable Resolve Message

Send reminders

Email addresses

magnus@minikube.me

You can enter multiple email addresses using a *;" separator

®0® = aiDey X+

&« ] (@ Not Secure | mail-server.hands-on.svc.cluster.local/#/femail/NZULxrT8 w .

MailDev L 2 Refresh & Clear Inbax

@ Attachments  [i] Delete &8 Relay ¢ Relayto ¢ Download EML

Q search [ pisplay [ viewport

[Alerting] Test notification
magnus@minikube me 8/27/19 10:57 AM

[Alerting] Test notification

Someone is testing the alert notification within grafana.
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Circuit Breaker alert Evaluate every

Conditions

WHEN max () query (A, 1Tm, now)

+

Visualization Alert List

Options
Show Recent state changes

Max items 10

Alerts from this dashboard

3 Hands-on Dashbeard - Grafan X +

< C A NotSecure | grafana.istio-system.sve.cluster.local:3000/d/GYiknnFZz/hands-on-dashboard?ergld=1 1 ‘

22 Hands-on Dashboard - efresh every 55

Retry Circuit Breaker Panel Title

Circuit Breaker alert

for 10 minutes

1239 12:40

hands-on (failed_with_retry)
hands-on (failed_without_retry)

= product-composite hands-on
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Circuit Breaker Panel Title

Circuit Breaker alert

product-composite hands-on=2

13m 1312

composite hands-on (successful_without_retry) = product-composite hands-on

[ ] B MailDev b4 +

°
&« C @ Not Secure | mail-server.hands-on.svc.cluster.local/#/email/Dx4fOtaH w ® @

= MailDev 0 ¥ Refresh (@ Clear Inbox

[ Delete &3 F vio &% Download EML

Q Sea [ pisplay [ Viewport @ Attachments

[Alerting] Circuit Breaker alert %
magnus@minikube.me 8/27/1911:18 AM [Al'er‘tmg] Circuit Breaker alert

Circuit Breaker Panel Title

Circuit Breaker alert

Circuit Breaker alert

product-compaosite.hands-on=2

1314
= product-compo:
134 1315

= productcomposite.hands-on

® = MaiDev X+

c (@) Not Secure | mail-server.hands-on.sve.cluster.local/#/email/1ZSgxBtV

¥ MailDev L £ Refresh @ Clear Inbox

T Delete

Q sear [ pisplay [ viewport ® Attachments
[OK] Circuit Breaker alert %

magnus@minikube.me 8/27/19 11:20 AM [OK] Circuit Breaker alert
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Circuit Breaker

11:53 11:54

== product-composite. hands-on
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