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Chapter 02: Incident Response Process
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Payment will be raised on

SMERAT 00:4T:55

Time Lefh

Contact Us

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not 50 enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

il We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payvment is accepted in Bitcoin only. For more information, click <About bitcoin=.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Tl L o S - P P Ao [ [

Send $300 worth of bitcoin to this address
bitcoin _
it [12t9YDPgwueZINyMgw519p7 AABisjré SMw

Cloud Provider

A

v

Customer
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Chapter 03: Understanding the
Cybersecurity Kill Chain

= 31337 A=
# nmap -A -T4 scanme.nmap.org d0ze

Starting Nmap 4.01 ( http://www.insecure.org/nmap/ ) at 2006-03-20 15:53 PST
Interesting ports on scanme.nmap.org (205.217.153.62):

(The 1667 ports scanned but not shown below are in state: filtered)
PORT STATE SERYICE YERSION

22/tcp open  ssh OpenSSH 3.9p1 (protocol 1.99)

25/tep  opn smtp Postfix smtpd

53/tcp open  domain ISC Bind 9.2.1

70/tcp closed gopher

80/tcp open  http fipache httpd 2.0.52 ({(Fedora))

113/tcp closed auth

Device type: general purpose

Running: Linux 2.6.X

0S details: Linux 2.6.0 - 2.6.11

Uptime 26.177 days (since Wed Feb 22 11:39:16 2006)

Interesting ports on d0ze.internal (192.168.12.3):
(The 1664 ports scanned but not shown below are in state: closed)
STATE SERVYICE VYERSION
open Ttp Serv-U ftpd 4.0
open smtp IMail NT-ESMTP 7.15 2015-2
open http Microsoft IIS webserver 5.0
open pop3 IMail pop3d 7.15 931-1
open mstask Microsoft mstask (task server - c:\winnt\system32\
open netbios—ssn
open microsoft-ds Microsoft Windows XP microsoft-ds
1025/tcp open msrpc Microsoft Windows RPC
5800/tcp open wnc-http Ultr@YNC (Resolution 1024x800: YNC TCP port: 5900)
MAC Address: 00:A0:CC:51:72:7E (Lite-on Communications)
Device type: general purpose
Running: Microsoft Windows NT/2K/XP
0S details: Microsoft Windows 2000 Professional
Service Info: 05: Mindows

Nmap finished: 2 IP addresses {2 hosts up) scanned in 42.291 seconds
flog/home/fyodor/nmap-misc/Screenshots/042006#]
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Terminal — ruby — 105x22
msf use windows.
loit(

ule options:

Mame Current Setting

RHOST e target address

RPORT 445 p MEB service

BPLPE

Exploit ta

Noame:

Automatic geting

set RHOST

Terminal — ruby — 105x22
wi ndows list Qualcomm WorldMail 3.0 IMAPD LIST Buffer Ov
windows 3/ /nove netmai l _auth ell NetMail 3.52d IMAP AUTHENTICATE Buffer (

Compatible

Neame description

generi e (1 ic Command Shell, Bind TCP Inline
windows /¢ ect/bind_tcp eflective D11 Injection, Bind TCP Sta
windows/meterpreter/bind_tcp Windows Meterprete flective Injection), Bind TCP Stager
bind_t Windows Me Servi , Bind TCP
bind_tcp Windows jec Bind TCP St
eter/bind_tcp Windows Me eter pe/jt injection), Bind TCP Stager

cinject /bind_tcp i Inject (skape/jt injection), Bind TCP Stager
Shell,; Bind TCP Stac
Shell, Bind TCP Inl
windows./up Window ) 1/Exe Bind TCP Stager
windows ct/b cp VNC wver (Reflective Injection), Bind TCP Stager
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root@kali: ~ @ 6 O

File Edit View Search Terminal Help

, but the string is alsc
loading these as that type instead

, crypti(3) $6% [SHAS

" status

_Jhﬁnj
DONE

passwords reliably

[ o ~/hydra-6.3-src “ E@I&]

m.o hydra-irc.o crc32.o d3des.o bfg.o ntlm.o sasl.o hydra-mod.o hydra.o -1lm -lssjg
1 -lerypto -L/usr/lib -L/usr/local/lib -L/lib -L/lib

If men could get pregnant, abortion would be a sacrament

cd hydra-gtk && sh ./make_xhydra.sh

Trying to compile xhydra now (hydra gtk gui) - dont worry if this fails, this is
really optional

“sre/xhydra’ -> T .. /xhydra.exe’

The GTK GUI is ready. type "./xhydra" to start

Now type make install

$ make install

strip hydra pu-inspector

echo OK > /deu/null && test -x xhydra && strip xhydra || echo OK > /deu/null

cp hydra pw-inspector /usr/local/bin && cd /usr/local/bin && chmod 755 hydra pw-
inspector

echo OK > /dev/null && test -x xhydra && cp xhydra /usr/local/bin && cd fusr/loc
al/bin && chmod 755 xhydra || echo 0K > /deu/null

cp -f hydra.1 xhydra.l pw-inspector.1 /usr/local/man/manl

cp: target "/usr/local/man/manl’ is not a directory

make: xxx [install] Error 1

m
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B r3pcp e

File Edit View Go Capture Analyze Statistics Telephony JTools Intemals Help

Bueee DEXEE A+ T st (B QAQaan @®B %

Filter: BExpressmn.” Clear  Appl

No. Time Source Destination Protocol  Info -
2 0.019445 74.125.19.113 10.100.1.24 TCP 80 > 51645 [SYN, ACK] Seq=0 Ack=1 Win=3720 Len=0 M55=1408 SACI@FERJ=
3 0.019625 10.100.1.24 74.125.19.113 TCP 51645 > 80 [ACK] seg=1 Ack=l Win=16896 Len=0
4 0.020534 10.100.1.24 74.125.19.113 HTTP GET /complete/search?client=chrome&hl=en-Us&q=htTp%IA%2F%E2Fwww. CCS =
5 0.044744 10.100.1.24 TCP 80 > 51645 [ACK] Seq=1 Ack=495 Win=6848 Len=0
6 0.081566 10.100.1.24 HTTP HTTP/1.1 200 oK (text/javascript)
7 0.281510 74.125 13 TCP 645 > B0 [ACK] Seg=495 Ac 48 Wi

10 1.5366420 .100.1.24 147.144.1.212 TCP 51646 > B0 [5YN] seq= 1=

11 1.590336 10.100.1.24 TCP 80 > 51646 [5YN, ACK] 5eq=0 Ack=1 win=65535 Len=0 M55=1408 W5=2 S5A

12 1.590469 10.100.1.24 147.144.1.212 TCP 51646 > 80 [ACK] Seqg=1 Ack=1l Win=16896 Len=0

13 1.590925 10.100.1.24 147.144.1.212 HTTP GET /Graphics/ccsfseal.gif HTTP/1.1

14 1.623168 10.100.1.24 TCP [TcP segment of a reassembled PDU]

15 1.627917 k< 10.100.1.24 TCP [TcP segment of a reassembled PDU] -
@ Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

m Ethernet II, src: . .. (aa:aa:aa:bb:bb:bb), Dst: (00:02:6f:43:95:¢2)
# Internet Protocol version 4, src: 10.100.1.24 (10.100.1.24), Dst: 74.125.19.113 (74.125.19.113)
# Transmission Control Protocol, Src Port: 51845 (51645), Dst Port: 80 (80), Seq: 0, Len: O

0000 00 02 6f 43 95 c2 aa aa aa bb bb bb 08 00 45 00
0010 00 34 78 f9 40 00 80 06 18 61 Oa 64 01 18 4a 7
0020 13 71 c9 bd 00 50 e3 a6 2c ad 00 00 00 00 80 02
0030 20 00 Ob 45 00 00 02 04 05 b4 01 02 03 08 01 01
0040 04 02

m

(| File: "C:\Users\student\Desktap\p3.pcap” 16... | Packets: 30 Displayed: 30 Marked: 0 Load time: 0:00.002 Profile: Default

&

U

AERERERE!

1
1
|
1
1
1
1
1
1
1
1
1

KEY FOUNDY [ 7C:32:D7:57:52:° - Locnsb8ED2:D5 )

Ctrl-C to exit.
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€ain and Abel - Password hacking tutorial UP TO DATE 2017

File View Configure Took Help
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[& Decoders | & Network |89 Snifer | of Cracker [ Traceroute [T ccou [ Wrcless [ Query

[ Cracker
M & NI st
R NTLIAV Hashes (
B Ms-Cache Hashe:
2 PWLfie )

User Name [0 Password

<8 NTpassword | (0 Hash

| ehatienge | Type

[ Nete

7 maty *
\ Administrator * empty*
X Aex * empty *

Guest * empty *

~empy” AADIBASESL..

" empty” AADIBA3SES1
AADIBA3SES1...

" empty " AADIBLISESL..

I Cisco I0S-MOS H
mc

 APOP-MDS Haths
@ CRAMNOS Hash
B OSPF-MDS Hathe
o RIPY2-MDS Heshe
o VRRP-HMAC Has,
B YNC-30ES 0)

#48 MD2 Hashes )

¢ MD4 Hashes (0)

34 MDS Hashes ()

3 SHAL Hashes 0)
5 SHAZ Hashes ©)
& RIPEMD-160 Has
G Kerbs resuth Ha_
8 Radus Shared-Ke
@ IKE-PSK Hashes (¢
) MSSQUHashes @
5 MySQUHeshes (0
B OrdleHshes 0)
A e TS ™

bitp://wond it

Brute-Force Attack
Cryptanalysis Attack
Rainbowcrack-Online
Activesync

Select Al

Mete

Testpassword

Addto st

Remove.

Remove Machine Accounts
Remove Al

LM&NTLM
LM&NTLM
LM&NTLM

LM Hashes
LM Heshes « challenge

NTLM Hashes

NTEM Hashes - challenge
NTLM Session Securty Hazhes

[#8 LM &NTLM Hashes

o

P ol ) 12247 2:08
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Chapter 04: Reconnaissance

Date: 30 March 2015 9:30:09 AEST

Subject: Account Confirmation

YAHOOI!, MAIL

Your account has some security Issues. You would be blocked from sending and
receiving emails if not confirmed within 4Bhrs of opening this automated mail.
You are required to fix the issues through the authentication page below.

Authentication
Page

Thanks for using Yahoo!
Yahoo Team.
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Could you please give your
employee ID and password
bo reconcile your salary
data?

Konsole - rooti@localhost/usr/scfiiools/prismdump - Konsole
File Sessions Settings Help

Mat.ch
Match
Mat.ch
Match
Mat.ch
Match

Mat.ch

51 [j Mew
i -

normal order
normal order
normal order
normal order
normal order
normal order

normal order

[rootBlocalhost prismdumpl# | erism-getIV.pl < test.t

[MSE]: 3 2895 7 219
[MSE]: 4 2595 7 144
[MSB]: 5 255 7 177
[MSBE]: 6 295 7 93
[MSBE]l: 7 2595 7 11
[MSE]: 8 2565 7 92
[MSE]: 10 255 7 184

I @ Konsole

K3
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darklinuxg@darklinux: ~

darklinuwc@d arklinu: ~
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= 31337 al [
# nmap —A —T4 scanme.nmap.org d0ze

Starting Nmap 4.01 ( http://www.insecure.org/nmap/ ) at 2006-03-20 15:53 PST
Interesting ports on scanme.nmap.org (205.217.153.62):
(The 1667 ports scanned but not shown below are in state: filtered)
STATE SERYICE YERSION
open  ssh OpenSSH 3.9p1 (protocol 1.99)
opn smtp Postfix smtpd
open  domain ISC Bind 9.2.1
closed gopher
open  http fipache httpd 2.0.52 ({(Fedora))
113/tcp closed auth
Device type: general purpose
Running: Linux 2.6.%
0S details: Linux 2.6.0 - 2.6.11
Uptime 26.177 days (since MWed Feb 22 11:39:16 20063

Interesting ports on d0ze.internal (192.168.12.3):
(The 1664 ports scanned but not shown below are in state: closed)
STATE SERYICE VYERSION
open ftp Serv-U fipd 4.0
open smtp IMail NT-ESHMTP 7.15 2015-2
open http Microsoft IIS webserver 5.0
open pop3 IHail pop3d 7.15 931-1
open mstask Microsoft mstask (task server - c:\winntisystem32\
open netbios-ssn
open microsoft-ds Microsoft Windows XP microsoft-ds
1025/tcp open msrpc Microsoft Windows RPC
5800/tcp open wvnc—http ULtr@YNC (Resolution 1024x800:; ¥NC TCP port: 5900)
MAC Address: 00:A0:CC: 01 72:7E (Lite-on Communications)
Device type: general purpose
Running: Microsoft Mindows NT/2K/XP
0S details: Microsoft Mindows 2000 Professional
Service Info: 05: Windows

Nmap finished: 2 IP addresses (2 hosts up) scanned in 42.291 seconds
flog/home/fyodor /nmap-misc/Screenshots/0420064]
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[ p3pcap

Filter:

Mo.

. 081566
. 281510

10 1.
11 1.
12 1.
13 1.

566420
590336
590469
590925
14 1.623168
15 1.627917

Source

74.125.19.113
10.100.1. 24
10.100.1.24
74.125.19.113
74.125.19.113
10.100.1.24

10.100.1. 24
147.144.1.212
10.100.1.24
10.100.1. 24
147.144.1.212
147.144.1.212

Eile Edit View Go Capture Analyze Statistics Telephonz Tools

EEae DERXEE

o]

Destination
74.125.19.113

10.100.1.24
74.125.19.113
74.125.19.113
10.100.1.24
10.100.1.24
74.125.19.113

147.144.1.212
10.100.1.24
147.144.1.212
147.144.1.212
10.100.1.24
10.100.1.24

Internals

Help

e s T2 IEBE aaan #PM%| B

|Z|Expressmn... Clear Apply

Protocol

TCP

TCP
HTTP
TCP
TCP

Info

80 > 51845 [SYN, ACK] Seg=0 Ack=1 win=5720 Len=0 MS5=1408 SACK_PERI
51645 > 80 [ACK] Seq=1 Ack=1 Win=16896 Len=0

GET /complete/search?client=chrome&hl=en-uUs&q=http%3A%2F%2Fwww. CCS
80 > 51645 [ack] seq=1 Ack=495 win=6848 Len=0

HTTP/1.1 200 OK (text/javascript)

51645 = 80 [ACK] Seq=495 Ack=348 win=16384 Len=0

51646 > 80 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=256 SACK_PERM=1
80 > 51646 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 M55=1408 ws=2 sA
51646 > 80 [ack] seq=1 ack=1l win=16896 Len=0

GET /Graphics/ccsfseal.gif HTTP/1.1

[TCP segment of a reassembled PDU]

[TcP segment of a reassembled PDU]

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet II, src: aa:aa:aa:bb:bb:bb (aa:aa:aa:bb:bb:bb), Dst: senaoInt_43:95:c2 (00:02:6f:43:95:¢c2)
Internet Protocol Version 4, Src: 10.100.1.24 (10.100.1.24), Dst: 74.125.19.113 (74.125.19.113)
Transmission Control Protocol, Src Port: 51645 (51645), Dst Port: 80 (80), Seq: 0, Len: O

0000 00 02 &f 43 95 c2 aa aa aa bb bb bb 08 00 45 00 ..oC.... ...... -
0010 00 34 78 9 40 00 80 06 18 61 Oa 64 01 18 4a 7 .a.d

0020 13 71 c9 bd 00 50 e3 a6 2c ad 00 00 00 00 80 02 e =
0030 20 00 Ob 45 00 00 02 04 05 b4 01 03 03 08 01 01  ..E.u.: wuvvinnnn

0040 04 02 is
©| File: "C:\Users\student\Desktopp3.peap” 16... | Packets: 30 Displayed: 30 Marked: 0 Load time: 0:00,002 Profile: Default

File

View Configure

Tocls

Help

w

B, ¥

¥z O 7 1

..sib SMB (0)

Bl Telnet (0)
- JRg WNC (0
- TDS ()
%) TNS (0)

23 SMTP (0)
-4 MINTP (0)
©] DCE/RPC (0)
155 MSKerb3-Preutk
8L, Radius-Keys (0)
Radius-Users (0]
1C0 (0)

-

< »

v

Timestamp

| SME server

‘ Client

| Username | Domain Password AuthType LM Hash

<

stb SME

@ Hosts |@APR I'f‘ Routing |§f£ Passwords I& VolP |

hitp:/fwww, oxid.it
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n Nessus admin | Hotp | Abost | Log
Reports
test]  Vulnerability Summary | Hest Summary
Running - Launched: Jul 16, 2012 10:31
Filtsrs  No Fitters @ Add Fitter

Plugin ID Plugin ID: 58784 Port | Service: generalico

54366 Plugin Name: USN-1485-1 : acoountssarvics vulnerability

50308 Synopais: The remose Ubuntu host is missing ane or more security-relased patches

56367
Description

ses70 Florian Weimer discovered that Accounts Service incorrecty handied privileges when copying certan files 1o the system cache

B directary.

56525 Alocal attacker coukd exploit this issus 1o read atbilrary fles, bypassing intersled permissions.

e Solution

Update the affected package(s).

Ses Also

58803 Risk Factor High

soa86
Plugin Output

45411 Installed packnge : secountus

. Fixed package : accountszenice_0.6.15-Buburtud. 1

5118

~ Inataled package : ik sarvice0_0.6.15-2 i
Fixed package : libaccountsserviced_06.15-2ubuntusd. 1

59269

50364
— cre
50385 cpela:cancmical:ubunty_inx
587E3
58554
14272
25221 USN: 14851

2r964 Patch Publication Date: 2012/06/28
10863 N —
Plugin Publication Date: 2012/08/20
45410

rminal — ruby — 105x22

options

Descripti
The t

t the 3 ice port
The pip 0 (BROV

Neame

Automatic
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IMAP AUTHENTICATE Buffer

Compatible payloads

Name: De: iption

Meterpreter (
VHNC Inject
P
shell_bind_tcp 3 shell, Bind TCP Inline
bind_tcp g C ute, Bind TCP Stager
ject/bind_tcp VNC Server (Reflec : jection), Bind TCP Stager

keys {got P17821 IUs>

-]
=]

B8 0-J0 b Wb E
DEIRER

Mot Ny

ok ke ke o ok o o k. ok

KEY FOUHND? FtEE e L T D B LR & B T T e R

trl-C to exit.
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Chapter 05: Compromising the System

You have unread message that will be deleted in 5 days holding

Notification
Thu 8/17, 415 AM

You ¥

facebook

Here's some activity you may have missed on Facebook.

1 unread message

Go To Facebook - See All Notifications ‘

sse unsubscribe,
Inc. Attention: Department 415 P.O Box 10005 Palo Alto CA 94303

One engine detected this URL

URL http://meipt.eng.ku.ac.th/upload/culvers.php
Host meipt.eng.ku.ac.th [
Downloaded file  44ebc972b4bdaeb5850f9fd8f0b1059371b5d3ag96chbeefef1 8cf01

Last analysis 2017-08-20 15:00:04 UTC
1/63 y

Detection Details Community

Trustwave A Malicious ADMINUSLabs
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¥ Scan Results Severity v Results m

¥  CShap  ResuState ¥ / ResulSeverty ¥ o AssgnioUser ¥ /7 Comments Graph Type: ® Full Graph {* K
¥ ® High
== == = =3 /=3
(O] SOL_Injection (25 : Found) (]
(® Stored XSS (2 : Found) (?)
b A Medium
> Low

=121 ]

File Edit Jump Search View Debugger Options Windows Help

z@ -~ | 1 [[Ten =l X s =% x||m3D P
EEREEIEETY P21 ]aaaﬁn’tm'-m--l@'rlll Zm=| (@

|Ben| o - NX|2- 8- SHKm~ /| : smPllus|[2a¥as

EERNEL LN EY

| <1 A N N (1)

IDA View-A | [ HexViews | 3B Exports | ER Impots| M Names | 7] Functions | = Stiings| J Stuctures | En Enums |

=lolxplx I (o) xs
|.idata: 810081154 ; DATA il L a
.idata:010081154 ;s -tex i .

* idata:e1001158 ; BOOL _ stdcall WriteConsoleA(HANDLE hConsole | pecssscityimn _*I:
.idata:01001158 extrn WriteConsolef:dword ; DA —I
.idata:910801158 = tex 7 of 406 y

* .idata:e108115C ; UINT GetConsoleOutputCP{void) "
.idata:e8108115C extrn GetConsoleOutputCP:dword
.didata:e106115C S0 EEN

* .idata:e1881160 ; BOOL _ stdcall WriteConsoleW(HANDLE hConsole Let01.. 00000025 (o
.?data:mnaﬂﬁﬂ extrn WriteConsoleW:dword ; DA _f Lr
.ldata:91081160 ;3 -tex

* .idata:818681164 ; DWORD _ stdcall SetFilePointer{HANDLE hFile, :] v
4] I 2 %

| ; | =

File 'c:\users\Admin'istratnr\I:lesktop\Temp\Dangernus\Evﬂ.exe' 15 successTully loaded into the database. -

Compiling file 'C: \Frogram Files (x86)“IDA Free\idc\ida.idc"'.

Executing function 'main’

Compiling file 'C: \Program Files (x86)4IDA Free\idc\onload.idc"'.

Executing function 'OnLoad’ —

IDA is analysing the input 'F'l‘le

You may start to explore the input file right now. ;l
4
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Name: Metasploitable Host
Last Update: Feb 21, 2013 21:43 192.168.1.128

Status: Completed

Download Report

Show Filters

Reset Filters

Adlive Filters

Open Port
23

1 results

) rooti@ht:

1236515 - W it e
: -
GO+ e s

i Favorites | 5

@ pino6e 1357

wggeted Sitcs v ) W

Internct Explorer Sccurty

A website wants to open web content using this
program on your computer

ErctLcnid o i ST Yt T, Y0 80 ROt Truat s
ebe, du ot agen Ve 1o,

7 Weme:  Windows Explorer
B et microsoft windaws

Durct o e the i for i roram onsin

(o] ()

@ Inbumut | Protuctd Modss Gn
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2 LPORT=45 -f

by Piotr Bania
WHKW. kryptoslogic. com

Kon-Boot wer. 1.8 - ready! hdxBRin uH?

Thiz software iz freeware for not commercial usage?
Checking SHMAP BIODS entries

BIOS =eems to be OK.

Booting upt - EOT
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ubuntu

Back Forward 4 G 48
Places + % < | 4} ubuntu
4 ubuntu —
i ﬂ B
£ File System
“_ Y Desktop Documents
=i Network
1 system Reserved _ﬂ ﬁ
2 20 GB Filesystem -
[ 15 GB Filesystem R FICHINES
ophcrack
D L d v QO 0 4 ©
Load, Delete Save_, Tables Stop Help Exit About
Progress Statistics Freferences
User A LM Hash NT Hash LM Pwd 1 LM Pwd 2 NT Pwd
LA ' 31d6cfe0d16ae931b73c59d7e0c059¢0 empty
Guest 31d6cfe0d16ae931b73c59d7e0c089c0 empty
SUFPPORT_388245a0 34ec619d1dec952d44ads898a6815fce
Administrator 59ab4dfds... dc9333bacdeb4a7e0dc73dbeel36ifedd  KA4TTEKY  LLINGOT K47 TERylling07
Guest 31d6cfe0d162e931b73c58d7e0c089c0 empty
SUPPORT_388245a0 167b3177504221efaal09a593dc7281e
Table Directory Status Progress
- @ xPfreefast  /homerjanu... 94%in RaM [
@ table0 36% in RAV |
@ ablel 100%inR... [
@ table2 100%inR... |
@ table3 100% inR...
- @ Vistafree /homefjanu... 100%inR... I |
@ tabled 100%inR.. |
@ tablel 100%inR... NG |
- @ table2 100%inR.. [N
@ table3 100%inR... NG
Preload; done Brute force: done Pwd found: 45 Time elapsed:  oh14m36s
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Command and
Control

DNS Server loT DDoS attack
= .

Communication
interrupted

. Compromised loT devices
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Chapter 06: Chasing a User's Identity

'!‘ Stoled

®o

credentials

Rent a Baa$ (BootNet As
a Server)

Q

Recon process to
identify the target

:

Create crafted

emails with
malicous dropper Lauch the attack

\

On-Premises

I
I

3 I
o
= I
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Red Team
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Red Team
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Phishing email
with malware
attached

|

I

|

I

I

|

|

@ Malware :
dropped in the :

¥

local system

Sandra Malware move to the Web
Server as Sandra

Malware move to Sandra’s
computer as Fred
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Applications ~ Places = *~Terminal ~

Favorites armitage
01 - Infarmation Gathering
02 - Vulnerability An

03 - Web Application Analy ginguma
04 - Database Assessment inquma

D5-P ord Atta
metasploit framework
06 - Wireless Attacks

07 - Reverse Engineering

- Exploitation Tools social engineering t

sqlmap
11 - Forensics termineter
12 - Reporting
13 - System Services

Usual applica

Uxiliar
file =

[*] 192.
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Terminal @ @ O

FileEditViewSearchTerminalHelp

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

n the menu:

The Social-Engineer Toolkit is a product of TrustedSec,

Visit: https://www.trustedsec.com

et from the menu:

Return back t he main menu.
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Third Party dule

Return K y the main menu.

. Either
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LInfo Buff
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Filename: financialreport.pdf | MD5: 5c295153d960c3d12d3b1bdb55aeTel

Document information

Original filename: financialreport.pdf

Size: 60552 bytes

Submitted: 2017-08-26 17:30:08

md5: f5¢995153d960c3d12d3b1bdb55ae7e0

sha1: eB4921cchbb9ebcb7bbebf35f7cd4aa71e76510a

sha256: bb34acb8ef19cc6789acd6314e50af326ca95bd56c559576b08e3 18293087182
ssdeep: 1536:TLcUj5d+0pUBKEICY7dT 3LxSHVapzwEmyomJlr:- TQUFdrkENtdT3NCV;jV2Ir
content/type: PDF document, version 1.3

analysis time: 3.35 s

Analysis: Suspicious [7] Beta OpenlQC

21.0 @ 15110: suspicious.pdf embedded PDF file

21.0 @ 15110: suspicious.warning: object contains embedded PDF

22.0 @ 59472: suspicious.warning: cbject contains JavaScript

23.0 @ 59576: pdf.execute access system32 directory

23.0 @ 59576: pdf.execute exe file

23.0 @ 59576: pdf.exploit access system3Z directary

23.0 @ 59576: pdf.exploit execute EXE file

23.0 @ 59576: pdf.exploit execute action command
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Filename: financialreport.pdf | MD5: f5c995153d960c3d12d3b1bdb55ae7el | Object: 23 Generation: O | File offset: 59575

Parameters § Raw | Decoded [l

pdf.exploit execute action command

@: ad 3c 3c 2f 53 2f 4c 61 75 6e 63 68 2f 54 79 7@ .<</S/Launch/Typ
16: 65 2f 41 63 74 69 6f 6e 2f 57 69 6e 3c 3c 2f 46 e/fAction/Win<</F
32: 28 63 6d 64 2e 65 78 65 29 2f 44 28 63 3a 5c 5c  (cmd.exe)/D(c:\\
48: 77 69 62 64 6f 77 73 5c S5c 73 79 73 74 65 6d 33 windows\\system3
64: 32 29 2f 5@ 28 2f 51 28 2T 43 20 25 48 4f 4d 45 2)/P(/Q /C ¥HOME
8A@: 44 52 49 56 45 25 26 63 64 2@ 25 48 4f 4d 45 58 DRIVEX&cd XHOMEP
96: 41 54 43 25 26 28 69 66 20 65 78 63 73 74 28 22 ATH¥R(if exist "
112: 44 65 73 6b 74 6f 78 5c 5¢ 66 6f 72 6d 2e 70 64 Desktop\\form.pd
128: 66 22 20 28 63 64 20 22 44 65 73 6b 74 6f 78 22 " (cd "Desktop”
144: 29 29 26 28 69 66 VIR(iF

pdf.explait execute EXE file

@: @d 3c 3c 2f 53 2f 4c 61 75 6e 63 68 2f 54 79 70 .<</S/Launch/Typ
16: 65 2f 41 63 74 69 6f 6e 2f 57 69 6e 3c 3c 2f 46 efAction/Win<</F
32 28 63 bd 64 2e 65 78 65 29 2f 44 28 63 3a 5c Sc  (cmd.exe)/D(c:\\
48: 77 69 be 64 6f 77 73 5¢c 5c 73 79 73 74 65 6d 33 windows)\system3
64: 32 29 2f 580 28 2f 51 2@ 2f 43 28 25 48 4f 4d 45 2)/P(/Q /C %HOME
B@: 44 52 49 56 45 25 26 63 64 20 25 48 4f 4d 45 5@ DRIVEX&Ecd ¥HOMEP
96: 41 54 483 25 26 28 69 66 20 65 78 €9 73 74 20 22 ATHX&(if exist "
112: 44 65 73 6b 74 6f 78 5¢ S5c 66 6f 72 6d 2e 78 64 Desktop\\form.pd
128: 66 22 2B 28 63 64 28 22 44 65 73 6b 74 6F 7@ 22 " (cd "Desktop”
144: 29 29 26 23 69 66 2@ })&(IF.

pdf.explait access system32 directory

@: ed 3c 3c 2f 53 2f 4c 61 75 6e 63 68 2f 54 79 70 .<</S/Launch/Typ
16: 65 2f 41 63 74 69 6T 6e 2f 57 69 6 3c 3¢ 2f 46 efAction/Win<</F
32 28 63 6d 64 2e 65 78 65 29 2f 44 28 63 3a S5c Sc  (cmd.exe)/D(c:\\
48: 77 69 Be 64 6 77 73 5c 5¢c 73 79 73 74 65 6d 33 windows)\\system3
64: 32 29 2f 5@ 28 2f 51 2@ 2f 43 20 25 48 4f 4d 45 2)/P(/0 /C %HOME
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mimikatz ## selkurlza:: logonpasswords

{HEEEEEEE - BRI Y aa )
e From 1

Lovggon : 2
21D ! h—2 d Y L SYH2MLSR1 272785886 1 HHKR

4d he
ehd

mimikatz # sekurlsa:

Authentication [d y 2199580 {HEVREVARN - BAW1% Y aa >

From 1

Logon
Logon : ! 2
SID H Hh—2 2 d 2278588671884

| | -

WA 1
Uzernans
Domain

= 361945 al a
H%14h?741 2cTadboEi 1% cc

TCE han:

- Con

7:445|YDW7 as user 'Yuri'...
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Chapter 07: Lateral Movement

C:nTools>type c:istools“nc.exe » c:istoolsscalc.exe:svchost_exe

C:»\Tools>streams calc.exe

streams vl.68 — Reveal NIFE alternate streams.
Copyright (¢G> 2805-2816 Mark Russinovich
Syzinternals — www.sysinternals.com

C:~Toolsscalc.exe:
tsuchost.exe:SDATA 27136

BN Administrator: CAWindows\system32iemd. exe RSN E=SFe X

16.8.121 ipconfig

remote ly
vich

Hetwork Connection:

Media disconnected

Conn ion

Pud Add
Subnat Mask .
D 1t Gate

ig exited on i'?, 1 3 error code
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Chapter 08: Privilege Escalation

BE¥ Command Prompt

2016 Microsoft Corporation. All rights reserved.

uri= get-hotfix

Description InstalledBy

YDIOSDOTL Update KB4022405 NT AUTHORITY B ! ] 100 AM
YDIOSDOTL Secur"[ty Update KB4038806 NT AUTHORITY / s ] 00 AM
YDIOBSDOTL Security Update KB4038788 NT AUTHORITY 2:00:00 AM

Custom Shim
MR
Hacker-created NE};‘f}ffjrSinn of
i Windows
Legacy application custom shim

[41]




. Games

. Google Chrome

. Google Talk

. Logitech Touch Mouse Server
. Maintenance

L Nl ol el el b

. Microsoft Application Compatibility Tos
@ Application Compatibility Manager
55 Compatibility Administrator

| Developer and Tester Tools
£, Internet Explorer Compatibility T
[, Setup Analysis Tool
) standard User Analyzer Wizard
& Standard User Analyzer

. Microsoft Office

. Microsoft Office Live Meeting 2007

. Microsoft Silverlight 3 SDK

. Microsoft SQL Server 2008

. Microsoft SQL Server 2008 R2

. Microsoft Sync Framework

. Microsoft Visual Studio 2010

. Oracle VM VirtualBox

. Reliance Netconnect - Broadband+

[l th ol ol ol el D b

1 Back

’ Search programs and files pe) ’

Raj, Vijay

Documents

Pictures

Music

Games

Computer

Control Panel
Devices and Printers

Default Programs

Help and Support

- New Datab

%, Compatibility Admini

(1) [Untitled_1]

File Edit View Database Search Help

5 New L-b Open H Save ‘ aﬁx \i)AppHeIp Mode =] Run /‘

=] \9 System Database
) Applications
£ Compatibility Fixes
! Compatibility Modes
B j Custom Databases
{’ Mows Natahacal1) N intitad 11

Create New » Application Fix... Ctrl+P
Install Apphelp Message... Ctrl+H
Compatibility Mode... Ctrl+L
Paste Ctrl+V
Rename Ctrl+R
Close Ctrl+Z
Properties
More information about Ct
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-

%, Create new Application Fix

Program information

Provide the information for the program you want to fix.

Name of the program to be fixed:
AppCompat Demos

Name of the vendor for this program:

erdalozkaya.com/

Program file location:
C:\Program Files\Stock Viewer\Stock\Viewer.exe

< Back Next >

| [ cancel
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*4 Create new Application Fix g

Compatibility Fixes
Select compatibility fixes to be applied for this program. 3
Compatibility Fixes: [ Parameters ] [Show Seleded] Clear all
Name Command-ine Module “
O ﬂ RepairStriingVersionResources
] Q Restore SystemCursors

[7] 8 RetryOpen SCManagerWithReadAccess

] &8 RetryOpenService WithReadAccess

O Q RunAsAdmin No
[71 {8 RunAsHighest No [
71 <8 RunAsinvoker No B
[71¢8 SearchPathinAppPaths

™ @b Secs imen\VistaVersinn| is %
< | i | ’

Selected 0 of 365
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File Edd View Datshase Search Help
i New [ open |of sove | {Brc () tpptidp [ Mode #5750 | D seawch 4

=N System Datsbese (32451
& Compatidiby Fooes
i) [ Compatblty Mades
+ Insialsd Datsbaces

Custor Dalabages
SNt |} tiew Database{ L) [Uriite
=) Appbeations Create New ¥
sl Install
Paghe CrsY
Reramme Carl+R
Close Cerl+ Z
Properties

Hore information about Compatibility Admil

T Laiest v f

This is an cpen working dafabase. Foues can be created for this database
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Attaches

h 4

lllegitimate process Legitimate process

ACcesses
memaory

Y

lllegitimate process

Legitimate process

Copies malicious
DLL to memory

Legitimate process

Y

lllegitimate process

Executes with the
legitimate process

v

lllegitimate process

Legitimate process

Windows finds the Windows does not get to
malicious DLL file first the legitimate DLL file

) ()

EXE

Running program
reguests fora DLL
file

Hacker inserts a
malicious DLL in the
search path
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08 X finds the The legitimate dylib is
malicious dylib first never accessed

Y
@

Running application
requests for a dylib Hacker inserts a
malicious dylib with the
same name in the
search path

EX Command Prompt
ysInstall

JFTWAREYPolicies \Mic
unable to find the spec
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Chapter 09: Security Policy

Security Program

|

Management

Privacy

Operational

Technical Controls

* Awareness training

* Personnel security

* Planning

* Risk Assessment

* System and services
accquisition

Authority

Data accountability, audit
and risk management
Data minimization

Data quality and integrity
Data security

Data use limitation
Individual participation

Certification, acreditation,
and security assessment
Contingency planning
Incident response
Maintenance

Media protection

Physical protection and
environmental

Access control

Audit and accountability
Configuration management
Identification and
authentication

System and communication
protection

System and information
integrity

= X

| @ filess/Cortsers/Administrator/GPO btz £+ ¢ @oeautDomainpoicy x| | I A ]
Default Domain Palicy A
Data collected on: 10/12/2017 4:02:32 PM
General

hide
ty apply users,.
Name

NT AUTHORITY \Authenticated Users

this GPO

Name
NT AUTHORITY \Authenticated Users

NT AUTHORITNSYSTEM

NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS

Allowed Permissions.

Read (from Secuity Filtering)

Read

Edit setiings, delete, modify security

‘Computer Configuration (Enabled) hide

Default Domain Controllers Policy
Data collected on: 10/12/2017 4:02:33 PM

show |
User Configuration (Enabled) §
hide
| Mosstlings defined

General
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5| Policy Viewer - 175 items

Clipboard = View ~ “v Export =~ Options -

Local Policies\Security Options
User Account Control: Only elevate executables that are signed and validated

|Local registry:
Option: Dizabled
Data: (1]
Type: REG_DWORD
GFPO: Local registry
| LocalPolicy_YDIO8S8DOT1_20171004-143003:
Option: Disabled
Data: 0
Type: REG_DWORD
GPO:- Local policy

Folicy Type Policy Group or Registry Key Policy Setting Local registry LocalPolicy_YDIOBDOT1_2 =

d d d de Sig 0 0

HKLM Software"\Policies \Microsoft \Windows'\Safer\Codeldentifiers Authenticode Enabled 0 [1]

HKLM System\CurrentControl Set\Control\Lsa AuditBaseObiects 0 0

HKLM System\CurrentControl Set\Control\Lsa CrashOnAudit Fail 0 ]

HKLM System'\CurrentConttrol Set\Control\Lsa Disable DomainCreds 0 0

HKLM System\CurrentControl Set\Control\Lsa EveryoneincludesAnonymous ] ]

HKLM System\CurrentControl Set\Control\Lsa ForceGuest 0 0

HKLM System'\CurrentControl Set\Control'\Lsa Ful Privilege Auditing 00 1]

HKLM System\CurrentControl Set\Control\Lsa Limit Blank Password Use 1 1

HELM System'\CumentControl Set\Control\Lsa LmCompatibilityLevel 1 1

HELM System'\CurmentControl Set\Control\Lsa NoLMHash 1 1

HKLM System\CurrentControl Set\Control\Lsa Restrict Anonymous 0 0

HKLM System\CurrentControl Set\Control\Lsa Restrict AnonymousSAM 1 1

HELM System'\CurmentControl Set\Control\Lsa"FIP-5AlaorthmPalicy Enabled 0 0

HELM System'\CumentControl Set\Control\Lsa\MSV1 0 NTLMMinClient Sec 536870912 536870912

HELM System'\CumentControl Set\Control\Lsa\M5V1 0 NTLMMinServerSec 536870912 536870912

HELM System'\CurmentControl Set\Control\Print'\ProvidersLanMan Print Services"\Servers | AddPrinterDrivers 0 0

HKLM System'\CurrentControl Set\Control'\Secure Pipe Servers \Winreq \Allowed ExactPaths | Machine Software\Microsoft \Windo

HKLM System'\CurrentControl Set\Control\Secure Pipe Servers \Winreq \AllowedPaths Machine Software\Microsoft \OLAP ...

HKLM System\CurrentControl Set\Control*.Session Manaaer ProtectionMode 1 1

HKLM System'\CurrentControl Set'Control*.Session Manager'Kemel ObCaselnsensitive 1 1 v

TEET skt O et " . I CloeD o Dot Ol o o

Policy Path:

Securty Settings

[49
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File
s | nF =2 HE

Action  View Help

Create Executable Rules

T Security Settings
‘4 Account Policies
‘4 Local Policies
| Windows Firewall with Advan

| Network List Manager Policies|

| Public Key Policies

| Software Restriction Policies
~ [ | Application Control Policies

W E Applocker
[F] Executable Rules
Windows Installer Rule
Script Rules

B8 Packaged app Rules
,g IP Security Policies on Local C
| Advanced Audit Policy Config

Conditions

Before You Begin
Permissions
Publisher
Exceptions

MName

Select the type of primary condition that you would like to create.

(® Publisher

Select this option if the application you want to create the rule for is signed by the

software publisher.

() Path

Create a rule for a specific file or folder path. If you select a folder, all files in the

folder will be affected by the rule.

() File hash

Select this option if you want to create a rule for an application that is not signed.

T
File View Help

Custom Baselines
4 Microsoft Baselines

P Exchange Server 2007 SP3
Exchange Server 2010 SP2
Internet Explorer 10
Internet Explorer 8
Internet Explorer 9
Microsoft Office 2007 SP2
Microsoft Office 2010 SP1
Windows 7 SP1
Windows 8
Windows Server 2003 52
Windows Server 2008 R2 SP1
Windows Server 2008 SP2
Windows Server 2012
Windows Vista SP2
Windows XP 5P3

Other Baselines

Microsoft Security Compliance Manager

Global setting search

-~

- . ~ Import
Micresoft | Solution 0tttk
Security Compliance | SCM (cab)
Manager (SCM) 4.0 Accelerators —
About
Welcome to SCM Getting started with SCM Helo Topics
Release Notes
- Send Feedback
“=7 What's new in this release Get knowledge -
( I - O g Privacy Statement
Windows 8 and IE 10 baselines Download M aselines automatically

Windows Server 2012 baselines

Setting library enhancements

ﬁ How to perform common tasks

Import a Group Palicy Backup

Customize knowledge

Export knowledge

Compare and merge baselines

Working with SCM

igating SCM

Loca command-line tool

Setting management

baselines manually

Download Mic

Import

Import 3 Group Pol

~
O Customize knowledge ~
Find settings
Evaluate Microsoft recommendations
e baselines
Compare with Microsoft recommendations
~
O Export knowledge ~
GPO backups

DCM Configuration Packs

== |

] >
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E4)
&

View Help

Exchange Server 2007 SP3

Exchange Server 2010 SP2

Internet Explorer 10

Internet Explorer 8

Internet Explorer 9

Microsoft Office 2007 SP2

Microsoft Office 2010 SP1

Windows 7 SP1

Windows 8

Windows Server 2003 5P2

Windows Server 2008 R2 SP1

Windows Server 2008 SP2

Windows Server 2012
Attachments \ Guides
WS52012 AD Certificate Services Server Security 1.0
W52012 DHCP Server Security 1.0
W52012 DNS Server Security 1.0
WS2012 Domain Controller Security Compliance 1.0
WS2012 Domain Security Compliance 1.0
WS2012 File Server Security 1.0
WS2012 Hyper-V Security 1.0
WS2012 Member Server Security Compliance 1.0

LV UV Y VYUV VYU W

WS2012 Network Policy and Access Services Security 1.0

WS52012 Print Server Security 1.0
W52012 Remote Access Services Security 1.0
WS2012 Remote Desktop Services Security 1.0

b Windows Vista SP2
b Windows XP 5P3
Other Baselines

Global setting search

WS2012 Web Server Security 1.0 202 unique setting(s) A Import
‘GPO Backup [folder)|
v Advanced View
SCM {cab)
Name Default Microsoft Customized 5 " B
A System Services 203 Setting(s) ~
Peer Networking Identity Manager Not Defined Not Defined Not Defined o) -
‘GPO Backup (folder)|
Windows Driver Foundation - User-moc Manual Manual Manual O
SCAP v1.0 (cabl
Power Automatic Automatic Automatic o
SCCM DCM 2007 {.c4
Performance Counter DLL Host Manual Manual Manual o}
SSDP Discovery Disabled Disabled Disabled (o]
. . y . “ Baseline
Background Intelligent Transfer Service Manual by defauli Automatic Automatic o/
N . Compare / Merge
Encrypting File System (EFS) Not Defined Manual Manual [s}
TCP/IP NetBIOS Helper Automatic Automatic Automatic o} S
Hyper-V Time Synchronization Service  Not Defined Manual Manual (o] B
Remate Desktop Licensing Not Defined Not Defined Not Defined (o}
Workstation Automatic Automatic Automatic o |||SKSstne
Microsoft Software Shadow Copy Provic Manual Manual Manual o} ~ Setting Group
Peer Name Resolution Protocol Not Defined Not Defined Not Defined (o] s
Windows Intemnal Database Not Defined Not Defined Not Defined o
Server For NIS Not Defined Not Defined Not Defined 0
Smart Card Removal Policy Manual Manual Manual [}
Hyper-V Heartbeat Service Not Defined Manual Manual o] Send B i
Data Deduplication Service Not Defined Not Defined Not Defined (o] B 5
User Access Logging Service Not Defined Automatic Automatic o]
Software Protection Automatic Automatic Automatic [}
Thread Ordering Server Manual Manual Manual o
<] ] | >
< m >
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. Background Intelligent Transfer Service Manual by defaull Automatic

Collapse
Value must be equal to Automatic.

Automat |

Customize setting value Comments:

“ Setting Details

-

Severity: | Optional -

Automatic

Customize this setting by duplicating the baseline

Description:

Computer Configuration\Windows Settings\Security Settings\System Services

Vulnerability:

Transfers files in the background using idle network bandwidth. If
the service is disabled, then any applications that depend on BITS,
such as Windows Update or MSN Explorer, will be unable to
automatically download programs and other information.

Additional Details:

Any service or application is a potential point of attack. Therefore,
you should disable or remove any unneeded services or executable
files in your enwironment. There are additional optional services
available in Windows that are not installed during a default
installation of the operating system. Depending on the version of
Windows you can add these optional services to an existing

CCE-23764-4

HKLM\SYSTEMY CurrentControlSet\services\BITS\Start
REG_SZ:2

computer through Add/Remove Programs in Control Panel,
Programs and Features in Control Panel, Server Manager, or the
Configure Your Server Wizard. Important: If you enable additional
services, they may depend on other services. Add all of the services
that are needed for a specific server role to the policy for the server
role that it performs in your organization.

Potential Impact:

If some services (such as the Security Accounts Manager) are
disabled, you will not be able to restart the computer. If other critical
services are disabled, the computer may not be able to authenticate
with domain controllers. If you wish to disable some system services,
you should test the changed settings on non-production computers
before you change them in a production environment. It is also

nnecihla ta altar tha arcace rantral lict FACTY frr 3 caniira howsasar

Optiona  Computer Configuration\Windows S

E
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= ~

: Impart

B Export

ﬁ Group Policy
File

System Status

Y

D

Wizard

Enhanced Mitigation Experience Toolkit

@ Quick Profile Name:

Custom security settings | ¥
Apps  Trust
Skin: Office 2013 -
Configuration System Settings

Data Execution Prevention (DEP)

Structured Exception Handler Overwrite Protection (SEHOP)

Address Space Layout Randomization (ASLR)

Certificate Trust (Pinning)

Block Untrusted Fonts (Fonts)

Running Processes

Process ID
3300
12200
4516
5624
2844
21500
11316
12664

Process Name

AmoltoRecorder - Amolto Call Recorder for Skype
ApplicationFrameHost - Application Frame Host
armsvc - Adobe Acrobat Update Service

atiedxx - AMD External Events Client Module
atiesrxx - AMD External Events Service Module
audiodg - Windows Audio Device Graph Isolation
backgroundTaskHost - Background Task Host
browser_broker - Browser_Broker

/| Windows Event Log @

| Tray Icon
Help
Early Warning -
Reporting Info

B8 EE

Application Opt In

Application Opt In

Application Opt In

Enabled

Always On

4 | Running EMET

]
Yt

Refresh
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= ~ Application Configuration - 0O x

[ [ ]
[% [% @ @ x <> <> ®) Stop on exploit w/| Deep Hooks |w/| Anti Detours

Export  Export Add Applicaton  Add Wildcard Remove  Show Full  Show All - Show Group Audit anly | Banned Functions
Selected Selected Path Settings  Policy Apps -
File Add fRemave Options Default Action Mitigation Settings

Mitigations

En W Find Clear
App Name DEP |SEH...|Mul... |Hea... EAF |EAF+ |Ma... |Bot... |Loa... |Me... |Caller |Sim... |Sta... |ASR | Fonts

AmoltoRecorder,exe v v v v W v v v v v W v

ArmSVC.exe d d 4 W 4 W ' d d 4 4 W
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Y Filter

Failed rules by severity

313

TOTAL

CRITICAL

186
WARNING
76

INFORMATIOMNAL

51

Failed rules by type

RULE TYPE

REGISTRY KEY

199

55

42

NO. OF VMS5...

SECURITY POLICY

ALIDIT POLICY

RULE SEVERITY

296

Failed Windows

rules

17

Failed Linux
rules

CCE-10035-4

CCE-10040-4

CCE-10086-7

CCE-10113-9

CCE-10123-8

CCE-10127-9

CCE-10131-1

CCE-10188-1

CCE-10369-7

CCE-10390-3

CCE-10439-8

Network security: Minimum session sec...

Network security: Minimum session sec...

Access this computer from the network

Windows Firewall: Domain: Outbound...

Windows Firewall: Private: Outbound c...

Windows Firewall: Private: Allow unicas...

Windows Firewall: Private: Apply local f...

Windows Firewall: Public: Apply local fi...
Bypass traverse checking
Audit Policy: System: IPsec Driver

Shut down the system

Registry key
Registry key
Security policy
Registry key
Registry key
Registry key
Registry key
Registry key
Security policy
Audit policy

Security policy

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Warning

Open
Open
Open
Open
Open
Open
Open
Open

Open
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O\ Search

03 VERSION

RULE SEVERITY

FULL DESCRIPTION

WULNERABILITY

POTENTIAL IMPACT

COUNTERMEASURE

- Minimum on security for NTLM SS

Windows Server 2008 R2 Standard
Critical

This policy setting determines which behaviors are allowed
for applications using the NTLM Security Support Provider
(S5P). The SSP Interface (SSP) is used by applications that
need authentication services. The setting does not modify
how the authentication sequence works but instead require
certain behaviors in applications that use the SSPIL The
possible values for the Network security: Minimum session
security for NTLM SSP based (including secure RPC) servers
setting are: » Require message confidentiality. This option is
only available in Windows XP and Windows Server 2003,
the connection will fail if encryption is not negotiated.
Encryption converts data inte a form that is not readable
until decrypted. « Require message integrity. This option is
only available in Windows XP and Windows Server 2003,
the connection will fail if message integrity is not
negotiated. The integrity of a message can be assessed
through message signing. Message signing proves that the
message has not been tampered with; it attaches a
cryptographic signature that identifies the sender and is a
numeric representation of the contents of the message. »
Require 128-bit encryption. The connection will fail if strong
encryption (128-bit) is not negotiated. « Require NTLMv2
session security. The connection will fail if the NTLMv2
protocol is not negotiated. - Not Defined,

You can enable all of the options far this palicy setting to
help protect network traffic that uses the NTLM Security
Support Provider (NTLM S5P) from being exposed or
tampered with by an attacker who has gained access to the
same network. That is, these options help protect against
man-in-the-middle attacks.

Server applications that are enforcing these settings will be
unable to communicate with older servers that do not
support them. This setting could impact Windows
Clustering when applied o servers running Windows Server
2003, see "How to apply more restrictive security settings
on a Windows Server 2003-based cluster server” at
http://support.microsoft.com/default.aspx?scid=kb;en-
us;8971597 and "You receive an "Error 0x8007042b" error
message when you add or join a node to a cluster if you
use NTLM version 2 in Windows Server 2003" at
httpi//support.microsoft.com/kb/890761/ for more
information on possible issues and how to resolve them.

Enable all available opticns for the Network security:
Minimum session security for NTLM SSP based (including
secure RPC) servers policy setting.
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OS5 REQUIRED RULES STATUS

Failed rules by severity

' 219

387 WARNING
TOTAL 1 04
INFO

64

FAILED RULE

Failed rules by type

387

TOTAL

REGISTRY KEY

254

SECURITY POLICY

71

AUDIT POLICY

COMMAND

17

Ensure 'Setup: Control Event Log behavior when the log file reaches its maximum size' is set to 'Disabled"

Configure 'Deny access to this computer from the network'
Configure 'Access this computer from the network’
Specify the interval to check for definition updates

Require user authentication for remote connections by using Network Level Authentication

Ensure 'Setup: Specify the maximum log file size " is set to 'Enabled: 32,768 or greater'

Ensure 'Allow unencrypted traffic’ is set to 'Disabled’
Ensure 'Allow user control over installs' is set to ‘Disabled’
Ensure "Windows Firewall: Private: Settings: Apply local connection security rules’ is set to 'Yes'

Ensure 'Always prompt for password upon connection’ is set to 'Enabled’

Seeall..

SEVERITY  TOTAL FAILED

Critical 10
Critical 10
Critical o
Critical 10
Critical 10
Critical 10
Critical 10
Critical 10
Critical 10
Critical 10
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Chapter 10: Network Segmentation

H‘?_l
A
i

_____________

—_— e e — — =

Activity Monitoring

. Access Control

Data Protection
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'VLAN: West Building
192.168.1.0/24

VIAN: HR
192.168.12.0/24

3> s

'VLAN: East Building
192.168.2.0/24

VIAN: Project A
192.168.14.0/24

KRN VLAN: Mission Critical Servers
192.168.10.0/24

VILAN: Central Building
192.168.3.0/24
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ERTS 8 ACTIVITY ~ REPOR

-
solarwinds %

Network Sonar Wizard

EGTET AGENTS  VIRTUALZATION  SNMP - WINDOWS  MONITORING SETTINGS  DISCOVERY SETTINGS - DISCOVERY SCHEDULING
Network Selection
How do you want to add devices to Orion monitor? You can use one or more of the options below, but for fastest results, we recommend scanning a

maximurn of 512 devices at a time.

Q Using discovery for the first time?

-ﬁ-, -.. a small subnet (/24) with your test This will | h itk dat
'WE RECOMMEND sl T e is wi : et you SIEEE e weat of data
SCANNING that Orion provides as quickly as
; OR possible. You can always add more
&> .. afew individual IP addresses for servers, later!

- " routers and switches, and VMs

IP RANGES (+) AddRange

SUBNETS (+) Add ~

(+) Add IP Address

IP ADDRESSES

ACTIVE DIRECTORY + Add Active Directory Domain Controller to query...

“ i
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What is NetPath )

. Discover () Isolate () call [_-_-,- Fix it \‘, Understand
Discover
Your Network Your ISP Destination Network
a2

(& HEHBEMHS®
£y

Discover the hop by hop network path.
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Remote Users VLAN
=
East Branch Office
Specific Rules
Frewall
HRVLAN

West Branch Office
Specific Rules

East Branch Office

West Branch Office

Physical Network

Switch
—
Serverwith
Hypervisor
——
— * Physical Network
= * Adapter
= =
— 2
= Virtual Switch

External
192.168.1.1/24

Virtual Network

Internal
10.1.1.0/24

! Adapters
!'Virtual Network

!
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Virtual Switch Manager for ARGOS [= [o ]

% _Virtual Switches iy Virtual Switch Extensions
T4 Mew virtual netwark switch
2 DMz Switch extensions:
Internal only Mame Type
o'y External [] Microsoft NDIS Capture Manitoring

Broadcom NetXitreme 57xx Gigabit ...
B gty Internal
Internal only

g?g Extensions

Microsoft Windows Filtering Platform Filter

NETWORKING RECOMMEMDATIONS | TOTAL
NGFPW not installed 1 of 12 endpoints =
Restrict access through Inter...  1of 12 virtual machi... B

Healthy Internet facing endp... 10 of 12 endpoints
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' Edit inbound rules

Metwork security group info

METWORK SECURITY GROUP

LOCATION

DESCRIPTICN

Related inbound rules

MN3G1

centralus

Your N5G has inbound rules that open access to "Any’
or ‘Internet’ which might enable attackers to access
your resources. We recommend that you edit the
below inbound rules to restrict access to a specified set
of sources.

PRIORITY HAME SOURCE SERVICE ACTIONS
2384 AllowWeb E Tep Allow
2444 checkpointMgrm... = TCP Allow

Associated with

MAME

v <> wen
m wvm1iinMic
m vm2kiniic

VIRTUAL MACHINE
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Chapter 11: Active Sensors

Profiling

Behavior
Analytics

Anomaly
Detection
Machine
Learning

Activity
Evaluation

Data Correlation
| Meaningful Alerts
L
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Detected Petva ransomware indicators

DETECTION TIME

SEVERITY

STATE

ATTACKED RESOURCE

SUBSCRIPTION

DETECTED BY

ACTION TAKEN

ENVIRONMENT

RESOURCE TYPE

SUSPICIOUS PROCESS

SUSPICIOUS COMMAND LINE

© High

Active

B8 Microsoft
Detected

28 Azure

L4 Virtual Machine

I

“emd /c rundll32 c\ProgramData\perfc.dat.#1 30"
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¥ 10Ce 2.2.0 - C\Temphioc — [m] e

File  Search Tools Help

Name Created Updated Name: [DUGL (METHODOLOGY)
DUGU (METHODOLOGY) 20111021 1613312 20120105
FIND WINDOWS 00010101 00:00.002  2011-10-28

| Type  Reference
Zeus 0001-01-01 00:00:002  2011-10-28 GUID: |7:GESl74*dd'?7*434e*9:ed*55a56784f36e|

Authar: |MANDIANT caveat Methodology

Created: |:0Ll—lD—:l 16:13:312

Modffied: |:0L:—01—05 02:49:142

Description:

Indicator for the dugqu trojan. The initial dugu driver will decode and inject a dil imarked as prf)into a system process {usually
services exe). The injected dll contains another dil encoded within it's resounce section which it will inject into other processes as
identified within its encoded corfiguruation file {another prf file). This second injected dll is responsible for all backdoor/C2
communication.

Add: AND OR ltem ~ =

E-0oRr ~
=-anD

File Certificate Subject contains C-Media Electronics Incorporation

File Name contains cmi443Z2.sys
- 2ND
Driver Device Name is Gpdl

egistry Value Mame is CFLD

Registry Value Name is CFID

Zventlog type is Erzoz
rentLog source is DCCM
rentLog ID is 3221235431

< > Save

Loaded |OCs: 3
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IDS Management
Dashboard

| - Statistical analysis
- Abnormal activity analysis Analyze server's
- Pattern analysis activities and

8

analyze user's \

activities

At A1

(A
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DS
DS
[___ T J Switch
Client’s VIAN — 1022 O¥24
S

Switch
Internet Router

Server's VLAN —10.1.1.0/24
DMZ

DMZ VLAN — 10.10.10.0/24

DS
" - " Relationship between the S
P | user and computers, servers,
. and resources.
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Suspicion of identity theft based on abnormal behavior

Administrator exhibited abnormal behavior when performing activities that were not seen over the last month and are also not in
accordance with the activities of other accounts in the organization. The abnormal behavior is based on the following activities:

= Performed interactive login from 2 abnormal workstations.
= Requested access to 9 abnormal resources.
= Exceeded the normal amount of working hours.

8 D+

ADMIN-PC 2 abnormal

Administrator
computers

TIME FROM

L] vienmenc

L] vienmepc

2 normal
resources

9 abnormal
resources

Identity theft using pass-the-ticket attack

Nuck Chorris's Kerberos tickets were stolen from ADMIN-PC to VICTIM-PC and used to access 3 resources.

v

E Nuck Chorris's Kerberos tickets

ADMIN-PC VICTIM-PC

L] aomin-ec L] vicnmec

] L

3 resources

DC1
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Reconnaissance using SMB Session Enumeration

OPEN

SMB session enumeration attempts were successfully performed by JeffV, from VICTIM-PC against DC1, exposing 2 accounts.

Jeffvf VICTIM-PC

@ Success

E

2 exposed
accounts

DCil

11:37 PM

Friday, Octol

11:40 PM
017

Services Exposing Account Credentials

Services running on SHAREDADMIN-SRV exposed 13 accounts' credentials in cleartext using LDAP simple bind.

Export to Excel Details

Note Share

SHAREDADMIN...

13 accounts’ credentials are exposed
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Amazon AWS

Microsoft Azure

Management
dashboard
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Y Filter

5

e Q@ e @ e« @ e @

DESCRIPTION

Security incident detected
Potential SOL Injection
Suspicious process executed

Successful RDP brute force attack

Modified system binary discovered in dump...

Successful RDP brute force attack
Potential SQL Injection
Suspicious process executed

Suspicious double extension file executed

Microsoft

Microsoft

Microsoft

Microsoft

Mierosoft

Microsoft

Mierosoft

Microsoft

101717
1015717
1015717
101417
101217
1oman7

10/09/17

10/09/17

Active

Active

Active

Active

Active

Active

Active

Active

2 sun 15 Sun 32 5un
| HIGH SEVERITY MEDIUM SEVERITY | LOW SEVERITY
COUNT DETECTED BY ENVIRONMENT DATE STATE SEVERITY
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&% Continue investigation

SCRIPTION

DETECTION TIME

SEVERITY

STATE

ATTACKED RESOURC

DETECTED BY

ENVIRONN
REMEDIATION STEPS

Alerts included in this incident
DESCRIPTION
0 Successful RDP brute force attack
J . Suspicious SVCHOST ;7{(‘)(‘955 executed

J Multiple Domain Accounts Queried

The incident which started on 2017-10-15T05:40:20Z and most recently detected
on 2017-10-15T06:26:13Z indicate that an attacker has attacked other resources
from your virtual machine VM1

Sunday, October 15, 2017 12:40:27 AM

O High

Active

VM1

ER Microsoft

B Azure

1. Escalate the alert to the information security team.
2. Review the remediation steps of each one of the alerts

COUNT  DETECTION TIME ATTACKED RESOURCE SEVERITY
1 10/15/17 12:55 AM VM1 © High
1. . 1.0.-'15-1? 01:00 A‘d B VM1 . 0 I;:m
1 10/15/17 01:04 AM VM1 O Low
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DESCRIPTION

DETECTION TIME

SEVERITY

DETECTED BY

ACTION TAKEN

ENVIRONMENT

RESOURCE TYPE

MALWARE

INFECTED RESOURCE

SCANACTION

SCANRESULT

TYPE

REMEDIATION STEPS

Deep Security Agent detected a malware

Monday, October 16, 2017 12:01:00 AM
O Low

Active

VM1

Deep Security Agent
Detected

5B Azure

¥ Virtual Machine
Cookie_DoubleClick
Internet Explorer Cache
Delete

SUCCESS

AntiMalware

Contact your Deep Security administrator.
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Chapter 12: Threat Intelligence

THREAT INTE

LLIGENCE

4

l

A

March 2017 May 2017
] .
|
- - ———— - —— :— ——————————————————————————————————— e —e
| |
. |
Threat Actors L MS17-010is Blue Team receives Tl — WannaCry
' released information about the | Outbreak
. . : dangerous of Eternal Blue, :
= = : and the importance to patch :
| \ :
| Blue Team I
| i
| |
| |
Eternal Blue ! :
Exploit ! |
|
| |
| |
| |
(NI | :
|
| |
Adversaries and : :
Motivations s s
THREAT INTELLIGENCE
¢ ———— -7 - QOrganization

TECHNICAL

TACTICAL

OPERATIONAL

STRATEGICAL
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BUILDING A SAFER INTERNET

HOW IT WORKS

Put any IP address you want to check in the box below to see a "isocode™: "IN",
sample response. "country”: "India",
"state”: "Maharashtra”,
220.227.71.226 fcity”: "Mumbai®,
"discover_date"”: "2017-18-27 89:32:45",
"threat": "honeypot_tracker”,

m T

THREAT INTELLIGENCE

m
=

LIENVAULT OPEN THREAT EXCHANG

Missing OTX Key

AlienVault Open Threat Exchange (OTX) is an open platform providing users the ability to collaborate, research, and receive alerts
on emerging threats and indicators of Compromise such as IPs, file hashes, and domains.

You must have an OTX account to receive alerts based on threats identified in OTX. This account is separate from your USM

Anywhere account. Signup for an OTX account .

Enter your OTX Key to allow USM Anywhere to evaluate incoming event data against the latest OTX threat information and

automatically produce alarms when indicators of Compromise are detected.

Your OTX Key is available on the OTX API page.

OTX Key

OTX Kevy
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SORT BY:

C&C Communication

Oper Suspicious Behavior =
Ope Malware Infection Ransomware

[801]




- Malware Beaco

[Full C ail] | Select Action ” Create Rule « ” Alarm Status « ” Apply Label »

Malware Family -

Source Name _

Destination Name [N
Sensor Hyper-V
Priority High

Alarm Status OCpen

Description

with a C&C server based on the analysis of the traffic.

Communication was detecte

Communication from your system to a Malware C&C server has been identifie

malware instal

steéms or user accounts.

behavicr associated with compromise

stem Compromise alarms identify

Hostname -
Foon I
IP Address -
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C' | @ AlienVault, Inc. [US] | https://otcalienvault.com/pulse/548b3f4d11d40843c065f62/

ALIEN VAULT

"\l\' + SEARCH

BROWSE 1 CREATE PULSE

PoS Scammers Toolb.. . .
@ Aienvaut Bots, Machines, and the Matrix

64 days ago by AlienVault | Public | TLP: @ Green

REFERENCE: pasted_text 41K
s RAZOR BLADES IN T SUBSCRIBERS

GROUPS: No groups
[ oomuion

DAYS AGO AlienVault

Linking Asprox, Zem.

AlienVault

Summary
Operation Double Tag - Domain (3) _/SHAT() URL(34)
64 AlienVault
|
"\ MD5 (28) ™ email (2) “~ Hostname (1)

TYPES OF INDICATORS

AlienVault

Indicators of Compromise

AlienVault

Show |10 ¥ | entries

Group-IB: BadRabbit There is a connection between BadRabbit and Not Petya
ooiFen| 1 day ago by networkbox | Public | TLP:  White

On 24th October in Russia and Ukraine a largescale cyber attack took place using a new cryptolocker - BadRabbit. 5 0 0 5
Amongst victims, this affected computers and servers of the Kiev metro, the Ministry of Infrastructure and Odessa more SUBSCRIBERS VOTES COMMENTS. RELATED
International Airport, as well as a number of state erganisations in the Russian Federation. Victims in the Russian

REFERENCE: https://www.group-ib.com/blog/badrabbit m
TAGS: Isass, usd ), bad rabbit, flashplayer

GROUPS: No groups.

Summary
- Domain (9) _URL(4) . Hostname (1) - Potand (1)
| |
L L
SMDS (1) email(1) NIPv4 )  Germany (1)
TYPES OF INDICATORS THREAT INFRASTRUCTURE
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Threat intelligence

140

Ukraine 49 I
tnam —

India 14 -
Indonesia 7 ]

United S 7 L]

Turkey 5 L]

Brazi 2 L]

3 ]
Russia 3 ]
1

) Refresh Analytics Y Filter
Time: Last 24 hours
THREAT BREAKDOWN THREAT LOCATION
Threat types
BOTNET

ASIA

Atlantic
Ocean

AFRICA

Indian
Ocean

AL

B Qutgeing potential malicious traffic

Incoming and other potential malicious trasisuw Hiisieoh Gorpenshor

O Refesh K SavedSearches 2 Analytics & bpor i) Povert!
<
Data based on last 1 day v o g comere
1 bar = Thr
let sch - 9 unionisfuzzy= hemaColumns, W3CIISLog, DnsEvents, WireData, WindowsFirewall, CommonSecuritylog | where isnotempty(Malicious
48 Result: List
il .
ey 10/27/2017 12:20:51.000 PM | WireData
- Re ty : Ukmaine
(] L] 7122951000 M
I
TVPE (1)
.
WireData I N
REMOTEIPCOUNTRY (1)
Ukraine 48
MALICIOUSIP (1
Inbound
| “
Ukraine
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1 (Preview)

Investigation path
Security incident detected

1011472017 12:45 AM — 10/28/2017 10:56 AM (20770.7 minutes)

)

SuccessiufRDP brute force ..

ContosoWebFE1

A /
“o Author

Multiple Domain Accourits. Os

Security incident detected

)

Suspicious SVCHOST process ..
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t) Security incident detected

.
&~ Unrelated
TO INCIDENT

Alert details

The incident which started on 10/15/2017 05:40:20 and most recently detected on 10/15/2017
06:26:13 indicate that an attacker has attacked other resources from your virtual machine

ContosoWebFE1

2518942547722139231_77a4630c-bebe-4957-adal-5920e3a3f1b8

10/15/2017 2:25:42.000 AM
2017-10-15T05:40:20Z
2017-10-15T06:26:13Z
ContosoWebFE1

attacked other resources from

Azure

Remediation Steps

O High

PRIORITY

InternalTestProvider o

DETECTED BY Info

0

Search

Exploration

Playbooks

Comments

Audit
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Chapter 13: Investigating an Incident

tart
htTimeDisabled

d11,-162
{o, 0, 11, 0...}
70 eyName Central Standard Time
. veTimeBias 0
P5Path F owerShell.Core'Regi r tHKEY_LOCAL _MACHINE", tem',currentcontrol

ParentPath f werShell.Core\Registry: :HKEY_LOCAL_MACHINE" tem',currentcontrolset!
ChildName N ation
Drive

PSProvider

Mame Type Data
ab| (Default) REG_SZ (value not set)
DefaultGatewayMac REG_BINARY 00 50 e8 02 9105

ab| Description REG_SZ @ Hyatt_WiFi

ab| DnsSuffix REG_SZ <none >

ab| FirstNetwork REG_SZ @Hyatt_WiFi

ab| ProfileGuid REG_SZ (B2E890DT-A0T0-4EDD-95B5-F2CF197DARBSE)
s/ Source REG_DWORD 0xD0000008 (8)

Mame Type Data

ab|(Default) REG_SZ (value not set)
s Address REG_DWORD 0x00000004 (4)
7] Capabilities REG_DWORD 0x00000010 (16)

ab| ClassGUID REG_SZ [4d36e967-e325-11ce-bfc1-08002be10318)

ab| CompatiblelDs REG_MULTI_SZ USBSTOR\Disk USBSTOR\RAW GenDisk
‘wa| ConfigFlags REG_DWORD 0x00000000 (0)

ab| ContainerlD REG_SZ {422ae5be-5d49-599¢-9bf0-d80d636363d7}

ab| DeviceDesc REG_SZ @disk.inf, %disk_devdesc;Disk drive

ab| Driver REG_SZ [4d36e967-e325-11ce-bfc1-08002be10318100011
ab|FriendlyMame REG_SZ USE DISK 2.0 USB Device

ab| HardwarelD REG_MULTI_SZ USBSTOR\Disk, USB_DISK_2.0___DLO7 USBST...
ab| Mfg REG_SZ @diskinf,2genmanufacturer¥;(Standard disk drives)
abService REG_SZ disk
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System Summary
= Hardware Resources
Components
Software Environment
System Drivers
Environment Variables
Print Jobs
Network Connections
Running Tasks
Loaded Modules
Services
Program Groups
Startup Programs
OLE Registration
Windows Error Reporting

Display Name

ActiveX Installer (AxInstSV)

Adobe Acrobat Update Service
Adobe Active File Monitor V14
Alljoyn Router Service

AMD External Events Utility

App Readiness

Application Identity

Application Information

Application Layer Gateway Service
Application Management

AppX Deployment Service (AppXSVC)
Auto Time Zone Updater
Background Intelligent Transfer Ser.
Background Tasks Infrastructure Ser...
Base Filtering Engine

BitLocker Drive Encryption Service
Block Level Backup Engine Service
Bluetooth Driver Management Serv...
Bluetooth Handsfree Service
Bluetooth Support Service
BranchCache

Certificate Propagation

Find what:

[ Search selected category only

Name

AxinstSV
AdobeARMservice
AdobeActivefileMonit.
AJRouter

AMD External Events U.
AppReadiness
ApplDSvc

Appinfo

ALG

AppMgmt

AppXSve
tzautoupdate

BITS
Brokerinfrastructure
BFE

BDESVC

wbengine
BemBtRSupport
BthHFSIV

bthserv

PeerDistSuc
CertPropsve

State Start M.

Sto.
Ru.
Ru.

Sto...

Ru.

Ru...
sto...

Ru.

Sto...
Sto...
Ru...
Sto...
Sto...

Ru.

Ru...

Sto...
Sto...
Sto...

Manual
Auto
Auto
Manual
Auto
Manual
Manual
Manual
Manual
Manual
Manual
Disabled
Manual
Auto
Auto
Manual
Manual
Auto
Manual
Manual
Manual
Auto

[Search category names only

Service.
Share ...
Own Pr.
Own Pr.
Share ..
Own Pr.
Share ...
Share ..
Share ..

Own Pr...

Share ..
Share ...
Share ..
Share ..
Share ...
Share ..
Share ...
Own Pr.
Own Pr.
Share ...
Share ..
Share ..
Share ..

Path
cAwindows\system32\svchost.exe -k axinstsvaroup

“c:\program files (x86)\common files\adobe\arm\1.0\armsvec.exe”
c:\program files\ n

s 14 organizer\photoshopelementsfile.
cwindows\system32\svchost.exe -k localservicenetworkrestricted
cwindows\system32\atiesncx.exe

Cwindows\system32\svchost.exe -k appreadiness
c\windows\system32\svchost.exe -k localservicenetworkrestricted
cwindows\system32\suchost exe -k netsvcs
cwindows\system32\alg.exe

cwindows\system32\svchost.exe -k netsvcs
Gwindows\system32\svchost.exe -k wsappx
cAwindows\system32\svchost exe -k lacalservice
c\windows\system32\svchost.exe -k netsvcs
cwindows\system32\svchost.exe -k dcomlaunch
cwindows\system32\svchost.exe -k localservicenonetwork
c\windows\system32\svchost.exe -k netsvcs
“cawindows\system32\wbengine.exe”
cwindows\system32\btwrsuppartservice.exe
cwindows\system32\svchost.exe -k localserviceandnoimpersonation
c:\windows\system32\svchost.exe -k lacalservice
cAwindows\system32\svchost.exe -k peerdist
c\windows\system32\svchost.exe -k netsves

Close Find

Error C.
Normal
gnore
gnore
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal

Start N..

LocalSy...
LocalSy...
LocalSy...
NT AU...
Localsy...
Localsy...

LocalSy...
NTAU...
LocalSy...
LocalSy..
NT AU...
Localsy...
Localsy...
NT AU...

localSy.
localsy.

Localsy...
NT AU...
NT AU...
NT AU...
Localsy...

BN Administrator: Command Prompt

_'I..:[le
audit p
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Search or scan a URL, IP address, domain, or file hash

3 engines detected this URL

URL http://nfe.correiowebmail.com.br/dhsdfhsdhdshp.php
Host nfe.correiowebmail.com.br [
Last analysis  2017-06-23 11:09:55 UTC
4 ™
(3 / 65 )
Detection Details Community
BitDefender
Fortinet
Sophos AV

Y Filter

=

295un 55un 12 Sun
| HIGH SEVERITY MEDIUM SEVERITY LOW SEVERITY
2 4 1
DESCRIPTION COUNT DETECTED BY ENVIRONMENT DATE STATE SEVERITY
= %®  Security incident with shared process detect... 1 Microsoft 58 Azure 1147 Active © High e
= ) Suspicious process executed 3 Microsoft = Non-Azure 11517 Active © High e
[ new | o Suspicious process name detected 2 Microsoft =3 Non-Azure nAsAT Active Medium
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DESCRIPTION

DETECTION TIME

SEVERITY

STATE

ATTACKED RESQOURCE

The incident which started on 2017-11-14 22:29:13 UTC and recently detected an
;231?-1 1-16 00:34:08 UTC indicates that an attacker has abused resource in your
resource MYAVMOMNPrem

Tuesday, Movernber 14, 2017 4:29:13 PM
(1] High
Active

WV AVMONPrem

SLBSCRIETION Visual Studio :"tei'se
DETECTED BY 28 Microsoft
ENVIRONMENT SR Azure
Alerts included in this incident
CESCRIPTION COUNT DETECTION TIME ATTACKED RESOURCE SEVERITY
4 Antimalware Action Taken 4 111417 04:28 P MVAVMONPrem 0 Low
4 Suspicious process name detected 2 TA5MT 12:21 P MVAVMONPrem Medium
El Suspicious Process Execution Activity Detected i TA5MT 12:21 P MVAVMONPrem Medium
4 Suspicious process executad 3 11157 1221 PM MVAVMOMNPrem 0 High
Notable events included in this incident
DESCRIPTION COUNT DETECTION TIBE ATTACKED RESOURCE
[i ] Potentially suspect behaviour reported as extra cont_.. 2 T1A51T 12215 PM MVAVYMOMPram
[i ] An event log was cleared 1 111517 1221 PM MVAYMOMPram
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picious process name detected

o Investigate  [&) Run playbooks

Analysis of host data on MVAVIMONPREM detected a
process whose name is suspicious, for example
corresponding to a known attacker tool or named in a
DESCRIFTION way that is suggestive of attacker tools that try to hide
in plain sight. This process could be legitimate activity,
or an indication that one of your machines has been

compromised,
DETECTION TIME Wednesday, Mowember 15, 2017 12:221:12 PM
SEVERITY Medium
STATE Active
ATTACKED RESQURCE WIVAVMOMPREM

Visual Stud o Enterpri e |
SUBSCRIETION Wisual Studio Enterprise) E

DETECTED BY Bm Micosoft

ACTION TAKEN Detected

EMVIROMMENT & MNen-Azure

RESOIRCE TYRE ﬁ Mon-Azure Resource

ACCOUNT SESSION ID Ox3d3z14

DARENT PROCESS cmd.exe

SUSPICIOUS PROCESS chtemphtoclsymimixedymimikatz.exe

Review with MVAVMONPREMYEMSADmIN the
suspicious process in this alert to see if you recognise

REMEDHATION STEPS this as a legitimate binary that you expect to be
running on MVAVMOMPREM. If not, Escalate the alert
to the information security team.
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Process Execution Activity

& |nvestigatz [A} Run playbooks

Analysis of host data has detected a sequence of one
o more processes running on MYAVMOMPREM that
have historically been assodated with malicious

DESCRITION activity, While individual commands may appear
benign the alert is scored based on an aggregation of
these commands. This could either be legitimate
activity, or an indication that one of your machines has
been compromised,

DETECTION TIME Wednesday, Movember 15, 2017 12:21:12 PM
SEVERITY Medium

STATE Active

ATTACKED RESOURCE WVAVMOMPRERM

e SR - :
SUBSCRIFTION Wizual Studio Enterprisc |IEEG_GGGGGEEE

DETECTED BY Bm Microsoft

ACTION TAKEN Detected

ENVIROMMENT & Mon-Azure
RESOURCE TYPE ﬁ Mon-Azure Resource

Review with the owner of account
MYAVIMOMNPRENMEMSADmMIN' each of the individual
REMECHATION STEPS command lines in this alert to see if you recognise
them as legitimate administrative activity. If not,
Escalate the alert to the information security team.
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DESCRIPTION

DETECTION TIME

SEVERITY

STATE

ATTACKED RESOURCE

SUBSCRIPTION

DETECTED BY

ACTION TAKEM

EMVIRCMMENT

RESOURCE TYPE

ACCOUNT LOGON ID

DOMAIN NAME

PARENT PROCESS

PARENT PROCESS ID

PROCESS IDY

USER NAME

USER SID

REPORTS

REMEDIATION STEPS

stigate  [&} Run playbooks

Machine logs indicate that the suspicious Process:
‘chtemptiools\mimixEmimikatz.exe” was running
on the machine.

Wednesday, November 15, 2017 12:21:12 PM

0 High

Active

MVAVMOMNPREM

B8 Microsoft
Detected

£ Non-Azure

a Mon-Azure Resource
3d3214
MVAVMOMNPREM
cmd.exe

3464

5212

EMSAdmin

5-1-5-21-3530110596-1287965346-2161995582-
1001

Report: Hacker tool executed

1. Run Process Explorer and try to identify unknown
running processes (see
hitps:/ftechnet.microsoft.com/en-
us/sysinternals/bb896653.aspx)

2. Escalate the alert to the information security team
3. Make sure the machine is completely updated and
has an updated anti-malware application installed

4, Run a full anti-malware scan and verify that the
threat was removed

5. Install and run Microsoft's Malicious Software
Removal Tool (see https://www.microsoft.com/en-
us/download/malicious-software-removal-tool-
details.aspx)

&, Run Microsoft's Autoruns utility and try to identify
unknown applications that are configured to run at
ogin {see https:/ftechnet.microsoft.com/en-
us/sysinternals/bb963902.aspx)
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forother.. O X

&% Investigate [} Run playbooks

DESCRIPTION

DETECTION TIME

SEVERITY

STATE

ATTACKED RESOURCE

SUBSCRIPTION

DETECTED BY

ACTION TAKEN

EMVIRONMENT

RESOURCE TYPE

ACCOUNT SESSION ID

SUSPICIOUS PROCESS

SUSPICIOUS BEHAVIOUR

REMEDIATION STEPS

Analysis of host data on MVAVMONPREM suggests
that the following extra context may be relevant to the
investigation of ather alerts present on this host. The
information below should be reviewed in conjunction
with these other alerts to determine whether the
owverall pattern of activity is legitimate or not.

‘Wednesday, Movember 15, 2017 1221942 PM
0 Motable event
Active

WIVAWVMOMPREM

e Micosoft
Detected

& Mon-Azure

a MNon-Azure Resource

0x3e7

chwindowsisystem32irundl32.exe

Launches rundli32.exe

Review the command line in this alert with
MVAVMOMPREMS in conjunction with other alerts on
this host to confirm that the overall activity is

egitimate and expected on MVAVMOMPREM, If not,
escalate the alert to the information security team.
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Investigation path

Investigation

]
[ |

mvavmonprem'emsadmin

Y

Suspicious process name det...

Investigation

®a
«@
Security incident with shar.. o

myavmonprem
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Investigation path

®
e

Investigation

Suspicious process name det...

)
|

mvavmonprentemsadmin

Suspicious process name det...

Imvestigation

)
Antimalware Action Taken

o

Potentiallysuspect behavio,

L

*0
Security inddent witfrshar...
mvavmeonprem

)

Antimalware Action Taken

o

Antimalware Action Taken

é
Potentially suspect behavic.

to

Antimalware Action Taken

An event log was cleared

0

+ 5 aleris

X

New Query 1~

SecurityDetection
| where ProcessMame contains "mimikatz”

Computer V| Provider Y| AlenTitle V| AlertType V| AlertSeverity | Description
MVAVMONPREM  Detection Suspicious process executed ProcessCreationknownHackerTools High Machine Togs indicate that the suspicious Process:
MVAVMONPREM Detection Suspicious process executed ProcessCreationKnownHackerTools High Machine logs indicate that the suspicious Process:
MVAVMONPREM Detection Suspicious process executed ProcessCreationKnownHackerTools High Machine logs indicate that the suspicious Process:

v
*cx\temp\tooTs\mimi\x64\mimikatz. exe’ .
‘ex\temp\tools\mimi\x64\mimikatz. exe’..

*c:\temp\tools\mimi\x64 \mimikatz. exe’..
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Chapter 14: Recovery Process

ﬂormmg\ Y~

~
a disaster ‘

\ recovery team ," //—7”“\

|" Obtaining \ = | Performing risk I‘I

\ approva\ / \ assessment |

Ve \( N

Prioritizing
| processes and |

\ /& )\oeratloy
Creat\ng th> \ /

Determln ng \

|d|5aster recovery recovery .‘l
\ plan / \trategles .
’
’

| Collecting data | ’

N

|Testmg the p\an\ Disaster recovery planning

Identifying the
key IT resources

Business
Developing impact

recovery

priorities analysis

Identifying
disruption
impacts
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Databases

1k

Corporate server

Cloud backup service

Cloud
backup

Data
center

CIQCI

Workstations
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Chapter 15: Vulnerability M

anagement

cAfee

An Intel Company

veical Display

’ Enterprise Security Manager

N EeeasaD

Successful logon after ed .

Anomalous activity stter expiot S °:

97

Successful login after multiple fa. s
Successful logins after multiple f... 91
Scans - Targeted [N <
Off-hours Events from & Local Host S ©>
Off-hours Evants to » Local Host S ©>
Off-hours Events to  Local Zone S <>
Off-hours Evants from = Zone N ©:
Mahvare snt from internal source S 75

Multiple alerts for infaction by m.

Scans - Stealth

Repeated database query

Multiple failed login attempts to

= - B T -
Bound to: Average Severity - C. 21,793 (100%) | |Bound to1 Source 1Ps 136,036 (100%)
roe
Source Destination
172251619 § 977 ¢
172.25.108.4 ££02:010
25.160.240 § 648 306s @ ® 35750%

7225462 | 397
69.20.9.126 || 554
172.25.37.23 | 341

172.25.130.27 22400252
3.08 ° .x7dll

0101010

1090.1.6 Fro2
1.600 ° e 9,530

WD Paget

Bound to: Average Severity - C.
6920323 | 22
920935 | 17

21,734

B (c.cc0c0.. o

21,793 (100%,

172.25.111.25
° 8.662

W | reo0.0.0:0:68 10.90.255.255
1451 @ ® 5%

¥4 | res010:01048... @

239.255.255.2
1,461 ° 1,940

7£80101010:88 FF02:0:0
1,298 ° ° 996

F£80101010:28 FF02:010:0:10
1.295 ° ° 974

e @ 3 oepe

i
1|

Bound to: Average Severity - Corn
Severity Event Count Source 1P Source Port Destination IP  Destination Port
194033 3661 " port/type:0 port/code:0
54 2 64.86.133.225  port/type:0 port/code:0
233 s 209.200.60.137 port/type:0 port/code:0
W ss0 & 172.25.20.102  port/type:0 port/code:0

47 1 220.168.93.145 port/type:0 * port/code:0

4 195.66.132.0  port/type:0 port/code:0

1 172.25.15.212  port/typei0 port/code:0

3287 port/type:0 port/codei0

364 port/type:0 port/code:0

1 216.150.79.77 | port/type:0 port/code:0

2 216.150.79.77 | port/type:0 port/code:0

188 4 211.95.72.87  port/typei0 port/code:0

s 1 172.25.161.131 port/type:0 port/code:0
Details | | Notes .

€ @ P ceget

First Time Last Time

06/17/2012 221+ 06/18/2012 14:15:23

06/18/2012 14: 06/18/2012

06/18/2012 14: 06/18/2012 14:14:57

06/18/2012 111+ 06/18/2012

06/18/2012 14:  06/18/2012

06/18/2012 14:  06/18/2012

06/18/2012 14: 06/18/2012 14:13:49
06/17/2012 1711 06/18/2012 14113149
06/17/2012 22+ 06/18/2012 14:13:41

06/18/2012 14:  06/18/2012 14:13:41

06/18/2012 14: 06/18/2012

06/18/2012 14:  06/18/2012 14:13:20

06/18/2012 14: 06/18/2012 14:13:08

=2

Other Other
63.218 ° ° 6.856

@ Severity - C. 21,793 (100%)

-4
[l o
Pl TN T [ 5
[ =T——— s
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Nessus €]

Connect via SSL

Username *

saricaraif

Password *

) Nessus Home /Folders . X / () Nessus Home | Tenable™ X e - [=] X
“— C | @ Secure | https;//www.tenable.com/products/nessus-home Q | ¢

Apps G Google i Tureng & Cambridge MISC

@tenable Cyber Exposure  Products  Services Company Partners Blog Community Login Try/Buy

Nessus Home

Nessus® Home allows you to scan your personal home network (up to 16 IP addresses per scanner) with

the same high-speed, in-depth and scanning ¢ e that Nessus subscribers Register for an Activation Code

enjoy. .
First Name * Last Name *

Please note that Nessus Home does not provide access to support, allow you to perform compliance
checks or content audits, or allow you to use the Nessus virtual appliance. If you require support and
these additional features, please purchase a Nessus subscription. Email *
Nessus Home is available for personal use in a home environment only. It is not for use by any
commercial organization.

© Check to receive updates from Tenable
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Nessus

@ My Scans
& AllScans

@ Trash

policies
Plugin Rules

Scanners

Nessus Home | Tenable™ X

) Nessus Home / Folders = X

htps://localhost:8834,

Apps G Google i) Tureng §§ Cambridge MISC

Saans  Settings

My Scans

saricaraif

Import New Folder

) Nessus Home / Scan Te:

My Scans

All Scans

= hn

Trash

Policies

Plugin Rules

e 8o

Scanners

3

€ C | A Not secure | https://localhost:8
Apps G Google (i) Tureng §§ Cambridge MISC
Nessus Scans

Scanner

Advanced Scan

A

Credentialed Patch Audit

2

Malware Scan

[ o)

Audit Cloud Infrastructure

@

DROWN Detection

MDM Config Audit

r

Badlock Detection

Host Discovery

Mobile Device Scan

saricaraif

A

Bash Shellshock Detection Basic Network Scan

2
Q
d
Qe

Internal PCI Network Scan

Intel AMT Security Bypass

PCl Quarterly External Scan

=

Offline Config Audit
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& MyScans

All Scans

Plugin Rules

€ scanners

i Apps G Google i Tureng & Cambridge

Host

192.168.

192.168.0.

192.168.0.1

Vulnerabilities

Vulnerabilities

Configure

Audit Trail

Scan Details

Name:

Status:

Policy:

launch ¥

Completed

Advanced Scan

Local
12/20/17 at 12:3
0/17 at 12:5

28 minutes

nner

) Nessus Home /Scans /= X (2]
€ C [ANo hitps://localhost:88 orts/ne 4
G Google Tureng §F Cambridge MISC
Scans Settings saricaraif
& My Scans
i Al Scans =
Settings Credentials
@ Trash
BASIC b
TEST
General Hane
Policies
Plugin Rules Description Basic Network Scan for
Scanners
DISCOVERY
ASSESSMENT Folder My Scans
REPORT
Targets 192.168.0.1/24
ADVANCED
Upload Targets Add File
) Nessus Home / Folders | X e
<« C AN ire | https://localhost:88 t5/20/ho Q
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&«

C | A Notsecure | https;//localhost:

Apps G Google

lﬁ Nessus Home / Folders . X

lnerabilities

Tureng BJ Cambridge

e I n

@ @0

Apps G Google

Policies

Plugin Rules

Scanners

il Tureng BJ Cambridge MISC

/ Plugin #3
« Back to Vulnerabilities

Vulnerabilities 2

UPNP Internet Gateway Device (IGD) Protocol Detection

Description
According to its UPnP data, the remote device is a MAT router which supports the Intemet Gatewa

Thersfore, the device is potentially vulnerable as the proto
snimation or lavaScript).

Solution

Filter incoming traffic to this port or disable this sevice.

See Also

hitps://github.
hittp:/ Awvgr
hitp:/fen.

com/filetofirewall/fof

Output

Nessus found an IGD de:

Device (/D) Standardized Device Control Protocol.
an allow an adjacent attacker to punch heles in your firewall (2.9, via a malicious Flash

EST /192.168.0 Configure  Audit Trail Launch ~ Export ¥
_ < Backto Hosts
& My Scans
W AllScans 192.168.0.1 -
Vulneral s
M Trash
Filter =
Host Details
@ Folicies Sev Name Family Count 1P 15216801
@ Plugin Rules MAC: 00:10:18:deact05
= N UPnP Intemet Gateway Device (IGD) Protacol Detection Misc. 1 e Today st 1231
canners
: Today at 12:41
BEZED 0HcP Server Detection Service detection 1 10 minutes
Download
EEZE U api Listing Misc 1
Ethernet Card Manufacturer Detection Misc 1 Vulnerabilities
e Citcal
B (C\P Timestamp Request Remate Date Dis General 1
BEEI escs Scan information Settings 1 .
.
Universal Plug and Play (UPnP) Protocol Detection Service detection 1
Web Server UPnP Detection Service detection 1
) Nessus Home / Folders | X e - b
& C | A Notsecure | htpsy//localhost: Q ¥

Configure Audit Trail Launch =
Plugin Details
Severity: Medium
35709
SRevision: 1.10
Type: remote
Family: Misc.
Published: February 1, 2009

Modified: October 12, 2016

Risk Information

Risk Factor: Medium
CVSS Bar .8

CVSS Vector: CVSS

Score:

Vulnerability Information

Vulnerability Pub Date: January 14, 2008

VoAV ACL Au:N/C:P |

saricaraif

Eport ™
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) Nessus Home / Folders
&« C | A Not secur

 Apps G

Google

Tureng &5 Cambridge

x

e | hitps//localhost: abiliti

saricaraif

TEST / Plugin #35709 Configure  Audit Trail Launch ¥ .
_ < Back to Vulnerabilities
& My Scans
Al Scans
= Vulnerabilities &
i Tasn
: : v
UPNP Internet Gateway Device (IGD) Protocol Detection Plugin Details
O Folicies Deseription Severity Medium
B Flugin Rules According ta its URnP data, the remote device is a NAT router which supports the Internet Gateway Device (IGD) Standardized Device Control Protocol 35709
@ s Therefore, the device is potentially vulnerable as the protocol can allow an adjacent attacker to punch holes in your firewall (e.g. via a malicious Flash SRevision: 110 §
canners
: animation or Javascript). I
w
Solution Published: February 19, 2009
Filter incoming traffic to this port or disable this Modified: October 13, 2016
See Also Risk Information
https://github.com/filetafirewall/fof
Risk Factor: Medium
(VS5 Ba
CVSS Vector: CVSS2
Qutput
Vulnerability Information
Y¥essus found an IGD des
1 ES-9-a-s TEST_x1qir0.pdf - Nitro Pro 8 =
Home Edit Review Forms Protect Help & Find
VT | @) [ElFewien I I Wi =TI PR i e ==
WIERE T & ENE RO
G/ Fit Page
T T T

58 35709 UPnNP Internet Gateway Device (IGD) Protocol Detection

[ ow K] 10663  DHCP Server Detection

B - UPNP API Listing

N/A 10114 |CMP Timestamp Request Remote Date Disclosure
N/A 19506  Nessus Scan Infarmation

N/A 35711 Universal Plug and Play (UPnP) Protocol Detection
N/A 35712 Web Server UPnP Deection

N/A 35716  Ethernet Card Manufacturer Detection

Hand | Zoom Selet Type QuickSign | PDF Combine  To o To
= e v Text > © Word Excel Image Other~
View Tools Create Convert

-] Bookmarks x TESTx1qif0  x

& [l Table Of Contents

2 | 192.168.0.1

& = Hosts Executive Summary

L ] 192.168.0.1 2 5

= [l 192.168.0.21

E

15

g Emsen CRITICAL HiGH WEDIUM Low Fo

Lo ] 192.168.0.25
Vulnerabilities Total: 8
SEVERITY  CVSS  PLUGIN  NAME
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Secunia PSI = = n
@ Secunia System Score 98% Secunia
Stay Secure
~
Programs that need updating (1) Add program
Up-to-date programs (92)
L8 my e my =
(v
Up-to-date Up-to-date Up-to-date Up-to-date Up-to-date
ADInsight 1.x AccessChk 5.x AdEXp 1. Autolog 3.x Autoruns for Windows
} % £ W
C = = a2 ®
Up-to-date Up-to-date Up-to-date Up-to-date Up-to-date
Clock D P Dr P e FindLinks 1.x HJSplit 2.x
Microsoft Update @ Need help?

Scan again = History &} Settings ~

[104 ]




Secunia PSI

— O

(2 Secunia System Score 100%

Up-to-date programs (93)

2 0 %

Up-to-date Up-to-date Up-to-date
ADInsight 1.x AccessChk 5.x AdExp 1.x
my e 2
Up-to-date Up-to-date Up-to-date
Clockres 2.x Driver Package Driver P )
Installer (DPInst) 2.x nstaller (D
(64bit)
@ my my
Up-to-date Up-to-date Up-to-date
D Serve 1.x Logo Microsoft .NET

Framework 4.x

E

=1l ik

Scan again = History &} Settings ~

Se

n =

Up-to-date Up-to-date
Autolog 3.x Autoruns for wind
12.x
my Vo
Up-to-date Up-to-date
FindLinks 1.x HJSplit 2.x

Up-to-date
013 Microsoft AccessEnum
1.x

om ~H

Microsoft Update

cunia

Stay Secure

@ Need help?
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Chapter 16: Log Analysis

1 2
Operating System Firewall Logs
Logs
4 3
Web Server Logs | Firewall Logs
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