Chapter 1: The Impact of Cloud On Networking
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Create Network

Subnet Deftails
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Create Network
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Create Router

Router Name *
| testrouter] Desc ripﬁﬂn:
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Admin State
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You can connect a specified subnet o the router.
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Create Security Group
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Description:

Security groups are seis of IP filter rules that are applied
fix the network settings for the VM. After the security
growp is created, you can add rules to the security groug.

aurity Group

Description:

Rules define which traffic is allowed 1o instances assigned
fo the security group. A security group rule consists of
theee main pans:

Rule: You can specify the desired rule template or use
ciestom rules, the opbons are Custom TCP Rule, Cuslonm
UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.
Selectimg the "Port Range" option will provide you with
space 1o provide both the starting and ending ports for the
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an IP address block (CIDR) ar via a source group
[Security Group). Selecting a security group as the source
will allow any other instance in that security group access
to any other instance via this rule,
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Chapter 2: The Emergence of Software Defined Networking
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Edit Egress Security Policy

Mame
Default Egress Policy
Description
My Egress Security Policy
Policy Position
Bottom policy
Deploy implicit rules

W Forward IP traffic by default
M Forward non [P traffic by default

M Enable this policy

Update

L



Edit Egress Security Policy Entry

Mame Deny All
Prionty 1000000000

Enable flow logging
Enable statistics collection

Traffic Type
Ether Type IPv4 - Ox0300
Protocol TCP -6

DSCP Marker | Any

Traffic Path
Origin Metwork

Any
Any

From anywhere

Traffic Management
Action

Drop

L

L]
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Source

Port

Destination Port *

Dest. IP Match

3=

IP Address

Destination Location

Any

Any

From anywhere

L

Update



Edit Ingress Security Policy Entry

Mame Deny All
Priority 1000000000

Enable flow logging
Enable statistics collection

Traffic Type

Ether Type IPv4 - 0x0D800 ~  Source Port *

Protocol TCP -6 = Destination Port  *

DSCP Marker  Any - Source I[P Match | [P Address
Traffic Path

Origin Location Diestination Network
Any & Any

From anywhere

From anywhere

Traffic Management

Action

L]

Drop

L]

Update



Layer 3 Domains
3 objects
L3 DOMAIN TEMPLATES

Company 13 Domain Tempiate
Defaut L3 Domin Template For Company

MY L3 DOMAINS

E Production
Layer 3 Domain For Production Environments
Test
Layer 3 Domain For Test Environments

L3 DOMAINS SHARED WITH ME

Layer 3 Domains

3 objects

L3 DOMAIN TEMPLATES

@ SR e e Ft Comary
MY L3 DOMAINS

Production
Layer 3 Domain For Production Envirenments

Test
Layer 3 Domain For Test Environments

L3 DOMAINS SHARED WITH ME

Edit Ingress Security Policy

Name

Default Ingress
Description

Deny All At L3 Domain
Policy Position

Bottom policy

Forward IP traffic by default
Forward non IP traffic by default
M Allow source address spoofing

M Enable this policy

Dashboard Networks Applications Infrastructure

< | Domain Designer - Company L3 Domain Template
Design
m Ingress Security Policies @ | Security Policy Entries
1 object

Default Ingress Deny AL
Source Part: Any to Destination Port: Any (EtherType: IPv4 - (x0800, Protocok TCP - B, DSCP: Any)

@

Deny All At L3 Domain
Allows IP Traffic by Default
Allow non IP Traffic by Defauk

L

Update

Settings

Policies

A 0]

Allow Address. Spoofing

Qe

Dashboard Networks Applications Infrastructure
Q| Domain Designer - Company L3 Domain Template

Design
| Security Policy Entries
1 abject

Fooooooo g

m Egress Security Policies
1 object

Deploy Impiicit Rules. Doy

» Allow IP Traffic by Default
 Allow Non |P Traffic by Default

Settings

Palicies

‘Source Port: Any to Destination Port: Any (EtherType: IPv4 - 0x0800, Protocol: TCP - 8, DSCP: Any)

Doy
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Egress Secunty Policies @ Security Policy Entries
2 objects 1 object

Application1 T Allow Port 80
Mo description given

Source Port: Any to Destination Port: 80 (EtherType: IPw4 - 00800, Protocol: TCP -8, DSCP: ..
Deploy Impiicit Rules e Eany === | Subnet Application1

Allow IP Traffic by Default

Allow Non IP Traffic by Default

Default Egress Policy Bottom
@9 Mo description given
B Deploy Implicit Rules
® Allow IP Traffic by Default
® Allow Non IP Traffic by Default

Ingress Security Policies @ Security Policy Entries
2 objects 1 object
Application1 I Allow Port 80

No description given Source Port: 80 to Destination Port: Any (EtherType: |Pv4 - 00800, Protocol: TCP -8, DSCP: ...

Allow [P Traffic by Default ‘_3 [ Subnet Application1 == [any
Allow non IP Traffic by Default

Allow Address Spoofing

Default Ingress Policy Bottom
@; Deny All At L3 Domain

B Allow |P Traffic by Default

B Allow non |P Traffic by Default

» Allow Address Spoofing

Ingress Security Policies o}

3 objects

Applicationi 1]
Mo description given

# Allow IP Traffic by Default

® Allow non |P Traffic by Default

B Allow Address Spoofing

Application2 1
E Mo description given

# Allow |P Traffic by Default
® Allow non |P Traffic by Default
B Allow Address Spoofing

Q Default Ingress Paolicy Bottom
(=1 Deny All At L3 Domain

B Allow P Traffic by Default
B Allow non |P Traffic by Default
® Allow Address Spoofing



Egress Security Policies Q
3 objects
° Application1 a

Mo description given

B Deploy Implicit Rules

® Allow IP Traffic by Default

® Allow Mon IP Traffic by Default

Application2 1
Mo description given
B Deploy Implicit Rules

® Allow IP Traffic by Default
® Allow Mon IP Traffic by Default

0 Default Egress Policy Bottom
(2] Mo description given
B Deploy Implicit Rules

# Allow |P Traffic by Default
# Allow Mon IP Traffic by Default

Topology
Production [ ]
Layer 3 Domain Foerdu:aio...@
Company ® Application1 Subnet Applicatio...
L The orgamisation for Company ﬁ Zone For Application r Ea 10,74 55 0024 @

|| o
) Test 0 ©
Layer 3 Domain For Test Envi... @ /
lication2
ﬁ App! g Subnet to Zone

Zone For Application2



Edit Egress Security Policy Entry

Name Allow Port 22 Application 2
Priority 200

Enable flow logging
Enable statistics collection

Traffic Type
Ether Type IPv4 - Ox0800 . Source Port =
Protocol TCP -6 o+ Destination Port 22
D.SCFI Marker AI‘I';I’ S D‘ESI: IP Match ”j AUUFESS
Traffic Path
Crigin Network Destination Location
o Subnet
Application2 & L'I'.\. Subnet Application
Zone For Application2 E:E Mo description given
Traffic Management
Action
Allow v
M Create an implicit reflexive rule
Egress Security Policies c. Security Policy Entries
3 objects 2 objects
m Allow Port 80
Sourca Part Any o Destinafion Port: 30 (SherType: IPvd - (03500, Profocal: TGP - 5, DSCP: Any)
2 ey == [ sumnet Apgiicaton

IEIT  Atow Port 22 Application 2
Application2 1 ‘j Sourca Part Any o Deslinafion Port: 22 {SherType: IPvd - (03500, Profocal: TGP - 5, DSCP: Any)

4 dsserighan gven [ aopicatonz == [ sumn=t Appilcaton
W Depioy Impich Russ

& Allow 1P Trafic by Detaut

® Allow Non 1P Tramic by Detaut

Default Egress Paolicy Batiam
EJ No descripiion given

W Deplay Impllcit Rules

& Allow 1P Trafic by Detaull

& Allow Nan IP Tramc by Detul

43

Update

anmsnane ()

anmsnane ()



Data Center Gateways
2 objects
GATEWAYS
#10.100.90.17
101009017
System ID 101009017
# 10.100.90.18
10 10050 19

System ID 10, 1009018

Personality Virtual Services Gateway (W5G) o

Personality Virtual Services Gateway (W5G) e

Legacy Backend Legacy BE Subnet
| w Legacy Network Connectivity w1 Mo description given [EJ H Mative-BE-Pri-2
MNetwork  auto MNetwork 10.23.75.0/24 o Host Interface
Hosts  auto Gateway 10.23.75.1
Legacy Business Logic Legacy BL Subnet
e s Legacy Network Connectivity ) Mo description given [E] Mative-BL-Core-Pri
Network suto Network 10.85.15.0/24 = . 1:,_!-| Host Inferfane
Hosts  aute Gatewsy 10.86.15.1
Legacy Front End Legacy FE Subnet
% Legacy Network Connectivity % Mo description given - L Native-FE-Core-Pri
Metwork aute Metwork 10.58 11.0/24 uJ Host Interface
Hosts  aute Gateway 10.58.11.1
ASSOCIATED LEAKING DOMAIN
GRThubDomain
[ conven +S
Dashboard Networks Applications Infrastructure Settings
Layer 3 Domains | Domain Designer - Production
5 objects Design Policies
L3 DOMAIN TEMPLATES @®e 3la & Q F W -0
Company L3 Demain Template 1 object
Default L3 Domain Tempiate For Company
: ASSOCIATED LEAKING DOMAIN
GRTHub Domain Template
Legacy Leaking Domain Template ‘GRThubDomain
No deseription given
MY L3 DOMAINS
‘GRThubDomain
Legacy Leaking Domain
Production
Layer 3 Domsin For Production Environments. Appiic ation1 . ‘Subnet Applic aticn1
% Zone For Application1 No deseription given
Test Network auto | Metwork 10.95.111.024
Layer 3 Domain For Test Environments. Hests  auto Gateway 10.05.111.1
L3 DOMAINS SHARED WITH ME e
a) Zone For Apphication2 é




MNetwork Macros
1 object

Applic ation3
{* Metwork  10.58.11.0v24

New Egress Security Policy Entry

Mame Allow Port 3080 Application 3
Priority Auto

Enable flow logging
Enable statistics collection

Traffic Type
Ether Type IPv4 - 0x0800 = Source Port *
Protocol TCP-6 = Destination Port | 8080
DSCP Marker  Any = Dest. IP Match IP Address
Traffic Path
Origin Metwork Destination Location
Metwork Macro - Subnet
,Fg‘:: {* Appli{:atiDES ,;;g Subnet fﬁ.;?plicgtinm
e? Wl 10,58 110024 b, No deseription given
Traffic Management
Action
Allow =

M Create an implicit reflexive rule

L]



Egress Security Policies

&

3 obiects

Appiic ation
Deploy Implicit Rules

Allow IP Traffic: by Default
Allow Non IP Traffic by Default

Applic ation2

No description given

W Deploy Impiicit Rules

® Allow IP Traffic by Default

® Allow Non IP Traffic by Default

Default Egress Policy

W Depioy Implicit Rules

® Allow |P Traffic by Default

® Allow Men IP Traffic by Default

MNetwork Macro Groups
1 object

‘@ Security Policy Entries (o)

Aliow Port 80 24n Has: one ()
Source Port: Any to Destination Port: 80 (EtherType: |Pv4 - 0x0800, Protocol: TGP - 8,...

] any = [Ef| subnet Appiication

Allow Port 22 Application 2 24h Hits: None ([
Source Port: Any to Destination Port: 22 (EtherType: |Pvd - 0x0800, Protocol: TCP -8,

[ Appiication2 === [} Subnet Appiication

Allow Port 8080 Applic ation 3 24n His: None ()
Source Port: Any to Destination Port: 8080 {EtherType: |Pv4 - Ox0800, Protocol: TCP - ...

[£] Appiication? = [EA| subnet Appiication

@ Metwork Macros
2 ohjects

Front End Services .ﬁ.ppit:
¥ No description given 10.58.11.0v24

Sty
10.58. 120024



Edit Egress Security Policy Entry

Mame | Allow Port 8080 Application 3 |
Priority 300 0|

|| Enable flow logging
|| Enable statistics collection

Traffic Type ©
Ether Type  IPv4 - 0x0800 ~  Source Port E |
Protocol TCP-6 ~  Destination Port | 8080 |
DSCP Marker | Any % | Dest.IPMatch | IP Address |
Traffic Path
Origin Network Deestination Location
| Network Macro Group - Subnet -
& Front End Services & EI1 Subnet Applic ation 1
P, Mo description given o No description given
Traffic Management
Action
Allow -
M Create an implicit reflexive rule Update
Egress Security Policies @ Security Policy Entries (0]
3 objects 3 objects
Appiic ation1 0§ TN Allow Port 80

No description given Source Port: Any to Destination Port: 80 (EtherType: |Pv4 - Ox0&00, Protocol: TGP - 8....
Deploy Implicit Rules 2 320y = [E] Subnet Appiication1
Allow |P Traffic by Default
Allow Non IP Traffic by Default m Allow Port 22 Application 2

g . 1 ScucePon:-Any to Destination Port: 22 (EtherType: |Pv4 - x0800, lecx'.el TCP - 8,...

Mo description given [ Application2 === {3} Subnet Appiication1

W Deploy Implicit Rules

® Allow |P Traffic by Default

® Allow Non IP Traffic by Default

Allow Port 8080 Application 3
Source Port: Any to Destination Port: 8080 (EtherType: |Pv4 - TS0, Protocok TCP - ..

9, Default Egress Policy
(%) Mo description given
W Deploy Implicit Rules
® Allow |P Traffic by Default
@ Allow Non IP Traffic by Default



Multicast Channel Maps Q| Multicast Ranges

1 ohject 1 object
{mj Appiication2 (H] Start Address 224.0.0.1
Mo description given End Address 224.0.0.2

Muttic ast Channel Map

Receive Multicast Channel Map

| Enabled

99 (.A.l; Applic ation2
o? Mo description given

Subnet Appilic ation1
Mo description given

Network 10.74. 55024
Gateway 10.74.55.1

. Subnet Applic ation2

Mo description given
Metwork  10.129.21.0724
Gateway 10.128.21.1

Library

~ # ©@ x ¥ @0 @ 0 0

Multicast Channel Map

Receive Multicast Channel Map
 Enabled

o

& No Receive Multicast Channel Map
Send Multicast Channel Map

& Mo Send Multicast Channel Map

Update
Muttipiier X | 1



Chapter 3: Bringing DevOps to Network Operations
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Roadmap

Define

Workshop with
key peoplein
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Release
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Deployto QA
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and Test

Passed QA gate
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Deploy To
Integration

Passed Integration gate

DeployTo

performance

environment
andtest
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Integration

Performance gate
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from Test
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Chapter 4: Configuring Network Devices Using Ansible

Web server

SSH or
WINRM

ANSIBLE
Control Host QOAPI

Appication Programming interface

4 M Home ansible

e el wl et d

™ Home inventories library playbooks roles

[ Desktop
[ Documents
< Downloads

[spine]
spineswitch®1
spineswitche2

[leaf]

leafswitchol
leafswitchez
leafswitche3
leafswitchoe4

[spine]
spineswitch[01-02]

[leaf]
leafswitch[01-04]

- name: install the latest version of Apache
yum: name=httpd state=present




- hosts: spine
gather_facts: no
connection: local

roles:
common
interfaces
bridging
ipv4
bgp

- hosts: server
remote _user: root
tasks:

- name: ensure apache is at the latest wversion
yum: name=httpd-2.2.29 state=present

hosts: servers
remote_user: root
tasks:

- block:

- copy: src=/var/files/db.dmp dest=/backups/db.dmp owner=armstrongs group=admin mode=0644
rescue:

- file: path=/backups/db.dmp owner=armstrongs state=absent group=admin mode=0644

# sslcert vars
cert_name: certl

- name: Include vars
include_vars: "../roles/networking/vars/{{ item }}.yml"
with_items:
- "common"
- "{{ environment }}"

"{{ cert_name }}"

- template: src=/networking/network_template.j2 dest=/etc/network.conf owner=bin group=admin mode=0644
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arista.eos

Role for managing Arista EOS nodes

Downloads | 146

¥ Issue Tracker © Github Repo & Watch 27

Minimum Ansible Version 1.9

Installation ¢ ansible-galaxy install arista.cos
Tags arlsta  eos  networking

Created 02/17/2016 16:42:04 PM

Imported 06/13/2016 22:45:10 PM

Version History

Version

v1.3.0

Junos

junos_command - Execute arbitrary commands on a remote device running Junos

junos_config - Manage configuration on remote devices running Junos

junos_facts - Collect facts from remote device running Junos
junos_netconf - Configures the Junos Netconf system service
junos_package - Installs packages on remote devices running Junos
junos_template - Manage configuration on remote devices running Junos

Eos

+ eos_command - Run arbitrary command on EQS device

» eos_config - Manage Arista EOS configuration sections

* eos_eapi- Manage and configure EAPI. Requires EOS v4.12 or greater.
eos_template - Manage Arista EOS device configurations

Ios

% Star 33

Release Date

02/17/2016 21:25:09 PM

Nxos

nxos_command - Run arbitrary command on Cisco NXOS devices
nxos_config - Manage Cisco NXOS configuration sections
nxos_facts - Gets facts about NX-O5 switches

nxos_feature - Manage features in NX-OS switches
nxos_interface - Manages physical attributes of interfaces
nxos_ip_interface - Manages L3 attributes for IPv4 and IPvé interfaces
nxos_nxapi - Manage NXAP| configuration on an NXOS device.
nxos_ping - Tests reachability using ping from Nexus switch
nxos_switchport - Manages Layer 2 switchport interfaces
nxos_template - Manage Cisco NXOS device configurations
nxos_vlan - Manages VLAN resources and attributes

nxos_vrf - Manages global VRF configuration

nxos_vrf_interface - Manages interface specific VRF configuration
nxos_vrrp - Manages VRRP configuration on NX-OS switches

+ ios_command - Run arbitrary commands on ios devices.

* ios_config - Manage Cisco |OS configuration sections

* ios_template - Manage Cisco |0OS device configurations over SSH



tasks:
- name: execute show ip bgp
eos_command:
commands:
- show ip bgp summary
host={{ inventory_hostname
register:
eos_command_output

tasks:
- name: show interfaces and capture in variable
junos_command:
commands:
- show interfaces
register:
junos_command_output

tasks:
- name: show version and capture in variable
nxos_command:
commands:
- show version
register:
nxos_command_output

tasks:
- name: set no spanning tree on vlan
eos_config:
lines:
- no spanning-tree vlan 4094
host={{ inventory_ hostname }}
register:
eos_command_output

name: push eos_config.j2 template to EOS
eos_template:

src: eos_config.j2
register:

eos_command_output




[spine]
spineswitch[81-02]

[leaf]
leafswitch[01-04]

- hosts: spine
gather_facts: no
connection: local

roles:
common
interfaces
bridging
ipv4
bgp

- hosts: leaf
gather_facts: no
connection: local

roles:
common
interfaces
bridging
ipv4
bgp
ecmp
mlag

[spine]
spineswitch[1-15]

[leaf]
leafswitch[1-44]

tasks:
- name: Replace firewall module
template: src=/firewall_template/firewall.j2 dest=/etc/firewall.conf owner=bin group=admin mode=08644
- name: Reload config
fw_config: state=reload




Chapter 5: Orchestrating Load Balancers Using Ansible
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users

DNS response
owa.domain.com
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REST API
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http {
upstream backend {
server 10.20.1.2;
server 10.20.1.3;
server 10.20.1.4;

}

server {
listen 80;
server_name www.devopsfornetworking.com;
location / {
proxy_pass http://devops_for_networking;
1

http {
upstream backend {
least_conn;
server 10.20.1.2;
server 10.20.1.3 weight=5;
server 10.20.1.4;

}

server {
listen 80;
server_name www.devopsfornetworking.com;
location [/ {
proxy_pass http://devops_for_networking;
¥




http {
upstream backend {
server 10.20.1.2 max_fails=2 fail_timeout=1s;
server 10.20.1.3 weight=5;
server 10.20.1.4 max_fails=2 fail_timeout=1s;

1

server {
listen 86;
server_name www.devopsfornetworking.com;
location / {
proxy_pass http://devops_for_networking;

}

backend web-backend
balance roundrobin
server netserverl 10.11.0.1:80 check
server netserverl 10.11.0.2:80 check

backend web-backend
balance roundrobin
option tcp-check
server netserveril 10.10.0.1:443 check port 8088
server netserver2 10.10.0.2:443 check port 8088

rontend http

bind *:80

mode http

default_backend web-backend

acl www.devopsfornetworking.com /web-network
use_backend high-perf-backend if web-network




Load Balancer

Release Release
1.1 1.1

Server 1 Server 2

Green

Release
1.1

Server 3

Server 4 Server 5 Server 6

Blue

Load Balancer

Server 1 Server 2

Blue

Server 3

Release Release Release
1.2 1.2 1.2
Server 4 Server 5 Server 6

Green



Load Balancer

Release Release Release Release Release Release
1.3 1.3 1.3 1.2 1.2 1.2

Server 1 Server 2 Server 3 Server 4 Server 5 Server 6

Green Blue

Load Balancer

8

Release

Release

13 Destroy Servers

1.3

Release
1.3

Server1 Server 2 Server 3 Server 4 Server 5 Server 6

Green Blue




Load Balancer

Release Release Release
1.4 1.4 1.4
Server 7 Server 8 Server 9
Blue Green

Web server Web server

SSH or
WINRM

ANSIBLE
Control Host OOAP '

Appication Programming interface

tasks:
- name: disable server in networking backend pool

haproxy: state=disabled host={{ inventory hostname }} backend=networking
delegate_to: 127.0.0.1




Load Balancer

<

ARN

Release Release
1.4 1.4

Release
1.4
Server 7 Server 8 Server 9
Green

- hosts: applicationl
serial: 30%

tasks:
- name: take out of load balancer pool
haproxy: state=disabled host={{ inventory_hostname }} backend=backend_nodes

delegate to: 127.0.0.1

name: actual steps would go here
yum: name=applicationl-1.5 state=present

name: add back to load balancer pool
haproxy: state=enabled host={{ inventory_hostname }} backend=backend nodes
delegate_to: 127.0.0.1




Load Balancer

Release Release Release
1.5 1.4 1.4

Server 7 Server 8 Server 9

Rolling Update



Load Balancer Load Balancer

/]

REEEHS Release EEENS Release Release Release
1.5 1.5 1.4 i) 1.5 1.5

Server 7 Server 8 Server 9 Server 7 Server 8 Server 9

Rolling Update Rolling Update

Load Balancer

AN

Release Release Release
1.5 1.5 1.5

Server 7 Server 8 Server 9

Green




tasks:

- 0s_server:
state: present
name: "{{ inventory_hostname }}"
image: centosé
flavor: 4
nics:
- net-name: network1l
meta:
group: ga
release: 9

- hosts: applicationil
serial: 30%

tasks:

- name: "add into load balancer pool”
server_add _netscaler:
state: present
name: "{{ inventory_hostname }}"
ns_proto: "http”
delegate_to: 127.0.0.1
when: openstack.metadata.build == {{ current_build }}

"remove from load balancer pool"
server_add_netscaler:
state: absent
name: "{{ inventory_hostname }}"
ns_proto: "http"
delegate_to: 127.0.0.1
when: openstack.metadata.build != {{ current_build }}




netscaler:

lbvserver:
name: "devops_for_networking"
subnet: "10.20.124.0/23"
servicetype: "HTTP"
lbmethod: "TOKEN"
rule: HTTP.REQ.HEADER("x-ip").VALUE(®)
persistencetype: "NONE"
port: 860

lbmonitor:
monitorname: "mon-devops_for_networking”

type: "HTTP-ECV"

send: "GET /www/networking/v1.0/health"
recv: "OK"

lrtm: "ENABLED"

downtime: 5

service:
servicetype: "HTTP"
maxclient: ©
port: 860

roll_percentage: 10%




Chapter 6: Orchestrating SDN Controllers Using Ansible

The Seven Layers of OSI

_ User :
Transmit Receive
vala Application Layer |
Session Layer
Transport Layer

> Physical Link o




New Ingress Security Policy Entry

Mame Client to Webserver HTTP connections
Priority Auto

B Enable flow logging
B Enable statistics collection

Traffic Type

Ether Type IPv4 - 0x0800 ~ Source Port *

Protocol TCP -6 _. Destination Port | 80

OSCP Marker  Any - Source IP Match | IP Address
Traffic Path

Cirigin Location Destination Metwork
Subnet : Subnet

& ClientMet & Webhet

&2 N descrption given =@ & E Mo description given
Traffic Management Mirroring

Action

Allow > ¢

L

W Stateful entry m

Ratio 10:1
10 Developers 1 Network Engineer
Ratio 20:1
20 Developess 1 Network Engineer
@ Company e

The omganisagon for Comparty



Company L3 Domain Template
Default L3 Domain Template For Company

Production
Layer 3 Domain For Production Environments

Lo
Layer 3 Domain For Test Environments

Applicationl
%) Zone For Application1
Network auto
Hosts  auto

Application2
Zone For Application2
Network auto
Hosts  auto

E Subnet Applicationl
Mo description given
Metwork 10.95.111.0/24

Gateway 10.95.111.1

‘I.':'.I, Subnet Application2
Mo description given

Metwork 10.59.108.0v24
Gateway 10.59.108.1

Egress Secunty Policies 2, Security Policy Entries
2 objects 1 object

Source Port: Any to Destination Port: 80 (EtherType: |Pv4 - 00800, Protocol: TCP - &, DSCP: .

2 Eany === | Subnet Application1

0 Default Egress Palicy Bottom
(2] Mo description given

B Deploy Implicit Rules
® Allow IP Traffic by Default
® Allow Non IP Traffic by Default



Ingress Security Policies .| Security Policy Entries

2 objects 1 object
Application1 0 Nl PN Allow Port80

Mo description given Source Port: 80 to Destination Port: Any (EtherType: |Pv4 - 0x0800, Protocol: TCF - 6, DSCP: ..
Allow IP Traffic by Default D [ subnet Appication = [Jany
Allow non IP Traffic by Default
Allow Address Spoofing

Default Ingress Palicy Bottom
@; Deny All At L3 Domain

B Allow IP Traffic by Default

B Allow non |P Traffic by Default

® Allow Address Spoofing

ASSOCIATED LEAKING DOMAIN

GRThubDomain
Topology
Application1 o Subnet Applicatio...
ﬁ Zone For Application | Q | Ea 1095.111.024 0
) Production L ]
Layer 3 Domain ForProduaio...Q
Application2 o
Zone For Applicaion2 0
s Company o
—d The onganisafion for Company
Application1 (1] Subnet Applicatio...
ﬁ Zone For Application | 0 | Ea 107455024 0
) Test [ ]
Layer 3 Domain For TestEnvi.... m
-z, Application2 Subnet Applicatio... &
“"s Zone For Applicaion? o ﬂ 10.120.21.024 ®

R Company oy

The crganisation for Compary

Company L3 Domain Template
Default L3 Domain Template For Company

Production
Layer 3 Domain For Production Envircnments

Lo
Layer 3 Domain For Test Environments

ASSOCIATED LEAKING DOMAIN

GRThubDomain



Legacy Backend

| w1 Legacy Network Connectivity

Metwork  aute
Hosts

MNetwork  auto
Hosts

Legacy Business Logic
@__ n Legacy Network Connectivity

Legacy Front End
w Legacy Network Connectivity

Legacy BE Subnet
¥, Mo description given

Network 10.23.75.0024

Gateway 10.23.75.1

Legacy BL Subnet

% Mo description given
Network 10.86.15.024
Gatewsy 10.86.15.1

Legacy FE Subnet
Mo description given

Native-BE-Pri-2
Host Interface

MNative-BL-Core-Pri
Host Interface

Native-FE-Core-Pri

Metwork auto Metwork  10.58.11.0624 Host Interface
Hosts  aute Gatewsy 10.58.11.1
R comver Y
Dashboard Networks Applications Infrastructure Settings
Layer 3 Domains @ | Domain Designer - Production
5 objects Design Policies
L3 DOMAIN TEMPLATES @@ ola £ ® F 9 L )
Company L3 Domain Template 1 object
Default L3 Domain Template For Company
ASSOCIATED LEAKING DOMAIN
Ea GRTHub Domain Template
Legacy Leaking Domain Template GRThubDomain
Mo description given
MY L3 DOMAINS
GRThubDomain
Legacy Leaking Domain
Production
Layer 3 Domin For Production Environments. Applic ation1 Subnet Appiic ation 1
% Zone For Application1 . No description given
Test Network auto | Metwork 10.95.111.024
Layer 3 Domain For Test Environments Hosts  anto Gatsuizy 10.85.111.1
L3 DOMAINS SHARED WITH ME ication?
a) Zone For Appiication2 &
Network  auto
Hosts  auto
Y Applicationl
L]
A .
XT3 Zone For Applicationl
Metwork auto
Hosts  auto

Application2
Zone For Application2

Metwork auto
Hosts auto

Subnet Applicationl
Mo description given
Metwork 10.95.111.0/24
Gateway 10.95.111.1

Subnet Application2
Mo description given
Metwork 10.59.108.0v24
Gateway 10.59.108.1



Egress Secunty Policies
2 objects

o Application1
Mo description given

Deploy Implicit Rules
Allow IP Traffic by Default
Allow Non |IP Traffic by Default

Default Egress Policy
09 Mo description given
B Deploy Implicit Rules
® Allow IP Traffic by Default
® Allow Non IP Traffic by Default

Ingress Security Policies

2 objects

Application1
Mo description given

Allow IF Traffic by Default
Allow non IP Traffic by Default
Allow Address Spoofing

Default Ingress Palicy
i Deny All At L3 Domain

B Allow |F Traffic by Default
B Allow non |P Traffic by Default
# Allow Address Spoofing

Application
% Zone For Appiication1
Network  auto
Hosts  auto

Appiic ation 1
%) Zone For Application1
Network  auto
Hosts  auto

Applicationi
e Zone For Application1
Network auto
Hosts  auto

@ Security Policy Entries
1 object

. ‘ B Allow Port 80

D My

Q. Security Policy Entries
1 object

[ subnet Application

Metwork  10.74.55.0724
Gateway 10.74.55.1

2 Subnet A Applic ation

EI'] Subnet A Application1
Mo description given
Metwork  10.74.55.0024
Gateway 10.74.55.1

EI'J Subnet B Application1
No deseription given
Metwork  10.35.01.0024
Gateway 10.35.91.1

:I] Subnet B Applic ation1
Mz deseription given
] Metwork  10.35.91.0024
Gateway 10.35.91.1

Source Port: Any to Destination Port: 80 (EtherType: IPw4 - 00800, Protocol: TCP -8, DSCP: ..

=== | Subnet Application1

Source Port: 80 to Destination Port: Any (EtherType: |Pv4 - 00800, Protocol: TGP -8, DSCP: .

== [ Any

fa 16 3e:95.f4.3¢c
I L_!J VM Interface
fa:16:3e:82:86.da
| L_fj WM Interface
fa:16:3e:55:f4:3c
Bl ]E WM Interface
fa:16:3e:82.86.da
B ]E WM Interface

fa:16:32:f1.:6e:e6
[ L_!' WM Interface

fa:16:3e:f1.6e:e6
4| |7 L_?J VM Interface




Sut lic ati [E] | ‘El fa:16:3e:73.:96:5d
:I-J . 1 L WM Interface
Mo deseription given
: MNetwork 10.74.55.0024
m Applic ation Gateway 10.74.55.1 || L_!J fa:16:3e:8¢ ba:93
Zone For Application — o WM Interface
g B |
Hosts  awto EI'J Sl.irlEtB.ﬁppicahum
No description given ] [E] | far16:3e:f1:6e:e6
Network 10.35.01.024 g | WM Interface

Gateway 10.35.81.1

) ) [EJ L_?-' fa:16:3e73:96:5d
&pplic ation EI'J. Subnet A Applic ation 1 v VM Interface
E Zone For Applicationi . Mo description given

B Metwork  auto B MNetwork  10.75.55.0024

Hosts auto Gatenay 10.75.55.1 I fa:16:3e:8c:ba:53
o WM Interface

Design Folicies
Ingress Security Policies @ | Security Policy Entries ®
3 objects 2 objects
Appiic ation1 PRI Allow Port 443 24h His: None ()
No description given - Source Port: Any to Destination Port: 443 (EtherType: IPv4 - 0x0800, Protocol: TCF - 8, DSCP: Any)
Allow |P Traffic by Default Subnet A Applcation]
Allow non IP Traffic by Default B3eny B
Allow Address Spoofing D Allow Port 80 From Applic ation2 24 Hits: Nane ()
Appiic ation2 1 ‘j Source Port: 80 to Destination Port: 80 (EtherType: IPv4 - (x0800, Protocol: TCP - 8, DSCP: Any)
Ne description given [ Appiication2 [ subnet A Appiicationt

® Allow |P Traffic by Default
@ Allow non |P Traffic by Default
W Allow Address Spoofing

Default Ingress Policy Bottom
09 Deny All At L3 Domain

B Allow |P Traffic by Default
W Allow non IP Traffic by Defauit
® Allow Address Spoofing

Topology
) Production (]
Layer 3 Domain FolProduclio...O
Company o Application1 o Eﬂ Subnet Applicatio...
et The organisafion for Company Zone For Application | Q 10.74.55.0024 0
® Test 0
Layer 3 Domain For TestEmi.._ 0
Application2 o
Zone For Applieston? © Subnet to Zone
[T Allow Port 80 Frem Appiic ation2 24n Hits: None ()

Source Port: 80 to Destination Port: 80 (EtherType: IPv4 - 0x0800, Protocol: TCP - 8, DSCP: Any)
8 Appiication? [N Subnet A Appiicationt

©




Sanpi

Appiication Programming interface

ANSIBLE
Control Host

—_—

.start()
i user

———

.create_chila()

oo

.create_child()

domain_templates
.Instaqtiate_child()

.create._child()

.create_child()




#0pen a session with vsD
session = vsdk.NUVSDSession(username=csproot,password=vsd_pass,enterprise=csp,api_url="https://nuage:8443" ,version="3.2")

#5tart the session and get user credentials
session.start()
user=session.user

#Create an organisation
Organization = vsdk.NUEnterprise(name="Company" ,description="Company Description")
user.create_child(Organization)

#Create a Template
domain_template = vsdk.NUDomainTemplate(name="L3 Domain Template")

#Create Test domain

Organization.create_child(domain_template)

domain_test = vsdk.NUDomain(name="Test")
organization.instantiate_child(domain_test,domain_template,commit=True)

#Create Production Domain

Organization.create_child(domain_template)

domain_prod = vsdk.NUDomain(name="Production")
organization.instantiate_child(domain_prod,domain_template,commit=True)

#Create a Zone in the domain
zone = vsdk.NUZone(name="Applicationl")
domain.create_child(zone)

#Create a Subnet in the zone
subnetA = vsdk.NMUSubnet(name="Subnet A Applicationl",address="10.74.55.0",netmask="255.255.255.0",gateway="10.74.55.1")
zone.create_child(subnetA)

layer3 domain: Test
zone: Applicationl
subnets:

- name: Subnet A Applicationl
address: 10.74.55.0/24
gateway: 10.74.55.1

name: Subnet B Applicationl
address: 10.35.91.0/24
gateway: 10.35.91.1




acl_rules:
ingress:
- name:
protocol: "TCP"
src_type: "ANY"
src_port: "*"
dst_port: 443
- name: ""
protocol: "TCP"
src_type: "ANY"
src_port: "®"
dst_port: 80

egress:
- name: "native-dbs-1521"
protocol: "TCP"
dst_type: "Zone"
dst: "Application2”
dst_port: 80




Chapter 7: Using Continuous Integration Builds For Network
Configuration

AL

User +

Commit Change

Poll For Change
If Change Pull Latest
Repository

Feedback result Validation

Engine




SCM System R—

’. 4 Commit Change

Developer

Poll For Change
If Change Pull Latest
Code

Feedback result Cl Build

Server

Compile
Code

Tag Repository
with version



Database

Developer

Start of
project

Create
Release
Branch

Create
Dev
Branch

Commit Change
SCM System pa—

Poll For Change Tag Repository
If Change Pull Latest with version
Database Scripts

Feedback result Cl Build

Server

Cl Database
\
\

Pass ‘ Fail

Apply Runner Script

Tag Tag
version 1.0 version 1.1
Mainline/Trunk/Master
A
Merge
Version
Release Branch 1.0 11
Merge
Version
Dev Branch 1.0
Start
version

2.0



Start of

Sprint Trunk/IVIaster End of Sprint
Create
Feature
M
Feature A Branch eree
Feature C

Create

Feature Merge

Branch Feature B

'. Commit Change
‘ -~
User

Poll For Change
If Change Pull Latest
Repository

Validation
Engine

Feedback result

Pass Fail



Start of

Sprint Trunk/Master End of Sprint
Create
Feature
Merge
Feature A Branch &
Feature C
Create
Feature Merge
Branch Feature B
'. Commit Change
— SCM System |
-
Network
Operator Poll For Change Tag Repository

If Change Pull Latest with version
Network YAML files

Feedback result Cl Build

Server

Apply YAML
Lint

Pass Fail

Network Cl Build

3. Freestyle project
| ! This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even used for something other than
- software build.




Source Code Management

Mone
* Git
Repositories

Repository URL | git@gitlab:devops/sdn. git

Credentials blah/***** (bernard) ¥  ®= Add

Branches to build

Branch Specifier (blank for 'any’) | “/master

Repository browser (Auto)

Build

Execute shell

Command @ rake yamllint

See the list of available environment variables

Add build step ~



Post-build Actions

Git Publisher
Push Only If Build Succeeds |#

Merge Results L

If pre-build merging is configured, push the result back to the origin

Force Push [+

Add force option to git push

Tags
Tag to push BBUILD_NUMEBER
Tag message version tag
Create new tag Ll

Update new tag Ll

m Apply Target remeote name | master

All Network CI  +

S W Name | Last Success Last Failure Last Duration
(] Network CI Build 7 min 21 sec - #1 N/A 62 sec %))
lcon: SML

Legend EJRSSforall [EYRSS forfailures [ RSS for just latest builds




’. Commit Change

N~
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Operator

SCM System a—

Poll For Change Tag Repository
If Change Pull Latest with version
Network YAML files

Feedback result

Execute Playbook

~

~ Network
Apply YAML :

System

Fail

Pass



’. Commit Change

A
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SCM System pa—

Poll For Change
If Change Pull Latest
Network YAML files

Tag Repository
with version

Cl Build

Server
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Apply YAML T~
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API End-Point



Chapter 8: Testing Network Changes
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Initiator

ESTABLISHED :
connection

active close
FIN WAIT 1

FIN WAIT 2

TIME_WAIT:
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Poll For Change Tag Repository
™~ If Change Pull Latest with version
N Code
AN
AN
AN
N
Feedback result . Cl Build
AN Server
™
AN
AN I

Compile
Code

Start of
Sprint
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Network
Team

Quality
Assurance
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Commit Change

Network
Operator

Feedback result

=

Feedback Feedback Feedback
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openstack

openstack username: admin
openstack _apil_key: *#**x*xxxxxx
openstack_auth_url: http://10.102.100.129:35357/v2.0/tokens
image _ref: cumulus-vx-2.5.3
flavor_ref: ml.large
openstack_tenant: network_team
availability_zone: ga
server_name: network _unit_testing
network_ref:

- net-unit-testing
key_name: provisioner

provisioner:
name: ansible_playbook
playbook: ./playbooks/configure_device.yml
hosts: localhost
require_ansible_repo: true
modules_path: flibrary
extra_vars:
environment: ci
platforms:
- name: cumulus-vx-2.5.3

suites:
- name: default

@test "network eth® interface is up" {
run sudo ifup eth®

[ "S$status” -eq 0 ]

1

kitchen test

Test Scripts Webdriver Browsers



from selenium import webdriver
from selenium.webdriver.common.by import By

driver = webdriver.Chrome("'./selenium/webdriver/chrome/chromedriver')
driver.get( 'http://www.google.co.uk')

driver.find_element(By.NAME, 'q')
.send_keys('DevOps For MNetworking')

execute

=)

ANSIBLE
MODULES

populate

Visualise

Sonarqube Web Interface

Database




sonargube Dashboards =  Issues Measures Rules

5 PyFFI

#  Issues

Measures Code

Quality Gate

Bugs & Vulnerabilities

118

Bugs

Code Smells

6d B

Debt

Quality Gates

Quality Profiles

5(:

Vulnerabilities

596

Code Smells



Chapter 9: Using Continuous Delivery Pipelines to Deploy
Network Changes

~9 4 Commit Change —M

Developer
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Pass Fail
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Test :
Environment

Environment
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- name: Include vars
include_vars: "../roles/networking/vars/{{ item }}.yml"
with_items:

- "common"
- "{{ environment }}"
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Network_Pipeline

Freestyle project

‘:[‘ This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even
S used for something other than software build.

Maven project

Build a maven project. Jenkins takes advantage of your POM files and drastically reduces the configuration.

Pipeline

Orchestrates long-running activities that can span multiple build slaves. Suitable for building pipelines (formerly known as workflows)
and/or organizing complex activities that do not easily fit in free-style job type.

Definition Pipeline script
Script
Stage View
download
manifest
19ms
Aug 15 No
= Changes s
19:47
=03

run test
pack

16ms

promote
build to
next stage

T1ms
—

1~ node {

2 stage 'download manifest’

3 echo "downloaded manifest’

4 stage 'create network'

5 echo 'created network’

6 stage 'create vms in network’

7 echo ‘created vms in network’

8 stage 'run ansible’

9 echo 'ran ansible’

10 stage 'create vip’

11 echo ‘created vip’

12 stage 'rolling update’

13 echo ‘'rolled new boxes into service and old ones out’

14 stage 'run test pack’

15 echo ‘'ran test pack’

16 stage 'promote build to next stage’

create .
create vms in ru.n B i rolling
network — ansible update
17ms 15ms 16ms 17ms 17ms
- - - -

17ms 15ms 16ms 17ms 17ms

16ms

71ms



¥ Snippet Generator

Steps

Sample Step

Generate Groovy

sh:

[Pipeline] node {
[Pipeline] stage (download manifest)
Entering stage downlcad manifest
Proceeding

[Pipeline] echo

downloaded manifest

[Pipeline] stage (create network)
Entering stage create network
Proceeding

[Pipeline] echo

created network

[Pipeline] stage (create wms in network)
Entering stage create wvms in network
Proceeding

[Pipeline] echo

created vms in network

[Pipeline] stage (run ansible)
Entering stage rum ansible
Proceeding

[Pipeline] echo

ran ansible

Shell Script

Shell Script | ansible-playbook -e environment=comp create_vip.yml

sh 'ansible-playbook -e environment=comp create_vip.yml'




Definition

Pipeline

Definition

download
manifest

Pipeline script

Secript

Pipeline script

Script

create
network
(Network)

v
1~ node { -
2 stage "download manifest’
3 echo 'downloaded manifest’
4 stage 'create network (Network)'
5 echo 'created network’
6 stage 'create vms in network (Infrastructure)’
7 echo 'created vms in network’
8 stage 'install application (Developer)’
9 echo ‘'ran ansible’
10 stage 'create vip (Network)’
11 sh 'ansible-playbook -e environment=comp create_vip.ym11
12 stage 'rolling update (Network)'
13 echo 'rolled new boxes into service and old ones out’
14 stage 'run test pack (Quality Assurance)’
15 echo ‘'ran test pack’
16 stage 'promote build to next stage’
17 1 e
A
1~ node { -
2 stage 'download manifest’
3 sh 'ansible-playbock download_manifest.yml®
4 stage 'create network (Network)'
5 sh 'ansible-playbock -e environment=comp create_network.yml’
6 stage 'create vms in network (Infrastructure)’
7 sh 'ansible-playbock -i inventories/inventory -1 ga -e environment=comp create_un
8 stage 'install application (Developer)’
a sh 'ansible-playbock -i inventories/openstack.py -1 qa -e environment=comp instal
18 stage 'create vip (Network)'
11 sh 'ansible-playbock -e environment=comp create_wip.yml’
12 stage 'rolling update (Network)'
13 sh 'ansible-playbock -i inventories/openstack.py -1 qa -e environment=comp rollir
14 stage 'run test pack (Quality Assurance)’
1s sh 'ansible-playbock -e environment=comp run_selenium.yml’
16 stage 'promote build to next stage’ .
17 3
13— ’
. . . run test promote
create vms in install create rolling .
N . pack build to
network application vip update (Quality 0
(Infrastructure) (Developer) (Network) (Network)
Assurance) stage
16ms 16ms 15ms 17ms 15ms 63ms
== —— — ——— W= ——_. ErrmeTr——  orrry - CErTrgge—— T —
16ms 16ms 15ms 17ms 15ms 63ms



Stage View

e . . run test promote
create create vms in install create rolling .

download . n pack build to

manifest network network application vip update (Quality next

(Network) (Infrastructure) (Developer) (Network) (Network) e stage

54ms 51ms 16ms 16ms 15ms 1Tms 15ms 63ms
— —-— - - - - - —-—

fun 15 12ms 89ms

Changes
2204
=3 == failed



Chapter 10: The Impact Of Containers On Networking

IP: 10.100.10.168 IP: 10.100.10.241

yum -y update; yum clean all

yum -y install epel-release; yum clean all
yum -y install nginx; yum clean all

echo "daemon off;" == Jfetc/nginx/nginx.conf

echo "nginx on Cent0S 6 inside Docker" > fusr/share/nginx/html/index.html

EXPOSE B8O

CMD [ "fusr/fsbin/nginx" ]




"builders":[{
"type": "docker",
"image": "centosé",
"export_path": "image.tar"
11,

"provisioners":[

{

—~ 1

"type": "ansible-local”,
"playbook_file": "playbooks/install_nginx.yml"

1
1,
"post-processors”: [
{
"type": "docker-import",
"repository": "image/releases”,
"tag": "1.1"

’. 4 Commit Change
-
Developer
Poll For Change Tag Repository
If Change Pull Latest with version
Code
Feedback result Cl Build
Server
Pull
' ] A
Compile N @g
3 Code
w Push Docker image Dockerfile

RECIST Y @ Package ‘
Pass Fail

S docker network 1s

NETWORK ID DRIVER

7d456g9s589abb bridge
3e202ee27bl4 null
BfO4fmA33fb9 host




web:
build: . fappl
volumes:
- ".fapp:/src/appl”
ports:
- "BO8O:B8080"
links:
- "db:redis”
command: init -L appl/bin

volumes:

- Jfwww/public
volumes_from:

- web
links:

- web:web

db:
image: redis

Host
Advertise Advertise

Observe and
Orchestrate

Docker daemon

Advertise Host

HEETR

[ocker saemor]




docker-machine create -d openstack (boot arguments and credentials) --swarm
--swarm-master --swarm-discovery="consul://10.100.100.10:8500"
--engine-opt="cluster-store=consul://160.106.16:8560"

--engine-opt="cluster-advertise=eth1:2376"
swarm-master

Host

Worker

Master

kubernetes

Worker

Pod 1

apiVersion: vi

kind: Service
metadata:
labels:

name: loadbalancing_service
name: loadbalancing_service
spec:
ports:
- port: 81
service.
selector:
app: nginx
type: LoadBalancer




apivVersion: vi
kind: ReplicationController
metadata:
name: nginx
spec:
replicas: 4
selector:
app: nginx
template:
metadata:
name: nginx
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx_custom
ports:
- containerPort: 80

5.VSC gets network

Master

Kubernetes Cluster

and security policy
1 User creates R VD 6. VSC sends
Domain/Zone and n;tmrt and
dding Nethrlt and security policy to the
Security Policies on VRS
VS0
4. VRS contacts VSC
with Namespace
name and metadata
H HONItING == o=l samanaanaena e H
2. labels in a Pod ; i 3.Nods Plugin
configuration are : Maage-KubeMon | invoked during Pod
used to pass 2 i creationwill fetch
metadata to VSD E N e KBS Plugn | Labels from Pod
' Kubernetes | configuration



Chapter 11: Securing The Network

Artifact
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Artifact Pull Same Build
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Egress Security Policies @ | Security Policy Entries (o]
3 objects
Allow Port 80 24n Hts: None ()
Source Port: Any to Destination Port: 80 (EtherType: IPv4 - 0x0800, Protocot: TCP - 8, DSCP: Any)

9 40y [ Subnet A Appicationt

|| I Allow Port 22 Appiication 2 24n Has: None ()
jc ation2 1 ‘j Source Pon‘.Any to Destination Port: 22 (EtherType: IPv4 - 0x0800, Protocol: TCP - 8, DSCP: Any) .
No description given B8 Appication2 == [f Subnet A Appiicationt

W Deploy implict Rules

© Allow IP Traffic by Defauk i Allow Port 8080 Application 3 i 24n tits: None ()
® Aliow Non |P Traffic by Defaul ‘j Source Port: Any to Destination Port: 8080 (EtherType: 1Pv4 - O0x0800, Protocol: TCP - 8, DSCP: Any)
[£) Aspiication3 = [} Subnet A Appiicationt
Default Egress Policy Bottom
m No description given

® Deploy Implicit Rulss
® Afiow IP Traffic by Default
® Aliow Non IP Traffic by Default

'. Commit Change
A —_— B OCM System e
-
Operator
Poll For Change Tag Repository
. If Change Pull Latest with version
N Network YAML files
N
Feedback result Cl Build
Server
Execute
o Tests
. Execute -
\ Validate ACL ~ Playbook

Policies

Pass Fail



Instance Qverview

Info Meta
D Key Name
061e8820-3abf-4151-83c8-13408923eb16 thoughtworks
Statu ::e;l::_vul_ida
Active -
group
Availability Zone remann prod
Prod host -
Created ri;ri;nanm:md betfair
Oct. 9, 2015, 11:02 a.m. S
runlist
Uptime recipe[riemann::default]
2 days, 13 hours ° i
build
48

set_fact:
metadata_tag: "{{ openstack.metadata.qualys_wvul_ids }}"

command: fusr/bin/yum clean all
when: "122 in metadata_tag"

yum: name=bash state=latest
when: "122 in metadata_tag”




