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Chapter 1: The loT Story

Worldwide "Internet of Things" Hype
Patent Applications, IEEE Publications, Conference Proceedings, Google Trend Analytics
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Chapter 2: IoT Architecture and Core loT
Modules
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Chapter 3: Sensors, Endpoints, and Power
Systems
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Chapter 4: Communications and Information
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Zigbee / WiFi Interference
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Free Space Loss versus Plane Earth Loss
(Tx and Rx antennas at 1m height)
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ITU

Frequency IEEE Band ECM ITU Band ITU Abbreviation
0.3 Hz
3 Hz 1 ELF
30 Hz 2 SLF
300 Hz 3 ULF
3 kHz A 4 VLF
30 kHz 5 LF
300 kHz 6 MF
3 MHz HF 7 HF
30 MHz VHF 8 VHF
250 MHz 8
300 MHz UHF
500 MHz C 9 UHF
1 GHz L D
2 GHz E
3 GHz 2 F
4 GHz c G
6 GHz H
8 GHz X [
10 GHz 10 SHF
12 GHz Ku J
18 GHz K
20 GHz
27 GHz K
Ka
30 GHz
40 GHz L
60 GHz ¥
M 11 EHF
75 GHz W
100 GHz
110 GHz mm
300 GHz 12 THF
3 THz

[27]




3 to 300 KHz

AM Radio
S35KHz - 1606 Khiz

300KHz to 3 MHz [&

3MHz to 30 MHz

30 MHz to 300 MHz

802.11, Bluetooth, ZigBee
BAOOMHz - 2500 GHz

300 MHz to 3 GHz

3 GHz to 30 GHz

30 GHz to 300 GHz

PACE P
T o5
|__MOSLE ]

3780N

PIE
e
eEKes)

[_MOBILE™ ]

J0N

RADONAVIGATION SATELLITE
STD. FREQ. & TIME SIGNAL SAT. (4001

==
=

(Radosonde)
METEOROLOGICAL AIDS

MOBILE
ASTRONOMY | 4100
MOBILE

RADIOLOCATION

4625375

RADIOLOCATION

5120 8

[28]



Chapter 5: Non-IP Based WPAN
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BLE Advertising Packet

8 bits 32 bits 0 to 296 bits 24 bits
Preamble| Access Address Protocol Data Unit CRC
BLE Data Packet
& bits 32 bits variable:8 to 2056 bits 24 bits
———®/Preamble| Access Address Protocol Data Unit CRC
Data PDU
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“uuid™ "18007,

“name"; "Generic Access”
" “type™ "org.bluetooth.service. generic_access”,
L. "startHandle™ 1,
Characteristic "endHandle™ 7,

“characteristics™ [
Characteristic T~ “uid™ "2a00”

"name”: "Device Name",
"properties”: [
“read”

1
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I
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1
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5
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Eddystone Generalized Packet
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AD Flags Eddystone Identifier (variable length) Frame
AdvA ‘ 0x020106 ‘ Ux0303AAFE [length] 16AAFE Type Frame Specific Format
Eddystone-URL Packet
48 bits 24 bits 8 bits 8 bits 8 bits 136 bits
AdvA AD Flags Eddystone Identifier Frame T P URL Encoded URL
& 0x020106 0x0303AAFE [length] 16AAFE Type | % PO gcheme up to 17 bytes
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IEEE 802.15.4 Protocol Stack
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IEEE 802.15.4 PHY Packet
32 bits 8 bits 8 bits 0 to 832 bits
Start Packet | Frame . :
Preamble Delimiter Length PHY Senice Data Unit (PSDU)
IEEE 802.15.4 MAC Service Data Unit (MSDU)
16 bits 8 bits 4 to 20 bits variable 16 bits
Frame |Sequence Frame Check
—
Contral Num ber Address Info Payload Data Sequence
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Star Topology Cluster Tree Topology Mesh Topology
e ™~ ™~
[ /Z; D\J \ "/ ZED ( \\\ / N
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[ \
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| C\/\ | (=zo
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OEM Delivered

Zigbee Aliance Delivered

Security
Senice
Prowider

IEEE 802.15.4 Delivered

I PD-sAP |

Zigbee Protocol Stack Simplified OSI Model
Application Framework Zighee Davice Object 7. Application Layer
Object 240 Object 1 (ZD0oy) 6. Presentation Layer
or or
Endpoint 240 Endpoint 1 or Endpaint 0
240 APSDE-5AP [ 1 APSDE-SAP [ U APSDE-SAP [—

5. Session Layer
g, |
Appllcallon Support L?yer (APS) . ég ‘ I\%Dot 4. Transport Layer
I NLDE-sAP NLME-SAP | i g
_ — (g Plane
Network Layer (NWK) Eg 3. Network Layer
H mpesap | [ MLME-sAP :
|IEEE 802.15.4 MAC Layer

[ PLME-SAP

IEEE 802 15 4 PHY

(2.4 GHz Radio) (868/316 MHz Radio)

2. Data Link Layer

1. Physical Layer
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802.15.4 PHY Packet

32bits 8 bits 8 bits 0 to 1016 bits
Preamble |Start Packet|  PHY PHY Service Data Unit (PSDU)
Delimiter header

802.15.4 MAC Data Frame

16 bits 8 bits 0 to 20 bits variable 16 bits
» Frame |Sequence Frame Check
| Contral MU mber Address Info Payload Data Sequance
Zigbee Network Layer Frame (NWK)
16 bits 16 bits 16 bits 8 bits 8 bits variable
Frame Destination Source - Sequence
e
Caontrol Address Address Radius Number Frame Payload
Zigbee Application Layer Frame (APS)
8 bits Oor8bits Oor8bits 0 or 16 bits 0 or § bits variable
S —— Frame  Destination Cluster ID Profile ID Source Frame Payload
Control | End Point End Paint
Zigbee Network Layer Frame (NWK)
16 bits 16 bits 16 bits Bbits 8 bis variable
A e
Routing Fields Zighee Route Request Command Frame
8 bits 8 bits 8 bits 16 bits 8 bits

, rilomment,, | Copmand | Rote Renest | gyt maess | path o

Zigbee Frame Control

2bits _ 3bits _ 2bits 1 bit 1 bit 7 bits .

Zigbee Route Reply Command Frame
Frame | Protocol | Discover
Type | Version | Route |Reserved| Secuity Resened 8 bits 8 bits 8 bits 16 bits 16 bits 8 bits
Frfﬂﬂm::ﬁm C?j”;"‘”fn';d R““&gﬁf{“‘;“‘ Originator Address | Responder Address | Path Cost
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Z\Wave Protocol Stack

Simplified 0S| Model

7. Application Layer

Application Layer

Routing Layer
(Routng and topology scans)

Transfer Layer
(Packet retransmission, ACK, checksums)

MAC Layer
(ITU-T 3.9859)
(CSMAJCA, HomelD and NodelD Management)

PHY Layer
(ITU-T G.9859)
(908MHz / 880Mhz Radios)

6. Presentation Layer

5. Session Layer

4. Transport Layer

3. Network Layer

2. Data Link Layer

1. Physical Layer

ITU-T G.9959 PHY Frame

Variable - Max 64 bytes

Preamble Start of Frame MAC Data Frame

End of Frame

(SoF) (EoF)
ITU-T G.9959 MAC Frame (Singlecast)
32 bits & bits & bits § bits 32 bits & bits Variable & bits
Singlecast Data . Hop  |Repeater |Repeater
E—
Home 1D | Source 1D Headsr Length Destination ID Count #1 42 Data Payload Checksum
ITU-T G.9959 MAC Frame (Routed)
32 bits 8 bits 8 bits 8 bits 32 bits Variable 8 bits
Em— Home ID | Source 1D N"I_(u\l\casl Data Destination ID Data Payload Checksum
eader Length
ITU-T G.9959 MAC Frame (Multicast)
32 bits § bits & bits § bits 32 bits Variable & bits
— Home ID | Source ID Eouted Data Destination ID | ID Mask | Dest#1 | Dest #2 Data Payload Checksum
eader Length
Z-\Wave Application Frame
& bits § bits § bits § bits § bits & bits
> Header Cugransasnd Command |Parameter 1/ Parameter 2| Parameter n

[44]




Secondary
Static Controller
SIS

Bridge

Portable
Controller

Slave Node

Primary
Cantroller

Enhanced Slave Node

Slave 1 Slave 2 Slave 3 Slave 4 Enhanced Slave 5 | Primary Controller |  Secondary SIS Bridge Portable Controller
Slave 1 [0] 0 o [0 0 0]
Slave 2 0 0 0 0 0
Slave 3 0 0 0 0 0 0
Slave 4 0 0 0 o) 0 0 0 0
Enhanced Slave 5 0 0 0 0 9] 0
Primary Controller 0 0 0 0 o 0 0 0 0
Secondary SIS [0) 0 0 0 0 o 0 0
Bridge 0 o 0 0 0 o 0
Portable Controller 0 0 o 0 0 0 0 0
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Chapter 6: IP-Based WPAN and WLAN

08l (Open Source Interconnection) Model

. Protocol Fundamental
Layers Purpose [ Function Usad Data Type
PR User Application Layer: browser, ftp. app, etc. SMTP
) ] ] D t
1. Application {remote fie access, resource sharing, LDAP, SNMP) FTP ata
: Syntax Layer: encrypt, compress (optional) [JPEG, ASCI,
6. Presentation {data encrypt/decrypt, codec, translation) ROT13 bata
. Synchronization & Logical Port Routing RPC. NFS
5. Session Lﬂ]l'E r (session establishment, start & terminate, security, logging, Ne{EIICISI Data
name recognition)
TCP: Host to Host & Flow Control .
4. Transport Layer (end to end connections & reliabilty, message TCP / UDP Ubsrs 912
. ! ! . UDP: Datagrams
segmentation, acknowlkedgment, session multiplexing)
Packets: IP Address
3. Network Layer (path determination, logical addressing, routing, traffic IP, IPX, ICMP Packets
centrol, frame segmentation, subnet management)
. Data Frames: MAC address, packet
2. Data Link Layer (physical addressing, Media Access Control, LLC. frame | PPP/SLIP Frames
errer checking, sequencing and reordering)
. Physical Device: Cables, fibers, RF spectrum Coax. fiber
1. Physical Layer (data encoding, media attachment, basebandibroadband, e Bits / Signals
signaling, binary transmission)
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Backbon

Private Server

GLoVWPAN
edge router

Adhoc Network

GLoWPAN
edge router

BLoWPAN Protocol Stack

Simplified OS5I Model

HTTP, CoAP. MQTT, Etc.

5. Application Layer

UDP, TCP i T o
Security: TLS/DTLS - Transport Layer
IPV6. RPL
3. Netwaork Layer
BLoWPAN

|EEE 802.15.4 MAC Layer

2. Data Link Layer

IEEE 802 15 4 PHY

1. Physical Layer
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Mesh-Under (layer 2) Routing Route-Over (layer 3) Routing

Source Hop Destination Source Hop Destination
5. Applicdtion Layer 5. Application Layer 5. Applicltion Layer 5 Application Layer 5 Applicatian Layer I3 Apphcﬂm Layer
4. Transgort Layer 4. Transport Layer 4. Transport Layer 4. Transport Layer 4. Transport Layer 4. Transgort Layer
3. Netwprk Layer 3. Network Layer 3. Netwprk Layer 3. Netwprk Layer 3 atrgeked 3. Netwdrk Layer
2. Data link Layer 2 Data Link Layer 2. Data link Layer 2 Data |ink Layer 2 Qata Link Layer 2 Data Link Layer
1. Physical Layer 1. Physical Layer 1. Physfcal Layer 1. Physjcal Layer 1. Physical Layer 1. Physigal Layer
BLoWPAN Mesh Addressing Header
8 bits 16 bits 16 bits
GLoVWPAN Mesh
802.15 4 Header Address Header Source Address Destination Address FCS

and Hop Count
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|Pv6 Header

4bits 8 bits 20 bits 16 bits 8 bits 8 bits 64 bit prefix, 64 bit HD
. Traffic .
Version Class Flow Label Flow Label |Mext Header| Hop Limit Source Address

1. Within BLoWPAN mesh
FFB0::00FF:1234:4321:0001 ——» FFB80::00FF:1234:4321:0002

8 bits 8 bits
- Comp.
Dispatch Header

2. Communication from 6LoVWPAN device to known address outside mesh
1003:-9676:ABCD:0000:0001 = 1003::1234:4321: AAAA-BBEB

B bits 3 bits 8 bits 8 bits 64 bit HD
Dispatch Sggndpér cID Hop Limit | Destination Address

64 bit prefix, 64 bit HD

Destination Address

3. Communication from BLoVWPAN device to external device without known prefix

1003::9876:ABCD:0000:0001  wepe  1003::1234:4321:AAAABBBEB

8 bits 8 bits 8 bits 8 bits 64 bit prefix 64 bit prefix, 64 bit HD
- Comp. o N
Dis patch Header CID Hop Limit Source Address Destination Address

BLoWPAN Fragmentation Header

B bits B bits 16 bits
BLoWPAN Datagram
502.15.4 Header Fragmentation | Datagram Size Datagram Tag Offset FCS
Header
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i

p.

GLoVWPAM
Host

' | 6LoWPAN |
Router
Router Solicitation (RS) >

Router Advertisement (RA)

Meighbor Registration (NR) >
Neighbor Registration (NR)

Neighbor Confirmation (NC)
< Neighbor Confirmation (NC)

Neighbor Confirmation (NC)

Date Flow Commences

‘ Edge Router

g

™y

J

‘ IPv6 Host ‘

\_ J

r//" \ —
TN | reep |
/ \ \
| REED | N
.\‘\‘___7_ / |I
\ |
A |
\.‘ Thread
Router
/__,__ ,‘/
| REED |
N
.’/:
.’/’
/"
Border Router
./.-- . ~
/
| REED |
\__/

'\ Thread

[50]




Thread Protocol Stack

HTTP, CoAP. MQTT, Etc.

Simplified OS5I Model

5. Application Layer

Mesh Link Establishment (MLE) & TLS/DTLS

UDP

4. Transport Layer

Distance Wector Routing

IPV6

GLoVWPAN

3. Network Layer

IEEE 802.15.4 MAC Layer

2. Data Link Layer

IEEE 802.15.4 PHY

1. Physical Layer

15 10 9

router_id

carrer_id
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pical
Streaming Data Rate Tv
R Dissipated
IEEE 802.11 Frequency |Bandwidth per Channel Allowable MIMO Indoor Range| Outdoor Range
Use Case Release Date A Modulation Power per
Protocol (GHz) (MHz) min-max Streams (m) (m) Chip
Mbps
(Mbps) (mw)
802.11 First 802.11 design 1un-97 24 2 1to2 1 DSSS, FHSS 20 20 50
5 OFDM 120
e Release simulataneously with 802.11b e - —— . - -
Less prone to interefernce than 802.11b = (s1s0) )
Release simulataneously with 802.11a
b Significant speed increase over 802.11a at Sep-99 24 2 1to11 1 DSSS (SIS0) 50 150 710 50
improved range
OFDM. DSSS
g Speed increase over 802.11b Jun-03 24 20 61054 1 38 140 50
(SI0)
i 20 7210722
n Multiple antenna technology for improved — e A T = o P
speed, and range. 20 1510 150
20 7.21096.3
Better performacne and coverage over
4 15 to 200
ac 802.11n. Wider channel and improved Dec-13 5 8 OFDM 35 35 a0
modulation. Allows multiple users using MU- 80 325104333 (MU_MIMO)
MIMO. Introduced beamforming.
160 651t0866.7
“WiFi HaLow" T
ah Designed for loT and sensor networks. Very Dec-16 24/5 1t016 347 4 OFDM 1000 1000 3 L=t
low power and wider range. o
"Wireless Access in Vehicular Environments”
“Intelligent Transport Systems"
= Dedicated Short Range Communication Jun0s 5o © . . orom A 200 16 1000 ©
Trnasport uses cases: toll collection, safety
and collision emergencies, vehicular
"white WiFi" or "Super WiFi"
af Lok ot i 2 1) Nov-13 0.470100.710| 6108 568 4 OFDM NA 6000-100,000 thd
provide last mile connectivity in India, Kenya,
, US and UK
WiGig Alliance
60 GHz Wireless for HD video and projectors SC, OFDM
ad Audio and video transport and eable Decl2 L 2150 a260 210 (MU-MIMO) 10 10 tod
replacement
"High Efficiency Wireless (HEW)" 20
Next gen 802.11
Axincrease in capacity over 802.11ac OFDMA
ax Average increase of 4x speed per user over 2018 24/5 450 to 10000 8 35 35 tbd
(MU-MIMO)
802.11ac
Backwards compatible to 802.11a/b/g/n/ac
Dense deployment scenarios 160
802.11 Protocol Stack Simplified OSI Model
7. Application Layer
Application Layer 6. Presentation Layer
5. Session Layer
Transport Layer 4. Transport Layer
MNetwork Layer 3. Network Layer
Logical Link Control
2. Data Link Layer
MAC SublLayer
802.11ac
802.11g
802.11a ¢ MU-MIMO
802.11 802.11 802.11b 24 GHz 802.11n
802.11 5 GHz 5 GHz
24 GHz 24 GHz 24 GHz OFDM 24 GHz
Infrared OFDM OFDM .
FHSS DHSS DSSS 1,255 11| OFDM 1. Physical Layer
1 Mbps |6.9.12, 18, 200, 400.
1 Mbps 1 Mbps 1.2,65.11 | &6, 9.12, | 1to450
2Mbps | 24, 36, 48, 433, 600,
2Mbps 2Mbps Mbps 18, 24, 36, Mbps
54 Mbps 13 54 Mbos 866, 1300
. [ Mbps
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Center Freguency (MHz) ,‘ﬁ.\m ,‘1‘5\ ,“iﬂ' mﬁf‘\ ,‘f} ,‘_ﬁ ,‘ﬂ:" ,‘_hﬁ'\ ,“ﬁ'-‘m ,‘_ﬁq ,‘335" ,‘_ﬁ' ,‘_ﬂ'-m "‘ﬁ?

802.11n (DSSS)
22 MHz per channel

202.11g/n (QOFDM)
20 MHz per channel

202.11n (OFDM)
40 MHz per channel
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Original Digital Signal

Amplitude S1hift %(eying [AS I{}1

1
||r"| ||| ||| ||| 0 |'P'I |'q| 0 0 ‘Inl| |ﬂ|
\/ |.| ||| ||I l'dl |'.,'| ||UI |
Frequency Shift Keying (FSK)
1 1 1 1
f'“ N
Ih | U' | | |U | 1\II || |ﬁl| []| '| Ir’\ | "(“\' "/\"
l-.u.-' ' |'| 'l l I : |'._,| I'-.\,J'I I"-\,,-'II || Il Il I"'\_f"l
Phase Shift Keying (F'SI(}
f M ni
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|||||||||| | ||||J|.I|||||||||

I|I|||
"

[551]



Phase: 135°
Amplitude=Level 1

Encoding=1000
1011

@)

Phase: 23°
Amplitude=Level 2

Encoding=0001

0 |

16-QAM Constellation Diagram

/

0101 /
O/

/
0111

o

Amplitude
A
101

100

001 000 0101 011

110

111

8-QAM Signal Encoding Example
2 Amplitudes, 3 Phase Angles
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-268 -1

v

l~l Channel

Modulation:

Center Fr'\i.:quency (MHz)

52 subcarriers:

(48 data - 4 monitors (pilotz), 1 Nully

-7 0 7 21 28

¥

20 MHz

52 subcarners:
(48 data - 4 monitors (pilots), 1 Mully

-26 -2 -7 0 7 21 28

20 MHz

4 x 4: 4 Single User MIMO (SU-MIMO)

SS 1
| | [
4 1l
=

itted Data Streams

Transmitter Antennas

Transmitter
Access Point

E T SS3 2
|
< H

PC - active

SS 1

s |

SS 2 2

Ml
]

Tablet - not active

Cell - not active
-, 854 i

Receiver Antennas

Receiver
Access Point

Spatial Diversity & Multipath Use in 802.11n MIMO

reflecting object

3 v Blocking v ¥
Object
Tx Rx
3 We—wT== -V iy
=)
reflecting
object
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Without Beamforming

reflecting object

With Beamforming in 802.11n

reflecting object

- o
ki =4 \/\/\!
o iag / Tx | /
Tx | i = / R esuling signals reinforce
802.11 PHY Frame
272 to 18,768 bits
PLCP
Preamble Header MPDU (MAC PDU)
802.11 MAC Frame
16 bits 16 bits 48 bits 48 bits 48 bits 16 bits 48 bits 0 to 2312 bits 32bits
FC: Frame Contro|
FC D/l Address Address Address sC Address Frame Body CRC D/l Duration/Connection ID
SC: Seguence Control
802.11 MAC Frame FC Header Details Prot e rotoca Verson
2 bits 2 bits 4 bits 1bit 1 bit 1 bit 1 bit 1 bit 1 bit 1 bit 1 bit bS: Distribution System
WMF: More Fragments
Prat. From Retry
Type | SubType |To DS MF RT P MD w 0 PH: Power Management
Ver. | VP e bs M. More Data

W Wired Equivalency Privacy Bit
O: Order
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Transmitted Data Streams

4 3 42 4 Multi-Us er MIMO (MU-MIMO)

PC-2x2.2
Transmiter Antennas Receivers
Transmiter
Access Point
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r
=
‘ Internet

802.11 Protocol Stack

Simplified 0S| Model

|EEE 1609.1 (Safety and Traffic Efficiency Applications)

7. Application Layer

IEEE 1609.2 WAVE Security Senices

TCP/UDP
IEEE 16093

IPVE WSMP

4. Transport Layer

3. Network Layer

Logical Link Control

IEEE 1609 4 MAC SubLayer

2. Data Link Layer

802.1p
5 GHz

OFDM
3,456,912, 18, 24, 27 Mbps

1. Physical Layer
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750 MHz

[ ]

1 GHz
China: 755 to 787 MHz

Europe: 863 to 858 MHz

Japan: 916.5 to 927.5 MHz

Korea: 917.5 to 923.5 MHz

[

Singapore: 856 to 869 MHz
920 to 925 MHz

USA: 802 to 528 MHz

[ 1]

USA: 902 to 928 MHz

1 Mhz
AAA A AARA AALA A ABAAAALAALAA AAA AL
2 1Mhz
F vV WV VYV VYV VWV VWV WV V"
4Mhz
8 lhz
16 Mhz

Legacy 802.11 MAC Frame
16 bits 16 bits 48 bits 43 bits 48 bits 16 bits 48 bits 0 to 2312 bits 32bits
FC: Frame Control
FG Dl Address Address Address SC Address Frame Body CRC Dil: Duration/Connection 10
SC: Sequence Control
802.11ah MAC Frame Downlink:
16 bits 16 bits 48 bits 16 bits 48 bits 0 to 2312 bits 32bits
A1 Address
FC (AID) A2 (BSSID)| SC {optional) Frame Body CRC
802.11ah MAC Frame Uplink:
16 bits 48 bits 16 bits 16 bits 48 bits 0to 2312 bits 32bits
Al A2 Address
FC |(sssiomay| @ipy| S€ | (optional) Frame Body CRC
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To Upper BSS

| RelaystA |/ s,
| Relay Logic J

Relzy AP " To Lower LLC

Root Access Point

To Lower BSS

r'/STA \
W
_
STA\I
\ 4
Downlink Data Downlink Data ACK
Access Point
SIFS SIFS SIFS | [ SIFS |
<4 P <P o <+
Uplink Data | UplinkData | i :
STA ] i i i i
o A
Station Wakes at TWT interval Station Sleeps

[62]



Chapter 7: Long-Range Communication
Systems and Protocols (WAN)
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Vehicle: V2V, V2I,
loT

its,

FD-MIMO, NB-IOT
enhancements

LTE Unli

icensed,
ing, LTE

Advanced Pro,
NB-OT, LTE-M

LTE Advanced

Enhanced Small Cells,
Carrier i

Enhancements. MTC
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, Multi
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MIMO 8x8, HetNets
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2004 2005
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2010 2011

2012 2013 2014 2015 2016 2017 2018 2019 2020

[64]




[65]



Band Duplex | f(MHz) Common Name North America Width of Band (MHz) | Duplex Space (MHz) Band Gap (MHz)
£l FDD. 2100 IMT 60 190 130
2 FDD 1900 PCS blacks A-F Yes 60 80 20
3 FOD. 1800 DCS 75 95 20
4 FOD. 1700 AWS blacks A-F (AWS-1) Yes 5 400 355
5 FDD 850 CLR USA (AT&T, U.S. Cellular) 25 45 20
6 FOD. 10 35 25
7 FDD 2600 IMT-E Canada (Bell, Rogers, Telus) 70 120 50
8 FDD 900 E-GSM 35 45 10
9 FDD ES 95 60

10| FDD 1700 Extended AWS blocks A-l 60 400 340
11 FOD 1500 Lower PDC Canada (Bell), Guam (iConnet, .. 20 48 28
12 FOD 700 Lower SMH blocks A/8/C USA (Verizon), Canada (Bell, EastLink, . 18 30 12
13 FDD 700 Upper SMH block C USA (FirstNet) 10 -31 41
14 FDD 700 Upper SMH block D 10 -30 40
18 FDD 2000 20 700 680
16 FDD 700 15 575 560
17 FDD 700 Lower SMH blocks B/C Canada (Rogers), Guam [NTT), USA (AT&T) 12 30 18
18 FDD 850 |Japan lower 800 15 45 30
19 FDD 850 |Japan upper 800 15 45 30
20| FOD 800 EU Digital Dividend 30 -a1 7
21 FOD 1500 Upper PDC 15 48 33
2 FOD. 3500 USA (Ligado Networks) %0 100 10
23 FDD 2000 20 180 160
24| fop 1600 L-Band (US) 34 -1015 1355
25 FDD 1500 Extended PCS blocks A-G USA (Sprint) 65 80 15
26 FDD 850 Extended CLR USA (Sprint) 30/ 40 10
27 FDD 800 SMR 7 45 28
28 FDD 700 APT 45 55 10
29| FpD[A1) 700 Lower SMH blocks D/E USA (AT&T) 1 n/a
30| FDD 2300 WCS blocks A/B USA (AT&T) 10 45 35
31 FDD. 450 5 10 5
32| roDAL) 1500 L-Band (EU) 44 n/a
65 FOD 2100 Extended IMT 90 150
66 FDD 1700 Extended AWS blocks A-J Canada (Freedom Mobile) 90/70 400
67| FoD[A1] 700 EU 700 20 n/a
68 FOD. 700 ME 700 30 55
69| FoD[A1] 2600 IMT-E (Duplex spacing) 50 nfa
70| oD 2000 AWSs-4 USA (DiSH) 25/15 300
71 FOD. 600 US Digital Dividend USA (T-Mobile)
Band Duplex | f(MHz) Common Name North America Allocation (MHz) Width of Band (MHz)
33 TDD 2100 IMT 1900 - 1920 20
34 TDD 2100 IMT 2010 - 2025 15
35 TDD 1900 PCS (Uplink) 1850 - 1910 60
36! TDD 1900 PCS (Downlink) 1930 - 1990 60
37 TDD 1900 PCS (Duplex spacing) 1910 - 1930 20
38 TDD 2600 IMT-E (Duplex Spacing) 2570 - 2620 50
39 TDD 1900 DCS-IMT gap 1880 - 1920 40
40! TDD 2300 2300 - 2400 100
41 DD 2500 BRS / EBS USA (Sprint) 2496 - 2690 194
42 TOD 3500 3400 - 3600 200
43 TDD 3700 3600 — 3800 200
44 TDD 700 APT 703 - 803 100
45 TDD 1500 L-Band (China) 1447 - 1467 20
46 TDD 5200 U-NIl 5150 — 5925 (unlicensed) 775
47 DD 5900 U-NII-4 (V2X) 5855 — 5925 (unlicensed) 70
48 TDD 3600 CBRS 3550 - 3700 150
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Control Plane == s« =

Control Plane Data

E-UTRAN Protocol Stack

Simplified OS] Model

MNon Access Stratum

(NAS)

Internet Protocal (IF)

5. Application Layer

4_Transport Layer

Radio Resource Control

(RRC)

«1

Configuration and Measurement

‘._ £ R . R . L 4 s

POCP Co !'l_tl:q

RLC Control

MAC Control

User Plane Data

Packet Data
Convergence Contral
(PDCP}

3. Network Layer

Radio Bearers

—————————————————— #| Radio Link Control (RLC)

Legical Channels

MAC (Medium Access
Contral)

Transport Channels

Physical Layer
Downlink: OFDM

Uplink

- SC-OFDM

2. Data Link Layer

1. Physical Layer
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Normal Traffic Behavior Handover Setup Handover Completion Normal Traffic Behavior
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LTE Channel LTE Channel
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Forms of Device to Device
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LoRa f LoRaWAN Protocol Stack Simplified 0S| Model

Application Layer 7. Application Layer

LoRaWAN Layer

Class-A Class-B Class-C 2. Data Link Layer

(Baseline} (Baselineg)} {Confinuous)

Lora PHY Modulation

Lora PHY Regional ISM Band )
1. Physical Layer

Lora PHY Lora PHY Lora PHY
EU Band 868 MHz | EU Band 433 MHz | US Band 915 MHz
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Parking

¢ Cloud Provider
Solution
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\
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LoRaWAN Network Services
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$
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Water/Electric Meters
Security

Pet Tracking

LoRa Protocol TCPIIP Praotocol

A
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Frequency

A
3 Zilﬁs -12 Byte Pasﬂoad .-' Frame @ f, J
2 , Frame @ f, J .
: ‘ 5 p §
1 | L Frame @ f, : i E Base station downlink window
500-625ms 4 Ten
: ! i 255
e . P20s - "
i P i >
ty t ty Time
Sigfox MAC Frame Uplink:
32 bits 16 bits 32 bits 0 to 96 bits variable bits 16 bits
Preamble F;Jr:; End-Device ID Payload Authentication | FCS
Sigfox MAC Frame Downlink:
32 bits 13 bits 2 bits & bits 16 bits variable bits 0 to 64 bits
Preamble Fé?r:s Flags | FCS Auth Error Codes Payload
~ 200 bit uplink packet
= 2seconds
100bps
36 seconds message transmission time message 6 messages
3600 seconds@1% duty cycle = — =
hour 3 repetitions X 2 seconds hour
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Sigfox Protocol Stack Simplified OSI Model

7. Application Layer

6. Presentation Layer

Application Layer
5. Session Layer

4. Transport Layer

Frame
3. Metwork Layer
MAC Layer 2. Data Link Layer
PHY Layer )
1. Physical Layer

(B68MHz / 902MHz Radios)

I

Sigfox Modem / Endpoint

N

(" Cloud Provider
Solution

Solution

" <8 B: Stat
2‘3 igfox Base Station
f==="x
Sigfox Modem / Endpoint
/ =
S _
4 p e T Sigfox Backend
— /l’ Sigfox Base Station
s 4GILTE loud Provider
f===]

Sigfox Modem / Endpoint

[
>

M—— 00X Protocol TCP/P Protocol
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Chapter 8: Routers and Gateways

Offline i‘c - Offline

Broadband [/ T el
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Franchise Point of Sale System and NAS VLAN

Router / Firewall

Switch

Wireless Router

loT Smart Lighting VLAN

loT Cold Storage MomlorIVLAN

WiFi Access Point

(((1)))

Corporate VOIP VLAN

Guest VLAN
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Network Applications
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Chapter 9: lIoT Edge to Cloud Protocols

Publisher

PUBLISH topic data)»
< PUBACK

MOM Service
’ _Elroker Subscriber
(Server)
CONMECT >
b CONMNACK
b CONMNECT

CONMACK >

<SUBSCRIBCE (tapic)
SUBACK——»

PUBLISH(topic.data)m
< PUBACK

RESTful Service

Client € RF;esTaLé?'uSSte " Client
REST REST
HTTP HTTP
TCP TCP
" P
X A

TIntemet—
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e

WiFi
In Field Display
and
HVAC Actuator e
Edge Router %
MQTT Client \:‘a@ ;

7~

It

etemperature
« humidity -
. Cloud Provider publish "21.0" "C" _
MQTT Broker »
publish "0.0792" "%"
- Lgl

Smart Humidity Sensor
Embedded MQTT Client

topic branches ™

(‘P’) Bluetooth
o Temperature

F 3
Sensor

Edge Router
MQTT Client

subscribe "temperature”

subscribe "humidity"

Operational Technology Manager
Front End Dashboard
MQTT Client

Mobile App
MQTT Client

[78]




MQTT Packet Structure

Fixed Header
M

Optional Header Components

L vQTT Control Packet Flags

A
s T ™
1 byte 1to 4 bytes 0 to x bytes 0to y bytes
Ei?a:;nelr EZE:?L Variable Length Header Payload
MQTT Centrol Header
4 bits 4 hits
Packet Fl
Type ags
I—> I
MQTT Control Packet Type
MName Walue Direction Description
Reserved 0 Forbidden | Reserved
CONNECT 1 Client to Server | Client connect request
CONNACK 2 Server to Clignt Connect ACK
Client to Server
PUBLISH 3 or Publish a message
| Semerto Client
Client to Server
PUBACK 4 ar Publish ACK.
Serverto Client |
PUBREC 5 Client t;rSewer F’ubhzh‘receive It_las%sured
| Serverta Client elivery part 1)
PUBREL 6 Client tDUr Sewer Pubhzh‘recelve I(-laszsured
Serverto Client elivery part 2)
PUBCOMP 7 Client tc?r Server F‘ublisg c‘:ompleten(aassured
Serverto Client elivery part 3)
SUBSCRIBE 3 Client to Server Client subscribe request
SUBACK 9 Server to Client | Subscribe ACK
UNSUBSCRIBE | 10 Client to Server | Unsubscribe request
UNSUBACK 1 Senver to Client | Unsubscribe ACK
PINGREQ 12 Client to Server | PING request
PINGRESP 13 Server to Clisnt PING response
DISCOMNECT 14 Client to Server Client disconnecting
Reserved 15 Forbidden Reserved

Fixed
Control Packet Header Bit 3 Bit 2 Bit 1 Bit 0
Flags
COMNECT Reserved 0 0 0 0
CONNACK Reserved 0 0 0 0
PUBLISH [, 2290 | DUP | oS | Qo |RETAIN
PUBACK | Reserved | 0 0 0 0
PUBREC | Reserved 0 0 0 0
PUBREL | Reserved 0 0 1 0
PUBCOMP | Reserved 0 0 0 0
SUBSCRIBE Reserved 0 0 1 0
SUBACK Reserved 0 0 0 0
UNSUBSCRIBE | Reserved 0 0 1 0
UNSUBACK | Reserved 0 0 0 0
PINGREQ | Reserved 0 0 0 0
PINGRESP | Reserved 0 0 0 0
DISCONNECT | Reserved 0 0 0 0
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@ MQTT-SN
Wireless \’ MQTT
Simple Sensor
Edge Router
MQTT-SN Gateway /-\/—\
MQTT-SN Ve

Wireless \

Simple Sensor -k* '

Cloud Provider

MQTT-SN Gateway MQTT Broker

MQTT-SN

Wreess\ H

Simple Sensor
MQTT-SN Forwarder

MQTT-SN MQTT-SN
@4—’ u— MarT [\ o
’
—a N\ MatT ——
—>
O —>
L0

@.__,._.

— e/
MQTT-SN MQTT-SN
Transparent Gateway Aggregating Gateway
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HTTP Stack CoAP Stack
R /R
HTTF CoAP | = espnnse]
L Transaction |
TCP UDP
IP IPv6
Data Link Layer BLoVVPAN
Physical Layer IEEE 802.15.4

C ohP (secure W/ DTLS)

Endpoint
Client

@%@pm nt

Origin Server

CoAP Proxy/Intermediary
(Forwarding Proxy)

Rlent Endpoint
Client

CoAP Example: Non-confirmable request and response CoAP Example: Confirmable request and response CoAP Example: Confirmable with Piggyback (alternate)

Client A Client B Client A Client B l | Client A Client B
NON{GET Aemp”, MID=0xB01, CONCGET Aemp”, MID=0xB01, CONCGET Aemp”, MID=0xB01,

Token=0x11) Token=0x11) Token=0x11)
NON(Cortert”, MIDIXATT,

— —ACK(MID=0xB01
Token=0x11, "20 C")

ACK(Contert”, MIDOXBOT,
D — Token=0x11,"20 C")

CON(Contert”, MIDOXA1T,
Token=0x11, "20 C")

ACKMID=0cA 17)
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Time CokP Message
9:09:50 PM CON-GET
9:09:50 PM ACK-2.05 Content
9:09:50 PM CON-GET
9:09:50 PM ACK-2.05 Content
9:09:50 PM CON-GET
9:09:50 PM ACK-2.05 Content
9:09:50 PM CON-GET
9:09:50 PM ACK-2.05 Content
9:09:50 PM CON-GET
9:09:50 PM ACK-2.05 Content

MID Toxen
12514 (0) empty
12514 empty
12515 (0) empty
12515 empty
12516 (0} empty
12516 empty
12517 (0) empty
12517 empty
12518 (0) empty
12518 empty

Dptions
Uri-Path: .well-known/core, Block2: 0/0/64

Content-Format: 40, Block2: 0/1/64, Size2: 1918

Uri-Path: .well-known/core, Block2: 1/0/64
Content-Format: 40, Block2: 1/1/64
Uri-Path: .well-known/core, Block2: 2/0/64
Content-Format: 40, Block2: 2/1/64
Uri-Path: .well-known/core, Block2: 3j0/64
Content-Format: 40, Block2: 3/1/64
Uri-Path: .well-known/care, Block2: 4/0/64
Content-Format: 40, Block2: 4/1/64

Payload

<[obs>;0bs;rt="observe";title="0bservable resource which changes

every 5 seconds" </obs-pumping>;obs;rt="observe" title="0bserva

ble resource which changes every 5 seconds”, </separate>;titie="R

esource which cannot be served immediately and which cannot be a

cknowledged in a piggy-backed way",</large-create>;rt="plock";ti

CoAP Example: Retransmission after failed CON

CoAP Example: Retransmission after failed ACK

Client A Client B

Client A Client B
CON("GET ftemp”, MID=0xB01,
=i . Token=0x11)
CON{"GET ftemp”, MID=0xB01, —]
Token=0x11) —
[ il | ;
o - DB -
ACK_TIMEOUT expires crroonten ',anQD c
Toker= 0Kt
L fail |
"CON(CGET fAemp”, MID=0xB01,
Token=0x11) ACK_TIMEQUT expires
" 01, COM("GET ftemp”, MID=0xB01,
acK(content’s “ﬁ‘gooé?) Token=0x11)
la—"" Token=0x11: B Y
o DOoxB0L
cK('Contents M- e
P oen=0xt, "0 )
CoAP Messagd Structure
bit position
0-1 2-3 4t07 8to15 16 to 31
. Message| Token
Version Code Message 1D
Type (T) |Length (TKL) g e\ersion: 2-bit integer. set to 1. Future versions may differ.
s Message Type: 2-bit identifier- CON(0). NON(1), ACK{2), RST(3).
e Token Length: Length of variable-length token field.
Token {optional - 0 to 8 bytes) «Code: §-bit indicator of success, failures. and errors.
e« Message 1D: 16-bit unsigned int used to detect duplicate messages
e Token: 0 to 8 bytes used to correlate requests to responses.
Options (if any) «Options: Request and response optional parameters such as:
URl information, max-age, Content, and Etags
«Payload: (optional} data or message, can be zero length
Reserved (11111111) Payload (optional)
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Observer A

"A" Registers as an Observer

CoAP Example: Observe
l Subject

NO[\]E'-'GET.l‘temp". Qbserve:0, MID=0xC01,
Token=0x12)
I

AT,
OpseME -
s 05 Cortem 2 g G
4 W '
. 2"‘_ e
O‘osewe‘ )
Gortert =5 02 ©
4D '

__-NON["GET femp”, MID=0xB01,
Token=0xCB1)

° |

'B" confirms and sends update in payload

Updates continue as resource changes

A" deletes registration either with a new
GET message or 8 RST message
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o o

/N © /N @)
routing key: routing key: routing key: routing key:
NewYork traffic NewYork. weather |daho traffic |daho .weather

Linux Linux Windows Linux

Java App L AT

Producers

Java App

Apache
JMS AP NIVIS AP CMS APl

Broker
(Server)

i
\

\\-._____/

owoal | |

ﬁi”di\flg :?’3 binding key: binding key: binding key:
BT ook Idaho.# aro # . weather # traffic =
Queue CQueue Que

message ( message ) C mes sage ) mes sage

1
v

=l

1
v

Consumers

gl
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Chapter 10: Cloud and Fog Topologies

Privately Managed

On-Premise
o \
‘ Applications
‘ Data
‘ Runtime
=
L @
— <]
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/ o =%
< Operating ©
) System | SEEw ) *c;U
4 =
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e |
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=
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o \
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Middleware ‘
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Swift

memcached

Glance

Glanc
Reg!

Glance APl

OpenStack Image API

HTTP(S) / OpenStack APl

Keystone

Keystone API

Neutron
Server

Cinder APl

AN

Tens of ms to seconds

Near real-time (us to ms)

Latency

Data ingest

Data lakes
Aggregation
Persistent Storage —
Analytics

Machine Learning
Rules Engines
Dashboards and
Presentation

Realtime (ns to us) v

Hard real-time control
and processing.

Low cost sensors
Constrained devices
Ruggedized

Public Cloud

. »  Wide Area Network
IP Based
« WiFi
T« 3GHM4GILTE
»  Wired
8 « Satellite

Edge Gateway

» Personal Area Network
* Near meter

Wired or wireless

IP or non-IP

BLE

Modbus

Serial

Ethernet
WiFI
Zigbee
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Latency measurement

70

suoljedl|ddy 304 ssoJ) 1@ ssauisng 1|

(uonudo) ‘saudug sajny ‘Buiuies aulyoe)
|043u0) g ‘sonjAjeuy ‘eleq

-#- Azure Minimum RTT
-+- Azure Median RTT
-#- AWS Minimum RTT
-~ AWS Median RTT

(Asan03s10 “BunJaly ‘Angissadoy ‘Mijgelay)
AupqeaSeuepy

(shayl ‘uoneziioyiny ‘uoiiesuayiny ‘ql)
Aunaas

Application Services
Application Support

o
1

[swAouare

{soD ‘Ly)
IS pUE BUIBWI0MBd

[871]




T Application Services

Application Support

ML
Inference

Engine Engine
Microservice AP icroservice APls

Ingest &
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Node Management
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Cloud Service
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Cloud Service
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Edge Camera

Aggregatars,
Feature -
Extraction,

Denaturing ~

Image
Recognition,
Pattern
Matching,
GPU Assist,
Momentary
Archival

L Fog Node

T Fog Node .,
y N

Rules Engine,
Mapping and
Geolocation, —
Network

Management -

O

Cloud Service

Lighting
manufacturer
control system
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Chapter 11: Data Analytics and Machine
Learning in the Cloud and in the Fog

Edge or Fog Node

Cloud Storage, Networking, and Scaling Analytics Service

Sensor WPAN WAN

Dashboard

Respond Alert

y Locally filter,
Communicate store, aggregate, Transmit Data
Data , aggregate, Data Lake
package data

Store

Inspect Predict

Response Back To Edge

C = Cluster capacity

)

events
( N

Reyen: = Event rate

Tpurse = Time of burst of events
T.= Time to complete backlog
Myciiog = Message backlog (size)

0 where R,yen < C
Backlod = event =
acktog {Revcm_ c whereRmnr >C

Mbaddog = BaCklOg X Msize

_ (Revenr X Tburst) +M, backlog
B c

///’ Rule Engine i\\\ Action

T,

Event
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Stream “windows or micro-batching"

Data Ingest

Apache Kafka
(message broker)
Or

Apache Flume

Apache Spark

y MQTT
Broker

Data Lake

HDFS Data
Warehouse

Trend
Analysis

« Stream Processors
Execute Functionality
as a Graph

« Graph flows replicated
in cluster on demand

Stream “windows or micro-batching”
Data Ingest

Apache Spark
Stream

¥ MQTT Apache Kafka
Broker (message broker)

Or

Data Lake
Apache Flume

HDFS Data
Warehouse

Trend
Analysis

« Stream Processors
Execute Functionality
as a Graph

« Graph flows replicated
in cluster on demand
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Artificial Intelligence

Deep Learning Recurrent

Neural Nets Neural
Networks

Convolutional
Neural
Networks

Probabilistic Models

Statistical
Models
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Linear Classification

Age of Cattle

Movement (m/s)
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Beacons Sensing Traffic

Nonlinear Classification

Time of Day

Training Set

Variables

time_of_day

sensori1_temp

sensor2_temp

sensor1_hum

sensor2_hum

Variable n-1

Variable n
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_ P(ANB)
P(A|B)= Py

P(B|A)xP(Af)
P(B|A)xP(A)4+P(B|A)xP (A )++P(B|A)xP(A;)

P(A;|B)=

P(B|A)xP(A)
P(B|AYxP(A)+P(B|A")xP(A")

P(A|B)=

P(F|A)xP(A)

P(A|F)= P(F|A)x P(A)+P(F|B)xP(B)

0.02 x0.7
(0.02 x 0.7)4(0.04 X 0.3)

P(A|F)=
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P(Speed) High Normal Machine
speed too
0.01 0.99 high
P(Overheating| machine | Abnormal Normal
speed, obstruction)
High, obstructed 0.99 0.01
High, no obstruction 0.8 0.2
Normal, obstructed 0.7 0.3
Normal, no obstruction 0.05 0.95
P(Belt Strain | | Strain No Strain
Temperature)
Normal 0.05 0.95
Abnormal 0.7 03

P(Obstruction) | Obstructed

Normal

0.1

0.9

Sensor Device
o D?Ii“:' Measurement Vibration
verheating .
Variables

Belt Strain

P(Machine Failure | Belt Strain,
Vibration Level)

Failure

Strain, Abnormal
Strain, Normal
No Strain, Abnormal
No Strain, Normal

Hidden variable

Machine
Fails

P(Vibration Level
Exceeds 10 Hz)

Abnormal

Normal

0.02

0.98

S = N NN RN

O|l=|[H|N
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Neuron

Activation[sum of weights + bias]

hw,b(x)

o Ez:uﬁmi%—b
i

21
10
2
3

Weight
ell?v S Flattened Bitmap bias

X; b

Result

1

70 = dre
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Feature filters Max Pool Feature filters Fully Connected Layer Result

Ant 1%
\
%D ’/4>q Human 11%
98%
Dog —ODOg
>I I — Cat 31%
Bird 25%
E‘ Goat 80%
/‘ﬁ Horse  7g9,
Q Cow 61%
b —

FEATURES + =— 3 HIDDEN LAYERS QUTPUT

Which Test loss 0.061
S;zp:;t]:?st ;0 h @& Y — + — Training loss 0.000
feed in? 4 neurons 2 neurons 2 neurons

X1 - 2 — T e e e —
‘\\ r - -y . ” oy RO O
. '
' ~ e

44
'0 y/
Xlz P .l |,\ -0
' J
& riedw
. & weights. ¢
a2 .
X%, e output
neuron.
sin()(1]
Colors shows
: data, neuron and F .
sin(x,) B a 1

weight values.
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Global Maximum

Local Maximum

-2

Local Minimum
-4
-6
-8 .

Global Minimum

-10

OUTPUT OUTPUT OUTPUT

Test loss 0.425 Test loss 0.346 Test loss 0.106
Training loss 0.318 Training loss 0.237 Training loss 0.022
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Xt

hy,p(x1)
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Time Domain Waveform
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Chapter 12: IoT Security

September 22 ..

Showing All
Countries
Show Attacks

Unusual

Large & Unusuzl attacks on Jersey,
Netherlands, Bolivia, + 5 offiers

Color Attacks By

o e

@ TCP Connection
@ Volumetric
@ Fragmentation
@ Application

Size (Bandwidth, in Gbps)

.25 ®: o1

Shape (source + destination) 4

o between two
% countries

internal

:iherso#me or Attack Bandwidth (All Countries), Gbps  Dates are shown in GMT Data shown represents the top ~1% of reported attacks
lest. unknown

e
= s B0
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Storage
[ Application Image ]
[ 0S Image J

[ 0S Loader Image _]
| BIOSImage | \
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Sender

Key "A"

Alice

Sender
s with private key)

Private Key "C"

Alice

Sender

Alice

SHA1

Symmetric Key Cryptography

nsFNO0ZgsSz
buth pjiGFE
HxpGhd1uur
Upj2wOPDua
TKw'VzatdP
ZFKjpwauus
1eDG1 fiiDI
VomFa2xndZ
wpWnr3gn
UidKfp54Tj

| AES }
S

Asymmetric Key Cryptography

97KpaSUchI
Xpogdesyvh
a8pLTVShoh
kQnPMAS idp

‘B Iiptic‘\}_____ Elllptlc

Curve |
. y

ViPpuPLZit

T13Znbt357

pmeUI0250]
SLmLDgAOsf
BzWhrBaLUx7

Cryptographic Hash

hmvng By
T7Jj3Ub0BG0
VFNPSgKcxy
YoyUp2leYX

. Y
{ AES -
= -

Cunre
L )

T EvhimtoTRgE

J FUB3j3xKr3
1GViKcBooWW
SkKzLYBTW
ajhppaMCZr

XMyCQaashAC

v

>

Recipient

Bob

Recipient
(decrypts with private key)

g Public Key "D"
Bob
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Ciphertext Frame [nput

Header

Encrypted Auth Tag

Encrypted data

Ciphertext Frame Input

Counter

;

Create Monce

ﬁE-S-CTR Decryption

Addl

RoundKey()

A

R
-p-[ SubBytes() Hsnitnms() Hmumum() H AddRoundkey() H

| ===
I

v
g
Y
v v
Plaintext Frame Qutput ‘ plaintext ‘ Expected Tag
Initialization ST
Vector (IV) Ny

ﬁfs-cscmnpﬁm P

h

¥ |
——’| SubBytes() |—>|5hi’cﬂ:|ws(} |—D~{ MNCDHms()l—D[ AddRoundKey() l:‘

i) ] o]
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Alice

/—\ Agree Upon:
Prime number: 13

Generator of P2 6

L J

-l
-

ﬂ? Private Key = 5

Public Kay = 2
g&‘

Shared Secret =3

? Private Key = 4

Public Key = 8

Shared Secret = 3

h 4

Encrypt/Decrypt

Encrypt/Decrypt

\wnh Secret Key 3/
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Private Key ="n"

A dot A - B

A dot B - C

A dot T - D

A dot D = E

A n*dot — 2

Fey Size = MAX

SHA-1 Algorithm
l t
npu Step 1: Pad Original Message
Step 2: Parse message into N 512-bit message blocks (my.m,, ...my)
Step 3: Initialize 32-bit sub registerS:
Hy=57452301
H=EFCDABBY
H,=93BADCFE
. Hg=10325476
ForFy: Hj:C3D2E1 Fo
0<t<19 Step 4: Create 160-bit register: Xg=Hy|[Hl|HalIHallH,
F,=(BAC)V((-B)» D) Step &:
20 <t <39 fori=0to N-1
F,=BaCaD m=WyW,.. W, (each Wi is 32-bit)
for t=16 to 79

40 <t < 59

F, =(BAC)V ((BAD)V(CAD))™

60 <t <79

F=BaCa&D

A

Qutput

A B C D
32-bit 32-bit 32-bit 32-bit

E
32-bit

WE(W, 5 modadd W, g modadd W, modadd W,.qs) shit by 1
=Hy, B=H,. C=H, D=Hj, E=H,
fort=0to 79
T=Ashift by §) +F,(B,C,0) + E +W,+ K,
=

D=C
C=B shift 30
AT
let Hy=Hy*A, H,;=H,#B, H,=H3+C, H,=H;+D, H,=H,+E
Step 6: Cutput 160-bit Hash:
Hyll HyllHlIH ] H,
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3) Transfer Entity Information

Certificate Authority (CA)

Registration Authority (RA)
aka Subordinate CA

2) Grant Public Key
to er1t|t3.r

1) Request
Public Key

Sender

Validation Authority (VA)

*

? 6) Validate Key T) Key OK |

Recipient
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TLS 1.2 Handshake Process

Client Sener

T ClimtHells
_senerHello— T

«—

—————————

<« ———senver Digital Certiﬂn:ate____t_____

~_serverKey Exchange (optional) |

'4'_____|::ertiﬂ|::ate Request (optional)™ |

4— _ sewerHelloDone ™

«—

_::____'certiﬂc:ate (ifrequested)_

L ~client Key Exchange_______*
~certificate verify [nptiunal}______:

~Change Cipher Spec___

T Finished—____________*»

e

.§——————~Change Cipher Spec————— |
- -Finished—

Encrypted Communication
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—

SDN Controller =
b

4 > A S
0 1 ~.
4 ! -
i N ~..
i . .
H b2 “~.
B 2l
= &= &
Edge Router Edge Router Edge Router t A AA

& G

Cold Storage Monitor

& @

Cold Storage Monitor

D@6

Cold Storage Monitor

()

Flood and Water Monitor Flaod and Water Monitor Flood and Water Monitor h 4
Security System Security System Security System
POS System POS System POS System A
+ 3
& B H E H %)
VOIP System VOIP System VOIP System
Franchise 1 Franchise 2 Franchise 3 Corporate Cold Storage Insurer Security Service
Location A Location B Location C Headquarters  Manufacturer & Provider
Service Provider

Distributed Ledger

Decentralized Ledger

Centralized Ledger
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“ersion: 01 0000 00

Input Count: 1

[input 1] Previcus Output Hash:

[nput 1] inputScriptSig: Alice’s Signature

Output Count: 7

[Output 1] Value 0.000854 BTG .

[Output 1] scriptPubKey: Key &

Alice's Previous Transaction Hash
[E603Th196340145a806eab04062alc..]”

Alice
Alice's Address (160-bit Hashed Public

[121RUhDy yjzXSbSPx GRCm3tErcei1 TBSMB

Potentially fraudulent
Orphaned Chai

Genesis Block

Best Blockchain (longest chain in ledger)

Keyl ™~

Bitcoin Global Peer to Peer Mining Network

Alice's New Transaction

Wersion: (1 00 00 00
Input Count: 1

[input 1] Previcus Output Hash: (36693..)
l[In|:|m 1] inputScriptSig: Alice’s Signature

/| Output Count: 7 1

/| [Dutput 1] Value: 0.000554 BTC

[Output 1] scriptPubkey: Bob's Public Key
A

/ Fee [+.0001 BTC

Block is broadcast to network to verify. i
Peers add block to the longest chain H
‘(Server colects fees and & awarded 25 Bitcoins)
!
i

Bitcoin Block E

Block hash (Serial Number): 4F A0 81..
Previous Block ID: 9%

Transactions Hash (Merkle root)
Number of Transactions: 4

Transaction 54321...

Transaction Alics - Bob Transaction

Version: (1 00 00 00

Input Count: 1

[input 1] Previous Output Hash: (36653..)
[Input 1] inputScriptSig: Alices Signature

Bob
{160-bit Hashed Public Key)

[15vhrBecmat2 [T HI8A0yHZok Y HPgsstV C g

Bob's Address

Output Count: 1

[Output 1] Value: 0.000554 BTC

[Output 1] =crptPubKey: Bob's Fubilic Key
Transaction 12345

Transaction 98785...

BlockHash (Proof of Work]

000000000000000003585198df5201a40833985ckd f621639bc9730ecd33950d

! Bitcoin Miner Algorithm
L alidate Transactions in Block:

. Werify integrity and syntax of transactions
2 Inspect integrity of ScriptsSigs

3 Reject i ifthereis are pr

5. \erify Signatures.

&. Reject if Bitcoin input and oufput values don'tbalance

7. Rejectif sender public key is not the same as previous transaction

ones

Proof of Work:
while (Hash > Target) &8 (no one has founda NONCE)
Hash = SHA256Hash(previous block header, NONCE, new block)

NONCE++
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