Chapter 1: Concepts of Continuous
Integration
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Chapter 2: Installing Jenkins

Jenkins Properties (Local Computer)
General logOn Recovery Dependencies

Service name: Jenkins
Digplay name: Jenking

Description: Jenkins Cortinuous Integration Server

Path to executable:
"C:\Program Files 86} \Jenkins‘jenkins exe"

Startup type: |A|_rt0matic i

Service status:  Stopped
Start Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |

Concel | | sonly
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lenkins Properties (Local Computer)

General Log On  Recovery Dependencies

Log on as:
() Local System accourt

Allow service to interact with desktop

(@) This account: |.Jenkins| | Browse...
Easswol'd |............... |
Confim password: |............... |

Cancel | [ sonly
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Jenkins Properties (Local Computer) =

General LogOn Recovery Dependencies

Select the computer's response if this service fails. Help me set up recovery

actions.

First failure: Restart the Service w~
Second failure: Restart the Computer w
Subsequent failures: Run a Program w~

Reset fail count after: days

Restart service after: minutes

O

Run program

Bestart Computer Options...

Program:
| Browse...

Command line parameters: |

[ Append fail count to end of command line (fail=%1%)

Concel | | tony

&) = B =

[ welcome to nginx! X

< C | (@ 192.168.56.104 Q :

i Apps »

Welcome to nginx!

If you see this page, the nginx weh server is succaessfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercigl support is available at nainx.com.

Thank yau far using nging.
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Your connection is not private
Attackers might be trying to steal your information from (for example,

passwords, messages, or credit cards).

0 Automatically report details of possible security incidents to Google. Privacy policy

ADVANCED Back to safety

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.56.104 (for example,
passwords, messages, or credit cards). NET:ERR_CERT_AUTHORITY_INVALID

Automatically send some system information and page content to Google to help detect

dangerous apps and sites. Privacy policy

HIDE ADVANCED Back to safety

This server could not prove that it is 192.168.56.104; its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an

attacker intercepting your connection. Learn more.

Proceed to 182.168.56.104 (unsafe)
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2] == = |

[ Welcome to nginx! X

&« C | A Motsecure | b#775://192.168.56.104 e

: Apps »

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
&l =] =
G Jenkins [Jenkins] x
& C | A Notsecure | bers5//192.168.56.104/login?from=%2F ¢
i Apps »

Getting Started

Unlock Jenkins

To ensure Jenkins is securely set up by the administrator, a
password has been written to the log (not sure where to find it?)
and this file on the server:

/var/lib/jenkins/secrets/initialAdminPassword

Please copy the password from either location and paste it
below.

Administrator password
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Getting Started

Create First Admin User

Username: developer
Password:  eesessens
Confirm password: | sssssssss

Full name: nikhil pathania

Jenkins 2.60.2 Continue as admin Save and Finish
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Chapter 3: The New Jenkins

Getting Started

Unlock Jenkins

To ensure Jenkins is securely set up by the administrator, a password has been written
to the log (not sure where to find it?) and this file on the server:

/var/jenkins_home/secrets/initialAdminPassword

Please copy the password from either location and paste it below.

Administrator password

Getting Started

Customize Jenkins

Plugins extend Jenkins with additional features to support many different needs

Install suggested Select plugins to

plugins install

Install plugins the Jenkins Select and install plugins
community finds most most suitable for your needs.
useful.

o
o
o

@
S

Jenkin
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Getting Started

Organization and Administration
Build Features

Build Tools

Build Analysis and Reporting
Pipelines and Continuous Delivery
Source Code Management
Distributed Builds

User Management and Security

Notifications and Publishing

Jenkins 2.60.2

All | None | Suggested Selected (20/57)

-

Note that the full list of plugins is not shown here. Additional plugins can be installed in the Plugin Manager
once the initial setup is complete. See the Wiki for more information.

Organization and Administration (2/3) —

" Dashboard View # 94

Jenkins view that shows various cuts of build information via configured portlets.

¥ Folders Plugin * 14

This plugin allows users to create "folders” to organize jobs. Users can define custom taxonomies (like by
project type, organization type etc). Folders are nestable and you can define views within folders. Maintained
by CloudBees, Inc.

¥ OWASP Markup Formatter Plugin » 34

Uses policy definitions to allow limited HTML markup in user-submitted text.

Build Features (4/10)

™ build-name-setter » 64

¥ build timeout plugin * 15 4
Aborts a build if it's taking too long

" Config File Provider Plugin # 54

Ability to provide configuration files (e.g. settings.xml for maven, XML, groovy, custom files,...) loaded through
the Ul which will be copied to the job workspace =]

- [
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Getting Started

Getting Started

" Folders Plugin " OWASP Markup build timeout plugin Credentials Binding
Formatter Plugin Plugin
Timestamper Workspace Cleanup Ant Plugin Gradle Plugin
Plugin
Pipeline GitHub Branch Source Pipeline: GitHub Groovy Pipeline: Stage View
Plugin Libraries Plugin Tanimne loidis Flopia
Git plugin Subversion Plug-in S8H Slaves plugin Matrix Authorization
Strategy Plugin
+" PAM Authentication LDAP Plugin Email Extension Plugin Mailer Plugin
plugin

required dependency

Jenkins 2.60.2

Getting Started

Create First Admin User

Username: Jenkins_admin
Password: sssssssss
Confirm password: sssesssss
Full name: nikhil pathania

E-mail address: admin@company.org

Jenkins 2.60.2 Continue as admin Save and
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Tabs

Vs
e
//
General
Pipeline name  jenkins_pipeline_demo
\\
e
Description \‘\
[Plain text] Preview e
.
G
-,
Pipeline Name
Type of Definition Pipeline tab
" N
A
\\\ \
3 Pipeline
AN =
- - \\
Pipeline \.
\\
N \
Definition Pipeline script j
Script £ try sample Pipeline. .. j @
/
//
d
/
/
// ¥ Use Groovy Sandbox '@'
/ Pipeline Syntax /
4// N g
Place where you write your script \\ A short description
N about the option
\
N

The Pipeline Syntax Utility
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Pipeline

Definition

Pipeline script j

Script E try sample Pipeline._. j @

try sample Pipeline. ..

Hello World

Maven

Maven installations

Name of your Maven installation

Maven
MName M3

' Install automatically

Install from Apache

WVersion m

Delete Installer

Add Installer -

Delete Maven

||| ||| ]

Add Maven

List of Maven installations on this system

Maven version
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Run Pipeline

N
N
Al - N

W Name | Last Success Last Failure Last Durati{N

jenkins_pipsline_demo  N/A NIA NIA <))

N

Pipeline name

Al + Mouseover here toEet the menu
$ w Name | _,__,-f""/j/.
\:, jenkins_pipeline_demo :"/,
lcon: SML ,,:.,.) Changes

) BuildNow —

@ Delete Pipeline TThe—
Run Pipeline

- Configure ——

). Full Stage View — Access the Pipeline

* configuration page
€) Fipeline Syntax e
= Access the Full Stage View|
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Expected stage run time based on history

Stage View

Pipeline number Preparation
/ 1s
f —
.'llll
Aug 10 @
01:29 / e
: / /
v/ /
'\ Contains Built artifacts /

\

Execution date and time

v

Color coded status

Stage name

Build Results
3s 133ms
R,

133ms

Stage run time

Stage Logs (Build)

@ Checks if running on a Unix-like node (self time 1ms)

@ Shell Script — 'fvarfjenkins_home/tools/hudson tasks Maven_Maveninstallation/M3/bin/mvn' -Dmaven test failure.ignore

clean package — (self ime 3s)

[ | e L]
[INFO] Building simple-maven-project-with-tests 1.8-SNAPSHOT

[ | e

[INFO]

[INFO] --- maven-clean-plugin:2.5:clean (default-clean) @ simple-maven-project-with-tests ---

[INFO] Deleting /var/jenkins_home/workspace/jenkins_pipeline_demo/target

[INFO]

[INFO] --- maven-resources-plugin:2.6:resources (default-resources) @ simple-maven-project-with-tests ---
[INFO] Using 'UTF-8' encoding to copy filtered resources.

[INFO] skip non existing resourceDirectory /var/jenkins_home/workspace/jenkins_pipeline_demo/src/main/reso
urces

[INFO]

[INFO] --- maven-compiler-plugin:3.l:compile (default-compile) @ simple-maven-project-with-tests ---

[INFO] Mo sources to compile

[INFO]

[INFO] --- maven-resources-plugin:2.6:testResources (default-testResources) @ simple-maven-project-with-te
SESeas

[INFO] Using 'UTF-8' encoding to copy filtered resources.

[INFO] skip non existing resourceDirectory /var/jenkins_home/workspace/jenkins_pipeline_demo/src/test/reso -
urces A
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Build History trend =

find

@ #3 Aug 9, 2017 11:29 PM

:;' Changes

- \SS for failures
H Console Output

> Edit Build Information

Search plugins

List all plugins available for Jenkins

Filter: I ., Pipeline Maven Integration

Updates Available Installed Advanced

Install | Name Version

Pipeline Maven Integration Plugin

This plugin provides integration with Pipeline, configures

maven emvironment to use within a pipeline job by calling  2.5-2
sh mvn or bat mvn. The selected maven installation will be
configured and prepended to the path

Install without restart Download now and install after restart

Update information obtained: 1 hr 30 min ago Check now

Install selected plugin
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Installing Plugins/Upgrades

Preparation
+ Checking internet connectivity
+ Checking update center connectivity
s Success

Config File Provider Plugin i) Success

Pipeline Maven Integration Plugin Installing
I

Go back to the top page
L4

(you can start using the installed plugins right away)

&> I Restart Jenkins when installation is complete and no jobs are running

List of Steps Step configuration
Overview

This Snippet Generator will help you learn the Pipeline Script code which can be
used to define various steps. Pick a step you are interested in from the list, configure
it, click Generage Pipeline Script, and you will see a Pipeline Script| statement that
would call the stiep with that configuration. You may copy and paste the whole
statement into your script, or pick up just the options you care about. [Most
parameters are optional and can be omitted in your script, leaving therp at default
values.)

Steps

Sample Step

archiveArtifacts: Archive the artifacts

Files to archive

® @L<

Advanced...

Generate Pipeline Script

———

Click to generate pipeline code Generated pipeline code
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Steps

Sample Step node: Allocate

Label master

Label master is serviced by 1 node

node

Generate Pipeline Script

node('master’) {
Il some block

}

@ &

Steps
Sample Step stage: Stage

Stage Mame

Generate Pipeline Script

stage(Preparation’) {
il some block

}

Preparation

@
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Steps
Sample Step git: Git

Repository URL
Branch

Credentials

Generate Pipeline Script

|
®

https://github.com/jglick/simple-maven-project-w
master

- none - j #= Add =

¥ Include in polling?

¥ Include in changelog?

git ‘https-//github.com/jglick/simple-maven-project-with-tests git'

Steps
Sample Step withMaven: Provide Maven environment j
(2)
Maven M3 j ®
JDK

Maven Settings Config
Global Maven Settings Config

Options

Generate Pipeline Script

withMaven{maven: "M3) {
/I some block

}

— Use system default JOK — j (2)
— Use system default settings or file path — ~| @)
- Use system default settings or file path — j (7))

Add Option  ~

[25]



Steps

Sample Step o ghall Script

Shell Script nmwn -Dmaven test failure.ignore clean package

Advanced...
Generate Pipeline Script
sh ‘mwn -Dmaven_test failure_ignore clean package’
Source Control
Feature Branch 1 Integration Branch Fearurﬂ Branch 2

IIIIDD

Source code Jenkinsfile Source code Jﬂnklnsfle Scu.’cecodﬂ Jenkinsfile

I
| i
' '
' '
i i
P P
' '
_________________________ L e

Jenkins server

Pipeline for Feature Branch 1

Build & Unit test
Build & Unit test Integration test

Pipeline for Feature Branch 2 Q
[ Build & Unit test

Pipeline for Integration Branch

—

B :i-o= in a Cl pipeline
- Cl pipeline
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Feature Branch 1

Build & Unit test )4
Build & Unit test )4
Build & Unit test  [CVEEEEEEE o

Feature Branch 2

Build & Unit test b4

Build & Unit test [V S o

® Code commit

B 5t-o= in a Cl pipeline

X Fail
o Pass
— SKip

Integration Branch

Build & Unit test
Integration test

Build & Unit test
Integration test

Build & Unit test
Integration test

v
v

X

v
v
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Kind Username with password

Scope Global (Jenkins, nodes, items, all child items, etc) j @
Usemame name(@org.com ®
Password sSssssBEEs @
D . .
github_credentials (7))
Description | o dentials to access GitHub account ®
GitHub Servers
GitHub Server @
Name default_github_account @
APIURL hitps://api_github.com @
Credentials _ none - j o= Add ~ ®
Test connection @
Manage hooks W (7]
Additional actions
Convert login and password to token @
GilHub API URL https://api_github.com
' From credentials
Credentials | seses xesees xesees seses sest srewes precess (cradentials to acce j o= Add v

Created credentials with id 311a8cc5-a2c0-41fe-b13e-e6bd1dasb040
(can use it for GitHub Server Config)

' From login and password

Create token credentials
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Perso Ha| access tOkenS Generate new token Revoke all

Tokens you have generated that can be used to access the GitHub APL

Jenkins GitHub Plugin token (http:// sosssssxxnwwin/) — adminrrepo_hook, repa, Neverused | Edit = Delete

repo:status

GitHub Servers

GitHub Server @

Name default_github_account @

APTURL https://api.github.com 7]

Credentials gy n (hitps:/apl.github.com) auto generated token j -hd~ | @

Credentials verified for user nikhilpathania, rate limit: 4997 | fag connection @

Manage hooks W (2]

E jglick / simple-maven-project-with-tests @Watch~ 0 HStar 4 YFork 101
¢» Code Issues 0 Pull requests 0 Projects 0 Wiki Insights

A Maven project that just has some test failures (and skips) at random, to demonstrate result reporting.

P 5 commits ¥ 2 branches T 0 releases 12 1 contributor
Branch: master v New pull request Create new file | Upload files | Find file Clone or download ~
<> Code Pull requests 0 Projects 0 Wiki Settings Insights =
simple-maven-project-with-tests /  Jenkinsfile or cancel
<> Edit new file @ Preview Spaces ¥ 2 % No wrap 3
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Commit new file

added a Jenkinsfile

]

® o Commit directly to the master branch.

1N Create a new branch for this commit and start a pull request. Learn more about pull requests.

Branch Sources

GitHub
Credentials prsssss (credentials j o Add ~ ®
Qwner b i

nikhilpathania ®
REpOSIONY  gimple-maven-project-with-tests j (3)

¥ nikhilpathania / simple-maven-project-with-tests
forked from jglick/simple-maven-project-with-tests

£» Code Pull requests 0 Projects 0 Wiki Settings

WEbhOOkS Add webhook

When the specified events happen, we'll send a POST reguest to each of the URLs you provide.
Learn more in our Webhooks Guide.

v http:/fsssoomioneesooe fgithub-webhooky (pull_request and push) Edit = Delete

Webhooks allow external services to be notified when certain events happen within your repository.
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jenkins_multibranch_pipeline_demo

A Maven project that just has some test failures (and skips) at random, to demonstrate
result reporting.

Branches (1)  Full Requests (0

5 W Name | Last Success  Last Failure  Last Duration

Q- master 17 sec - #1 MNiA 6.4 sec @

<> Code Pull requests 0 Projects 0 Wiki Settings

Branch: master» | simple-maven-project-with-tests / Jenkinsfile

Switch branches/tags

featu re|

Branches Tags

P Create branch: feature

from ‘master’

jenkins_multibranch_pipeline_demo

A Maven project that just has some test failures (and skips) at random, to demonstrate
result reporting.

Branches (2)  Full Reguests (0
5 W Name | Last Success Last Failure Last Duration
< feature  7min24sec-#1  NA 6.8 sec [*3)
(* ) master 7 min55sec-#1  NA 5.6 sec (3]
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Filter: | “% Blue Ocean

Updates Available Installed Advanced

Install | Name Version
Blue Ocean

Blue Ocean is a new project that rethinks the user

¥ experience of Jenkins. Designed from the ground up for 117
Jenkins Pipeline and compatible with Freestyle jobs, Blue
Ocean reduces clutter and increases clarity for every

member of your team.
M Download now and install after restart
information obtained: 23 hr ago

a —

Jenkins Pipelines Administration o [ Logout J
d

PiDEEin'ES O\ Mew Pipeline
Mame o Health  Branches PR
jenkins_multibranch_pipeline_demao d0h 1 passing ‘j‘,‘,i"
jenkins_pipeline_demo *: :- - - 'i}(
jenkins_pipeline_pipeline_syntax_demo b - - ‘ﬂ"

1.1.7 - Core 2.60.2 - 9d9e8bé - (no branch) - 12th August 2017 12:30 AM
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Pipelines Administration

b d

Jenkins

. jenkins_multibranch_pipeline_demo Y% o ] Activity Branches Pull Requests

Status  Run Commit Branch Message Duration Completed e
1 ©87e52ae  feature Push event to branch feature  6s 21 hours ago o
4 ©7e52ae  master Started by user nikhil pathania 5s 21 hours ago \b

+ jenkins_multibranch_pipeline_demo 4 Pipeline Changes Tests Artifacts S

Branch: master [} @ 5s Mo changes

(© 21 hours ago Started by user nikhil pathania

Build Results

Commit: 07e52ae

Steps Results Z ¥
8 > **/target/surefire-reports/TEST-*.xml Publish JUnit test result report <1s
<1s

Y@l > target/*.jar — Archive artifacts

O Where do you store your code?

@ Git () Github

O Connect to Github

Jenkins needs an access key to authorize itself with Github. Create an

access key here.

Your Github access token l
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New personal access token

Personal access tokens function like ordinary OAuth access tokens. They can
HTTPS, or can be used to authenticate to the API over Basic Authentication.

Token description
blue_ocean_jenkins

What's this token for?

Revoke all

Personal access tokens Generate new token
Tokens you have generated that can be used to access the GitHub APL

Make sure to copy your new personal access token now. You won't be able to see it again!

+ 122adaldbac7a%a@e50221d7f87456d3b6cededo [fa Edit = Delete

O Which organization does the repository belong to?

M nikhilpathania

O Create a single Pipeline or discover all Pipelines?

MNew Pipeline
Create a Pipeline from a single repository.

Auto-discover Jenkinsfiles

Create Pipelines for any repository in this
organization that contain a Jenkinsfile.
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O Choose a repository

Loaded 3 repositories.

‘ Q, Search...

‘ hello-world-example

‘ Projectlenkins

‘ simple-maven-project-with-tests

Create Pipeline

Create Pipeline

O There are no Jenkinsfiles in hello-world-example

nikhilpathania / hello-world-example

Agent

Start

Pipeline Settings

Cancel Save

none

Environment

Name

Value

Pipeline Settings

Agent

‘ label

Label*

‘ master |
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Start

Build Build

+ Add step

Choose step type

Shell Script

Print Message

Enforce time limit

Retry the body up to N times

Sleep

Choose step type
provide

Provide Maven environment

Build / Provide Maven
environment

GlobalMavenSettingsConfig

GlobalMavenSettingsFilePath

Jdk
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Build / Shell Script 2

myn clean install

Options
This property type is not supported
Child steps
Shell Script
Build Results Results o

Start

Oo—e

Results / Publish JUnit test result report ---

TestResults*

**ftarget/surefire-reports/TI

|:| AllowEmptyResults
HealthScaleFactor
| o |

|:| KeeplongStdio

TestDataPublishers
This property type is not supported
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Results / Archive the artifacts .-

Artifacts®

[ target/* jar

E] AllowEmptyArchive
E] CaseSensitive

D DefaultExcludes
Excludes

D Fingerprint

D OnlylfSuccessful

Save Pipeline

Saving the pipeline will commit a Jenkinsfile to the repository.

Description

created a pipeline script

° Commit to master
O Commit to new branch

Save & run Cancel

. nikhilpathania / hello-world-example ¥t Activity Branches Pull Requests

Status  Run Commit Branch Message Duration Completed

° 3 0b58117 master Updated Jenkinsfile 7s a minute ago O

[38]



~* nikhilpathania Updated Jenkinsfile

| src added files to source control
£ .gitignore added files to source control
] Jenkinsfile Updated Jenkinsfile

added files to source contro
[E] LICENSE dded fil I
[E) README.md added files to source control
E pomxml added files to source control
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Chapter 4: Configuring Jenkins

SonarQube

Environment variables

SonarQube installations

Enable injection of SonarQube server configuration as build environment variables

Name

Server URL

SonarQube account login

SonarQube account password

Disable

Add SonarQube

List of SonarQube installations

Sonar

Default is http.//localhost:0000

Check to quickly disable SonarQube on all jobs.

Advanced...

Delete SonarQube

Updates Available nstalle
Install Name |
. Ant Plugin

Adds Apache Ant support to

Blue Ocean

I
w

Version

1.7

Jenkins

Blue Ocean is a new project that rethinks the

user experience of Jenkins. Designed from the
ground up for Jenkins Pipeline and compatible 1.2.1
with Freestyle jobs, Blue Ocean reduces

clutter and increases clarity for every member

of your team

Blue Ocean Pipeline Editor

Installed

1.5
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Updates  Awvailable  Installed Advanced
Install | Name Version
\MET Development
Agent Launchers and Controllers

Android Development

r Android Emulator Plugin 215

Android Lint Plugin

r Parses Android Lint output and displays 2.5
the results for analysis

Android Signing Plugin

r 225
Updates Awailable Installed Advanced
Enabled Name | Version Previously installed version  Uninstall
Ant Plugin

~ Adds Apache Ant 17 Downgrade to 1.5

support to Jenkins
Authentication Tokens
AP Plugin

This plugin provides
an API for

&
(%)

converting
credentials into
authentication
tokens in Jenkins

Updates Ava

ilable Installed Advanced

HTTP Proxy Configuration

Server ®
Port = @
User name ®
Password
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Test URL https:/f/www.google com

Success Validate Proxy

Index of /download/plugins

Name Last modified Size Description

a Parent Directory -
(3 AnchorChain/ 2017-09-11 21:16 -
(T3 Apical oadtest/ 2017-09-11 21:16 -
E] BlameSubversion/ 2017-09-11 21:16 -

logstash

‘= permalink to the latest
= 13.0
=120
=111

Upload Plugin

You can upload a .hpi file to install a plugin from outside the central plugin
repository.

File: | = Browse... | logstash.hpi
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Filter: | “%, Periodic Backup

Updates Available Installed Advanced

Install | Name Version

i Periodic Backup

15
Install without restart Download now and install after restart
. . ) ) Check now
information obtained: 7 hr 28 min ago

Root Directory fvarfjenkins_home
Tempaorary Directory ftmp 3)
Backup schedule {cron) 00***

Validate cron syntax

Maximum backups in location 10 @
Store no older than (days) 7 @

File Management Strategy

& ConfigOnly (2]
¢ FullBackup

Storage Strategy

TarGzStorage

Add Storage -

Backup Location

LocalDirectory
Backup directory path

Jienkins_backup (2]
¥ Enable this location @
directory "jenkina_backup® OK Validate path
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" ConfigOnly created on Sat Sep 16 18:45:43 UTC 2017

Restore selected backup

Started PeriodicBackup

backup_ 2017_09_16 23_15 36 131.tar.gz copied to
/jenkins backup/backup 2017_09_1& 23_15 36_131.tar.gz

backup 2017_09_16_23_15_36_151.pbobj copied to /jenkins_backup
/backup_2017_09_16 23_15_36_131.pbobi

Deleting the temporary file
/tmp/backup_2017_09_16_23_15_36_131.pbobJ

Checking for redundant and old backups in the location.

Deleting temporary file
/tmp/backup_2017_09_16_23_15 36_13l.tar.gz

Backup finished successfully after 18 ms

Finished PeriodicBackup. 19 ms

The final result directory /tmp/finalResult is not empty,
deleting..

/tmp/finalResult does not exist, making new directory

Copying /Jenkins_backup/backup_2017_09 16 23 11 31 _835.tar.gz
to /tmp/backup_2017_09_16_23_11_31_835.tar.gz

Archive /jenkins backup/backup 2017_0% 16 23 11 31 835.tar.gz
copied to /tmp/backup 2017_09_16_25_11_31_835.tar.gz

Extracting files from
/emp/backup_2017_09_16_23_11_31_835.tar.gz to /tmp/finalResult

Deleting /tmp/backup 2017_09_16_23_11 31 835.tar.gz

Restoring of files finished

Reloading configuration...

Restoration finished after 592 ms
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Long-term Support
(LTS)

LTS (Long-Term Support) releases are
chosen every 12 weeks from the stream
of regular releases as the stable release
for that time period. Learn more. ..

Changelog | Upgrade Guide | Past
Releases

£ Deploy Jenkins 2.73.1

B Download Jenkins 2.73.1 for:

Docker
FreeBSD
Gentoo &3

Mac OS X

Weekly

A new release is produced weekly to
deliver bug fixes and features to users
and plugin developers.

Changelog | Past Releases

B Download Jenkins 2.78 for:

Arch Linux £
Docker
FreeBSD &%
Gentoo £
Mac 03 X

OpenBSD %

Manage Jenkins

. New version of Jenkins (2.73.1) is available for download (changelog).

Configure System

Configure global settings and paths

! Configure Global Security
[ Secure Jenkins; define who is allowed to access/use the system

=

Configure Credentials

Configure the credential providers and types

[45]




Startup Type Log On As

: Automatic Local System
'é.:{; KtmRm for Distributed Transaction Coordinat Start Manual (Trigger Start]  Metwork Service
1.,'% Link-Layer Topology Discovery Mapper Stop Manual Local Service
ﬁJ}LocaI Session Manager Pause Automatic Local Systermn
%Microsoﬁt (R) Diagnostics Hub Standard Colle BT Manual Local Systermn
%Microso& Account Sign-in Assistant Restart Manual (Trigger Start]  Local System
{£h Microsoft iSCSI Initiator Service Manual Local System
€} Microsoft Passport All Tasks * | Manual (Trigger Start)  Local System
k';J} Microsoft Passport Container Refresh Manual (Trigger Start)  Local Service
£k Microsoft Software Shadow Copy Provider Manual Laocal Systermn
'é.:{; Microsoft Storage Spaces SMP Properties Manual MNetwork Service
1.'::‘)} Microsoft Windows SMS Router Service. Help Manual (Trigger Start)  Local System
‘£ Net.Tep Port Sharing Service Disabled Local Service
Mame Status Startup Type Log On As
Local System
'-f‘!; KtmRm for Distributed Transaction Coordinator Start al (Trigger Start]  Metwork Service
"ﬂ} Link-Layer Topology Discovery Mapper Stop al Local Service
'n..‘z!jLocaI Session Manager Pause matic Local Systemn
'-.*'::,,5 Microsoft (R) Diagnostics Hub Standard Collector Se Resume al Local Systemn
I‘.{i\!} Microsoft Account Sign-in Assistant Re<taet al (Trigger Start)  Local System
5k Microsoft iSCS Initiator Service al Local Systemn
'-f‘!; Microsoft Passport All Tasks » aal (Trigger 5tart]  Local System
"ﬂ} Microsoft Passport Container al (Trigger Start]) Local Service
l‘..{:!:; Microsoft Software Shadow Copy Provider Refresh al Local Systemn
'-.*'::,,5 Microsoft Storage Spaces SMP Properties al Metwork Service
£k Microsoft Windows SMS Router Service. al (Trigger Start])  Local System
l‘..{:!:; Met.Tcp Port Sharing Service e led Local Service
User: Ijenkins_admin

Password: Icoooaac--

¥ Remember me on this computer
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Access Control Security Realm

' Delegate to senet container
& Jenkins' own user database
" Allow users to sign up

C LDAP

®® ® e

' Unix user/group database

* Jenkins' own user database | User: I

' Allow users to sign up Password: |

[T Remember me on this computer

Create an account if you are not a member yet.

& LDAP )
Server
Server @
root DN @
" Allow blank rootDN
User search base @
User search filter uid={0} @
Group search base @
Group search filter @
Group membership € Parse user attribute for list of LDAP groups
' search for LDAP groups containing user
Manager DN @
Manager Password ®
Display Name LDAP attribute displayname @
Email Address LDAP attribute mail )
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Create User

Username:

Password:

Full name:

|
|
Confirm password: I
|
E-mail address: |

User Id

Name

Last Commit Activity 1

On

nikhilpathania
» hello-

a nikhilpathania nikhilpathania 1 mo 1 day world-
example »
temp

a jenkins_admin  nikhil pathania NIA

& People

&} nikhil pathania

0, status
[ Builds

3;3:"} Configure
G My Views
A. Credentials

Jenkins User Id: jenkins_admin
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Stores scoped to User: nikhil pathania

P Store |

Domains

i blueocean-git-domain % blueocean-github-domain

% User nikhil pathania % (global)

Stores from parent

P Store | Domains
% Jenkins 4 (global) & api.github.com
Overall  Credentials Agent Job Run View SCM  Metrics
g =
Z 2 o I3 o] = o) F 3
Usergroup § o 0 o @ & s 80023 0¢g oo Sgacs oo g
~fssfgsE3sgssiEs3gsiigzrosdesga s
zigag8-°5S86cR;5°8EFagocgaeseEFgaac FP=
o 3 ¢ - 3 3 =l @ e a2 =
=] =~ o
@
PaaleTy1 1o o UE=T N A SR NN S SN I S SN S S S S S S A S B N Sl S RN AN AN AN AN AN WA WA Wi WA
User/group to add: I LAl
Overall  Credentials Agent Job Run View SCM Metrics
g Lo
£ o 2 23 o £ o z 3
Userigrou, El 2 c o] & o [=] = o g3
T SRS gEisei3E858:e5258852 28821588 285
Zog g g 225 d3gRcaa5®ERFE8FgE T o zE =
- @ o = © - 3 @ 83
E; 2 2
Anonymous rcoooCcCocoocooCcCcooCcooCce 000D R 0eEnm
& jenkins_admin | i el ol i ol sl Al Al s s sl i o ol il il Y Al A Al il i iy il il il A wi w i
aenkins developer O OO OO CCOCOCCODCCCOCDCEDDCCE DO EC DD 0B EE
& jenkins_tester oo oo 0D D 0en
& jenkins_user oo oo 0D D 0en
Overall  Credentials Agent Job Run View SCM  Metrics
g =
> 2 o g 4 o £ o F 3
User/grou, =3 ood C s © 0o 3 = 06 oo @ Foncfoo =
group 3%32%85933828g?g%agggﬁxggg%agﬁﬂ-—jrgg
z2235a2agzgefszsz82823588%0082%3e 906¢%2
E mmgm ngmgg Qammg §¢“<mamm 2%
=1 = o
@
& jenkins_admin FEe¥ WK k¥R  W-F¥MM¥M ¥VFEFFW¥FVVFVNVMVFVVFVFFMFIVFEFFFFFEFIEFEFEFFFF
& jenkins_developer T M DD DD OO MMMEOODODOOMEODMOVWILDNMFRFKNEWM
& jenkins_tester CrrErCOCOCOCOCOCoCOCCCCCoMEMEMOCCOCODOMEOEOFMOVMELDRN FRFRFWV
& jenkins_user | 20 S S S S e ol S Sl SR iR SN S SR sl Sl S RN U RN RN A S AN A SR AN A A 2 2 i
Anonymous | 0 S S A S e ol S Sl SNl AR SN SR SR SRl Sl Su N S SN RN A S AN DA SR Y AN WA N A
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SCM Metrics

View

Run

Job

Agent

Credentials

Overall

Wiew
ThreadDump
HealthCheck

Tag
Read
Delete
Create
Configure
Update
Replay
Delete
Waorkspace
Read
Move
Discover
Delete
Create
Configure
Cancel
Build
Provision
Disconnect
Delete
Create
Connect
Configure
Build
Wi
Update
ManageDomains
Delete
Create
Read
Administer

User/group

Py 1ol TV i i o S i S Sl i i SRl S i sl Rl i sl i ol i s o R iy A AR Y AN w A A

Add

User/group to add: |

View SCM  Metrics

Run

Job

Agent

Credentials

Overall

Wiew
ThreadDump
HealthCheck

Tag
Read
Delete
Create
Configure
Update
Replay
Delete
Workspace
Read
Move
Discover
Delete
Create
Configure
Cancel
Build
Frovision
Disconnect
Delete
Create
Connect
Configure
Build
Wiew
Update
ManageDomains
Delete
Create
Read
Administer

Userigroup

L
L

r

[RS8 SRl R IR S S S A i S Sl Rl i S sl Y SR BRRY SR g RN AR SN AN WA WA AN WA A
& jenkins_admin ¥ ¥ ¥ ¥ ¥ ¥ ¥V M ¥ ¥ ¥ ¥V VM ¥ V¥V FFFFFEFVFEVFEFEFFEFFEFERFRFRFERFE

Anonymous
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¥ Enable project-based security

" Block inheritance of global authorization matrix

View SCM

Run

Job

Credentials

Tag
Read
Delete
Create
Configure
Update
Replay
Delete
Workspace
Read
Move
Discover
Delete
Create
Configure
Cancel
Build
Wl e
Update
ManageDomains
Delete

[9]
=
(0]
mw
=
@

User/group

Aromymous & D D D OO D OO0 00 Ern @

Add

User/group to add: |

View SCM

Run

Job

Credentials

Tag
Read
Delete
Create
Configure
Update
Replay
Delete
Workspace
Read
hWowve
Discover
Delete
Create
Configure
Cancel
Build
Wiewnr
Update

ManageDomains

Delete
Create

User/group

[l S Sl S A R SN RN S AN Rl AR A SR A A AN A A A A

& jenkins developer O O O OO MMEMOOCOCOCEOCOMEOMIEOENMERFERF F

Anonymous
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Chapter 5: Distributed Builds

Standalone Jenkins Slave
for Integration test]

Llenkins Master /

S /
/ /!

|_Unit test (1.50) | i

L=
[ Build [ Unit test (1-50) Integration test (1-50)

)
!

Unit test (50-100) Integration test (50-100)
M o H
E Distributed, parallel
R R E)  Integration testing

Distributed, parallel
Unit testing

M standalone Jenkins Slave machine
I stace in a Cl pipsline

Cl pipeline

@Jenkins Slave Label
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lJenkins Master

Docker image
for build & unit test
Docker image
for integration test

Docker host Container using the Container using the

? build & unit test image integration test image
|__Build | | _Integration test (1.50) |
| Integration test (50-100) |

Unit test (1-50)

Unit test (50-100)

b

Distributed, parallel
Integration testing

r

a

Distributed, parallel
Unit testing

H]]]]]]]]]] Docker container
I Stace in a Cl pipeline

Cl pipeline

4 Back to Dashboard Click to create a new node

f"ﬁ Manage Jenkins _—

B ewNode

% configure —

Build Queue = T
General configuration

No builds in the queue.

s Name | Architecture Clock Difference Free Disk Space Free Swap Space Free Temp Space Response Time

x

o

B asier - Linux (amass) In sync 519 GB Qoe 519 GB oms 4

5

Data obtained 15 min 15 min 15 min 15 min 15 min 15 min

Refresh status
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Preventive Node Monitoring
¥ Architecture
¥ Clock Difference

M Free Disk Space

® ®©8 &

Free Space Threshold 1CB

I Free Swap Space

S

M Free Temp Space
Free Space Threshold 1CB

®

¥ Response Time

o

®

Mode

narme

' Permanent Agent

OK

Adds a plain, permanent agent to Jenkins. This is called "permanent”
because Jenkins doesn't provide higher level of integration with these
agents, such as dynamic provisioning. Select this type if no other agent
types apply — for example such as when you are adding a physical
computer, virtual machines managed outside Jenkins, etc.
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MName

standalone-linux-slave (7]
Description maven build agent (7]
# of executors 1

Remaote root directory

Ivar{jenkins @

Labels maven-build-1 @

Usage Use this node as much as possible @

Launch method Launch agent via Java Web Start *|@
Advanced...

Availability Keep this agent online as much as possible j @

Node Properties

" Environment variables
™ Tool Locations

Save

Node Properties

' Environment variables

List of variables

Name kibana_username
Value kibana_password
Add
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¥ Tool Locations

List of tool locations
Name

Home oathitosthe

Add

(Maven) M3

/maven/application/onfthe/Jenkins/Slave

()

Launch method

Launch slave agents via SSH

Host

Credentials

192.168.56.221

ddkdkh llrx-n—xn—

Host Key Verification Strategy Mon verifying Verification Strategy j ®

-le

@

j o= Add ~

4 Back o List
O, status —
() Delete Agent ——

7 Configure

B script Console

B sysiem Information

(9 Disconnect

= Build History —

Load Statistics —

Bwo —

Gives you a status|
of your Jenkins Slave {current page)|

---Fr-C“CK to delete the Jenkins Slave

Lists all the builds that
ran on this Jenkins Slave

Gives build metrics, such as
Queue length...etc

Jenkins Slave connection logs

System information about|
the Jenkins Slave

Click to disconnect the Jenkins Slave
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[55H] Starting slave process: cd "/var/jenkins" && java —jar slave.jar|
«===[JENEINS BEMOTING CRPRCITY]===>channel started

Slave.jar version: 3.7

This is a Unix agent

Evacuated stdout

Egent successfully connected and online

P

System Properties

Name | Value
awt.toolkit sun.awt.X11.XToolkit
file.encoding UTF-8
file_encoding.pkg suUn.io

file.separator /

java.awt_graphicseny sun_awt. X11GraphicsEnvironment

Environment Variables

Name | Value
_ {usr/binfjava
HOME Jhome/nikhil
LANG en_UUS.UTF-8
LOGNAME nikhil

Agent standalone-linux-slave (maven build agent)

Mark this node temporarily offline

Labels

maven-build-1

Projects tied to standalone-linux-slave

MNone

Taking standalone-linux-slave Offline

You can optionally explain why you are taking this node offline, so that others
can see why:

maintenance activity

Mark this node temporarily offline
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Agent standalone-linux-slave (maven build agent)

Update offline reason

Bring this node back online

Oct 15, 2017 11:57:00 PM
Disconnected by jenkins_admin : maintenance activity

Mode name .
standalone-windows-slave

& Permanent Agent
Adds a plain, permanent agent to Jenkins. This is called "permanent” because Jenkins
doesn't provide higher level of integration with these agents, such as dynamic provisioning.
Select this type if no other agent types apply — for example such as when you are adding
a physical computer, virtual machines managed outside Jenkins, etc.

' Copy Existing Node

Copy from

Name standalone-windows-slave @
Description maven build agent ®
# of executors 1 = @
Remate root directory c-ljenkins @
Labels maven-build-2 @
Usage Use this node as much as possible ~| @
Launch method Launch agent via Java Web Start ~| @

Advanced...

Availability Keep this agent online as much as possible j ®

[581]



Connect agent to Jenkins one of these ways:

. Launch agent from browser

* Run from agent command line:

java -jar slave.jar -jnlpUrl http://192.168.56.107:8080
Jocomputer/standalone-windows—-slave/slave-agent.jnlp -sscret
26dc2653a211e735b1d3caT6l2c96TE6335chb6dT7E8149e4e260070Tbaal%c
B2e83

Opening slave-agent.jnlp x|
You have chosen to open:
|| slave-agent.jnip

which is: JNLP File (355 bytes)
from: http: /192, 168,56, 107:8080

What should Firefox do with this file?

Java(TM) Web Start Launcher (default) j

{~ Save File

™ Do this automatically for files like this from now on.

oK I Cancel

Do you want to run this application?
Name: Jenkins Remoting Agent
(( 5 Publisher: Infradna Inc (Kohsuke Kawaguchi)
LJ“"Z" Locations: http://192. 168,56, 107:5080
Launched from downloaded JNLP file

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the locations and publisher above.

[~ Do not show this again for this app from the publisher above

g More Information
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oix
File
Connected
Mame - | Description | alat... | Startup Type | Log On As
S Juniper Metwaork Connect Service Manages... Started Automatic Local Syste

Automatic Local

'General Log On I Recovery | Dependencies |

Log on as:

” Local System account
™| &l service ko interact with deskion

& This account: IAdminishator Browse ... |

Password: I...............

Confirm password: Io.......oooo...

Help me configure user account log on options.

ok | Cancel | mppy |

Filter: I 4, Docker Plugin

Available
Install | Name Version
~ Yet Another Docker Plugin
0.1.0-rc31
Allows to run Docker Jenkins Cloud Slaves
Docker plugin
0.16.2

This plugin allows slaves to be dynamically provis

ioned using Docker
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Cloud

Docker
Name Default Docker Host (7]
Docker URL tep://172.17.8.107:4243/ ®
Docker API Version (7))
Credentials - none - j ~ o o
Connection Timeout (7))
Read Timeout 0 (7]

Version = 1.13.1, API Version = 1.26 Test Connection

Container Cap

100 S @

Images Add Docker Template  ~

List of Images to be launched as slaves

Delete cloud

ubuntu@node4:~S sudo docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
ubuntu latest f49eecB9601e 3 weeks ago 129 MB
hello-world 1latest  48b5124b2768 4 weeks ago 1.84 kB
ubuntu@noded:~$ I

ubuntu@node4:~S$ sudo docker run -i -t ubuntu /bin/bash
root@8lasdi2fec4da: /# adduser jenkins
Adding user ‘jenkins' ...
Adding new group ~jenkins' (1688) ...
Adding new user "jenkins' (1008) with group "jenkins' ...
Creating home directory " /home/jenkins' ...
Copying files from “Jetc/skel' ...
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for jenkins
Enter the new value, or press ENTER for the default
Full Name []: Nikhil Pathania
Room Number []: 208
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] vy
root@8lasdizfécaa:/# |
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ubuntu@node4:~$ sudo docker commit 81a5d12f6c4a maven-build-slave-0.1
sha256:317fb6ec990f235fc2f2f42beab6f73e44fbabd2dobbam479858386c569a7c7d
ubuntu@node4:~5 ]

ubuntu@noded:~5 sudo docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
maven-build-slave-0.1 latest 317fb6ec996f About a minute ago 298 MB
ubuntu latest f49eec89681e 3 weeks ago 129 MB
hello-world latest 48b5124b2768 4 weeks ago 1.84 kB
ubuntu@node4:~$ |

Kind Username with password :I
Scope Global (Jenkins, nodes, items, all child items, etc) :I
Usermname | . . —

jenkins (7]

Password . ..... ®
i

1D . } _
docker-container-id .@.

Description | ¢ qentials for docker container (jenkins slave) .@.
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Images
Docker Template

Docker Image maven-build-slave-0.1 ()]

Container settings...

Instance Capacity

Remote Filing System Root

fhome/jenkins (3]
Labels docker )
Usage Only build jobs with label expressions matching this node :l@
"=  Experimental Options...
Launch method Docker SSH computer launcher :I @l

Credentials jenkins/**+** (credentials - :I o= Add ~ @

Advanced...

Remote FS Root Mapping Ivarflibijenkins @
Remove volumes M @

Pull strategy

Never pull :I@

Delete Docker Template
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Chapter 6: Installing SonarQube and
Artifactory

Tokens

If you want to enforce security by not providing credentials of a real SonarQube
user to run your code scan or to invoke web services, you can provide a User Token
as a replacement of the user login. This will increase the security of your installation
by not letting your analysis user's password going through your network.

MNAME CREATED

jenkins-sonarqube October 29, 2017

Generate Tokens

Generate

MNew token "jenkins-sonarqube” has been created. Make sure you copy it now,
you won't be able to see it again!

Create Project
Mame* | example-project
Branch

Key* | example-project
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sonarqube Dashboards = S5 UES Measures  Rules  Quality 5 Quali tes Administration M

Administration

Configuration *  Security *  Projects *  System =

Projects Management

Use this page to delete multiple projects at once, or to provision projects if you would like to configure them before the first analysis.
Mote that once a project is provisioned, you have access to perform all project configurations on it.

[} Provisicned ‘ Ghosts ‘Q

O 2 example-project example-project

sonarqube T

Administration

Configuration ¥ Security ¥ Projects System =

General Settings
Edit global settings for this SonarQube instance.

CATEGORY Build Breaker
Analysis Scope Alternative server URL

1L e URL to use for web service requests. If unset, uses the sen

CE %{sonar.working.directory}/report-task.txt.
General Key: sonar.buildbreaker.alternativeServerlUrl
Java
JavaScript API query interval (ms)
) Default: 10000
Licenses ] ] -
) The interval between queries to the APl when waiting for r
Scanner for MSBuild Total wait time is sonar.buildbreaker.queryMaxittempt
SCM Key: sonar.buildbreaker.queryInterval
Security
Technical Debt APT query max attempts
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Create Quality Gate

Mame * | example-quality-gate

sonarqube Dashboards » | [szue: Measures  Rules  Quality Profiles Quality Gates
Quality Gates example-guality-gate
Conditions
SonarQube way

Only project measures are checked against thres
example-quality-gate

Mo Conditions

Complexity

i

Complexity / Class
Complexity / File

Complexity / Function
Coverage

Condition Coverage

Condition Coverage by IT on ...
Condition Coverage on Mew ...
Coverage

Coverage by IT on Mew Code ;l

Conditions

Only project measures are checked against thresholds. Sub-projects, directories and files are ignored.

METRIC OVER LEAK PERIOD OPERATOR WARMING ERROR

Major Issues [ is greater than 1 50
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¢ 5 example-project

#A Issues Measures Code Dashboards »

Quality Gate

Choose which quality gate is associated with this project.

example-qualit}f-gatej

Administration «

Quality Profiles

Show: all Profiles

C#

Sonar way

Java

- Sonar way Java

Rules

254 active rules

75 Bu
?

20 Vulnerability
159 Code Smell

Sonar way

JavaScript
Sonar Security Way

Sonar way

| Activate Maore

Back up Rename | Copy |

0 projects Projects
You must not select specific projects for the default quality profile.

Inheritance Change Parent

Sonar way
254 active rules
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Rules

Search

Language
Java

c#
JavaScript

Search

Type
Bug
Vulnerability
Code Smell

O Tag

[ Repaository

O Default Severity
0O status

O available Since
O Template

Quality Profile
Sonar Security Way JavaScript

Sonar way C#

al/iMw

| Reload | New Search | Bulk Change |

sed

Java CodeSmell @ cwe, obsolete

o many "forward"
124
392
143

lents should not be used Java

Java Code 5mell @ brain-overload, struts

Code Smell @ bad-practice

Java Code 5mell @ peformance

¢ and work for subclasses Java Bug

11

n not required by
17

96
ted" members

ed

e used Java

uld not be used

sitch off issues

Sonar way Java Elaly

Sonar way JavaScript

zaught

Java Vulnerability @ cwe, error-handling

Java CodeSmell S confusing

Java Vulnerability @ error-handling

Vulnerability S cwe, owasp-ab, sans-top25-porous

Java  Vulnerability @ error-handling

Java Code Smell @ bad-practice

Java Code Smell @ bad-practice

Java Bug W multi-threading

Java Code Smell & cert, cwe, error-handling

‘ Reload ‘ Mew Search Bulk Change

nell @ cwe, obsole

brain-overload, stru

mell @ bad-practice T Activate

Bulk Change
Activate In...

Activate In Sonar way
Deactivate In...
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Filter: | “ SonarQube

Updates  Awailable Installed  Advanced
Install | Name Version
™ SonarQube Scanner for Jenkins 261

Install without restart Download now and install after restart

SonarQube servers

Environment variables () Enable injection of SonarQube server configuration

as build environment variables

If checked, job administrators will be able to inject
a SonarQube server configuration as environment varables in the build.

SonarQube installations

MName Default SonarQube Server
Server URL hitp://172.17.8.109:9000
Default is hitp:/localhost: 9000
Server version 5.3 or higher :I

Caonfiguration fields depend on the SonarCube server varsion.

Server authentication token

SonarQube authentication token.
Mandatory when anonymous access is disabled.

SonarQube account login

SonarQube account used to perform analysis.
Mandatory when anonymous access is disabled.
Mo knger used since SonarQube 5.3,

SonarQube account password

SonarQube account used to perform analysis.
Mandatory when anonymous access is disabled.
Mo konger used since SonarQube 5.3,
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static code analysis stage

scm stage publish stage

LJenkins Master

e o

integration test stage

Jenkins Cl Pipeline build stage

unit test stage

Artifactory Serverl

Authentication Settings

API Key

SN ENS NN NSNS NNNNReNT @ ,’;‘l‘,

(X) Revoke API Key

Encrypted Password

SO NSENENSINSNNNNSNNENERNI @) ,’1‘,

JFrog Artifactory

Home

Repositories Security

Local

Admin
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O  JFrog Artifactory

Local Repositories
@® New
1 Repository
Repository Key Type
‘:: example-repo-local E Generic
Select Package Type
* W w
A |
Bowe e ._..__ '
* n
o o
{,w.: maven
Gradie MuGet
* 4 * w
€ wn o B
rpm
H Er Puppet SBT Generic
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Basic

Generic

Repository Key *

example-project

New Local Repository

Advanced

Cancel

Replications

Save & Finish

Local Repositories

2 Repositories

Repository Key — Type

example-project 2 Generic

example-repo-local £ Generic

Recalculate Index Replications
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Kind Usemame with password
Scope Global (Jenkins, nodes, items, all child items, etc) :I
Usermame admin
Password sEEEEEEEE
D artifactory-account
Description

credentials to access artifactory server

® ® ® & &

Filter: | 4 Artifactory

Updates Available nstalled Advanced
Install | Name Version

Artifactory Plugin

ntegrates Artifactory to Jenkins

Install without restart Download now and install after restart

29.2
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Artifactory

) Enable Push to Bintray

O Use the Credentials Plugin

Artifactory servers Artifactory

Server ID Default Artifactory Server

URL hitp://172.17.8.108:8081/artifactory/

Default Deployer Credentials

Usermame admin

Password

Advanced...

Found Artifactory 5.56.2 Test Connection

List of Artifactory servers that projects will want to deploy artifacts and build info to

Use Different Resolver Credentials

Add

®@ &

®@ &
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Chapter 7: Continuous Integration Using
Jenkins

Integration/Mainline Branch Master/Production Branch

1
Feature1 Branch Feature 2 Branch O
(Y

= =
O O

nikhilpathania / hello-world-greeting @Unwatch> 1 %St 0  ¥Fork 0
<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings
D 1 commit P 1 branch T D releases AL 0 contributors

Branch: master = Mew pull request Create new file =~ Upload files = Find file Clone or download =
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<> Code [ssues 0 Pull requests 0 Projects 0

hello-world-greeting / | Jenkinsfile or cancel

Commit new file

added a Jenkinsfile

|

% o Commit directly to the master branch.

= 11 Create a new branch for this commit and start a pull request. Learn more about pull requests.

=

[Branch Sources
GitHub
Credentials | .. . - S
nikhilpathania@hotmail.com/ < o= Add = 3]
Oowner I -
nikhilpathania @
REPOSIONY | heji world-greeting j@

Build Configuration

Mode by Jenkinsfile j

SeriptPath | jenkinstile (2]

nikhilpathania / hello-world-greeting

£>» Code [ssues 0 Pull requests 0 Projects © Wik Insights Settings

[761]



Webhooks

Learn more in our Webhooks Guide.

Add webhook

Webhooks allow external services to be notified when certain events happen within your repository.
When the specified events happen, we'll send a POST request to each of the URLs you provide.

o VHR e ek Jgithub-webhook/ (pull_request and push) Edit | Delete
Branches (1) Pull Requests

S w Name | Last Success Last Failure Last Duration Fav

Fia i P M
5@- Jg master 6 days 23 hr- #10 MiA 1 min 3 sec @ ﬁw,?

Stage View
Poll Build & Unit Static Cc_:de Integration Publish
test Analysis Test

55 20s 225 3s 25
22s 35 25

SEE 4s 19s
1735

Latest Test Result (no failures)
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Test Result : hello

0 failures (+0)
|

3 tests (£0)
Took 5 ms.

[radd description

All Tests

Class Duration  Fail (diffy Skip (diff) Pass (difff Total (diffy
DateTimeTest 0 ms 0 0 1 1
GreetingMessagelT 11 ms 0 0 1 1
MessageTest 6 ms 0 0 1 1

w

=

[

8

@

b 7 W § 7 7
show count

Build Description  Duration Fail Skip Total
jenkins_multibranch_pipeline_demo » master #17 5 ms 0 0 3
jenkins_multibranch_pipeline_demo » master #16 6 ms 0 0 3
jenkins_multibranch_pipeline_demo » master #15 6 ms 0 0 2
jenkins_multibranch_pipeline_demo » master #14 5 ms 0 0 3
jenkins_multibranch_pipeline_demo » master #13 3ms 0 0 3
jenkins_multibranch_pipeline_demo » master #12 2 ms 0 0 2
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PROJECTS

QG NAME « VERSIOM LOC  BUGS VULMNERABILITIES CODE SMELLS LAST AMALYSIS
0 = example-project 17 42 0 0 55 Dec 03 2017
1 results
PROJECTS

Size: Lines of Code  Color: Coverage
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¢ 5 example-project

# Issues  Measures Code Dashboards+*  Administration =

Quality Gate

Major Issues
> 1

Leak Period: since 16
started a day ago

Bugs & Vulnerabilities

08 08 0 0

Bugs Yulnerabilities New Bugs Vulnerabilities

Code Smells

558 op 0 0

Code Smells Debt e et 2 New Debt
Smells

Duplications

0.0% O +0.0%

Duplications Duplicated Blocks Duplications

Size

47 +0

Lines of Code Lines of Code

Java I 42
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¢ 5 example-project

#

Issues  Measures Code  Dashboards =  Administration =

All Reliability — Security Maintainability Duplications

2 Unit Test Errors 0
Unit Test Failures 0
Unit Tests ] ]
Skipped Unit Tests 0
Unit Test Success (%) 100.0%
Unit Test Duration 1ms
Build & Unit Integration
Poll success g Publish
test Test
4s 20s 3s 25
— -
45 20s 22s 3s 25
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Stage Logs (Static Code Analysis) b 4

@ shell Script — mvn clean verify sonar:sonar -Dsonar.projectName=example-project -Dsonar. projectkey=example-project
-Dsonar.projectVersion=$BUILD_NUMBER — (self time 22s)

[INFO] CPD calculation finished ;:J

[INFO] Analysis report generated in S56ms, dir size=27 KB

[INFO] Analysis reports compressed in 1l4ms, zip size=18 KB

[INFO] Analysis report upleoaded in 28ms

[INFO] ANALYSIS SUCCESSFUL, you can browse http://192.168.56.101:9888/dashboard/index/example-project

[INFO] Mote that you will be able to access the updated dashboard once the server has processed the submit

ted analysis report
[INFO] More about the report processing at http://192.168.56.101:9888/api/ce/task?id=AWAdPHHEYngDPntWi6be
[INFO] Executing post-job org.sonar.plugins.buildbreaker.QualityGateBreaker

[INFO] Waiting for report processing to complete...

[INFO] Quality gate status: WARN

[WARNING] Major Issues: 24 > 1

[EIFI]| ========================================================================
[INFO] BUILD SUCCESS

[EIFI]| ========================================================================
[INFO] Total time: 28.987 s

[INFO] Finished at: 2817-12-83T16:36:39+00:00

[INFO] Final Memory: 39M/438M

[N mmm == o oo oo j

Artifact Repository Browser

Artifacts Tree Simple Q v| Compress Empty F

> = example-project

& example-repo-local
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Artifact Repository Browser

Tree Simple Q v & hello-0.0.1.war

¥ = example-project General Effective Permissio... Properties

> & 10 .
5 Properties
b & hello-0.0.1.war
Page 1 of1

Property Value(s)
Performance-Tested  Yes
build.timestamp 1489261456603
build.name jenkins_multibranch_pipeline_demo
build.number 10
Integration-Tested Yes

Conditions

Only project measures are checked against thresholds. Sub-projects, directories and files are ignored.

METRIC OVER LEAK PERIOD OPERATOR WARNING  ERROR

Major Issues [ is greater than = 1 3

Stage View
Poll Build & Unit Static Cc_:de Integration Publish
test Analysis Test

55 20s 225 3s 2s
Dec 03 5s 109s 22s
17:22

failed
#12

Dec 03 . ds 10s 22s 3s 25

16:31
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Stage Logs (Static Code Analysis) x

@ Shell Script — mvn clean verify sonar-sonar -Dsonar projectkey=example-project

-Dsonar projectversion=$BUILD _NUMBER -- (self time 22s)

[INFO] wWaiting for report processing to complete... d

[INFO] Quality gate status: ERROR

[ERROR] Major Issues: 24 > 3

[ERROR] [BUILD BREAKER] Project did not meet 1 conditions

[EMFL]| =======s========s========o======c=o====—c—ooo—o—oooooooooooooooooooo oo

[INFO] BUILD FAILURE

[EFL] ========================================================================

[INFO] Total time: 21.349 s

[INFO] Finished at: 2817-12-@3T16:23:19+88:00

[INFO] Final Memory: 38M/438M

[ B

[ERROR] Failed to execute goal org.sonarsource.scanner.maven:sonar-maven-plugin:3.4.0.965:sonar (default-c

1i) on project helle: Project does not pass the quality gate. -» [Help 1]

[ERROR]

[ERROR] To see the full stack trace of the errors, re-run Maven with the -e switch.

[ERROR] Re-run Maven using the -X switch to enable full debug logging.

[ERROR]

[ERROR] For more information about the errors and possible solutions, please read the following articles:

[ERROR] [Help 1] http://cwiki.apache.org/confluence/display/MAVEN/MojoExecutionException j
-
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Chapter 8: Continuous Delivery Using
Jenkins

Integration/Mainline Branch Master/Production Branch)

O

Release Branch 1

o

(o

Release Branch 2

-
-0

ubuntu@node4:~$ sudo docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
maven-build-slave-0.1 latest 317fb6ec990f About a minute ago 298 MB

ubuntu latest f49eec89601e 3 weeks ago 129 MB
hello-world latest 48b5124b2768 4 weeks ago 1.84 kB
ubuntu@nodes:~5 [
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ubuntu@node4:~S sudo docker run -i -t ubuntu /bin/bash
root@8lasdi2fec4a: /# adduser jenkins
Adding user “jenkins' ...
Adding new group ~jenkins' (1000) ...
Adding new user “jenkins' (1000) with group “jenkins' ...
Creating home directory "/home/jenkins' ...
Copying files from “/fetc/skel' ...
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for jenkins
Enter the new value, or press ENTER for the default
Full Name []: Nikhil Pathania
Room Number []: 208
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] y
root@slasdi2fecaa: /# |J

ubuntu@noded:~% sudo docker ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS

el NEFrEYAYd| ubuntu "/bin/bash" 38 minutes ago Exited (@) About a minute ago
8la5d12f6c4a ubuntu "/bin/bash" 2 weeks ago Exited (0) 2 weeks ago
ubuntu@node4:~5 ||

ubuntu@noded:~$ sudo docker commit f8b14a252e77 performance-test-agent-0.1
sha256:5218edfb90a9d3391393e5b11a2188f6fe8e1f85fd7e92a12d9bac558cc33ed1
ubuntu@noded:~$

ubuntu@noded:~$ sudo docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
performance-test-agent-8.1 latest 5218edfb9@a9 23 hours ago 720 MB
maven-build-slave-0.1 latest 317fb6ec990f 2 weeks ago 298 MB
ubuntu latest f49eec89601e 6 weeks ago 129 MB
hello-world latest 48b5124b2768 7 weeks ago 1.84 kB
ubuntu@node4:~S |

Kind Username with password :I
Scope Global (Jenkins, nodes, items, all child items, etc) :Iir
Usemame jenkins i}
Password =

......... @
ID _
performance-test-agent-0.1 @
Descrnplion | ¢ reqentials for docker container (Performance test) @
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Images
Docker Template

Docker Image performance-test-agent-0.1 @

Container settings...

Instance Capacity

' 2]

Remote Filing System Root /homeljenkins @

Labels docker_pt @

Usage Only build jobs with label expressions matching this node :I@
"~  Experimental Options...

Launch method Docker SSH computer launcher :I @

Credentials | 1o kins/*+++ (credentials :I o= Add v @

Advanced...
Remote FS Root Mapping varflibfjenkins @
Remove volumes M @
Pull strategy Never pull :|®

Delete Docker Template

File Edit Search Bun Options Help

[]

@ a4 «| 08|+ =

a Hello_Warld_Test_Plan

m WaorkBench Test Plan

Name: [Hello World Test Plan

Comments:

[871]




Save In: ‘lj examples

Hisp

[ csvsample.jmx

[} csvsample_actions.csv

D CcsvSample_user.csv

D PerformanceTestPlanMemoryThread.jmx

File Name: [Hello_world_Test_Plan.jmx |

Files of Type: |AII Files

File Edit Search Run Options Help
glale Y ==
Ueajlod W =« XC/a[+[-[<[p]n]
o Hello_World_Test_Plan e
] workeench Add } Threads (Users) ¥ Thread Group b

Paste Ctrlv Test Fragment P} setUp Thread Group

Reset Gui Config Element }| tearDown Thread Group
i »

Undo Timer .
Pre Processors *

Redo
Post Processors b Value

ek Assertions ]

B ) Listener »

Save Selection As...

Save Node As Image CilG

Save Screen As Image cCtrl+Shif-G

Enable

Disable

Toggle Crl-T

Help

File Edit Search Run Options Help
i = W +
Diealojd@ = «&Ela [+ -]+ [r[n]® o]

T a

m WorkBench

Hello_World_Test_Plan |

Thread Group

Name: [user visiting the hello world page

Comments:

Action to be taken after a Sampler error

® Continue (O Start Next Thread Loop  Stop Thread O Stop Test ) Stop Test Now

Thread Properties

Number of Threads (users): [1

Ramp-Up Period (in seconds): |1

Loop Count: [ ] Forever |1

[ ] Delay Thread creation until needed

[]scheduler
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File Edit Search Run Options Help

o Q vl s
Cleal°[ad]a] = «x[c[a][+]-]<][p]»]
¢ Hello World Test Plan §
0 user visiting the hello world page |: e
N WorkBench Add ¥ Logic Controller »
Start Config Element »
Start no pauses Timer 4
Validate Pre Processors * h Thraad (i Gtan Tast ()
Cut e Sampler } Access Log Sampler
Copy ol Post Processors ¥ AJP/1.3 Sampler
paste . Assertions » BeanShell Sampler
Duplicate Ctrl+5hift-C Listener }| Debug Sampler
Reset Gui FTP Request
Remove Deleta I (=i b
Und | needed Java Request
nao JDBC Request
fedo JMS Point-to-Point
Open... JMS Publisher
Merge JMS Subscriber

Save Selection As...

JSR223 Sampler

Save Node As Image cirl-G
Save Screen As Image cCtri+shift-G

JUnit Request
LDAP Extended Request

Enable LDAP Request
Disable Mail Reader Sampler
Toggle CtrlT 0S Process Sampler

Help

SMTP Sampler

SOAP/XML-RPC Request
TCP Sampler
Test Action

Q

L

8la "4

File Edit Search Run Options Help

#
L

plaj+[=]% [»]»]

? @ Hello_World_Test_Plan

#" HTTP Request
Q WorkBench

E?

user visiting the hello world page

HTTP Request

Mame: [HTTP Request
Comments:

Basic | Advanced

Web Server
’VServer Mame or IP: [localhost

|Port Number: [8080

HTTP Request

Implementation: |:IZI Protocol [http]: Method: E

Path: [fhello.0.0.1]

[] Rediract Automnatically Fallow Redirects Use Keepalive [ ] Use multipart/form-data for FO
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File Edit Search Run Options Help

HiY

a o

W
o

EENEIE

ary

%

7 g Hello_World Test_Plan

¢ & user visiting the hello world page | :

Thread Group

~ Add ¥ Logic Controller » £ hello world page
] werl start Config Element »
Start no pauses Timer » after a Sampler error
Validate Pre Processors » |@ Continue ©Start Next Thread Loop ! Stop Threa
cut cuix S '
Copy e Post Pfocessurs »
paste Gl A.ssertmns » [users): [1
Duplicate Curtrshift-c SSRGS 4 2ggrega:e gram:t
N ggregate Repo
:Z:Ztvgu' B oop Count: []For Assertion Results
|l Delay Thread cr¢ Backend Listener
o BeanShell Listener
=D o Szt Comparison Assertion Visualizer
Open... cheduler Configur Generate Summary Results
Lz uration (seconds) Graph Results
Save Selection As... berro ety e JSR223 Listener
Save Node As Image  ctrlG i Mailer Visualizer
Save Screen As Image Ctrl+5hift-5 Ji 0 e Response Time Graph
Enable nd Time Save Responses to a file
Disable Simple Data Writer
Toggle ctrlT Summary Report
Help View Results in Table
3 View Results Tree .
[ xS
Pl Build & Unit Static Crf‘cle Integration Bt Start Tomeat Deploy Perfurrrlance Ffrumr.‘_te build
test Analysis Test Testing in Artifactory
6s 19s 225 3s 3s 1s 413ms. 1s 1s
— — - - . ' .
4s 20s 22s 4s s s 413ms s ms

[90]




Tree Simple Q v

¥ @ example-project
b & 28
¥y B 29
» & hello-0.0.1.war

= example-repo-local

Artifact Repository Browser

& hello-0.0.1.war

General

5 Properties

Property
Performance-Tested
build.timestamp
build.name
build.number

Integration-Tested

Effective Permissions Properties

e

Value(s)

Yes

1512495600782
jenkins_multibranch_pipeline_demo :: master
29

Yes

Jenkins

Pipelines

- jenkins_multibranch_pipeline_demo v& &%

HEALTH STATUS

BRANCH

master

COMMIT

2e793d4

Administration

Activity Branches Pull Requests

COMPLETED

22 minutes ago

+ jenkins_multibranch_pipeline_demo 29

@ 1m13s

Branch: master &

Commit: 2e793d4 @© 26 minutes ago

Pipeline

Changes by noreply

Started by user nikhil pathania

Changes

Artifacts

S £ a3

Static Code
Start Poll Build & Unit test Analysis

Integration Test Publish

Start Tomcat

Performance Promote build in

Deploy Testing

—0 © ©
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Chapter 9: Continuous Deployment Using
Jenkins

Develop
Build

Unit Test

Integration Test

Publish to Artifactory

Continuous Integration —u: Static Code Analysis
i -Continuous Delivery

Deploy to Testing Environments (QA)
User Acceptance Test

Continuous Testing-i
Performance Test

Promote in Artifactory

Deploy to Prod Environment -Descrete Deployment
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Continuous Integration -

Continuous Deployment

Continuous Testing -E

Download - Vagrant by HashiCorp - Mozilla Firefox

W Download-Vagran... x Y&

(€D ‘ @ @ | https://www.vagrantup.com/downl e |[Q search A » =

2y WINDOWS
5

. Universal (32 and 64-bit)

(O DEBIAN |

CENTOS

32-bit | 64-bit

02
i

=
‘%
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Kind ' sername with password j
Scope Global (Jenkins, nodes, items, all child items, efc) j ?)
Username jenKins |@|
Password [ITITITTT) .@,
D production-server-credentials ®
Deseriplion. production-server-credentials ®

[ o« |

Node name production-server

& Permanent Agent
Adds a plain, permanent agent to Jenkins. This is called "permanent” because Jenkins
doesn't provide higher level of integration with these agents, such as dynamic provisioning.
Select this type if no other agent types apply — for example such as when you are adding
a physical computer, virtual machines managed outside Jenkins, etc.
' Copy Existing Node
Copy from

OK
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Name

production-server (2]
Description ®
# of executors 1 = ®
Remate root directory fhomedjenkins ®
Labels production @
Usage Use this node as much as possible j @
Launch method Launch slave agents via S5H j (7))
Host 192.168.56.31
Credentials

Jenkins/**** (production- j o= Add~ @)

Host Key Verification Strategy  pon verifying Verification Strategy j @

.ﬂ.
Advanced...
Awailabilit ’ ’ ' —
Y Keep this agent online as much as possible -| @)
Save
Build & Unit Static Code Integration N Performance Promote build Deploy
(el test Analysis Test (RIS start Tomeat Deplay Testing in Artifactory to Prod
65 195 225 3s 3s 1s 413ms 18 18 1s
4s 20s 22s 4s s s 413ms s ms S
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Appendix: Supporting Tools and Installation
Guide

Downloads

test source Release
r
@ MacosXx :L' Windows 2. 15'1

Rel 2017-11-28)
A Linux/Unix

Download 2.15.1 for Windows

Older releases are available and the Git source
repository is on GitHub.

T

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Mext when you are ready to continue.
[ additional icons
On the Desktop
Windows Explorer integration
Git Bash Here
Git GUI Here
Git LF5 (Large File Support)
Associate .git™ configuration files with the default text editor
Associate ,sh files to be run with Bash
Use a TrueType font in all console windows
fo updates

Current selection requires at least 225, 7 MB of disk space.
httpsifigit-for-windaws, github, ia}

< Back I Mext = I Cancel
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(Qataistasenp [IE

Adjusting your PATH environment
How would you like to use Git from the command line?

" Use Git from Git Bash only
This is the safest choice as your PATH will not be modified at all. You will only be
able to use the Git command line tocls from Git Bash.

{* Use Git from the Windows Command Prompt

This option is considered safe as it only adds some minimal Git wrappers to your
PATH to avoid duttering your environment with optional Unix tools. You will be
able to use Git from both Git Bash and the Windows Command Prompt.

= Use Git and optional Unix tools from the Windows Command Prompt
Both Git and the optional Unix tools will be added to your PATH.

Warning: This will override Windows tools like *find™ and "sort™. Only
use this option if you understand the implications.

Fbbps s fait-Far-windows, github, o)

< Back I Mext = I Cancel |

JRT=IET

Choosing the 55H executable
Which Secure Shell dient program would you like Git to use?

f* Use OpenSSH

This uses ssh.exe that comes with Git. The GIT_SSH and SVM_SSH
environment variables will not be modified.

{” Use (Tortoise)Plink

PUTTY sessions were found in your Registry. You may specify the path
to an existing copy of (Tortoise)Plink. exe from the TortoiseGit/SVYM/CVS
or PUTTY applications. The GIT_S5H and SVYM_55H environment
variables will be adjusted to paint to the following executable:

IC: \Program Files'PuTTY \plink.exe _I

ftepss)ait-Far-windows, github, o)

< Back I Mext = I Cancel
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T

Choosing HTTPS transport backend
Which SSL/TLS library would vou like Git to use for HTTPS connections?

i* Use the OpenSSL library
Server certificates will be validated using the ca-bundle.crt file.

i~ Use the native Windows Secure Channel library

Server certificates will be validated using Windows Certificate Stores.
This option also allows you to use your company's internal Root CA certificates
distributed e.g. via Active Directory Domain Services.

hitbps:fait-for-windaws, github, ja

< Back I Mext = I Cancel |

eitaisiasetw SIE1E

Configuring extra options
Which features would you like to enable?

¥ Enable file system caching
File system data will be read in bulk and cached in memory for certain
operations ("core. fecache” is set to "true”). This provides a significant
performance boost.

|¥ Enable Git Credential Manager
The Git Credential Manager for Windows provides secure Git credential storage

for Windows, most notably multi-factor authentication support for Visual Studio
Team Services and GitHub, (reguires .MET framework v4.5.1 or or later).

[~ Enable symbolic links

Enable symbolic links (requires the SeCreateSymbolicLink permission).
Please note that existing repositories are unaffected by this setting.

hbtps:fgit-far-windows, githut, o)

< Back I Install I Cancel
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