Chapter 1: Introduction to Data Driven
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-
!
@ Car " © ®safe
® Motor Scooter ) ® Injured
@ Motorbike i @ Hospitalized
®Van ) ® Killed
® Bicycle 1
® Truck )
@ Transport bus .
®Bus "
@ Tram g
S
s
ey
-
8
8
12
&
1
!
!
,
!
!
!
:
!
L 2012-04-01 2012-10-01 2013-04-01 2013-10-01
. Percentage of @timestamp per week
L
December 22nd 2011, 10:15:07.961 - January 28th 2014, 18:43:01.897 — by week
200
150
o
5
a 100
(¥
) | | || || || ‘ | I| |
o |
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@timestamp per week
Time _source
»  July 19th 2012, 14:00:00.000 Address: 54, RUE JEAN JACQUES ROU Zip code: - Dept: 75 Person 2 Tag: VICTIM type: a
ccident Segment: - path: /Users/bahaaldine/Google Drive/demo/accidentology/v5.0/sourc
e/accidentology.csv i - 1 category: Cond involvedCount: 2 @version: 1
host: MacBook-Pro-de-Bahaaldine.local Person 4 Cat: - season: summer periodOfDay: 1u
nch Person 3 Tag: - +timestamp: 19/07/2012 14:00 cCom: 101 Person 2 Category: cond
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field

. Vehicle 1 description
Vehicle 2 Description

Vehicle 3 Description

< T

value Count
Car 7,187 (45.3%)
Motor Scooter 1,553 (33.13%)

Van 5 (9.26%)
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Clusters / elasticsearch / Kibana

macbook-pro-de-bahaaldine.home

Status: | €= localhost:5603 OS Free Memory: 3.5 GB
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Chapter 2: Installing and Setting up Kibana
5.0

Download Elasticsearch

@ Want to upgrade? We'll give you a hand. Upgrade Guidance »

Version: 5.0.2
Release date: November 29, 2016
Notes: Not the version you're looking for? View past releases.

Downloads: & ZIP & TAR & DEB

& RPM




Downloads

Kibana 5.0.0-alpha4

Not for production use! Requires Elasticsearch 5.0.0-alpha4.

WINDOWS shai MAC shat LINUX 64-BIT shai LINUX 32-BIT shai

RPM 64-BIT sha1 RPM 32-BIT sha1 DEB 64-BIT shat DEB 32-BIT sha1

Installation Steps

e Extract your archive * Point your browser at
http://yourhost.com:5601

Download and unzip Kibana

* QOpen configskibana.ymlin




| localhost:5601/status

Qv B 0 4 g

Status:

Heap Total (MB)84.27

Response Time Avgo OO
(ms)~°

Status Breakdown
ID

ui settings

plugin:kibana@1.0.0
plugin:elasticsearch@1.0.0
plugin:console@1.0.0
plugin:kbn_doc_views@1.0.0
plugin:kbn_vislib_vis_types@1.0.0
plugin:markdown_vis@1.0.0
plugin:metric_vis@1.0.0
plugin:spy_modes@1.0.0

plugin:status_page@1.0.0

plugin:table_vis@1.0.0

Heap Used (MB)63_’| 2

Response Time Maxo 00
(ms) "

Status
Ready
Ready
Kibana index ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready
Ready

pc55.home

Load 1.55,1.73,
1.84

Requests Per Secondo 00




x x-pack Adds Value Across All Use Cases

SECURITY LOG METRICS BUSINESS ENTERPRISE APPLICATION
ANALYTICS ANALYTICS ANALYTICS ANALYTICS SEARCH SEARCH

U il > E

lock down your get notified when monitor the health of explore meaningful generate PDF
data and something changes your Elasticsearch relationships in your reports to share
monitor access in your data cluster(s) data your insights




[ localhost:9200 X

€ -~ C [ localhost:9200 13|

[ Il

Authentification requise

http://localhost:9200 nécessite un nom d'utilisateur et un mot de
passe.

Nom d'utilisateur : elastic

Mot de passe : ssssssss

Annuler Se connecter
J |
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1,137,687 hits New Save Open Share Reporting @ November 13th 2016, 03:47:42.314 to November 14th 2016, 17:06:02.993
/9 kibana [ B
By e November 13th 2016, 03:47:42.314 - November 14th 2016, 17:06:02.993 — by 30 minutes

Visualize Selected Fields oo

40,000 3
Dashboard 2 _source

30,000
topology Available Fields n 0000
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e Popular I

o 1 —_— - - -
07:00 1000 1300 16:00 19:00 22:00 o100 0400 07:00 1000

Count

¢ system process.name

Monitoring
© @timestamp - @timestamp per 30 minutes
Timelion
¢ id Time _source
t _index
M; jement - 1341 :
RO . »  November 13th 2016, 14:34:37.898  giimestamps November 13th 2016, 14:34:37.898 beat MacBook-Pro-de-Bahaaldine. local be
_score
Dev Tools t o 4 acBook-Pro-de-Bahaaldine.Tocal beat. dule: system cpu
<55 tt: 43 it idl i it.pct: 0 it i pet: O
fveaticsmaney o f =l o e £r4 = 0 EE ] O (s e t: 0.0

2 49 system.cpu.user.pet: 0.123 type: metricsets id: AVhdSZInCVP6z0-redNT type: metricsets
¢ beatname 5 hds?1 i

t beat.version
»  November 13th 2016, 14:34:37.911 . " de-Bahaaldi
0 T @timestamp: November 13th 2016, 14:34:37.911 beat Mact dine.local beat.name:
acBook-Pro-de-Bahaaldine.local beat.version: 5.0.0 dule: System network
¢ metricsetname
tt: 8,477 system.network.in.bytes: 0 syst: e ) LR ]
# metricsetrt
ors: 0 system.network.i kets: 0 system.network p2D0 system.network.out.bytes: O

# system.cpu.idle.pct

systom.network.out dropped: 0 svetem.metwork.out.errers: 0 system.network out.packets: 0 type: me

#_system.cpu.iowait.pet




Selected Fields

? _source

Available Fields n

t systemn.process.cmdline
T system.process.cpu.sta..
# system.process.cpu.tot..
# system.process.memo...
# system.process.memo...
# system.process.memo...

# system.process.memo...
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Time

July 13th 2016,

Table JSON

Etimestamp

_id

_index

_score

_type
beat.hostname
beat.name
metricset.modu
metricset.name
metricset.ret
system.memory.
system.memory.
system.memory
system.memory.
system.memory.
system.memory.
system.memory.
system.memory.
system.memory.
system.memory.
system.memory.

type

_source

10:30:07.492 geimestamp: July 13th 2016, 10:50:07.492 beat.hostname: MacBook-Pro-de-Bahaald
ine.local beat.name: MacBook-Pro-de-Bahaaldine.local metricset.module: system
metricset.name: MEMOry metricset.rtt: 2,051 system.memory.actual.free: 5,57
5,241,728 system.memory.actual.used.bytes: 10,808GBE system.memory.actual.
used.pct: 67.55% system.memory.free: 1.241GE system.memory.swap.free: 1,112
Link to /metricheat-2016.07.13/metricsets/avxjouxczprgdry?iavd
@ @ M % July 13th 2016, 10:50:07.492
aeam AVX] CuxCzZpFgQ4ry7iev
m metricheat-2016.07.13
m 2
m metricsets
@ @ @M % MacBook-Pro-de-Bahaaldine.local
@ @ ([ % MacBook-Pro-de-Bahaaldine.local
le @ Q [0 * system
@ @ M % memory
Qe @D* 2,051
actual.free @ g @D % 5,575,241,728
actual.used.bytes @ @ [0 % 10.B08GE
.actual.used.pct e e M % 67.55%
free Q@ @ %* 1.241ce
swap.free @ g @ % 1,112,014,848
swap.total @ @ [ % 4,294,967,296
swap.used.bytes Q& M % 2.964GB
swap.used.pct aa @D %* 74.11%
total @ g [ % lo6cs
used.bytes @ M * 14.759GE
used.pct a e M % 92.24%
6 Q @ % metricsets




Create New Visualization

|#a Areachart

Great for stacked timelines in which the total of all series is more important than comparing any two or more series. Less useful for assessing the relative
change of unrelated data points as changes in a series lower down the stack will have a difficult to gauge effect on the series abowve it.

BB Datatable

The data table provides a detailed breakdown, in tabular format, of the results of a composed aggregation. Tip, a data table is available from many other
charts by clicking grey bar at the bottom of the chart.

|+ Line chart

Often the best chart for high density time series. Great for comparing one series to another. Be careful with sparse sets as the connection between points
can be misleading.

<[> Markdown widget

Useful for displaying explanations or instructions for dashboards.

@ Metric

One big number for all of your one big number needs. Perfect for showing a count of hits, or the exact average a numeric field.

@ Piechart

Pie charts are ideal for displaying the parts of some whole. For example, sales percentages by department.Pro Tip: Pie charts are best used sparingly, and
with no more than 7 slices per pie.

Q@ Tilemap

Your source for geographic maps. Requires an elasticsearch geo_point field. More specifically, a field that is mapped as type:geo_point with latitude and
longitude coordinates.

@ Timeseries

Create timeseries charts using the timelion expression language. Perfect for computing and combining timeseries set with functions suchs as derivatives
and moving averages

[shl Vertical bar chart

The goto chart for ch-so-many needs. Great for time and non-time data. Stacked or grouped, exact numbers or percentages. If you are not sure which
chart you need, you could do worse than to start here,




Or, Open a Saved Visualization
Q | 61 of 61 Manage Visualizations

Name «

|+ Apache HTTPD - CPU

B Apache HTTPD - Hostname list
|~ Apache HTTPD - Load1/5/15
|#* Apache HTTPD - Scoreboard

|

Apache HTTPD - Total accesses and kbytes

Metricbeat System Statistics New Add Save Open Share Options Export PDF @ July 13th 2016, 10:39:45.322 to July 13th 2016, 20:23:43.811
*
 MacBaok-Pro-de-Bah... CPU  CPU  Total Used  Max Free
N beat.name: user kernel memory memory system.memory.used.bytes memory
Descending © Q space space
4 MacBook-Pro- 10.037% 7.973% 16GB 99.9% 15.984GB 11.251GB
2 de-
3, Bahaaldine.local
12:00 1400 1600 18:00
@timestamp per 10 minutes
Top processes CPU usage Memory usage
Total Resident Shared ® MacBook-Pro-de-Bah... ‘® MacBook-Pro-de-Bah...
system.process.name: CPU Memory memory 100% @ MacBook-Pro-de-Bah... @ MacBook-Pro-de-Bah...
Descending = Q usage 150%
metricbeat 182.41% 0.09% Q e
com.apple.WebKi 122.51% 7.6% 0
Google Chrome H 118.55% 14.63% O o 100%
suggestd 71.9%  0.3% 0
CalendarAgent 67.8%  04% 0 o
50%
20%
Disk utilization over time
® Molumes/MobileBack...
o% o%
400% @ /dev 12:00 14:00 16:00 15:00 12:00 14:00 16:00 18:00
o Ptimestamp per 10 minute Ptimestamp per 10 minute

® /home




US-Flights ¥ New Add Save Open Options Docs (@ Movember 15th 2013, 10:46:57.440 to March 8th 2015, 14:37:34.940

.es{index=flights).label("All Flights"), .es(index=flights, g=ArrDelayMinutes:>0).label("Delayed Flights"} auto - n
o 70
WAl Flights HRed Line
450 MDelayed Fiights WOrange Line

WDelayed Flights Percentage mvavg=5

20 o |- | 1
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3 400
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ap  WFlights mavg(?) /10
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Management

Version: 5.0.0-alpha4

Connect Data

Existing Data Upload CSV

-
- Elasticsearch
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I Kibana o

Index Patterns Saved Objects Reporting

Advanced Settings




Dev Tools
Console

1 |GET metric*/_search

2 q

3- "query": {

4- "bool": {

5+ "must": [

6+

7 "constant_score": {
8- "filter": {

9- "exists": {

10 "field": "system.process.cpu.totul.pctr'

k£

History Settings Help
1-/{
2 "took": 42,
3 "timed_out": false,
4- "_shards": {
5 "total": 1@,
6 “successful": 10,
7 “failed": @
&+ 4
9+ "hits": {
10 “total": 1038728,
11 "max_score": 1,
12- "hits": [
13- {
14 “_index": "metricbeat-2016.11.13",
15 "_type": "metricsets”,
16 "_id": "AVhd5Z1nCVP6z@-redNY",
17 "_score": 1,
18- "_source": {
19 "Btimestamp": "2016-11-13T13:34:37.911Z",
20~ "beat": {
21 "hostname": "MacBook-Pro-de-Bahaaldine.local”,
22 "name": "MacBook-Pro-de-Bahaaldine.local”,
23 "version": "5.0.0"
24+ I8
25+ "metricset": {
26 "module": "system",
27 "name": "process",
28 "rtt": 12557
29- s
30~ "system": {
31~ "process": {
32 "emdline": "/System/Library/Frameworks/QuickLook
. framework/Resources/quicklookd.app/Contents/Mac05/quicklookd",
33- "cpu": {|
34 “start_time": "2016-11-13T13:32:45.210Z",
35~ "total": {
36 "pct": @
37+ 3
38~ 1,
39- "memory": {
40 - "rss":
41 "bytes": 20442048,
42 "pct": 0.0017
43 - ’
44 "share": @,
45 “size": 3087671296
46+ 1
47 "name": "quicklookd",
48 "pgid": 3313,
49 “pid": 3313,
50 "ppid": 1,
51 "state": "running",
"bahaaldine"

52

"username"':

Dev Tools

Console

1 |GET metric*/_search
2-4
3-
4-
5 -
G-

> £




Dev Tools

Console Profiler

index

(%, - FE R N

{

}

Type

“query":{
"match_all™ @ {}
}

Index:

.monitoring-kibana-2-2016.12.12

> [gSXZ7sxgSLCWhytmHKIcJA][0] ( 8.217ms :

Index:

Cumulative Time: 24.686ms

.monitoring-kibana-2-2016.12.06

> [g5XZ7sxgSLCWhytmHKIc)A][0] ( 24.686ms ]

Cumulative Time: 0.001ms




Clusters n 10 seconds @ Last1 hour

elasticsearch

a= Elasticsearch
-

Status GG

Qverview
Uptime: 3 hours

Nodes: 1
FS: 170.9GB / 465GB

Indices: 51

Doc Count; 11,867,397
Min. Shard Replication: 0
Total Shards: 63

Data Store: 6GB

Your Trial license will expire on August 4, 2016.

Instances: 1

Requests: 0

Connections: 0

Max. Respanse Time: 0 ms
Memory Usage: 40.09%




Clusters / elasticsearch / Kibana [1] 10 seconds @ Last1hour
MacBook-Pro-de-Bahaaldine.local

Status: localhost:5603  OS Free Memory: 57.5 MB  Version: 5.0.0-alpha4

0S Load Concurrent Connections

M Concurrent Connections

o
0.5
as -1
15:00 15:10 1520 1530 15:40 15:50 15:00 1510 15:220 1530 15:40 15:50
Event Loop Delay (ms) Memory Size (GB)
05 15GB
M Event Loop Delay M Heap Size Limit
04 1.4 GB "M Memory Size
03 953.7 MB
02 A76.8 MB
04 0.0B
15:00 1510 1520 1530 15:40 15:50 15:00 1510 1520 1530 15:40 15:50
Response Time (ms) Requests
400 60
B Max 50 MRequests
300 mAverage a0
200 30

15:30 15:40 15:50 15:00 15:10 15:20 15:30 15:40 15:50







Chapter 3: Business Analytics with Kibana
5.0

Elasticsearch Console

1 | GET accident*/_count P> &

1|l

2 "count": 13628,

3~  "_shards": {

4 "total": 10,

5 "successful": 10,
6 "failed": @
7}

8-}




Visualize / Step / 1
Create New Visualization

|da Area chart

Great for stacked timelines in which the total of all series is more important than comparing any
two or more series. Less useful for assessing the relative change of unrelated data points as
changes in a series lower down the stack will have a difficult to gauge effect on the series above it.

B8 Datatable

The data table provides a detailed breakdown, in tabular format, of the results of a composed
aggregation. Tip, a data table is available from many other charts by clicking grey bar at the
bottom of the chart.

|+ Line chart

Often the best chart for high density time series. Great for comparing one series to another. Be
careful with sparse sets as the connection between points can be misleading.

Visualize / Step / 2

From a New Search, Select Index

Q 100f 10

sl

Name a

accident*




fretsens

Data Options

metrics
B3 v-Axis
Aggregation
[ Count

4r
—

Custom Label

4 Advanced

Select buckets type

buckets

X-Axis
Split Lines

Split Chart

Cancel




accident*

Data  Options

metrics

B3 v-axis
Aggregation

Count

Custom Label

Accidents count

Add metrics

buckets

B3 x-axis
Aggregation

Date Histogram

Field

@timestamp

Interval

Auto

Custom Label

Per week

4

41 Advanced

4>

4

4




Accidents count

200
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120
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60

40

20

@ Accidents count




accident*

Data  Options

view options
Y-Axis Scale

linear

¢/ Smooth Lines
¢| Show Connecting Lines
¢| Show Circles
Current time marker
Set Y-Axis Extents
Scale Y-Axis to Data Bounds
¢| Show Tooltip

<4







Accidents count

15
10

5

2012-05-19 02:00 2012-05-23 02:00 2012-05-27 02:00 201205310200  2012-06-03 02:00
Per week

s
Per week = Q Accidents count
May 17th 2012, 12:00:00.000 1
May 18th 2012, 00:00:00.000 5
May 18th 2012, 12:00:00.000 7
May 19th 2012, 00:00:00.000 3
May 19th 2012, 12:00:00.000 5
May 20th 2012, 00:00:00.000 2
May 20th 2012, 12:00:00.000 4
May 21st 2012, 00:00:00.000 8
May 21st 2012, 12:00:00.000 15
May 22nd 2012, 00:00:00.000 9

Export: Raw & Formatted &




New Save Load Share

bicycle
accident*

Data  Options

Accidents count
-

view options
Y-Axis Scale 2012-05-19 02:00 2012-05-23 02:00 2012-05-27 02:00

. Per week
linear

Table Request R se Debu,
« Show Connecting Lines =l e

# Show Circles
Current time marker

ap

Elasticsearch request body

Set Y-Axis Extents {
Scale Y-Axis to Data Bounds “size': 0,
+ Show Tooltip "query": {
"bool": {
"must": [
{

"query_string": {
"query": "bicycle'™,
"analyze_wildecard": true
}
1




Data Options

B3 v-axis

Aggregation
Count =
Custom Label
Accident count
4 Advanced

B s on

Aggregation

Terms y
Field

Address.keyword v
Order By

metric: Accident count =

Order Size

Descending % 10

Custom Label




© @ Accident counts

Most dangerous streets
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Data Options

buckets

n Split SIi. Vehicle 1 description.keyword:

“Descending

n split S.. Vehicle 2 Description.keyword:

"Descending

n Split Sl.. Vehicle 3 Description.keyword:

"Descending

Add sub-buckets

Count




o000 VOO OO
JE¥iFegsz=p

Vehicle 1 description.keyword Car
Vehicle 2 Description.keyword Motor Scooter 1,253 (31.46%)

Vehicle 3 Description.keyword Motorbike

6,283 (47.69%)

4 (8%)




Data  Options

metrics

. Y-Axis
Aggregation

Count

A
v

4« Advanced

Custom Label

Status percentage

buckets

n X-Axis @timestamp per week _
Split Ar.. Person 1 Status.keyword:

"Descending

Add sub-buckets




atus percentage

200
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@ Safe

@ Injured

@ Hospitalized
@ Killed

2012-04-01 2012-07-01 2012-10-01 2013-01-01 2013-04-01 2013-07-01 2013-10-01

Status Percentage




accident*

Data  Options

view options
Chart Mode
percentage %
(¥ Smooth Lines
() Current time marker
() Set Y-Axis Extents
() Scale Y-Axis to Data Bounds
(¢ Show Tooltip

Status percentage

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%

@ Safe

@ Injured

@ Hospitalized
@ Killed

2012-04-01  2012-07-01 2012-10-01  2013-01-01  2013-04-01  2013-07-01 2013-10-01

Status Percentage




Data Options -

metrics

n Value Count
buckets

n Geo Coordinates

Aggregation

Geohash .
Field

location .

Change precision on map zoom
Custom Label

41 Advanced







accident*

Data  Options

view options

Map type
Heatmap v
Radius ©
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Chapter 4: Logging Analytics with Kibana
5.0

Elasticsearch Console History Settings Help

1 |PUT /_snapshot/basic_logstash_repository 1 yellow open basic-logstash-2015 1 1 300000 @ 18@mb
2-1{ 180mb
3 "type": "fs", 2
4~ "settings": {
5 “"location": "/Users/bahaaldine/Dropbox
/Packt-B@5755/sources/chapterd/basic_logstash_rep
ository",
6 “compress": true
7.}
8-}

11 |GET _snapshot/basic_logstash_repository/_all

13 |POST /_snapshot/basic_logstash_repository
/snapshot_201608031111/_restore

15 |GET /_snapshot/basic_logstash_repository/snapshot
_2016088031111/_status

17 | GET _cat/indices/basic¥ L




Management / Kibana

Index Patterns Saved Objects Reporting Advanced Settings

Edit Saved Objects

From here you can delete saved objects, such as saved searches. You can also edit the raw data of saved
objects. Typically objects are only modified via their associated application, which is probably what you
should use instead of this screen. Each tab is limited to 100 results. You can use the filter to find objects
not in the default list.

Basic
Dashboards (0) Searches (0) Visualizations (13)
] Select All @ Delete

[ Basic Elastic Summary

[ Basic ELK - Summary

[ Basic Logstash - Summary

[ Basic Logstash - US vs CA

[ Basic Logstash 404 vs 404 mavg(5)

[ BasicLogstash - Bandwidth by Country

[ BasicLogstash - HeatMap

[ BasicLogstash - Map

[ BasicLogstash - Metrics

[ BasicLogstash - Requests by Agent

[ BasicLogstash - Response Codes over Time
[ BasicLogstash - Significant Countries by Response Code

[ BasicLogstash - Top Requested Resources




Elastic Stack - Apache Logs New Add Save Open Share Options Export PDF @ - ayear ago to - a year ago

*

Basic Elastic Summary

Logging analytics is a very important use case, and this demo can be used to show how one can work interactively with the dashboard to analyse patterns and issues. The demo is based on
the Apache access logs for the logstash.net website that has been used during the ELK training workshops. The dashboard provides an overview of a months worth of traffic statistics for the
logstash.net website. The period covered is 2014/12/21 to 2015/01/21. If you need to reset the time period, click here.

BasicLogstash - Metrics | BasicLogstash - Response Codes over Time T TTTTTTTnomToTomTmmmmmmmmmmmmmm T Pt
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@timestamp per 12 hours " :
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14,000,000,000
request.raw: Descending = Q Count = ©e Ru%swan Federation
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6905 @timestamp per 12 hours ® Czech Republic

/
BasicLogstash - Map

North .
America

Basic Elastic Summary

Logging analytics is a very important use case, and this demao can be used to show how one can work interactively with the dashboard to analyse patterns
and issues. The demo is based on the Apache access logs for the logstash.net website. The dashboard provides an overview of a months worth of traffic
statistics for the logstash.net website. The pericd covered is 2014/12/21 to 2015/01/21. If you need to reset the time period, click here.
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BasicLogstash - Response Codes over Time
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BasicLogstash - Requests by Agent

Count
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Chapter 5: Metric Analytics with Metricbeat
and Kibana 5.0

"

Downloads

Metricbeat 5.0.0-alpha5

DEB 32-BIT sha1 DEB 64-BIT sha1 RPM 32-BIT sha1 RPM 64-BIT shal

LINUX 32-BIT sha1 LINUX 64-BIT sha1l MAC sha1 WINDOWS 32-BIT sha1

WINDOWS 64-BIT shal




Management

Version: 5.0.0

- .
- Elasticsearch

Users Roles
K Kibana o
Index Patterns Saved Objects Reporting Advanced Settings

Management / Elasticsearch

Users Roles

Filter...
O Role Description
kibana user @ Reserved
superuser @ Reserved

transport client @ Reserved




Management / Elasticsearch / Roles / Edit

Users Roles

Edit Role

Name

metricbeat_user

Cluster Privileges

all monitor manage manage_security
Run As Privileges

Q Addauser...

Indices Privileges

W evcoeor

Return to All Roles

manage_index_templates

c
c BB

EH




Management / Elasticsearch / Users

Users Roles

New User

Username

metricbeat

Password

Change Password

Full Name

Metricbeat

Email

metricbeat@beat.go

Roles

W st ser ]

Return to All Users

800

600

400

Count

200

@timestamp per 30 seconds

September 6th 2016, 18:18:57.043 - September 6th 2016, 18:33:57.043 — by 30 seconds

18:20:00 18:21:00 18:22:00 18:23:00 18:24:00 18:25:00 18:26:00 18:27:00 18:28:00 18:29:00 18:30:00 18:31:00 18:32:00 18:33:00

3,001 hits New Save Open Share Export PDF @ Last 15 minutes
: [a |
metricbeat-* -
Selected Fields
? _source
Available Fields >




2,569 hits

chrome

metricbeat-*

Selected Fields

o

? _source

o
3

Available Fields

a
Count
8

© @timestamp

N
S

. 22:01:00  22:02:00
t _index
# _score
Time
t _type
¢ beat.hostname ~ September 6th 2016,
t beat.name

t metricsetmodule
t metricset.name

# metricset.rtt

New Save Open Share

September 6th 2016, 22:00:45.637 - September 6th 2016, 22:15:45.637 — by 30 seconds

220300 22:04:00 22:05:00 22:06:00 22:07:00 22:08:00 22:09:00 22:10:00
@timestamp per 30 seconds
_source
22:00:53.545  @timestamp: September 6th 2016, 22:00:53.545 beat.hostname:
beat.name: MacBook-Pro-de-Bahaaldine.local metricset.module:

metricset.rtt:

system metricset.name:

Export PDF @ Last 15 minutes

00
0

22:11:00 22:12:00 22:13:00 22:14:00 22:15:00

MacBook-Pro-de-Bahaaldine.local

process

5,916 system.process.cmdline: /Applications/Google Chrome.app/Contents/version

5/52.0.2743.116/Google Chrome Helper.app/Contents/Mac0S/Google Chrome Helper --type=ppapi --chan

nel=55142.2188.1032368744 --ppapi-flash-args --lano=Ffr

system.process.cpu.start time:

09:52

Metricbeat system overview

Add Save Open Share Options

Reporting @ Last 15 minutes

i
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Top processes

system.process.name:
Descending = Q

zoom.us
Google Chrome H
CalendarAgent
bsdtar

suggestd

S b x
Total Resident Shared

CPU Memory memory
usage
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&) timelion

@) Discover
Visualize
Dashboard
catsize
goriguard
Timelion
Graph
Monitoring
Console

Management

Welcome to timelion the timeseries expression interface for
everything

Timelion. Timeline. Get it? Ok, enough with the puns. Timelion is the, clawing, gnashing, zebra Killing, pluggable timeseries interface for
everything. If your datastore can produce a timeseries, then you have all of the awesome power of Timelion at your disposal. Timelion
lets you compare, combine and combobulate (not actually a word) datasets across multiple data sources, even entirely different
technologies, all with the same easy-to-master expression syntax. While the beginning of this tutorial will focus on Elasticsearch, once
you're rolling you'll discover you can use nearly everything you learn here with any datasource timelion supports.

Why start with elasticsearch? Well, you're using timelion, so we know you have Kibana, so you definitely have Elasticsearch. So the
answer is: Because its easy. Timelion want everything to be easy. Ok, let's do this thing. If you're already familar with Timelion's syntax,
Jump to the function reference, otherwise click the Next button in the lower right corner.

Don't show this again m




New Add Save Open Options Docs (@ Last 15 minutes

& auto ¥ n

300
Mq:* > count

I
e
L

1) 14:50:00 14:55:00 15:00:00

imelion: : Max buckets exceeded: . Choose a larger interval or a shorter More Info oK

time span

| 1m |

other




20000

.es(index=metricbeat*)

Mq:* > count

15000 1 .
10000
5000
0 R | on A l\u

1 16:00 20:00 00:00 04:00 08:00 12:00 16:00 20:00
.es(index=metricbeat*, q=system.process.cpu.total.pct:>1.0) auto v n
45 '

Mq:system.process.cpu.total.pct:>1.0 > count (0.00)

40
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.es(index=metricbeat*, metric=max:system.process.cpu.total.pct:>1.0).color(#2196F3).label("Max CPU over time") auto ¥ n

WMax CPU over time

0.0
(,08:30 09:00 09:30 10:00 10:30 11:00 11:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00 15:30 16:00 16:30 17:00

New Add Save Open Options Docs @ -~ 10 hours ago to ~ an hour ago

icbeat*, metric=max:system.process.cpu.total.pct:>1.0).color(#2196F3).label("Max CPU over time").fit(mode=carry) auto ¥ n

EMax CPU over time
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.static(0.75).color(#FF9800).label(Warning), .static(1 .0).coIor(#F44336).IabeI(Error)L .es(index=metricbeat*, metric=max:system.process.cpu.total.pct:>1.0).color(#2196  auto ~ n
16
MWwarning (0.75)
MError (1.00)
WMax CPU over time (0.15)
14
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.static(0.75).color(#FF9800).label(Warning), .static(1.0).culor(#F44336b.IabeI(Error), .es(index=metricbeat*, metric=max:system.process.cpu.total.pct:>1.0).color(#2196  auto ~ u

1.6
WWarning (0.75)
MError (1.00)
BWMax CPU over time mvavg=2 (0.52)
14
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(.static(0.75).color(#FF9800).label(Warning), .static(1.0).color(#F44336).label(Error), .es(index=metricbeat*, metric=max:system.process.cpu.total.pct:>1.0).color(#219¢  auto ~ n

160
WWarning
MError
WMax CPU over time mvavg=2
140 - M1st level alert i
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<o
120
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. | ) . 3
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New Add Save Open Options Docs @ - 13 hours ago to ~ 5 hours ago

Save entire Timelion sheet

You want this option if you mostly use Timelion expressions from within the Timelion app and don't need to add Timelion charts to Kibana dashboards. You may also want this if
you make use of references to other panels.

Save current expression as Kibana dashboard panel

Need to add a chart to a Kibana dashboard? We can do that! This option will save your currently selected expression as a panel that can be added to Kibana dashboards as you
would add anything else. Note, if you use references to other panels you will need to remove the refences by copying the referenced expression directly into the expression you are
saving. Click a chart to select a different expression to save.

Currently selected expression (.static(0.75).color(#FF9800).1label(Warning), .static(1.0).color(#F44336).label(Error), .es(index=metricbeatx, metric=max:syst

em.process.cpu.total.pct:>1.0).color(#2196F3).label("Max CPU over time").fit(mode=carry).movingaverage(2), .es(index=metricbeatx, metric=max:system.proces
s.cpu.total.pct:>1.0).color(#2196F3).fit(mode=carry).movingaverage(2).condition(1t, ©.75).condition(gt, 1.0).points(symbol=diamond, radius=4).color(#EF6C@
0).label("1st level alert"), .es(index=metricbeat*, metric=max:system.process.cpu.total.pct:>1.0).color(#2196F3).fit(mode=carry).movingaverage(2).conditio
n(lt, 1.0).points(symbol=diamond, radius=4).color(#FF1744).label("2nd level alert")).multiply(100)

Save expression as

Anomaly detection for CPU Utflization|




Anomaly detection for CPU Utilization
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Elasticsearch Console

841

85

86

87

88 |PUT _xpack/watcher/watch/cpu_watch
89~ {

99~  "trigger": {

91~ "schedule": {

92 "interval": "10@s"

93- }

% - e

95+ "input": {

9~ "search": {

97 ~ "request": {

98 - "indices": [

29 "metricbeat*"

100 - 1,

101~ "body": {

102 "size": @,

103~ "aggs": {

104 -~ "max_cpu": {

105~ "max": {

106 "field": "system.process.cpu.total.pct"
107 - }

108 - }

109 - },

110~ "query": {

111~ "bool": {

112~ "must": [

113~ {

114~ "range": {

115~ "@timestamp": {
116 "gte": "now-1@s"

>




Alerting on CPU % New Add Save Open Options Docs @ September 12th 2016, 22:21:28.137 to September 12th 2016, 22:28:14.008

(.static(0.4).color(#FF9800).1abel(Warning), .es(index=metricbeat*, metric=max:system.process.cpu.total.pct).color(#2196F3).label("Max CPU over time").fittmode=car ~ auto ~

WWarning
MMax CPU over time mvavg=2
Mq:* > count

40

- U

10
#2:21:30 22:22:00 22:22:30 22:23:00 22:23:30 22:24:00 22:24:30 22:25:00 22:25:30 22:26:00 22:26:30 22:27:00 22:27:30 22:28:00




Chapter 6: Graph Exploration in Kibana

employed at
—

Metricbeat system overview

New

Add Save Open Share Options

Reporting @ Last 15 minutes

L

System Navigation
Overview
Load/CPU
Memory
Processes
Network

Filesystem

o o o o o o o

Filesystem per Host

Total Memory Available Memory

7.296GB 4.178GB

Total Memory Available Memory

Network Bytes

System Load

0.055

Load/cores last min

CPU Usage

96.875%

idle

0.057

Load/cores last 5 mins

0.558%

sys

Network Packetloss

0.046

Load/cores last 15mins

S P ox

2.546%

user




Most frequent

‘////connecﬁons

Emphasis the popularity on
the record ! Poor Bach ...




Cold Play

\ NOISE!

The Beatles




[ohann s tian bach

fran:-'ﬁl ert
georg friedsich handel
wolfgang aéwaus mozart

antumﬁethoven

jnham@'ahms
franz jc@ haydn




Significance-led connections

slasticsearch-mangao-river
iamrudra 2279183)

Sambhav Shama (304

Alain Collins. shisld
rlog
G i spring-data-elasticsearch
lagstash
aros
easticseanch-plugin
Hoat, pyelastcsearch
elasliesearc
legstash-configuration
kibana-3
logstash-grok
logstash-lorwardar 0

dadoonel{1432281)
elkeslaginetizsourch jdbe-rvat

e Same StackOverflow data

Popularity-led connections

multithreading
user-inlerface
MadProgrammer (38248

Hi ft Full Of Fels (522444)
camicki 13187 2ame o ¢ .

e Same start point s
e Different graph exploration
algos

Mark Harwood @elasticmark - 13 juin

#

trashgod (230513) hibemal
Swang
jpane! java
|tabie:
json
xmi
Sofile
ochpse
G shiaw
android

BlackPOR (3090380)

Stephen.G.(139985)

fire:
te
lucene
dadoonalf1432281)
mangedt
spAng
elasticsearch

javannai(633239)

Graph exploration needs relevance eg the StackOverflow links of our very own @dadoonet with and without significance

Dev Tools
Console

1 GET _cat/indices/stack*

History

>

1 green ope

Settings Help

n stackoverflow

GPR8Ph1wQw09(CLzf@pBSkA 1 @
11192635 @ 2.1gb 2.1gb




Configure an index pattern

In order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the Elasticsearch index to run
search and analytics against. They are also used to configure fields.

| Index contains time-based events

Index name or pattern

Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*

stackoverflow




v

tag: javascript, jquery user: learnmore (1742289),

ckoverflow _score: 1

Table JSON
1~ {
2 "_index": "stackoverflow",
3 "_type": "gna",
4 "_id": "AVgSYpTT1vXMTQ20WJICN",
5 "_score": 1,
o~ "_source": {
7~ "tag": [
8 "javascript",
9 "jquery"”
10 1,
11~ "user": [
12 "learnmore (1742289)",
13 "Vohuman (848164)"
14 ]
15 }
16 }
stackoverflow ¢ I [foo AND bar NOT baz New  Sav Open clete  Settings

1ot f

Index Field Query Tool bar




stackoverflow v o |foo AND bar NOT baz

Add a field source for vertices

Q

tag
user

Add




stackoverflow v o |e|asticsearch n

spring-data-elasticsearch

elasticsearch-mongo-river
elasticsearch-jdbe-river

elasticsearch

elasticsearch-shield

elasticsearch-plugin

elasticsearch-net

tire
nest elasticsearch-head
S Link summary
elasticsearch-net nest
elasticsearch-net
tire

nest

94 (71) 904




200800500

0 2 &3

No selections. Click on vertices to add

Display c#
label
Change the label for this vertex




spring-data

tire

retire

elasticsearch

nest2

nest

elasticsearch-river

spring-data-elasticsearch

elasticsearch-jdbc-river

pyelasticsearch

elasticsearch-plugin

elasticsearch-mongo-river

elasticsearch-shield

elasticsearch-head




. tire
retire

spring-data
nest2

elasticsearch nest

spring-data-elasticsearch

elasticsearch-net

elasticsearch-jdbc-river

elasticsearch-plugin
pyelasticsearch

elasticsearch-head

elasticsearch-shield
elasticsearch-mongo-river




elasticsearch

& Style selected vertices




GBR00580

0 €2 &3

No selections. Click on vertices to add

1 Drill-downs

Raw documents




15,599 hits

New

{"bool":{"minimum_should_match™:1,"should":[{"term":{"tag":"elasticsearch"}1}}

-

Save Open Share Reporting

stackoverflow _source
Selected Fields ' tag: [glasticsearch, tire user: karmi (95696), zack Fernandes (144903) _id: AvgsYpTT
1vxMTQZowWIDd _type: gna _index: stackoverflow _score: 6.565
? _source
Available Fields »  tag: lucene, [@VASEi€S@AREh user: Rajni (1746198), dadoonet (1432281), imotov (783043)
_id: AvVgSYpcWlvXMTQZowWJ1lE _type: qgna _index: stackoverflow _score: 6.565
t _id
t _index N
4 tag: java, lucene, @lasticsearch, apache-tika user: rstuart85 (1713202), farid (37123
¥ _score 6) _id: AVgSYpgplvXMTQZoWKUI _type: gna _index: stackoverflow _score: 6.565
t _type
£ tag »  tag: php, symfony2, [ElASEicsearch] user: CedricD (1713283), dbrumann (1166880), Robert
L user Harvey (102937) _id: AvgSYpgplvXMTQZoWwKYM _type: gna _index: stackoverflow
_seore: 6.565
Last request Blacklist Advanced settings Drill-downs
URL http://stackoverflow.com/questions/tagged/{{gquery}}

Define template URLs using {{gquery}} where the selected vertex terms are inserted

Title Display questions URL parameter type

Toolbar X E€MLIOBIeail@m=<

icon

plain text :

Text of selected vertex labels as a plain url-encoded string




New Save Open Delete Settings

elasticsearch wfo]s]i[n]

0 3 03 D

kibana

kibana

1 Drill-downs

kiba Raw documents

Display questions




= Stack signup login
__S\

= stackoverflow
Tagged Questions info newest frequent votes active unanswered

Kibana is an application for exploring and visualizing your data. It helps you find and demonstrate trends in your data with
tools for searching, creating visualizations, and combining those visualizations to build dashboards.

learn more. ..

0

woles

0

answers

4 views

0

voles

2

Answers

14 views

top users synonyms

Can | add visualizations related to mulitple indexes to single kibana dashboard?

| have two indexes which configured in kibana. | want to display graphs from two indexes in one dashboard is

kibana support this? In kibana4 and above has this but | would like to know is this ...

kibana kibana-4 kibana-5 asked 46 mins ago

a 7 BEJGAM SHIVA PRASAD

119 6

How to draw multi-lines from multiple queries in Kibana

| am new to Kibana and need some help. | can draw this line chart for a single query (java): Now | would like

to another line for ancther query (for example python) in the same chart. | am not so ...

kibana kibana-4 elasticsearch-2.0 asked yesterday

Anny kee
YXes 2,024 #8

k1l

63




Sample size

Certainty

Diversity field

Timeout (ms)

2000

Terms are identified from samples of the most relevant documents. Bigger is not necessarily better -
can be slower and less relevant.

— Significant links

Identify terms that are "significant” rather than simply popular

3

The min number of documents that are required as evidence before introducing a related term

[ [No diversification] #]

To avoid document samples being dominated by a single voice, pick the field that helps identify the
source of bias. This must be a single-term field or searches will be rejected with an error

5000

Max time in milliseconds a request can run




mongodb

elasticsearch-plugin

elasticsearch-jdbe-river
elasticsearch

. lucene
java

spring-data-elasticsearch

spring-data

json spring




stackoverflow v (+)

Add a field source for vertices

Q

user




<)

L+ “foo AND

Shift + click to toggle if search

returns user

dstream

apache-kafka

checkpointing

spark-streaming

pyspark-sql

apache-spark
spark-graphx

apache-spark-sql

spark-dataframe

pyspark

000800800

)

pyspark-sql
dstream
spark-dataframe
checkpointing
spark-streaming

apache-spark-sq|




Hio (BB12014) . hing_men (2487227)

Beclor2 (5016264)

[ ]
karenko (3871549)

Hesjin (96

<0 Bonacl (465710)

frank {48

& \
& b( \
David Corley (195262 ) ! : e

s-g-bang-28 (5166405) 9PKP (4 )

Samuel Beniamin (2096539

a
—

Zdendk Tisof (2922720)

Deepthy (5312221)

8 9
a Golman (377371

serejja (1472049)

54739)

prenomenon (1587043)

& Doomy (883214)
a 405)

nautilus (3849284)

en Shapira (1733929)

Mehul (5924266

(]
Edenhill (1821055)

Harvinder Singh (4498164) miguno (1743580) ysman (2164300)

& User2720864 (2720864)

morganwddev (1352766) o
")

san Soua (537378'0')"‘66 Havrlant (5265872)




'™ Selections

0 3 0D 23

o apache-kafka
O nautilus (3849284)

() Lundahl (1864133)




£ 3 G EX)

O apache-kafka
O nautilus (3849284)

() Lundahl (1864133)

() user2720864 (2720864)
() morganw09dev (1352766)
() Bector2 (5016264)

1

© tag apache-kafka

I group




61

apache-spark

50

apache-kafka




apache-kafka

apache-spark







_ o
Data  Options m

metrics
u Y-Axis Count
buckets

2 xonvis ©n

Aggregation

Terms v
Field

tag :
Order By

metric: Count v
Order Size

Descending + 10 o
Custom Label

4Advanced

Add sub-buckets

Count

1,000,000

800,000

600,000

400,000

200,000

0

Jjavascript java c#

android jquery python html cH ios
tag: Descending

php

Toolbar K EMMEEIe@RITES<
icon

https://localhost:5601/tga/app/kibana#/visualize/create?type=histogram&indexPattern=stackoverflow&_g=(refreshinterval:(display:Off,pause:!f value:0),tim

URL
AThis looks like a Kibana URL. Would you like us to convert it to a template for you? yes / no
Define template URLs using {{gquery}} where the selected vertex terms are inserted

Title Top Skills

URL parameter type elasticsearch OR query (rison encoded) #]

rison-encoded JSON, minimum_should_match=1, compatible with
most Kibana URLs




Marko Bonaci (465710)

Cody Koeninger (5212105)

mithra (3326680)

Colman (3773719)

T w
oJef+]~Jafo]s]i[>]

21} none Jf invert } linked

(| Cody Koeninger (5212105)

Raw documents

Ll Top Skills

¥

3
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Chapter 7: Customizing Kibana 5.0 Timelion

O This repository Pull requests Issues Gist

elastic / timelion
<> Code Issues 26 Pull requests 0 Projects 0 Wiki Pulse

Branch: master~  timelion / server /

g rashidkpc Fix precision in worldbank api

i} fit_functions Remove .only

i handlers Fix handling of multi-valued args

i lib Use new function API instead of interacting directly with files
i routes Use function API, fix issue with sorting of function reference
B\ series_functions Fix precision in worldbank api

.es(*).multiply(2)




Open

Options Docs @ Last2years

auto ¥

® Sessions

50

25

15 sept.

22 sept. 29 sept. 6 oct.

‘ kibana
@

Discover

Visualize

® Dashboard

Graph
Monitoring
Timelion
Management

Dev Tools

New Add Save Open Options Docs @ Last 15 minutes

.ganalytics() Google Analytics Reporting API data source (Data Source)

Argument
Name

inputSeries
viewld

metrics

offset

fit

Accepted

Types Information

seriesList

string Google analytics view identifier

string, Alist of comma separated analytics metrics to display: users, sessions, pageviews, pageviewsPerSession, sessionDuration, bounces,

percentNewSessions. More here: https://developers.google.com/analytics/devguides/reporting/core/dimsmets
string, null Offset the series retrieval by a date expression. Eg -1M to make events from one month ago appear as if they are happening now

string, null Algorithm to use for fitting series to the target time span and interval. Available: average, carry, nearest, none, scale,




Go gleAPls timelion +

Create project

API API Manager

RECENT

New Project
Project name
my-timelion-project

Your project ID will be my-timelion-project Edit

Show advanced options...

= Go gleAPIs timelion ~ Q
API API Manager Dashboard 3 ENABLE AP

»
<«  Dashboard
i Some APIs are enabled automatically. You can disable

services.




API API Manager

«»  Dashboard

EE

Library

O~ Credentials

Library

Google APIs

google analytics reporting api

Back to popular APIs
Name Description
Google Analytics Reporting API Accesses Analytics report data.
API API Manager & Google Analytics Reporting API P ENABLE
O 1AM&Admin Service Accounts CREATE SERVICE ACCOUNT




Create service account
Service account name Role

my-service-account Owner v

Service account ID

my-service-account C

v/ Furnish a new private key
Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
® JSON
Recommended

P12
For backward compatibility with code using the P12 format

Enable G Suite Domain-wide Delegation

Grants a client access to all users' data on a G Suite domain without manual
authorization on their part. Learn more

Cancel




New Add Save Open Options Docs @ April 6th 2015, 07:01:11.287 to September 8th 2015, 14:37:25.544

' klbana .ganalytics(viewld="9431531") auto ¥ n

@ Discover
140
. Mgausers
Visualize Mga:sessions
Iga:pageviews
ERETG 120 M(hidden) ga:pageviewsPerSession
Mi(hidden) ga:sessionDuration
Mga:bounces
S Miga:percentNewSessions
Monitoring 100
Timelion
80
Management
Dev Tools
60
40
20
0

elastic

@ 2015-05-01 00:00 2015-06-01 00:00 2015-07-01 00:00 2015-08-01 00:00 2015-09-01 00:00




bahaaldine / timelion-google-analytics

<> Code Issues 0 Pull requests 0
Google analytics plugin for Timelion — Edit

D 15 commits 1 branch

Branch: master ~ New pull request

Switch branches/tags

Branches Tags

v5.0.0-beta1

[E] LICENSE

Projects 0




bahaaldine / timelion-google-analytics @uUnwatch~ 1 K Star 1 YFork 0

<> Code Issues 0 Pull requests 0 Projects 0 Wiki Pulse Graphs Settings

Tags Draft a new release

v5.0.0-beta’l =

© v5.0.0-beta (9] bahaaldine released this 2 days ago - 11 commits to master since this release
-0- 0bOf3af
TGA for KB v5.0.0-betal

Downloads

D source code (zip)

[ source code (tar.gz)




Chapter 8: Anomaly Detection in Kibana 5.0

=
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}i_

| 4 i:ﬁ”

< C @ localhost:8081
“i" Applications 2 Inbox % doc %¢ Bench
Engine API

Dashboard




Prelert Engine API 2.1.2

Analytics Version:

Model State Version 31
Quantile State Version 3

prelert_autodetect_api (64 bit): Version 6.3.1 (Build 77be586fe61a46) Copyright (c) Prelert Ltd 2006-2016

Hostname MacBook-Pro-de-Bahaaldine.local
OS Name Mac OS X

OS Version 10.12

Total Memory Size MB 16384

Total Disk MB 475928

Available Disk MB 100333

p re I e rt : Jobs Summary view Explorer

Connections Support

Anomaly Search Jobs

Total number of jobs: 0

+ Create new job

No jobs configured




Create a new job

Choose a data source

/ ~  Elasticsearch server

= Specify the address of an Elasticsearch server.

File upload

Upload a file containing a data set. Maximum size is 100MB.

Other data source

Create a job without reference to source data. Specify fields manually and upload data later using the API.




Create a new job

Elasticsearch server address 6

http://localhost:9200
| Authenticated ©

© Input index

" Choose index from list

Index

metricbeat*
Types

— All types
~ _default_

metricsets

Time-field name

@timestamp

Time format
yyyy-MM-dd'T'HH:mm:ss.SSSX

e.g. 2016-03-24'T"'16:20:24.611+0100

o | ven




Create a new job

Job Details Transforms Analysis Configuration Data Description

Name 6

cpu-anomaly-detection

Description @

Custom URLs ©

+ Add CGustom URL
oo [ G|

Scheduler Edit JSON

Data Preview

Add new detector
Description €

Process CPU detector|

function @ fieldName @
metric system.process.cpu.total.pct
overFieldName © partitionFieldName ©

Help for metric ('

byFieldName ©

system.process.name

excludeFrequent &




Create a new job

Job Details Transforms Analysis Configuration Data Description Scheduler

Scheduled job &
Data source &
Elasticsearch 2.x, 5.0
Query &
{"match_all":{}}
Query delay (seconds) &
60

Frequency (seconds) 6

scroliSize &

Edit JSON

Data Preview

o«




Start scheduler for test

Search start time

Start at beginning of data
Start now

Specify start time

oo [ e

Search end time

Mo end time (Realtime search)

Specify end time

2016-12-05 12:07:00.487

£ December 2016 >

Sun Mon Tue Wed Thu Fri
01 02 03

M.DE o7 08 09 10
11 12 13

14 15 16 17

Sat

18 19 20 21 22 23 24

25 26 27 28 29 30 A

Processed

Search name Description records

Using Prelert to analyze CPU data generated 117,991

by Metricbeat

» cpu-anomaly-
detection

Scheduler
status

Memory Job

status status Actions

ooeaan

Latest timestamp

OK RUNNING STARTED 2016-11-

13T12:17:27+0000




Actions

[imestamp

15:27+0000

=le]olo

Open results for cpu-anomaly-
detection

Page Size

hd

Nov 13 19:30 Nov 13 21:00 Nov 13 22:30

Nov 13 19:30 Nov 13 21:00 Nov 13 22:30

Highest anomaly per detector

&) Using Prelert to analyze CPU data generated by
November 13th 2016, 22:30:00

E critical anomaly in Process CPU detector

for system.process.name com.apple.WebKi
metric(system.process.cpu.total.pct)

actual: 0.194

typical: 0.000760183

E critical anomaly in Process CPU detector
for system.process.name EvernoteHelper

metric(system.process.cpu.total.pct)
actual: 0.0038
typical: 0.000140552

(:%) major anomaly in Process CPU detector
for system.process.name loginwindow
metric(system.process.cpu.total.pct)

actual: 0.0193

typical: 0.0022705




Highest anomaly per detector

=) All jobs

November 14th 2016, 04:00:00

Open explorer

““ E critical anomaly in Process CPU detector for

system.process.name Plex Media Serv
mean(system.process.cpu.total.pct)
actual: 0.340925

Anomaly timeline

View by: detector T Interval: Auto

Process CPU detector I I I I I I I I I I I

Nov 1312:00 Nov1313:00 Nov 13 14:00 Nov 13 15:00 Nov 13 16:00 Nov1317:00 Nov1318:00 Nov1319:00 Nov1320:00 Nov1321:00 Nov 1322:00

«

~
Anomalies
Severity threshold: A\ critical + Interval:  Show all +
time max severity detector found for actual typical jobld
» November 13th 2016, 22:30:00 A93 Process CPU detector com.apple.WebKi 0.194 0.000760183 cpu-anomaly-detection
» November 13th 2016, 22:25:00 A3 Process CPU detector pbs 0.007 0.0000430914 cpu-anomaly-detection
» November 13th 2016, 22:15:00 A3 Process CPU detector java 0.117886 0.0127645 cpu-anomaly-detection
» November 13th 2016, 22:40:00 A9 Process CPU detector universalaccess 0.0108 0.000141045 cpu-anomaly-detection
» November 13th 2016, 22:30:00 Ass Process CPU detector EvernoteHelper 0.0038 0.000140552 cpu-anomaly-detection

v

November 13th 2016, 20:20:00 As7 Process CPU detector Calendar 0.0895367 0.000785807 cpu-anomaly-detection




Anomalies

Severity threshold: A\ critical ~ Interval: Show all +
time max severity detector

v~ November 13th 2016, 22:30:00 A 93 Process CPU detector
Description:

critical anomaly in Process CPU detector found for system.process.name com.apple.WebKi

Anomaly Details:
system.process.name:

time:
function:
fieldName:
actual:
typical:
job ID:
probability:

com.apple.WebKi @ Q,

November 13th 2016, 22:30:00 to November 13th 2016, 22:35:00
metric

system.process.cpu.total.pct

0.194

0.000760183

cpu-anomaly-detection @ Q

1.47031e-21




‘ it_ops-kpi v *
@ Model debug
it_ops-kpi
[sk 5000
® 4000
-]
3000
y 2 2000
1000
Jan 302016 Feb 12016 Feb 32016 Feb 52016 Feb72016 Feb 92016 Feb 112016
Anomaly timeline
View by: detector 4 Interval: Auto v

KPI Orders per Min Anomal

February 8th 2016, 12:00

Jan 302016 Feb 12016 Feb 32016 Feb 52016 Feb 72016 i Max normalizedProbability: 94

Model debug

cpu-anomaly-detection
0.20
0.15

0.10

0.05

-0.05

-0.10
Nov 13 12:00 Nov 13 13:00 Nov 13 14:00 Nov 13 15:00 Nov 13 16:00 Nov 13 17:00 Nov 13 18:00




Processed
Search name Description records
~ cpu-anomaly- Using Prelert to analyze CPU data generated 950,308
detection by Metricbeat
Job settings Job config Scheduler Counts JSON Job Messages
General
location http://localhost:8081/engine/v J-anomaly-detecti
on
id cpu-anomaly-detection
status CLOSED
timeout 0
description Using Prelert to analyze CPU data generated by Metricbe
at
averageBucketPr... 39ms
schedulerStatus STOPPED

Memory Job
status status
OK CLOSED

Endpoint links

data
alertsLongPoll

records

buckets

Scheduler

status Latest timestamp Actions

STOPPED 2016-11-

13721:45:27+0000

http: :8081/engine/v. J-anomaly-detection

http:/localhost:8081/engine/v2/alerts longpoll/cpu-anomaly-d
etection

http://localhost:8081/engine/v2/results/cpu-anomaly-detectio
n/records

http://localhost:8081/engine/v2/results/cpu-anomaly-detectio
n/buckets

categoryDefinitions http:/localhost:8081/engine/v2/results/cpu-anomaly-detectio

n/categorydefinitions

> Ju]=]z]o]e)

createTime 2016-11-13T21:45:26.862+0000 logs hitp://localhost:8081/engin: -anomaly-datection

finishedTime 2016-11-13T21:46:14.813+0000 m ots. http: :8081/engine/v2/modelsnapshots/cpu-anomaly
T -detection

lastDataTime 2016-11-13T21:46:13.562+0000

Dev Tools

Console

®

2

1 |GET _cat/indices/prelert]

bF 1
2

yellow open prelert egoliHrQQe2FSpWgUKSosA 5 1 1100 @ 428.3kb 428.3kb
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Save entire Timelion sheet

You want this option if you mostly use Timelion expressions from within the Timelion app and
don't need to add Timelion charts to Kibana dashboards. You may also want this if you make use
of references to other panels.

Save current expression as Kibana dashboard panel

MNeed to add a chart to a Kibana dashboard? We can do that! This option will save your currently
selected expression as a panel that can be added to Kibana dashboards as you would add anything
else. Note, if you use references to other panels you will need to remove the refences by copying

the referenced expression directly into the expression you are saving. Click a chart to select a

different expression to save.
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system.process.cpu.total

Fields (2) Scripted fields (0)

name type format searchable @
system.process.cpu.total.ticks number
system.process.cpu.total.pct number v

aggregatable @

analyzed @

controls
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Prelert CPU anomaly detection New Add Save Open Share Options Reporting

@ November 13th 2016, 13:44:46.567 to November 14th 2016, 12:00:00.000
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Chapter 9: Creating a Custom Plugin for
Kibana 5.0

kibang

1. Generator

kibana-plugin
A Kibana plugin

‘ {LEYE!

@ Discover Congratulations

bl You've successfully created your first Kibana Plugin!
Dashboard
catsize

topology tO p 0 I Ogy

#  Graph An awesome Kibana plugin

Monitoring

The current time is 09:41:19

Timelion




Disk Usage

Lok, Agn Ka MeAnKal

Cluster Topology

Cluster name

P> metricheat-2016.11.13




stackoverflow
Disk Usage: 1.024 GB

Cluster Topology

Cluster name

stackoverflow/primary/0/_d7
Disk Usage: 215 MB
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