Blockchain 101

Chapter 1

PROGRESS TOWARDS ADAPTION AND MATURITY
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Chapter 2: Decentralization
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Chapter 3: Symmetric Cryptography
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:~/Crypt$

cat message.ptx

~/Crypt$

Cipher Types
-aes-128-cbc
-aes-128-cfbl
-aes-128-ecb
-aes-192-ccm
-aes-192-cfb8
-aes-192-o0fb
-aes-256-cfb
-aes-256-ctr
-aesl28

-bf

-bf-ecb
-camellia-128-cbc
-camellia-128-cfb8
-camellia-192-cbc
-camellia-192-cfb8
-camellia-256-cbc
-camellia-256-cfb8
-camellial28
-cast

-castb5-cfb

-des

-des-cfbl
-des-ede
-des-ede-ofb
-des-ede3-cfb
-des-ede3-o0fb
-desx
-id-aesl28-wrap
-id-aes256-CCM
-idea

-idea-ecb
-rc2-40-cbc
-rc2-cfb

-rc4

-seed-cbc
-seed-ofb

-aes-128-ccm
-aes-128-cfb8
-aes-128-0ofb
-aes-192-cfb
-aes-192-ctr
-aes-256-cbc
-aes-256-cfbl
-aes-256-ecb
-aesl92
-bf-cbc
-bf-ofb

—-camellia-128-cfb
—-camellia-128-ecb
-camellia-192-cfb
—-camellia-192-ecb
—-camellia-256-cfb
—-camellia-256-ecb

—-camellial92
-cast-cbc
-cast5-ecb
—-des-cbc
—-des-cfb8
-des-ede-cbc
-des-ede3
—-des-ede3-cfbl
-des-ofb
—-desx-cbc
-id-aesl92-CCM
-id-aes256-wrap
-idea-cbc
-idea-ofb
-rc2-64-cbc
-rc2-ecb
-rc4-40
-seed-cfb

-aes-128-cfb
-aes-128-ctr
-aes-192-cbc
-aes-192-cfbl
-aes-192-ecb
-aes-256-ccm
-aes-256-cfb8
-aes-256-0fb
-aes256

-bf-cfb

-blowfish
-camellia-128-cfbl
-camellia-128-0fb
-camellia-192-cfbl
-camellia-192-o0fb
-camellia-256-cfbl
-camellia-256-0fb
-camellia256
-castb5-cbc
-castb5-ofb
-des-cfb

-des-ecb
-des-ede-cfb
-des-ede3-cbc
-des-ede3-cfb8
-des3
-id-aesl28-CCM
-id-aesl92-wrap
-id-smime-alg-CMS3DESwrap
-idea-cfb

-rc2

-rc2-cbc

-rc2-ofb

-seed

-seed-ecb
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Chapter 4: Public Key Cryptography
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1234567809 10111213141516171819202122 x

y2 =x3+ 7x + 11 over Fo
27 solutions

F(12,12)

0079
R (20, 20)

J'=('yP-yQ)*(xP-xQ)'lmodp
=3 *51moed23
=3 * 14 mod 23
=19
xR=Iz-xP-x mod p
=361-12- 7mod 23
=20
yR=-yP+I*(xP-xR)modp
= -12+19 * (12 - 20) mod 23
11+19 * 15 mod 23
= 11+ 9 mod 23

=20

P+ O =R=1(20,20).
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R(3,17)

1= (Z'mcp2 +a)* (Zyp)‘l mod p

=439 *22-1 mod 23

=2*22mod23

=21

xR=Iz—2meodp

"

=441 - 24 mod 23

=3

yR=-yP+I * (x:P-.:r.R) mod g

= -11+21 * (12 - 3) mod 23

= 12+21 * 9 mod 23

= 12+ 5 mod 23

=17

1234567809 10111213141516171819202122 x
y2=xI+7x+11 mrer}-"23 2P=R=(3,17).
27 solutions
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The elliptic curve domain parameters over Fp associated with a Koblitz curve secp256k1 are specified
by the sextuple I' = (p.a, b. G, n. h) where the finite field Fp 1s defined by:
p = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE
FFFFFC2F
256 _ 232 _9R _ R _T 6 _
Thecurve E: 37 =x° +ax + b over F 15 defined by:

a = 00000000 00000000 00000000 00000000 00000000 Q0000000 0000000
00000000
b 00000000 00000000 00000000 0000000 Q0000000 00000000 00DOOO00
o0oooooT
The base point & in compressed form is:
G 02 TSBEGGTE FODCBEAC 55A06295 CERBTOBOT O29BFCDE 2DCE28DI
EOF28158 16F81798

and in uncompressed form is:

G 04 TSBEGGTE FODCBEAC 55A06295 CEBTOBOT 029BFCDE 2DCE28D9
B9F28158 16FB1798 483ADATT 26A3C465 SDA4FBFC OE1108AE FD17TB448
AGB55419 9C4TDOBF FB10D4BE
Finally the order n of G and the cofactor are:

" FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE BAAEDCEG AF4BA03B BFD25ESBC
D0364141
h = 01
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@ drequinox@drequinox-0OP7010: ~/Crypt
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P drequinox@drequinox-OP7010: -/
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Chapter 5: Introducing Bitcoin

Market Price (USD)

$11,430.18

2017-03-05

blockchain.info/charts

2018-03-04
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Request

BITCOIN

Tap to copy this address. Share it with the
sender via email or text.

13zouICVMMQBMTcd8K4YS5BP36gEFNN1ZI3

BTC UusbD
0.00033324 2

\%

T ﬁ;} I:;’e:_u/est
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Please send 0.00033324 BTC to
the Bitcoin address
1JzouJCVMMQBmMTcd8K4Y5BP36g
EFNN1ZJ3.

bitcoin://
1JzouJCVMMQBmMTcd8K4Y5BP36g
EFNN1ZJ3?amount=0.00033324
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From My Bitcoin Wallet
To 1JzouJCVMMQBMTcd8K4YS5BP36gEF..

BTC 0.00033324 GBP 153
Use total available minus fee: 0.00251933 BTC

Regular

Fee 0.00010622 BTC (£0.49)
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SENT 0.00043946 BTC

Description

To 13zoudCVMMQBMTcd8K4YS5BP36gEFNNTZI3

From My Bitcoin Wallet

Date October 29, 2017 @ 4:47pm

Status Pending (0/3 Confirmations)
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© 0.00033324 BTC
1JzouJCVMMQBmMTcd8K4Y5BP36gEFNN1ZJ3

0.001267 BTC

origin

O 0.00093376 BTC

1ET30BG8JpunjytE7owyVtmBjmveDycQe
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1PL6gsm49xCFMvrXqgGeee5cdrG119GoWN (0.00137322 BTG - Output) —p

Summary

Size

Weight

Received Time
Included In Blocks

Confirmations

226 (bytes)
904

2017-10-28 16:47:58

492229 (2017-10-29 16:51:42 + 4 minutes )

731 Confirmations

Inputs and Outputs
Total Input

Total Output

Fees

Fee per byte

Fee per weight unit

1JzouJCVMMQBmMTcd8K4YSBP36gEFNN1ZJ3 - (Unspent)
1ET30BGi8JpunjytE7owyVimBjmvcDycQe - (Unspent)

0.00033324 BTC
0.00093376 BTC

0.001267 BTC

0.00137322 BTC

0.001267 BTC

0.00010622 BTC

47 sat/B

11.75 sat/WU

Visualize View Tree Chart Estimated BTC Transacted 0.00033324 BTC

Seripts Hide scripts & coinbase
DENOMINATION = ABBREVIATION ¥ FAMILIAR NAME ¥ VALUE IN BTC
Satoshi SAT Satoshi 0.00000001 BETC
Microbit UBTC (uBTC) Microbitcoin or Bit 0.000001 BTC
Millibit mBTC Millibitcoin 0.001 BTC
Centibit cBTC Centibitcoin 0.01 BTC
Decibit dBTC Decibitcoin 0.1BTC
Bitcoin BTC Bitcoin 1BTC
DecaBit daBTC Decabitcoin 10 BTC
Hectobit hBTC Hectobitcoin 100 BTC
Kilobit KBTC Kilobitcoin 1000 ETC
Megabit MBETC Megabitcoin 1000000 BTC
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Load & Verify

Bitcoin Address
1BEMAND Alcue WEWAAZ B FS3gkp Q2 MyTEEECd

bitcoin

Amount:

Private Key

Ldaob | HeaT ¥ Daya] M HE) Jhbo PeGzury DdJ e RCUT Sinem sl sHnF

1BasHiry2VolQCdXeX
ed4oxvERuETEIWEgGr
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Public key

PrIHHEUADAAATLAN
ABPETAONAST SAADAG

ANZRZATP PAWANNALE

To deposit funds to this paper wallet, send o
eryptocurmency to its public sddress, anytime. | - )

Veerify your balance by searching for the
public sddress using = blocksin explorer such
s blodkchain. info.

DO NOT REVEAL THE PRIVATE KEY until you are
ready to impart the balance on this wallet to a
dlient, exchang i

Amount Date :

Totes -

1BasHiry2VoCQCdX6X640xvKRuffiWBqGr

1BasHiryZWoCQCdxs
KEAoxwKRUET EVEqGT

Private key

5KQvbs4SYGoPi3gsFVpT 1VYekGwhzHHT44ZTwhNNymbJdEYZc2UY

SCRIPT

<Sig><Pubk> OP_DUP OP_HASH160 <PubkHash> OP_EQUALVERIFY OP_CHECKSIG

<Pubk Hash>
<Pubk Hash>

INSTRUCTION | STACK (PUSH/POP)

[Pux ] | |=Pwie ]| |[<Pwbl>_]| |[<PuBK=]
[ <sig> || |[ <sie> || |[ s || |[ <Sie> || |[ <Sig= || |[ <SIG> || |[TRUE/FALSE]
<Sig> <Pubk> <OP_DUP> <OP_HASH160>  <Pubk Hash>  <OP_EQUAL> <CHECKSIG>
N N N ~ ~ N N
Execution From Left to right - i
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—— BLOCK HEIGHT ——

BLOCK SIZE

BLOCK HEADER

I

TRANSACTION
COUNTER

TRANSACTIONS

BLOCK SIZE

——= BLOCK HEADER

TRANSACTION
COUNTER

TRANSACTIONS

BLOCK SIZE

BLOCK HEADER

TRANSACTION
COUNTER

TRANSACTIONS

BLOCK SIZE

BLOCK HEADER

TRANSACTION
COUNTER

TRANSACTIONS

[0

BLOCK HEADER

TRANSACTION

VERSION

PREVIOUS
BLOCK HASH

MERKLE
ROOT

TIMESTAMP

DIFFICULTY
TARGET

NONCE

MERKLE
ROOT

MERKLE
ROOT

H(O1)

H(23)

[Hmx0)| [HOxD) | [HTx2) | [HTx3) ]

[0] [pa] [m=2] [ ™3]
TRANSACTION
et LOCK TIME
SOURCE DESTINATION
INPUT INPUT
‘ TRANSACTION HASH | AMOUNT

|INDEX OF THE OUTPUT ‘

‘ UNLOCKING SCRIPT SIZE |

——1 UNLOCKING SCRIPT ‘

| SEQUENCE NUMBER ‘

BIT COIN VALUE

LOOKING SCRIPT
SIZE

LOCKING SCRIPT

ScriptSIG

L) Script PubKey

<SIG> <Pubk>+ OP-DUP HASH 160 <Pubk Hash> EQUAL VERIFY
ICHECKSIG

Unlocking Script

locking Script

[381]




Blockchain Size

138.9 GB

2016-10-29 blockchain.info/charts 2017-10-28
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Difficulty
1,452,839,779,145

—/_’/_,_/4

2016-10-29 blockchain.info/charts 2017-10-28

Hash Rate .
24.37 EH/s

2017-03-06 blockchain.info/charts 2018-03-05
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ConnectBTC: 0.8%
NiceHash Solo: 0.8%

\\ Ve AntPool: 20.2%

BTC.com: 19.4%

BW.COM: 1.6%
1Hash: 16% ~
Bitcoin.com: 1.6%
GBMiners: 2.3%
SlushPool: 3.1%

BitClub Network: 3.9%

BTCC Pool: 3.9%

Unknown: 4.7% /‘

BitFury: 5.4%

Bixin: 5.4% /

/

F2Pool: 7%

i / BTC.TOP: 9.3%
ViaBTC: 9.3% -
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Chapter 6: Bitcoin Network and Payments

Network | Magic value | Hex
main 0xD9B4BEF9 | F9 BE B4 D9
testnet3 | 0x0709110B |[0B 11 09 07
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NODE A

/

NODE B
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NODE A

IBD Node

NODE B

Sync Node

Multiple nodes
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Filter: | ip.dst==52.1.165.219 and bitcoin - | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info

131 98.598526000 192.168.8.13 52.1.165.219 Bitcoin 192 version

1568 99.188294000 192.168.8.13 52.1.165.219 Bitcoin 98 verack

151 99.180421000 192.168.0.13 52.1.165.219 Bitcoin 122 getaddr, ping

99.180715000 . .0. 1. . Bitcoin addr, getheaders[Malformed Packet]

486 112.053746000 192.168.0.13 52.1.165.219 Bitcoin 127 inv

818 143.630367000 192.168.0.13 52.1.165.219 Bitcoin 127 inv

1004 178.729768000 192.168.0.13 52.1.165.219 Bitcoin 127 inv

» Transmission Control Protocol, Src Port: 52864 (52864), Dst Port: 18333 (18333), Seq: 207, Ack: 1291, Len: 1222
~ Bitcoin protocol
Packet magic: ©x0bl10987
Command name: addr
Payload Length: 31
Payload checksum: exa®3fcezd
~ Address message
Count: 1
~Address: afbd025800000000000000000E0000000000000000000TFFT. ..
~MNode services: 8xPE00E00RAEEEOEEH
febh ieee aaea e aees o weas .. ...0 = Network node: Not set
Node address: ::ffff:86.15.44.209 (::ffff:86.15.44.209)
Node port: 18333
Address timestamp: Oct 16, 2016 ©0:37:19.000000000 BST
[~ Bitcoin protocol
Packet magic: ©x0bl1e987
Command name: getheaders
Payload Length: 1629
Payload checksum: @x4e54961d
~ Getheaders message
Count: 126
Starting hash: 1101081f152142abccc@39503abc56b149bd56c2b3925b65. . .
Starting hash: 000000001980703bd53boc7bfeac995bccfeeffdscddc78e. ..
Starting hash: 000000087ad1fed813d20301b1762895a2e5b08c8a58b3ea. . .
Starting hash: 000000003624c4511726332983d02279d9c7cf672d361d5. ..

[47 ]



Time

97.734135000

98.025045000

98.025177000

98.025468000

98.160419000

98.598395000

144.343544000
176.152240000
179.493755000
218.101646000
218.192004000
218.444431000
336.234936000
337.843423000
338.143885000
448.764093000
457.894823000
458.195265000
578.011774000
578.212044000
585.587671000
647.169633000
671.962545000
698.037067000
698.237350000
701.563581000
701.986269000
705.022173000
812.115878000
818.198570000
818.298733000

192.168.0.13
136.243.139.96

tsnﬁa)'—mﬁm—“'nam]

:msa}. - .nam]
(s7888)" \(18333)
getheaders, .o
(57868) "(18333)
(S7BE8)* 1(18333)
(57868); . 1(18333)
[STEEE)H—I'“_“‘IUEB}]
(57868)" (18333)
—getdata .
(57868)} (18333)
tsnsa)'—m—"'nam]

(57868)] 1(18333)
:sma): :nam)
(57868)" "(18333)
(57868) - “(18333)
s7868) ——PId—15333)

(57868)7 i(18333)

(57868); 1(18333)
[57555)—m—"t15333]

:sma):—fm’—'znam]
[57555):—"“—':{15333]
(57868)* (18333)

(57868); . 1(18333)
t57868}%{18333]

tsnﬁa)l—m—"'hassz]

ISTEEE} \118333)
(57353)'—m—"t15333]

Comment

Bitcoin: version

Bitcoin: verack

Bitcoin: getaddr, ping, addr

Bitcoin: getheaders, [unknown command], [unknown command], [unknown command], headers
Bitcoin: [TCP Retransmission] , getheaders, [unknown command], [unknown command], [unknown command]
Bitcoin: getdata

Bitcoin: inv

Bitcoin: getdata

Bitcoin: getdata

Bitcoin: ping

Bitcoin: [unknown command]

Bitcoin: [TCP Retransmission] , [unknown command]
Bitcoin: getdata

Bitcoin: [unknown command]

Bitcoin: ping

Bitcoin: getdata

Bitcoin: [unknown command]

Bitcoin: ping

Bitcoin: [unknown command]

Bitcoin: ping

Bitcoin: inv

Bitcoin: inv

Bitcoin: getdata

Bitcoin: [unknown command]

Bitcoin: ping

Bitcoin: inv

Bitcoin: inv

Bitcoin: inv

Bitcoin: inv

Bitcoin: [unknown command]

Bitcoin: ping
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bitcoin

ACCEPTED HERE
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C EX |O BUY /SELL  MARKET DATA  MARGIN TRADING

BTCIUSD BTCI/EUR BTC/RUB
641.6617 581.9209 40000.69
Last price:
BTC/USD $641.6617
im 3m 5m 15m 30m
646.4

I ]

ETH/BTC
0.01870728

Daily change:

$-2.4695

ETHIUSD
12.08170000

Today's

$644.

ETHIEUR
10.82830000

open:

1312

3d 1w

3.87650000

LTC/EUR
3.4300

24h volume:

$393.23521389

SIGM IN REGISTER = -

LTC/IBTC GHS/BTC
0.00602549 0.00010000
ilill Chart
24
18

i i
643.2 1 = I T T l 12
i LI _I 1 | l'
6416 T i | ' i il ! L
Ml Hl | it |l

£40.0 0
Sell Orders @ Total ETC availabl Buy Orders @ Total USD available
Price per BTC BTC Amount Total: (USD) Price per BTC BTC Amount Total: (USD)
642.4085 $0.20450000 $131.38 641.6210 £0.01300000 $502
642 4915 B0 20010000 $13435 641 6201 B0 23162780 $148 62
643.4470 $0.05000000 $32.18 641.6200 B0.12050000 $77.32
643.4900 B0.11944972 $76.87 6416117 B1.83477084 $1177.22
643 5000 B1 85748652 $119530 641 5584 B0 30000000 $102 47
643.6500 $3.00000000 $1930.95 641.5217 B0.18180000 $116.63
643 6099 B0 13844181 $8912 6410217 B0 10000000 $64.11
643.7000 B 45.80000000 $ 20481 46 640.5300 B0.67323160 $431.23
643 7487 B1.22005538 $79179 40 5000 B0 40815400 $26143
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Chapter 7: Bitcoin Clients and APIs

Download Bitcoin Core

Latest version: 0.15.0.1

" Download Bitcoin Core

Or choose your operating system

My Windows a Linux (tgz)
/)
64 bit - 32 bit > 64 bit - 32 bit

,/'llru Windows (zip) ARM Linux

64 bit - 32 bit 64 bit - 32 bit
‘-' Mac OS X @ Ubuntu (PPA)
dmg - tar.gz

Verify release signatures
Download torrent M
Source code

Show version history

Bitcoin Core Release Signing Keys
#v0.8.6-09.21 #v09.3-0.102 #v0.11.0+

[52]



Bitcoin Core - Wallet
Eile

@ Overview A) Send & Receive [ Transactions
Balances &

Settings  Help

Available:  0.00000000 BTC
Pending:  0.00000000 BTC
Total: 0.00000000 BTC

Synchronising with network... 8 years and 3 weeks behind

Recent transactions &

drequinox@drequinox-OPT010: ~
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Chapter 8: Alternative Coins

24h Vol

Zoom 1d

Jan'16

7d

Mar '16

Im 3m

May '16

ly

YTD ALL

Jul'l6

Total Market Capitalization

Sep'16 Nov '16 Jan"17 Mar'17

From

May '17

Jan 1, 2016 To Nov 10, 2017 =

. ...n.||..||I||I||||““"I“Illllll"llhll\""‘

l\||N“ﬂllmlm.|1||I|I||\‘|||

Jul 17 Sep'17 Nov '17

Market Cap @ 24h Vol

[56]




TWh per Year
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Energy Consumption by Country Chart

BitcoinEnergyConsumption.com
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Coin Join Transaction

USER

USER

USER

\\\\\\\\\\\\‘INPUTS OUTPUTS

’//’////,,,f/”// B

VA

USER

USER

USER

- —————_ |USER

BITCOIN

USER >

ETHEREUM

Y

- RELAY -

DAPP
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BLOCKS

NAME COIN

BLOCKCHAIN HASH

BLOCKS

y
COIN
BIT COIN " B’%?E " y
BLOCKCHAIN
MINERS TO SOLVE
12T — Namecoin - Difficulty
_ff_
1T f T
]
800G —_—
2 f
Seono . [
£ |I_/
Q4DﬂG ‘-—} |
T ———+——
200G _/_JH I
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istant Rate 1BTC = 3114.84374999 NMC

it Max Liquidity

0.00000300 BTC 014532464 BTC 00000

00

NFgrujLsjwRGWtRF25RNfUgUucjsSFsgb

14Koadj8xL pAeKDFke8gWVWX5ETeU81amxH

| agree to Terms Miner Fee: NMC

Start Transaction
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Order ID: 164b3f96-b73c-4fb9-a7b4-82e194d21263

Your Namecoin was sent.

See it on the blockchain

Order Details

€) Deposit ) | !
Email receipt Submit
TKTB9Uug6KelgQrgUGnaignYdYDmz2aRcU
Q) Receive
Share

NFgrujLsjiwRGWtRF25RNfUqUucjsSFsgb

Final Rate , n

1BTC = 2114.84374999 NMC

Type Liquidity
Quick Q0000
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File Settings Help

I:'-‘t> Send coins @ Receive coins Transactions \) Address Book @ Manage Names i Export

Wallet Recent transactions
Balance: 10.56815022 NMC

02/11/32016 20:49 +10. 56815022 NMC
Unconfirmed: 0.00 NMC @

Bashir's Name Coin Address I
Number of fransactions: 1

(1) Namecoin _ Walle (| & |

File  Settings Help
\) Address Book ".:__)J Export

ﬁ Overview E:-b Send coins @ Receive coins Transactions

Mew name:

d/masteringblockchain|

Use df prefix for domain names. E.g. d/mysite will register mysite.bit (note: domains can be lower-case only, valid characters are alphanumeric and hyphen; hyphen
can't be firstflast character).

See Domain names in Mamecoin wiki for reference. Other prefixes can be used for miscellaneous purposes {not domain names).

‘four registered names:

MName: filter Value filter Address filter

MName

Value Address Expiresin

Configure Mame. .. Renew Mame

E
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) Namecoin - Wallet

. . AR R L B — - —

File Settings Help

ﬁ Owerview El':> Send coins @ Receive coins Transactions \) Address Book @ Export

New name:

df

Use df prefix for domain names. E.g. d/mysite wil register mysite.bit (note: domains can be lower-case only, valid characters are alphanumeric and hyphen; hyphen can't be firstflast character).

See Domain names in Namecoin wiki for reference. Other prefixes can be used for miscellaneous purposes (not domain names).

‘our registered names:

Name filter

Value filter Rddress filter

MName

d/masteringblockchain {"ns"["ns0.packt.com,”, "nsl bashir.com"]}

=

Value Address

Expires in

N2HqTL7JF3c5Mrme f9baeFZZcl zzae(h5X

Double-click name to configure i

n

ol v
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Kd = scrypt (PRS,N,PR,dklen)

P
S:” PBKDF2 [— HMAC SHA256
—>
h i
ROMIX
N
—>
R | BLOCK
>l MIX
b 4

P| PBKDF2 [k— HMAC SHA256

l

Kd
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INPUT

|

PB KD F2
HMAC-SH A256

Romix
Blockmix
salsA20/8
\
PBKDF2
HMABS5HA256
TARGET
HASH
YES

INCREMENT NONCE
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Friday, Nov 10 2017, 20:54:01 UTC
Market Cap: 2,800,266 USD

* Price (USD): 0.131667 ¥
Price (BTC): 0.00002040

« 24h Vol: 109,865 USD I

4M

24h Vol

Dec'16 Jan'17 Feb'l7 Mar'l7 Apr'17 May '17 Jun '17 Jul'17 Aug '17 Sep'17 Oct'17 Nov '17

N_P\}Mm: 2016 0 2017 MM

‘ " »

o

Market Cap — Price (USD) Price (BTC) ® 24h vol

$0.800000

$0.600000

$0.400000

$0.200000

(asn) aud

'1] Primecoin - Debug window : — ) —

Gorsol
11:52:09 2, Welcome to the Primecoin RPC console. &l
Use up and down arrows to navigate history, and Ctrl-L to clear screen.
Type help for an overview of available commands.
11:52:15 « setgenerate true -1 £
11:52:15 5
11:52:26 « getmininginfo
11:52:28 |
"blocks” : 56507,
"currenthlocksize” : 1000,
"currenthlockte” @ 0,
"erors” : ™",
"generate” : true,
"genproclimit” : -1,
"primespersaec” : 28,
"chainsperday” : 0.05430158,
"pocledtx” : 0,
"testnet” : false
b
11:52:48  help
11:52:48 2, addmultisigaddress <nrequired> <'["key","key"]'> [account] o
> (=
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File Settings Help
@ Send @Receive Transach'ons -\-)Addresses

Wallet {out of sync) Recent transactions (out of sync)

Balance: 0.00 XPM

Unconfirmed:  0.00 XPM

Synchronizing with network... | 172 week(s) behind | o
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Attribute Value
Name Zcash
Launch date 28/10/16
Main purpose Currency
Currency Code ZEC
Maximum coins 21 million
Block time 10 minutes

Consensus facilitation algorithm

Proof of Work (equihash)

Difficulty adjustment algorithm

DigiShield V3 (modified)

Mining hardware

CPU, GPU

Difficulty adjustment period

1 block
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$4000.00

$3000.00

(asn) 22144

$2000.00

$1000.00

R - M £0.0

160M

24h Vol

0 . o ‘|hJ..I\‘H|u\|Mnllﬂu|||hul‘||.Hw...Ih‘ll|||un|..|‘\h Wt
Nov ‘16 Jan"17 Mar '17 May ‘17 Jul'17 Sep ‘17 Nov '17

" A 'M-\“"‘WM.»_ el A"L‘wﬁfj\w 1

__ aprnz

4 "

Market Cap — Price (USD) Price (BTC) @® 24h Vol

drequinox@drequinox-0P7010:~5 git clone https://github.comfzcash/zcash.
Cloning into 'zcash'...

remote: Counting objects: 56593, done.

remote: Total 56593 (delta 0), reused 0 (delta 0), pack-reused 56593
Receiving objects: 100% (56593/56593), 42.78 MiB | 2.11 MiB/s, done.
Resolving deltas: 100% (43020/43020), done.

Checking connectivity... done.

drequinox@drequinox-0P7010:~5 cd zcash/
drequinox@drequinox-0P7010:~/zcashS git checkout v1.0.0

Note: checking out 'v1.0.0'.

You are in 'detached HEAD' state. You can look around, make experimental
changes and commit them, and you can discard any commits you make in this

state without impacting any branches by performing another checkout.

If you want to create a new branch to retain commits you create, you may
do so (now or later) by using -b with the checkout command again. Example:

git checkout -b <new-branch-name=

HEAD is now at 1feaefa... Update network magics for 1.0.0 3
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drequinox@drequinox-0P7010:~/zcashS$ ./zcutilffetch-params.sh
Zcash - fetch-params.sh

This script will fetch the Zcash zkSNARK parameters and verify their
integrity with sha256sum.

The parameters are currently just under 911MB in size, so plan accordingly
for your bandwidth constraints. If the files are already present and
have the correct sha2s56sum, no networking is used.

Creating params directory. For details about this directory, see:
Jhome /drequinox/.zcash-params /README

Retrieving: https://z.cash/downloads/sprout-proving.key

--2016-10-28 21:46:21-- https://z.cash/downloads/sprout-proving.key

Resolving z.cash (z.cash)... 104.236.171.172

Connecting to z.cash (z.cash)|104.236.171.172]:443... connected.

HTTP request sent, awailting response... 301 Moved Permanently

Location: https://s3.amazonaws.com/zcashfinalmpc/sprout-proving.key [following]
--2016-10-28 21:46:22-- https://s3.amazonaws.com/zcashfinalmpc/sprout-proving.key
Resolving s3.amazonaws.com (s3.amazonaws.com)... 54.231.40.114

Connecting to s3.amazonaws.com (s3.amazonaws.com)|54.231.40.114|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 9108173851 (868M) [application/octet-stream]
Saving to: ‘/home/drequinox/.zcash-params/sprout-proving.key.dl’

OK tiuiiene totennne wastianen sasnasas 3% 2.7T1IM SmBs
32768BK ....iieh teieeian susnanee assaeeans 19 3.58M 4m20s
65536K ....i 000 tereenen susnanee aseaeeae 11% 2.53M 4m28s
98304K sesssass 14% 1.75M 4m59s
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drequinox@drequinox-0P7010:~/nheqgminer/nhegminer/build$ ./nhegminer -1 eu -u 1PL6gsm49xCFMvrXqgGcee5cdrG119GoWN.workerl -t 6 -od ©
Equihash CPU Miner for NiceHash v@.1c

Thanks to Zcash developers for providing most of the code

Special thanks to tromp for providing optimized CPU equihash solver

Setting log level to 2

[09:28:53][0x00007F51009cd700] stratum | Connecting to stratum server equihash.eu.nicehash.com:3357
[09:28:53][0x00007F51009cd700] stratum | Connected

[09:28:53][0x00007F51009cd700] stratum Starting miner

[09:28:53][0x00007F56Fafce700] miner#l | Starting thread #1

[09:28:53][0x00007f50fb7cf700] miner#o Starting thread #0

[09:28:53][0x00007f50f8fca700] miner#s Starting thread #5

[09:28:53][0x00007f56fa7cd700] miner#2 | Starting thread #2

[©9:28:53][0x00007f50T97cb700] miner#4 Starting thread #4

[09:28:53][0x00007f50F9fcc700] miner#3 Starting thread #3

[09:28:54][0x00007F51009cd700] stratum Subscribed to stratum server
[09:28:54][0x00007751009cd700] miner | Extranonce is 5080e5b8008OEONOOEA0EAAA5800e5b9ab
[09:28:54][0x00007F51009cd700] stratum | Authorized worker 1PL6gsm49xCFMvrXqgGcee5cdrG119GoWN.workerl
[09:28:54][0x00007F51009cd700] stratum

[09:28:54][0x00007F51009cd700] stratum

[09:28:55][0x00007F508fa7cd700] stratum | Submitting share #4, nonce 020000000080080000000000600000
[09:28:55][0x00007F51009cd700] stratum

[09:28:55][0x00007F51009cd700] stratum

[09:28:57][0x00007f50fafce700] stratum Submitting share #5, nonce 010000000080000000000000000081
[09:28:57][0x00007751009cd700] stratum

[©9:28:59][0x00007f50T97cb700] stratum Submitting share #6, nonce 0480080000000000000000000000005

\nhegminer_v0.3a>nhegminer_zcash.exe -1 eu -u tlYiNey: ZcjDHnaMtq5SWLEbKquTY1 minerl -t 6

v.ni c:ha<h com

1
ks to Zzcash d
wpechﬂ th

Te
22
22
22
22
22
22
22
22
22
22
22
22

CUDA Equ?haﬁh
-nicehash. com

00001404]

00001590]

000015c4] rti . i PU-XENONCAT-

00000524 ] i i e i

00000b20]

00001570]

00001330]

0000158 (cPU /

00001590]: stratum r r u.zcash.nicehash.com: 33
0x000011087: miner#6 d #6 (. )

00015907 : stratum
000015907 : stratum
00001590]: miner | Extr 5 00000000000000001ffff
00001590]: stratum 35mTarge 3c00000000000000000000000000000000000000
00001590]: stratum 36 ]
00001590]: stratum
00001404]
00000524]: stratum
306] [0x00001590]: stratum
|[2016-10-29 3.411466]1[0x00001404]: «[3 ed [300 sec
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Chapter 9: Smart Contracts

World
of Law

wa O
PGPSig

Written contract
in legal prose,
including some
machine-
readable tags

‘message
digest”
function

The Ricardian Contract

the BowTie Mode!

World of World of
Cryptography Accountancy

0xABCDO01234EFABE789

‘hash” or
secure
identifier

genesis
transaction

user {xs




Increasing
Semantic e.g. Ricardian bonds

Richness
. , Increasing
Hu_:arman performance e.g. Bitcoin scripts
axis
richness

Smart axis

DATA FEED 1 X \

BLOCK
MARKET DATA Y ORACLE |::> CHAIN

Z / SECURE CHANNEL

WEATHER DATA

[73]




Chapter 10: Ethereum 101

5 5
IWITIAL STATE FINAL STATE
ADDRESS:47186fTa TRANSACTION ADDRESS: 471802
BALANCE:lo ETH SENDER:4718bfTa BALAMCE:S ETH
RECIPIENT:TA41FTA2

GAS PICE:D.S ETH
ADDRESS:T41FTAZ | GAS LIMIT:2 ETH » [ADDRESS:741FTa2
[CODE....coanrmaerreas | SIGNATURE: 100FD [CODE......ooearremaeee ]
STORAGE:[0,100,0,4] STORAGE:[0, 100,ETH A]

Tap to copy this address. Share it with the sender
via email or text.

OxeFc7aEF5150836955e9CEa8Bc360D57925e850..
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SEND CONFIRMATION

Send: 4 GBP

Receiving Address
OxeFc7aEF5150836955e9CEa8Bc360D57925e85093

Mining Fee: 0.000441 ETH

CONFIRM
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ﬁ Transaction

RECEIVED

Description

£4.02

To Oxefc7aef5150836955e9cea8bc360d57925e85093

From 0xlce3106fb372695bc2d35ec0ad1237¢829f8d6dc

Date November 18, 2017 @ 1:25pm

Status Confirmed

VIEW ON ETHERSCAN.IO
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TxHash:
0xc63dce6747e1640abd63ee63027c3352aed8cdb92b6a02ae25225666e171009%e

TxReceipt Status:
Success

Block Height:
4576084 (20583 block confirmations)

TimeStamp:
3 days 7 hrs ago (Nov-18-2017 01:25:54 PM +UTC)

From:
0x1ce3106tb372695bc2d35ec0ad1237c829f8d6dc

To:
Oxefc7aef5150836955e9cea8bc360d57925e85093

Value:
0.015927244142974896 Ether ($5.82)

Gas Limit:
21000

Gas Used By Txn:
21000

Gas Price:
0.000000021 Ether (21 Gwei)

Actual Tx Cost/Fee:
0.000441 Ether ($0.16)

Cumulative Gas Used:
156148

Nonce:
1
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WEB32
OR - . ETHEREUM B . | |
CUSTOM . Ll CLIENT . Ll
INTERFACE
~2t
} Synced with main network
LOCAL
BLOCK
CHAIN
TRAMSACTION BLOCHHEADER
NONCE TRANSACTION TRIE
GAS PRICE —
o [ |l o TRANSACTION
—r
—————|  KEC 256 bit
HASH
TCYRECIPIENT

VALUE /MO of Wais

INIT OR DATA

whs (Sender)

|
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TRANSACTION

CONTRACT CREATION MASSAGE CALL
SENDER TRANSACTOR SENDER ORIGINATOR
GAS GAS PRICE RECIPIENT ACCOUNT
ENDOWMENT BY TE ARRAY GAS VALUE
EVM CODE STACK DEPTH GAS PRICE BY TE ARRAY
CALL DATA STACK DEPTH
ACCOUNT WORLDETATE TRIE
- | sTATE RoOT
ACCOLNTS TRIE HASH
BALANCE
[ STORAGE |
ROOT HASH
CODE HASH
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TRAMSACTION

RECIEPT
FOST TRANSACTION
STATE
LOG ENTRY
TOTAL GAS USED
LOGGER'S ADDRESS
|
SERIES OF LOG TOPICS TRANSACTION LOGS
LOG DATA . BLOOM FILTER 10 BLOCK HEADER
AS LOGS BLOOM
VIRTUAL ROM
POP PUSH MAIN MEMORY
ﬁ ﬁ
PROGRAM
8 N
: 2 OPCODE
| | || e—
A= |
T __H
| | PROGRAM = STORAGE
- BEY TE ARRAY {SYSTEM STATE)
COUNTER (256 BH WORD)
[ mem 1 |
w
EVEA STACK
32-byte Values
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address of code owner

sender address

gas price

input data

initiator address

Value

bytecode

block header

message call depth

permission

MACHIME STATE

AVAILAELE GAS

FROGRAM COUMTER

MEMORY CONTENTS

NUMBER OF WORDS

STACK CONTENTS
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Chapter 11: Further Ethereum

Mnemonic | Value | POFP | PUSH | Gas | Description

LT Ox10 |2 1 3 Less than

GT Ox11 |2 1 3 Greater than

SLT 0x12 |2 1 3 Signed less than comparison

SGT x13 |2 1 3 Signed greater than comparison

EQ 14 |2 1 3 | Equal comparison

ISZERO |0x15 |1 1 3 | Not operator

AND x16 |2 1 3 | Bitwise AND operation

OR 0x17 |2 1 3 Bitwise OR operation

XOR x18 |2 1 3 Bitwise exclusive OR (XOR) operation

NOT 19 |1 1 3 | Bitwise NOT operation

BYTE Oxla |2 1 3 Retrieve single byte from word
Mnemonic | Value | POP | PUSH | Gas | Description
SHA3 Ox20 |2 1 30 |Used to calculate Keccak 256-bit hash.
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PREVIOUS

HEADER

PARENT HASH

OMMERS HASH =«

BENEFICIARY

STATE ROOT

TRANSACTION ROOT

RECIEPTS ROOT

LOGS BLOOM

DIFFICULTY

NUMBER

GAS LIMIT

GAS USED

TIME STAMP

EXTRA DATA

MIX HASH

NONCE

LIST OF TRANSACTIONS!

/ BLOCK

LIST OF UNCLES

OMMERS
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Operation Name | Gas Cost
step 1

stop 0

suicide 0

sha3 30

sload 20

txdata 5
transaction 500
contract creation | 53000

BLOCK X BLOCK X BLOCK X BLOCK X BLOCK X BLOCK X
BLOCK Y BLOCK Y BLOCK Y BLOCK Y BLOCK Y BLOCK ¥ BLOCK Y
Longest. )
BLOCK 7
BITCOIN, LONGEST CHAIN RULE ETHEREUM, HEAVIEST CHAIN RULE uncle

HEAVIEST
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#00000000...

[l s =]
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Learn while you wait

---------

tee
Create a blockchain L 3
organization re
.
Create an autonomous organization . .
with rules on spending money and ‘el 9 .ot
making decisions for you and your LA 4 »’ L ]
investors. ¥ T -,
e ® Il — . *s, -
LEARN THIS RECIPE oA -
° ® . \!:.
2 .
BACK i
Downloading blocks (18 peers) Block 49,589 of 4,618,681 (Chain structure 94.39%)
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6 blocks left | ©80% D_‘j

SEND E— CONTRACTS 0.00 ETHER

Accounts Overview

ACCOUNTS

Accounts are password protected keys that can hold Ether and Ethereum-based tokens. They can control contracts, but can't
display incoming transactions

£ ACCOUNT 2 _ & MAIN ACCOUNT (ETHERBASE)
@ 000 @ 000w

+ ADD ACCOUNT

Ethersum wallet

[87]



Shifty
Ethereum Wallet Accounts Edit View Develop Window Help

Send 0.02568731 Bitcoin to
15jfoneg8NSHKKk9F2gdEha3oPmyBJprTzQ

It will be converted into 2 9 Ether, and sent to
0xdf482f11e3fbb77162868786h3afedelclfb37f

until expir

Awaiting Deposit
Destination
0Oxdf482f1e3fbb771622868786h3afedelclfb37f

Deposit Limit Exchange Rate Deposit Minimum Deposlt Maximum
2.0463 BTC 1BTC = 78.24876631 ETH 0.0002535 BTC 6.82104743 BTC
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™ ® @ drequinox@drequinox-OP7010: Jopt

drequinox@drequinox-0P7010: fopt$S bash <(curl https://get.parity.io -Lk)
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

1600 154 1600 154 (5] 5] 429 B --l--l-- =-l--d - 430
100 154 1600 154 5] 5] 211 B --l-=l=-= ==l-=1 5 9625
160 12876 16068 12876 (5] 0 11824 6 0:00:01 1 11824
==> Checking 0S dependencies

Ubuntu, but versien not supported

curl

apt-get

sudo

0K, let's install Parity now!
Last chance! Sure you want to install this software? [Y/n] Y

Installing Parity build dependencies
Verifying installation
apt-get
Installing parity
Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

5449k 100 5449k 5] 5] [:3:14 O 0:00:08 0:00:08 --:--:-- B12k
(Reading database ... 227048 files and directories currently installed.)
Preparing to unpack /tmp/parity.deb ...
Unpacking parity (1.4.4) over (1.4.4) ...
Setting up parity (1.4.4)

==>
Netstats Would you like to download, install and configure a Metstats client?

Installing netstats

Please enter the netstats secret: a38ele506blb82fa

Please enter your instance name: Br.=quinox!

Please enter your contact details (optional):

## Installing the NodeSource Node.js v0.12 repo...

drequinox@drequinox-OP7010: fopt

Spawning PM2 daemon with pm2_home=/home/drequinox/.pm2
PM2 Successfully daemonized

2][WARN] Applications node-app not running, starting...
App [node-app] launched (1 instances)

App name id mode pid status restart uptime cpu
node-app | © I 6018 online | © 0s 13%
Use "pm2 show <id[name=" to get more details about an app

==> All done

> Next steps
=> Run to start the Parity Ethereum client.

drequinox@drequinox-0P7010: /optsS I

mem

18.2 MB

[¥/n] ¥

watching




BEST BLOCK cLes s @ an ; K x
1537: & A&

acm o Gas PRIC (0 Pace LaTency P ueriMe

BLOCK TIME DIFFICULTY 7 o LAST BLOCKS MINERS

UNCLE COUNT TRANSACTIONS GAs LIMIT

ATTENTION!

Bootnode Geth/v1.8.1-stable/linux-amd64/gol. 123ms
Bootnode-IE Geth/v1.8.1-stable/linux-amd . 43 ms
sphinxRust 2 3 [ -lin 241 46 ms
Bootnode-NORCAL

Zetabit2 8. 64-linux-gnu/n il 50 ms
FunFair-01 Ge gol.9. 60 ms
Bootnode-AU Geth/v. dé4/gol. 100 ms

Bootnode-BR

ethpool.maxhash.org (US) ari /1.8 '%86_64-linux-gnu/r

CIMS FARM CRYPTO. INVEST. Geth/v1.8.2-stable-b8bof7f4/linux-amdé 1.9.4

® parity-Error: Your ...

ACCOUNTS

ACCOUNTS OVERVIEW
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L 0 C K C H A I N
UDCALSTORTETHEREUN1 SWARM UDCALSTO§TETHEREUM
BACKEND(JAVA SCRIPT) WHISPER BACKEND(JAVA SCRIPT)

DAPP

FRONTEND (HTML/CSS)

USER

DAPP

FRONTEND (HTML/CSS)

USER
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Ether Market Cap (USD)

150 B
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100 B

75B

50B

0B

Ether Historical Market Capitalization Chart (USD)

Source: Etherscan.io
Click and drag in the plot area to zoom in

Apr'17 Jul'17 Oct '17 Jan"18

[92]



Chapter 12: Ethereum Development
Environment

imran@drequinox-0P7010:~5 geth --testnet
03:32.759308 cmd/utils/flags.go:613] WARNING: No etherbase set and no accounts found as default
©3:32.759415 ethdb/database.go:83] Allotted 128MB cache and 1024 file handles to fhome/imran/.ethereum/testnet/geth/chaindata
03:32.807292 ethdb/database.g 76] closed db:/home/imran/.ethereum/testnet/geth/chaindata
©3:32.807589 node/node.go:175] instance: Geth/v1.5.2-stable-c8695209/1inux/gol.7.3
:03:32.807603 ethdb/database.go:83] Allotted 128MB cache and 10824 file handles to /home/imran/.ethereum/testnet/geth/chaindata
©3:32.814016 eth/backend.go:280] Successfully wrote custom genesis block: 0cd78682425d167152c658316c423e6ce1181e15c3295826d7¢99
04cbadce3a3

.814076 eth/db_upgrade.go:346] upgrading db log bloom bins
.814112 eth/db_upgrade.go:354] upgrade completed in 36.513ps

.814128 eth/backend.go:193] Protocol Versions: [63 62], Network Id: 2
.814363 corefblockchain.go:214] Last header: #0 [0cd786a2..] TD=131072
.814375 core/blockchain.go:215] Last block: #6 [0cd786a2..] TD=131872
.814382 core/blockchain.go:216] Fast block: #0 [0cd786a2..] TD=131072
16:03 .814840 p2p/server.go:336] Starting Server
16:03:37.983847 p2p/discover/udp.go:217] Listening, enode://fag838ec3fee8a26d75755b55f7cbdd8@efacc4a98b5291acd5a23aea5465b794c84aff
e7be633524d2895768a2122a25e87cf97bd369895ace9f487868eaef18@[ : : ] : 30303
11204 16:03:37.983960 p2p/server.go 4] Listening on [::]:30303
©3:37.984963 node/node.go:340] IPC endpoint opened: [home/imran/.ethereum/testnet/geth.ipc
11204 16:04:17.984160 eth/downloader/downloader.go:326] Block synchronisation started

[12-13]19:19:11] No etherbase set and no accounts found as default
[12-13]19:19:11] Allocated cache and file handles atabase=/Users/drequinox/etherprivate/geth/chaindata cache=16 ha es=16
[12-13]19:19:11] Writing custom genesis block
[12-13]19:19:11] Successfully wrote genesis state =chaindata has 650a0..b5c158
[12-13]19:19:11] Allocated cache and file handles =/Users/drequinox/etherprivate/geth/lightchaindata 16 hanc
[12-13]19:19:11] Writing custom genesis block
[12-13119:19:11] Successfullv wrote genesis state database=liaghtchaindata hash=6650a0..b5c158
[12-13]19:20:11] No etherbase set and no accounts found as default
[12-13|19:20:11] Starting peer-to—peer node =Geth/v1.7.3-stable-4bb3c89d/darwin-amdé4/gol.9.2
[12-13]19:20:11] Allocated cache and file handles =/Users/drequinox/etherprivate/geth/chaindata
[12-13]19:20:11] Upgrading database to use lookup entries
[12-13]19:20:11] Initialised chain configuration ="{ChainID: 786 Homestead: @ DAO: <nil> DAOSupport:
[12-13]19:20:11] Disk storage enabled for ethash caches =/Users/drequinox/etherprivate/geth/ethash =3
[12-13|19:20:11] Disk storage enabled for ethash DAGs =/Users/drequinox/.ethash =2
[12-13]19:20:11] Initialising Ethereum protocol ="[63 621" =786
[12-13|19:208:11] Database deduplication successful =0
[12-13]19:20:11] Loaded most recent local header =0 =6650a0..b5c158 =1024
[12-13]19:20:11] Loaded most recent local full block =0 =6650a0..b5c158 =1024
[12-13]19:20:11] Loaded most recent local fast block =0 =6650a0..b5c158 =1024
[12-13]19:20:11] Regenerated local transaction journal =0 =0
[12-13|19:20:11] Starting P2P networking
[12-13|19:20:13]1 UDP listener up =enode://5c53ec8755806bc92432728122a55f169a8c63df307fc|
7a55d635@86.15.44.209:30303
[12-13|19:20:13]1 RLPx listener up =enode://5c53ecB755806bc92432728f22a55f169a8c63df307fc|
7a55d635@86.15.44.209:30303
[12-13]19:20:13] IPC endpoint opened: /Users/drequinox/etherprivate/geth.ipc
[12-13]19:20:14] Mapped network port =udp =30303 =30303 ="UPNP IGDyv|
[12-13|19:20:14] Mapped network port =tcp =30303 =30303 ="UPNP IGDv|
Welcome to the Geth JavaScript console!
instance: Geth/v1.7.3-stable-4bb3c89d/darwin-amd64/gol.9.2
modules: admin:1.0 debug:1.0 eth:1.0 miner:1.0 net:1.0 personal:1.@ rpc:1.0 txpool:1.0 web3:1.0
2>
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Insecure RPC connection

WARNING: You are connecting to an Ethereum node
via: http://127.0.0.1:8545

This is less secure than using local IPC - your
passwords will be sent over the wire in plaintext.

Only do this if you have secured your HTTP
connection or you know what you are doing.

| OK ]

@@ & imran@drequinox-OP7010: fopt/Ethereum Wallet
imran@drequinox-0P7010: fopt/Ethereum Wallet$ ./Ethereum\ Wallet --rpc fhome/imran/.ethereum/privatenet/geth.ipc
Running in production mode: true
Secp256k1 bindings are not compiled. Pure JS implementation will be used.
Starting in Wallet mode
Loading db: /home/imran/.config/Ethereum Wallet/mist.lokidb
Creating commonly-used windows
Create secondary window: loading, owner: notset
Check for update...
Create primary window: main, owner: notset
Create primary window: splash, owner: notset
Backend language set to: en-GB
HWeb3 already initialized, re-using provider.
Initializing...
Resolving path to Eth client binary ...
Eth client binary path: fopt/Ethereum Wallet/nodes/eth/linux-x64/eth
Initializing...
Resolving platform...
Calculating possible clients...
1 possible clients.
Verifying status of all 1 possible clients...
Verify Geth status ...
Checking for Geth sanity check ...
Checking sanity for Geth ...
Connect to {"path":"/home/imran/.ethereum/privatenet/geth.ipc"}
Connected!
Ethereum node connected, re-start sync
Starting sync loop
Connect to {"path":"/home/imran/.ethereum/privatenet/geth.ipc"}
Connected via IPC to node.
Connected!
network is privatenet
App is up-to-date.
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@ B BALANCE
SEND PRVSIREl 0 | €22 © CONTRACTS 110.00 eTHer*

Accounts Overview

ACCOUNTS

Accounts are password protected keys that can hold Ether and Ethereum-based tokens. They can control contracts, but can't display
incoming transactions.

&£ MAIN ACCOUNT (ETHERBASE)
B 110.00 ether

X
4

+ ADD ACCOUNT

WALLET CONTRACTS
WALLETS SEND PRIVATE-NET EDRRCPLRC) CONTRACTS 120.00 EtHer*
FROM

@ #” Main account (Etherbase) - 120.00 ETHER

AMOUNT
(3) ETHER 120.00 ETHER

Send everything

You want to send 0 ETHER.

SOLIDITY CONTRACT SOURCE CODE CONTRACT BYTE CODE

pragma solidity A0.4.0; SELECT CONTRACT TO DEPLOY
contract SimpleContract2

{

uint z;

function addition(uint x) public returns (uint y)
{

Z=X+5;

y=Z;

4

Simple Contract 2

CONOUVI A WNPR

<
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Create contract

0.00 ETHER
B

Oxcf6l...c58f Create contract

You are about to create a contract from the provided data.

Estimated fee consumption 0.00225648 ether (125,360 gas)
Provide maximum fee 0.00405648 ether (225,360 gas)
Gas price 0.018 ether per million gas
RAW DATA

0x6060604052341561000£57600080£d5b6101118061001e6000
’63606040526 '"-G3610605c5?63ffffffff?c01?CCf-f.“,f“.Cﬁ.'“"“""' ) (
) 00000060 350416632d9c8bcb$114606
15'?30634513:13691:11460835']‘8{]63543209]3?l-ﬂEUSGE?EDE3Gdb43eEd1dGﬂag
575b6 B0fd5b3415606b576 80£d5b607160bc565b604051308152602
160405180910390£35b3415608d576 80£d5b607160043560c2565b34

CANCEL SEND TRANSACTION
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LATEST TRANSACTIONS

Dec Created contract o)
2 minutes ago -0.00 ETHER
9 "S fain account (Et se) » [ Created contract at s simple Contract fbc4
Dec Created contract ®
-0.00 ETHER
7 "S' Main account (Etherbase] » Eh d contract at @ eth (admin page

Dec Transfer between accounts
7 20000ETHER @

@' Main account (Etherbase] » 6

READ FROM CONTRACT WRITE TO CONTRACT
Curr value Select function
¥ Addition v

Pick A Function
Division

Difference

Execute from
@ 2~ Main Account (Etherbase) - 3,726.2F

Send ETHER

EXECUTE
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Execute contract

0.00 ETHER
b
0X543209B7

Oxcf61l...co8f 0x0df0...763e

You are about to execute a function on a contract. This might
involve transfer of value.

Estimated fee consumption 0.00075058 ether (41,699 gas)
Provide maximum fee 0.00255058 ether (141,699 gas)
Gas price 0.018 ether per million gas

RAW DATA TRY TO DECODE DATA

0x54320957000000000000000000000000000000000000000000000000000

CANCEL SEND TRANSACTION
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» EthereumExplorer@®.1.@ start fUsers/dreguinox/explorer
» http-server ./app —a localhost -p 8088 -c-1

Hit CTRL-C to stop the server

€ localhost

BlOCk View information about an Ethereum Block

0x6162c67e07fec9347cbb98e85396d6bef3839995c623d5fbe0a5a5572977933b

Summary

Block Number 661

Received Time 1481094979
Difficulty 179724

Nonce 0x301cef8bdc816721

21 Confirmations 615461 Gas Used
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Allow Access to Geth and Refresh the Page

geth --rpc --rpccorsdomain "http://192.168.0.17:9968"
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Chapter 13: Development Tools and
Frameworks

Ethereum development ecosystem

) Personal test -
[+] E
Languages Compilers IDEs APIs & Tools Blockchains rameworks
|
|
— Solidity Solc — Remix ‘ Web3 ‘ Ganache Truffle
| |
— Serpent — Ethereumstudio MetaMask ‘ TestRPC
| |
Plugins & Linters for
— LLL —various text editors,

visual studio code

— Mutan

— Viper

imrans-MacBook-Pro:~ drequinox$ solc —-bin Addition.sol

Binary:
60606040523415610001576000801Td5b61010b80A61001eb000396000T3006060604052600436106049576000357c01000000
0000000000000000RV0NPREOARNBNRN00NRPOONRPODRRBRBRIBALEITTITTITf16806336718d8014604e578063acB4ePadls
607d575b6000880fd5b3415605857600080Td5b607b600480803560FF1690602001909190803560FF16906020019091705050
60a9565b005b3415608757600080Fd5b608d60cI565b604051808260FF1660TFF16815260200191505060405180910390F35b
8082016000806101000aB81548160ff021916908360fT1602179055505050565b60008060009054906101000a900460FF1690
50905600al65627a7a7230582037bbfl721ae442876d01fa64T7feeebbaac85d550dh40825cf6deald3 924873690029
imrans-MacBook-Pro:~ drequinox$
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imrans-MacBook-Pro:~ drequinox$ solc --gas Addition.sol

======= Addition.sol:Addition =======
Gas estimation:
construction:
100 + 534008 = 53560
external:
addx(uint8,uint8): 20475
retrievex(): 464
imrans—-MacBook-Pro:~ drequinox$

imrans-MacBook-Pro:bin drequinox$ cat Addition.abi
[{"constant":false,"inputs":[{"name":"y","type":"uint8"},{"name":"z","type":"uint8"}], "name":"addx", "outputs":[]
,"payable":false,"stateMutability":"nonpayable","type":"function"},{"constant":true,"inputs":[],"name":"retrieve
x","outputs":[{"name":"", "type":"uint8"}],"payable":false, "stateMutability":"view", "type":"function"}limrans-Mac
Book-Pro:bin drequinox$

imrans-MacBook-Pro:bin drequinox$

imrans-MacBook-Pro:bin drequinox$ cat Addition.bin
6060604052341561000T57600080Td5b60da8061001d6000396000T30060606040526004361060485763FfFfffff7c010000000000000000
0000000000000V PDOLVRBNDOVB0BVVOROOBBBLRRBR3504166336718d808114604d578063acB4eBaBls606b575b60BBBOTA5b3415605757
600080Td5b606960TF600435811690602435166091565b805b3415607557600080Td5b687b60a5565b60405160TT90911681526020016040
5180910390735b6000O8O5460TT19169190920160FF16179055565b60005460FF16905600a165627a7a7230582017¢ca91776882F1c97964c8
293245%91eb96e72adb62b5548a67f4ea22e9daf2b80029imrans-MacBook-Pro:bin drequinox$

imrans-MacBook-Pro:bin drequinox$

imrans-MacBook-Pro:bin drequinox$

o = 0 @ % € % | browser/exampledsol > » Compile  Run  Settings Debugger Analysis Support

~ browser ContractDefinition SimpleContract2  Oreference(s)
] £0.4.0;

example1.sol 1 pragma sul}dlty 8.4.0; .

2 contract SimpleContract2 Environment JavaScript VM 5

Untitled1.sol 3-4
uint z;

Untitled.sol
function additionuint x) public returns Cuint y)

4 Account Oxca3...a733c (99.999999989999789 3 Iy
ballot.sol 5 o

6~ { Gas limit 3000000 B

7

8

Z=x+5;

y=z; Gas Price 0 g
3

10 function difference(uint x) public returns (uint y) Value 0

11~ {

12  z=x-5;

13 y=z;

14} browser i $
15 function division(uint x) public returns (uint y)

16~ {

17 2ex/5; At Address
18 y=z;

19 } Create

21 function currValue() constant public returns (uint)

23 return z; 0 pending transactions
24}
25 1}
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8 y-z;

9

10 function differenceCuint x) public returns (uint y)
11- {

12 z=x-5;

13 y=z;

14 }

15 function division(uint x) public returns (uint y)
16- {

17  z=x/5;

18 y=z;

19 1

20

21 function currValue() constant public returns (uint)
22- {
23 return z;

24

25 }
(-] [2] only remix transactions, script Listen on network ¥
‘ value B0 wei
call to lel.sol:Simpl .currvalue

[call] from: - , to:browser/examplel.sol:SimpleContract2.currValue(), d
ata:2d9c8...c8bcb, return:
{

"uint256: 25"

Details  Debug

from B -

1 rval

() Oxdeb?
7ledb27b27af9f2afc

transaction cost I 21666 gas (Cost only applies when called by a contract)

execution cost W4 394 gas (Cost only applies when called by a contract)

input Iy 2d9cebeb

decoded input LX)

1
decoded output. "0": "uint256: 25"

}

B

logs

~ Transaction

from: Oxca
to: Oxdeb?
hash: 0x0c512567

733c

1e818987 1edb2

7043124 401

-

-

Instructions
134 POP
135 POP
136 PUSH1 40
138 MLOAD
139 DUP1
140 SWAP2
141 8UB
142 SWAP1
143 RETURN
144 JUMPDEST
145 CALLVALUE
146 ISZERO
147 PUSH2 008b

Solidity Locals
<12: 64 vint256

Solidity State
2: 25 uint256

Step detail
vm trace step: 50
execution step: 50
add memory:
gas: 3
remaining gas: 2978349
loaded address: Oxdcb77b868fe07451e8f8987 1edb27b27af9f2afc
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¥ Instructions
134 POP
135 POP
136 PUSH1 40
138 MLOAD
139 DUP1
140 SWAP2
141 SUB
142 SWAP1
143 RETURN
144 JUMPDEST
145 CALLVALUE
146 ISZERO
147 PUSHZ2 008b

v Solidity Locals
<1>: 64 uint256

v Solidity State
Z: 25 uint256

v Step detail

vm trace step: 50

execution step: 50

add memory:

gas: 3

remaining gas: 2978349

loaded address: Oxdcb77b866fe07451e8f89871edb27b27afof2afc
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EthereumdS TestRPC v6.8.3 (ganache-core: 2.0.2)

Available Accounts

(@) Bx6cal9d903eb53e80bb73622d275¢c965f2abad3d8
(1) ex1fi192daefablaed50332e6a965e71fcf4621e887
(2) 8x97cPb2eal?a5b496e314e55dle5al3abd4lb5ad2l
(3) Bx3aB4fbcéf8eb34bB89918628ababfdes267e32e28
(4) Bx43e03d85a8a93281510732beb94993ac7011335¢
(5) Bxé6dfela7059df7a625c1ffaed0e?7¢c42384h68446
(6) Bxh9992f167e68dcabd4alce79c07b6193c4e72137
(7) ©@x46243dfcfbéd2dbecbBaa?7ebbceacdf?6aal3l3ab
(8) @xe5h9c@5dch55ad987a504da7fh3dde4281d73bc4
(9) @x37f6576fd633d95chc29dbh28bbae4a272feb5594c

Private Keys

(B) c82cba860eeb57c8eedbd2e8bc59dc7cB800199118b7f1lefb5540c41cdbl18865dc
(1) 144271a65d21c59bd61321659798b42e3d1a22feeb45c2c44F823db0477F330d
(2) d2ab5f4406b23c8c18c55a6d38T4b4982ab17a01a61257f0d091e0d4807346905
(3) 1c16608a159b52ba84aBael70d764273166712514693498109640dccf4cae8b9
(4) b7dea27d5bd105bb3e4fbf69598b561563557d343d4c8%9ea2d7d689f5a160554
(5) 10d6467570c50e103ade3694efB5cf?aedflacf331ddecd9faaaelf752ed766c5
(6) 7571ece88840db22a09dB8e6062292c1e3d106cPe9d8d634T05d4524e75bfab0a
(7) 15e215703ba63d52c8708392086T3474b78b5albBb6f276fe48cPaaeb6061f478d
(8) 5ddi1fd136b3ba?17922belldaaf55ce2b5fd3e332a1fed3%adsbef664198ebdb
(9) 30el850a76eeb65fcfdb65caf8lfa7310ff239679816be51fOb04149afes407el

HD Wallet

Mnemonic: prepare flavor identify liquid twice tip bullet blanket vast vivid hunt now
Base HD Path: m/44'/60'/@'/0@/{account_index}

Listening on localhost:8545
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@ ACCOUNTS

GAS LIMIT NETWORK ID RPC SERVER MINING STATUS 3

CURRENT BLOCK GAS PRICE El
0 20000000000 6721975 5777 HTTP://127.0.0.1:7545 AUTOMINING

MNEMONIC HD PATH

candy maple cake sugar pudding cream honey rich smooth crumble sweet treat m/44' /60" /0'/0/account_index
ADDRESS BALANCE TX COUNT INDEX g
0x627306090abaB3A6e1400e9345bC60c78a8BEf57 100.00 ETH 0 0

ADDRESS BALANCE TX COUNT INDEX é
0xf17f52151EbEF6C7334FADO80Oc5704D77216b732 100.00 ETH

ADDRESS BALANCE TX COUNT INDEX J
0xC5fdf4076b8F3A5357¢c5E395ab970B5B54098Fef  100.00 ETH 0 2

ADDRESS BALANCE TX COUNT INDEX ép
0x821aEa9a577a9b44299B9¢c15¢c88cf3087F3b5544 100.00 ETH 0 3

ADDRESS BALANCE TX COUNT INDEX dﬁ
0x0d1d4e623D10F9FBASDb95830F7d3839406C6AF2  100.00 ETH 0 4
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o e o~

METAMASK

Encrypt your new DEN @

Import Existing DEN
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Main Ethereum Network ¥

Ropsten Test Network

Kovan Test Network

B Rinkeby Test Network

© Localhost 8545

©®© Custom RPC
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Privat —
o o [k, ~ (=

Account 2 sss
OxB7c72..
83999 et suv f seno
50450.36 LUSD
SENT TOKENS
M h 17 2018 07:59
. 2 arc I\ 5.0 ETH
0Ox50f886B6...92b1
March 17 2018 07:58
. 1 B 1.0 ETH
0x50f886B6...92b1
. 0 March 17 2018 07:58 B 10.0 £+
0Ox50f886B6...92b1
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Truffle v4.8.1 - a development framework for Ethereum

Usage: truffle <command> [options]

Commands:
init
compile
migrate
deploy
build
test
debug
opcode
console
develop
create
install
publish
networks
watch
serve
exec
unbox
version

Initialize new Ethereum project with example contracts and tests
Compile contract source files

Run migrations to deploy contracts

(alias for migrate)

Execute build pipeline (if configuration present)

Run Mocha and Solidity tests

Interactively debug any transaction on the blockchain (experimental)
Print the compiled opcodes for a given contract

Run a console with contract abstractions and commands available
Open a console with a local TestRPC

Helper to create new contracts, migrations and tests

Install a package from the Ethereum Package Registry

Publish a package to the Ethereum Package Registry

Show addresses for deployed contracts on each network

Watch filesystem for changes and rebuild the project automatically
Serve the build directory on localhost and watch for changes
Execute a JS module within this Truffle environment

Unbox Truffle project

Show version number and exit

See more at http://truffleframework.com/docs
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Patent.sol — ethereum

EXPLORER = Patent.sol e

12 o

OPEN EDITORS 1 UNSAVED pragma solidity ~0.4.0;
contract PatentIdea {
( = ) private hashes;
alreadyStored;
node_modules event IdeaHashed( 1A

= Patent.sol

® = Patent.sol

[N

ETHEREUM

function saveHash( ) private {
hashes [ 1=
}
function SaveIdeahash( idea) public returns ( ){
ar hashedIdea = (idea);
if ( ( (idea))) {
alreadyStored=
[ );

retur ashed (event in PatentIdea) IdeaHashed(bool)

@ < O

m
(L]

Save ash

(hashedIdea);
( );

function alreadyHashed( ) constant private returns(
urn hashes[ |H

function isAlreadyHashed( idea) constant public returns (
ar hashedIdea = (idea);
eturn (hashedIdea);

function HashtheIdea( idea) pure private returns (
return (idea);

Ln14,Col13 Spaces:2 UTF-8 LF Solidity @
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FUNCTIONHASHES I ©

"f9d55e21": "Matcher(uint8)"

1 pragma solidity 70.4.0; //specify the compiler versiod

2~ /*

3 This is a simple value checker contract that checks the value
4 provided and returns boolean value based on the condition

5 expression evaluation,

6 */

7 import "dev.oraclize.it/api.sol”;

8 - contract valuechecker {

9 uint price=10;

10 //This is price variable declare and initialized with value 10
11 event valueEvent(bool returnValue);

12 function Matcher (uint& x) returns (bool)
13~ {

14 if ( x >= price)

15 - {

16 valueEvent(true);

17 return true;

18 }

19 }

20 }
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Chapter 14: Introducing Web3

; E;zg?gciob;ﬁghggkiéa’ £ Starttocompile [ Auto compile

3- i

4 uint price=10;

5 event valueEvent(bool returnValue); valueChecker o Details Publish on Swarm
6 function Matcher (uint8 x) public returns (bool)

7- 9

8- if (x>=price){valuekvent(true); valueChecker

9 return true;

10

11 11}
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WEB3DEPLOY [~ @
Copy value to clipboard
var valuecheckerContract = web3.eth.contract([{"constant":false, "inpu

ts":[{"name":"x","type":"uint8"}], "name": "Matcher", "outputs":[{"name"

:"","type":"bool"} ], "payable":false, "stateMutability": "nonpayable”,"t
ype":"function"}, {"anonymous":false, "inputs":[ {"indexed":false, "name"
:"returnvalue", "type":"bool"} ], "name": "valueEvent", "type":"event"}]1);
var valuechecker = valuecheckerContract.new(
{
from: web3.eth.accounts[0],
data: '0x6060604052600a600055341561001457600080£fd5b6101038061002
36000396000£300606060405260043610603£576000357¢c0100000000000000000000
000000000000000000000000000000000000900463Fffffff£ff168063£9d55e2114604
4575b600080£d5b3415604e57600080£d5b6065600480803560££1690602001909190
5050607£565b604051808215151515815260200191505060405180910390£35b60008
0548260£f£1610151560d1577£3eb1a229££7995457774a4bd31ef7b13b6£f4491adleb
b8961af120b8b4b6239c6001604051808215151515815260200191505060405180910
390a16001905060d2565b5b9190505600a165627a7a723058205b1d9d0£31b39806b7
782£db9360a£93d5b5£f66a36£6f4023eelaal%cal2782b70029 "',
gas: '4700000'
}, function (e, contract){
console.log(e, contract);
if (typeof contract.address !== 'undefined') {
console.log( 'Contract mined! address: ' + contract.address +
' transactionHash: ' + contract.transactionHash);

}
9]
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> personal.unlockAccount(personal.listAccounts[@])

Unlock account @xcféld213faa9acadbf@d110e1397caf20445c58f

Passphrase:

true

> var valuecheckerContract = web3.eth.contract([{"constant":false,"inputs":[{"name":"x","type":"uint8"}], "name":"Matcher","ou
tputs":[{"name":"","type":"bool"}],"payable":false, "stateMutability":"nonpayable","type":"function"}, {"anonymous":false, "inpu

ts":[{"indexed":false, "name returnValue", "type bool"}],"name":"valueEvent", "type event"}1);
undefined
> var valuechecker = valuecheckerContract.new(

{

...... from: web3.eth.accounts[@],

...... data: 'Ox6060604052600a600055341561001457600080Td5b610103806100236000396000T300606060405260043610603F576000357c01
00463 fFFFfffff168063f9d55e21146044575b600080Td5b3415604e57600080Fd5b6

0656004808035601116906020019091905050607565b604051808215151515815260200191505060405180910390f35b600080548260Ff1610151560d157

7f3ebla229ff7995457774a4bd31ef7b13b6f4491adlebb8961af120b8b4b6239c6001604051808215151515815260200191505060405180910390a160019

05060d2565b5b9190505600a165627a7a723058205b1d9d0f31b39806b7782fdb9360af93d5b5f66a36f6T4023eelaa9cal2782b70029",

...... gas: '4700000'

...... }, function (e, contract){

...... console.log(e, contract);

...... if (typeof contract.address !== 'undefined') {

......... console.log('Contract mined! address: ' + contract.address + ' transactionHash: ' + contract.transactionHa
sh);

......... }

...... 1)

null [object Object]

undefined

> valuechecker.
valuechecker.Matcher valuechecker.abi valuechecker.allEvents valuechecker.transactionHash
valuechecker._eth valuechecker.address valuechecker.constructor valuechecker.valueEvent
> valuechecker.abi
[{
constant: false,
inputs: [{
name: '
type:
N
name: '
outputs: [{
name: '
type:
1
payable: false,
stateMutability: B
type:
oA
anonymous: false,
inputs: [{
indexed: false,
name: P
type:
1
name: ,
type:
]
> valuechecker.address
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RPC
HTML/JS WEB'S J BLOCK
- Ll
FRONTEND CHAIN
A
h 4
USER

® ® [% SimpleContract Interactor X (2]
& ' @ localhost: 7777 Y o
callTrue  callFalse
[w ﬂ Elements Console Sources Network Performance Memory Application Security Audits 1 i X
© | top v Filter Default levels ¥ F o

b"@xu’gd€}2a4974r:.bebl@496‘63.9ec937&5782.&;1‘77‘40‘1:!2", abi: Array(2), Matcher: f, .}

return value: true app.js:54

return value: false app.js:61

return value: true app.js:54

return value: false app.js:61

return value: true app.is:54

return value: false app.js:61

return value: true app.js:54
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® [ ] Ganache

ACCOUNTS & KEYS CHAIN ADVANCED é CANCEL O RESTART

SERVER

HOSTNAME

127.0.0.1

PORT NUMBER
7545

NETWORK ID

5777

AUTOMINE

Using network 'development'.

Running migration: 1_initial_migration.js
Deploying Migrations...
Ox54ac3fffB355%4ch4f3244caf115fd206e9bcePabeldbs964e67Tb792e4C4991
Migrations: Ox2c2b9cQa4a25e24bl174T26114e8926a912128Te4
Saving successful migration to network...
Bx9b515408f5a7d75a8fc920e3ebebecb6792ba31fdBB6bd176901F0eb6347aT2dba
Saving artifacts...
Running migration: 2_deploy_contracts.js
Deploying ConvertlLib...
Ox4d1f4c386d8b213cl154ce5587aa6f625b1c70TT374T4ca0053a82db1074e8765
Convertlib: Oxfb88de@99el3c3ed21f80a7ale49f8caecflldfé
Linking ConvertlLib to MetaCoin
Deploying MetaCoin...
Oxc9f8e7ebl2b2cd3d33d73c8edb858157ebeb7181ea262b19677a081e5eBl4cel
MetaCoin: @xaa588d3737bél11bafd7bd713445b314bd453a5c8
Saving successful migration to network...
Bxd5050afb739a27fba%7e027707af1l4e6e07077227a11a1035d352647a3f644aa
Saving artifacts...
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RANSACTIONS

"/
CURRENT BLOCK GAS PRICE GAS LIMIT NETWORK 10 . y " 5
20000000000 6721975 §777 0.0.1:7545 AUTOMINING

TX HASH
0xd5050afb739a27fba97e027707af14e6e07077227a11a1035d352647a3f644aa
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
6x627306090abab3abel400e9345bc60c7BaBbefs7 0x2c2b9c9ata25e24b174126114e8926a9F2128Fed 26981 ]
0xc9f8e7eb12b2cd3d33d73c8ed5858157ebeb7181ea262b19677a081e5e014cel
FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0x627306090abab3abel400e9345bc60c7BaBbefs7 0xaa588d3737b611bafd7bd713445b314bd453a5¢8 332608 [:]
TAsH ITRACT CREATION
0x4d1f4c386d0b213c154ce5587aa6f625b1c70ff374f4caP053a82db1074e8765
FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0x627306890abab3abel1408e9345bc68c78aBbef57 0xfb88ded99e13c3ed21f80a’ales9f8caecf10df6 99662 [:]
TXHASH

CONTRACT CALL
0x9b51540f5a7d75a8fc920e3e5e4ec66792ba31fde06bd176901f0eb347af2dba
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0x627306090abab3a6e1400e9345bc60c7BaBbef57 0x2c2b%c9atal5e24b174F26114e8926a9F2128Fed 41981 ]
TrHASH CONTRACT CREATION
0x54ac3fff035594cb4f3244ca0115fd206e9bcedabelIb4964e67fb792e4c4991
FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0x627306890abab3abel1400e9345bc60c7B8a8befs57 0x2c2b9c9aka25e24b17426114e8926a9F2128Feh 269607 2]

/;\
(é‘) ACCOUNTS

CURRENT BLOCK GAS PRICE GAS LIMIT NETWORK ID RPC SERVER MINING STATUS
1

20000000000 6721975 5777 HTTP://127.0.0.1:7545 AUTOMINING
MNEMONIC HD PATH
candy maple cake sugar pudding cream honey rich smooth crumble sweet treat m/44' /60" /0" /0/account_index
ADDRESS BALANCE TX COUNT INDEX d;‘
0%627306090abaB3A6e1400e9345bC60c78a8BEf57  99.84 ETH 11
ADDRESS BALANCE TX COUNT INDEX g}
0xf17f52151EbEF6C7334FADO8OC5704D77216b732 100.00 ETH 0 1
ADDRESS BALANCE TX COUNT INDEX g?
0xC5fdf4076b8F3A5357c5E395ab970B5B54098Fef  100.00 ETH 0 2
ADDRESS BALANCE TX COUNT INDEX d;‘
0x821aEa9a577a9b44299B9¢15¢88cf3087F3b5544 160.00 ETH 0 3
ADDRESS BALANCE TX COUNT INDEX @f
0x0d1d4e623D10F9FBA5Db95830F7d3839406C6AF2  160.00 ETH 0 4
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> truffle-init-webpack®®.0.2 dev /Users/drequinox/dappl
> webpack-dev-server

Project is running at http://localhost:868e/
webpack output is served from /

Hash: 157d6514272a12586aba

Version: webpack 2.7.8

Time: 6702ms

Asset Size Chunks Chunk Names
-] main
925 bytes
chunk {8} (main) 1.63 MB

[71] ./app/javascripts/app.js 3.64 kB {0}
[72] (webpack)-dev-server/client?http://localhost:8080 7.95 kB {8}
[73] ./build/contracts/MetaCoin.json 23.8 kB {6}
[111]1 ./~/loglevel/lib/loglevel.js 7.86 kB {@}
[117]1 ./~/querystring-es3/index.js 127 bytes {@}
[119]1 ./~/strip-ansi/index.js 161 bytes {8}
[122] ./app/stylesheets/app.css 9065 bytes {0}
[163] ./~/truffle-contract/index.js 2.64 kB {0}
[197]1 ./~/url/url.js 23.3 kB {0}
[199]1 ./~/web3/index.js 193 bytes {@}
[233]1 (webpack)-dev-server/client/overlay.js 3.73 kB {@}
[234] (webpack)-dev-server/client/socket.js 1.85 kB {2}
[235] (webpack)/hot nonrecursive A\.\/log$ 160 bytes {8}
[236]1 (webpack)/hot/emitter.js 77 bytes {0}
[237] multi (webpack)-dev-server/client?http://localhost:80880 ./app/javascripts/app.js 40 bytes {6}
+ 223 hidden modules
webpack: Compiled successfully.

MetaCoin

8680 META

Send MetaCoin

Amount: 55
To Address: 0xf17f52151EbEF6C7334FAD080c5704D77216b732

Send MetaCoin
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\ N\ 7N
(2 ) ACCOUNTS ’gg_} BLOCKS @ TRANSACTIONS (5] LOGS

CURRENT BLOCK GAS PRICE GAS LIMIT NETWORK ID RPC SERVER MINING STATUS
42 20000000000 6721975 5777 HTTP://127.0.0.1:7545 AUTOMINING

TXHASH

0xb24064b090e15ec13949252ch24ce2a4e7f73ffbeed2405f9¢cce89020301530¢

FROM ADDRESS TO CONTRACT ADDRESS
0x627306090abab3a6e1400e9345bc60c78a8bef57 0xf25186b5081ff5ce73482ad761dboebod25abfbf
TX HASH

0x5dfocff3c7al3c9f75b00d74b49fc0207e19da0c97e1c2082444395F5892ac37

FROM ADDRESS TO CONTRACT ADDRESS
0x627306090abab3abel1400e9345bcbBc78a8bef57 0xf25186b5081ff5ce73482ad761dbBebBd25abfbf
TX HASH

0xc3a646e853c72433a60585c51fde547ef3bf9d72815403962fc2e23e12e660c8

FROM ADDRESS TO CONTRACT ADDRESS
0x627306090abab3a6e1400e9345bc60c78aBbef57 0x£25186b5081ff5ce73482ad761dboeb0d25abfbf

GAS USED
35960

GAS USED
35960

GAS USED
35960

VALUE

VALUE

VALUE
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PR GAS LIMIT NETWORK ID RPC R MINING STATUS
20000000000 6721975 5777 27.0.0.1:7545 AUTOMINING

CURRENT BLOCK
42

~mx  TX 0xc75acb0c98f75d023f8b18329b13588c240f5496507b8cc5d85fb68b77753dc6

SENDER ADDRESS CREATED CONTRACT ADDRESS
0x627306090abab3a6e1400e9345bc60c78a8bef57 0xf25186b5081ff5ce73482ad761db0eb0d25abfbf

VALUE GAS USED GAS PRICE GASLIMIT MINED IN BLOCK
0.00 ETH 332608 100000000000 6721975 4

TX DATA

0x6060604052341561000757600080fd5b6127106000803273f ff fffffffffffffffffffffffffffffffffffffl673ffffffffffffffffffffffffffffffffffffffffiesis
2602001908152602001600020819055506103¢58061006360003960007300606060405260043610610057576000357¢01
00000000000000900463Ffffffff1680637bd703e81461005c57806390b98a11146100a9578063f8b2cb4f14610103575b600080Fd5b341561006757600080fd5b610093600
480803573 FFffffffffffffffffffffffffffffffffffffffl6906020019091905050610150565b6040518082815260200191505060405180910390f35b34156100b4576000
80fd5b6100e9600480803573ffffffffffffffffffffffffffffffffffffffff169060200196919086359060200190919050506101f8565b604051808215151515815260200
19156056060405180910390f35b341561010e57600080fd5b61013a600480803573Ffffffffffffffffffffffffffffffffffffffff16906020019091905050610351565b6040
518082815260200191505060405188910390f35b600073345ca3e014aaf5dcas88057592ee47305d9b3610639604003d61017584610351565b6002600060405160200152604
0518363 FfFfffffi67col 2815260040180838152602001828152602001925050506020604051808303
8186803b15156101d657600080fd5b6102c65a03f415156101e757600080fd5b505050604051805190509050919050565b6000816000803373FFfffffffffffffffffffffff
o ffffffle73ffffffffffffffffffffffffffffffffffffffff168152602001908152602001600020541015610249576000905061034b565b816000803373FFFfff
e fffffrfffffle73fffffffrffffffffffffffffffffffffffffffff1681526020019081526020016000206000828254039250508190555081600
0808573 FfFfffffffffffffffffffffffffffffffffffffier3ffffffffffffffffffffffffffffffffffffffff1681526020019081526020016000206000828254081925050
81905550827 3 F ffffffffffffffffffffffffffffrfrffffffffle33z3ffffffffffffffffffffffffffffffffffffffffi67fddf252adlbe2c89b69c2b068fc378daags2ba
7f163c4al1628f55a4df523b3efB846040518082815260200191505060405180910390a3600190505b92915050565b60008060008373Ff ffffffffffffffffffffffffffffff
L7 ffffffffffffffffffffffffffffl1681526020019081526020016000205490509190505600a165627a7a72305820756648b7e23b9d4aedef3c6
362dadb0cf8e91b681327935844a143b9b33b81060029

truffle(development)> Addition.at(Addition.address).addx(166,160)
{ tx: '@xd58f346b76c1d878b67e7318bd4f2f4ach53418d4632efata35bf939f@181cac’,
receipt:
{ transactionHash: '@xd58f346b76c1d878b67e7318bd4T2T4acb53418d4632efafa36bf939f0181cac’,
transactionIndex: 9,
blockHash: '8x9215c0d4f7e5f2861b68bc8d097e017c65751dbaf4sfe73clab729f97ac4315de’,
blockNumber: '

gasUsed: '
cumulativeGasUsed: ,
contractAddress: null,
logs: [1],
status: },
logs: [1 }
truffle(development)> Addition.at(Addition.address).retrievex()
{ [String: '200'] s: 1, e: 2, c: [ 113}

truffle(development)> [
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o= 0 & % € ¥ browser/Untitled.sol browser/patent.sol ® L Compile  Run  Settings Debugger Analysis Support
~ browser ) - o ContractDefiniti 0
pragma solidity /0.4.0;
Untitled.sol 2 contract PatentIdea Environment Web3 Provider s
patent.sol 3-{
4 mapping (bytes32 => bool) private hashes; Account 0x627...bef57 (100 ether) 0
5 bool alreadyStored; -
6 event ideahashed(bool); Gas limit 3000000 B
7 function saveHash(bytes32 hash) private .
3-{ Gas Price 0 e
9 hashes[hash] = true;
1@ } Value 0
11 function SaveldeaHash(string idea) public returns (bool)
12~ {
13 var hashedIdea = HashtheIdea(idea); " ,
14 if (alreadyHashed(HashtheIdea(idea))) browser/patent.sol:Patentidea =
15+ {
16 alreadyStored=true; At Address
17 ideahashed(false);
o 7_”7 :” - . Listenon S
2 [2] only remix transactions, script ~ ~
network
0 pending transactions
0 contract Instances
- browser/patent.sol:Patentldea at 0x8cd...644¢0 (blockchain) i x
isAlreadyHashed 0: bool: false
SaveldeaHash
- browser/patent.sol:Patentldea at 0x8cd...644c0 (blockchain) i
0: bool: false

isAlreadyHashed

SaveldeaHash "This is my Idea"
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dea.SaveIdeaHash(string) 0x8cd...644c0, value:0 wei,

from:0x627...bef57, to:browser/patent.sol:PatentI
1 logs, data:0xe

Details

92...00000, hash:0x783...0a2fc

status 1

from Iy 0x627306090abab3a6el1400e9345bc60c78a8bef57

e I} browser/patent.sol:PatentIdea.SaveIdeaHash(string) 0x8cdaf0cd259887258b
cl3a92c0a6da92698644c0

gas D 45663 gas

transaction cost

I 45663 gas

hash I 0x7834€933d99861237281906£7£9b92ae8f0eeTc3edc3005942eda5efc330a2fe
I 0xe92c848£0000000000000000000000000000000000000000000000000000000000000
input 020000000000000000000000000000000000000000000000000000000000000000£546869

73206973206d7920496465610000000000000000000000000000000000

decoded input

o {

"string idea": "This is my Idea"

}
decoded output -
0o
{
"topic": "0x50a0231b714£fc7ad51309492c3e5b5c3fb79c5aa6646b
65abd90b708£30b92e5",
"event": "ideahashed",
logs " "
args": [
"true"
]
}
]
value B0 wei

call to browser/patent.sol:PatentIdea.isAlreadyHashed

{
}

call] from: -

"0": "bool: true"

, to:browser/patent.sol:PatentIdea.isAlreadyHashed(str
ing), datara8793...00000, return:

- browser/patent.sol:Patentidea at OxBcd...644¢0 (blockehain) 0 x

Detalls )
isAlreadyHashed "This is my Idea" 0: bool: true

SaveldeaHash  "This is my Idea"

from B -

I browsex/
to

1:PatentId string)

58bc13a92c0a6da92698644c0

D a879:

input

2069732064

B
decoded input
}

"string idea”: "This is my Idea”

L¢

decoded output.

}

"0": "bool: true”

logs B
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status 1

o:

5 B g=627 0 pending transactions
. B o 1: string) 7258b
< ©13a92c0a6da92698644c0
gas. & 30792 gas
transaction cost B 30792 gas - at OxBcd... i [} x
nash 0 0x1 182 3£5c£bB72861c1244cf

Y isAlreadyHashed  "This is my Idea” 0: bool: true
Ainput

7320697 1 SaveldeaHash  “This is my Idea"

B
decoded input "string idea"s "This is my Idea”

}
decoded output -

Lol ol

{

"topic": "0x50a0231b714fcTad51
65abd90b708£30b92e5" ,
"event": "ideahashed",
“args": [
“false"

logs

value 0o vei

@ TRANSACTIONS

CURRENT BLOCK GAS PRICE GAS LIMIT NETWORK ID RPC SERVER MINING STATUS
7 20000000000 6721975 57177 HTTP://127.0.0.1:7545 AUTOMINING

TX HASH
0x136e0b206d6a0e03a3908fcab01059df1821db14fa0493f5cfb87a861c1244cf

TO CONTRACT ADDRESS
0x8cdafecd259887258bc13a92c0a6da92698644c0

FROM ADDRESS
0x627306090abab3a6e1400e9345bc60c78a8bef57

TX HASH
0xd6c1c2f5640e8891350d2281e4b08c9784e8a9219cbc31c6573d03fa701a3ces

TO CONTRACT ADDRESS
0x8cdaflcd259887258bc13a92c0abda92698644c0

FROM ADDRESS
0x627306090abab3abe1400e9345bc60c78a8bef57

TX HASH
0xe4c998dd6437f5e8c419d56dae5283a78c477bb66d190f07fdc75balc6llee72

TO CONTRACT ADDRESS
0x8cdaf@cd259887258bc13a92c0a6da92698644c0

FROM ADDRESS
0x627306090abab3a6e1400e9345bc60c78a8bef57

TXHASH
0x%3916580084289ba65b2ae78fb6b29ac0e15207235991105924ealc5b4e378939

TO CONTRACT ADDRESS
0x8cdafecd259887258bc13a92c0a6da92698644c0

FROM ADDRESS
0x627306090abab3a6e1400e9345bc60c78a8bef57

TX HASH
0x31b92461cde43be4a2598a672c58913c781ad5be8ab8166a808ceafd750e4646
FROM ADDRESS TO CONTRACT ADDRESS

0x627306090abab3abe1400e9345bc60c78a8bef57 0x8cdaf@cd259887258bc13a92c0abda92698644ch

CONTRACT CALL

GAS USED VALUE
30792 2]

CONTRACT CALL

GAS USED VALUE
30792 o]

CONTRACT CALL

GAS USED VALUE
30792 c]

CONTRACT CALL

GAS USED VALUE
30792 <]
CONTRACT CALL

GAS USED VALUE
45792 ¢}
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[truffle(development)> PatentIdea.deployed().then(function(instance){app = instance})
undefined
[truffle(development)> app.SaveldeaHash("hellol")
{ tx: '@x597fffed@f859877676b158077¢c402b09aBbalcd213¢c1ba28298e72al1f48af80",
receipt:
{ blockHash: '@xaf21334ea79cc7f507eca9ebc93f043253fd371d987Ff0d3593ef3e270e4c77db",
blockNumber: 4046,
contractAddress: null,
cumulativeGasUsed: 45634,
from: '@xcfé6ld213faaPacadbf@dl1@el397caf20445c58T",
gasUsed: 45624,
logs: [ [Object] 1,
logsBloom: '@x00000000000000RCNRENREN0NNBN0EARARRRLARRNREN0NNENREARABRRRARRNREN0BNABNREAR0EG
00000 00BOLO0RPRENOPODNON00VNDNOBORELELRORNNODNENOR0O400000ODOLN0DODODNOBOEORRORORNNABNENOBOBA0R00
00000 00BOPR0RPREPRPOPV0VOVDNEEOROLELRORNVORNEND4L000002000000000000ODVOBEOVROROROVAVREVOROBA0ROR
root: '@xc9%b84ede2ab3eefabe933d697068230565e16570bffeb3ad21fe71cbeeb2454b",
to: '0x0694d9db791803c83e10175163d8a58df76a2a84",
transactionHash: '0x597fffed0f859877676b158077¢c402b0%albalcd213¢c1bha28298e72alf48af80",
transactionIndex: @ },
logs:
[ { address: '0x0694d9db791803c83e10175163d8a58df76a2a84',
blockNumber: 4046,
transactionHash: '0x597fffed@f859877676b158077c402b@%albalcd213c1ba28298e72al1f48af80",
transactionIndex: 9,
blockHash: '0@xaf21334ea79cc7f5@7eca%e6c93f0432531d371d987f0d3593ef3e270e4c77d6",
logIndex: o,
removed: false,
event: 'ideahashed',
args: [Object] } 1}
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& localhost

Example Truffle Dapp

You have META
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Chapter 15: Hyperledger

Hyperledger APls, SDKs, CLI
IDENTITY POLICY BLOCKCHAIN TRANSACTIONS CCJ?:::;EE o
Identity Policy Blockchain Services Smart Contract
Services Sorvices Saervices
Ic];enhlm S Consensus Disgtributed Secure Container
Manager Ladger
A Control :
Resourcs cc@ss Conlro Registry
Identites . PP Ledger
Privacy Protocol Storage Life Cycle
Event Stream
|
Hyperledger Services
Block Header
Transactions
Block Metadata
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HTML / JS
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HTML/ JS
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USERS

I REGISTERATION

MEMBERSHIP CA
SERVICES

(D

EXISTING
SYSTEMS

PEERS Q (P)
BLOCK BLOCK BLOCK BLOCK BLOCK @
EVENTS || L I - - L W
LEDGER
UPDATED QUECY | UPDATE
EVENTS ATTACH INVOICE STATE STATE

EVENTS <—

SMART
CONTRACT |

A
INVOICE()

APPLICATION
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endorsment

ordering

commitment

enrolls the users and applications

Submits proposal

endorser

simulates transactions and responds back

submit transaction to orderers

S

Orderer

~N

sort transactions, assemble blocks, send to committer

validate transaction and update ledger

~

€«€C€CC
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1- Propose transaction Endorser
Application .
or Fabric
l— P SDK _ 3- returns endorsed transaction| simulates
Client « poicry
o runs chaincode
Y - 9- Return notification —
4- Submit transaction L
Registration Orderer e
5 d
h 4 Sorts 6- Broadcast Committer 8- Commits g
transactions 7 e
. . . in block
Membership service provider validates r
transaction
e’
FINANCIAL DRM SUPPLY MEDICINE
SERVICES CHAIN HEALTH
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h 4

BLOCK CHAIN
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FINANCIAL SUPPLY
HEALTH
SERVICES DRM CHAIN
FINANCIAL DRM SUPPLY CHAIN HEALTH
OPERATIONS OPERATIONS OPERATIONS OPERATIONS
SERVICES SERVICES SERVICES SERVICES
BLOCK CHAIN

drequinox@drequinox-0P7010:~/ ject$ git clone https://github.com/IntellLedger/sawtooth-core.git
Cloning into 'sawtooth-core'...

remote: Counting objects: 12527, done.

remote: Compressing objects: 180% (964/964), done.

remote: Total 12527 (delta 452), reused 0 (delta @), pack-reused 11515

Receiving objects: 100% (12527/12527), 9.26 MiB | 1.76 MiB/s, done.

Resolving deltas: 100% (8131/8131), done.

Checking connectivity... done.

drequinox@drequinox-0P7010:~/project/sawtooth-core/tools$ vagrant up

Could not determine vagrant user.

VAGRANT_BOX = ubuntu/xenialé4

VAGRANT_FORWARD_PORTS = true

VAGRANT_MEMORY = 2048

VAGRANT_CPUS = 2

Proxyconf plugin not found

Install: vagrant plugin install vagrant-proxyconf

Bringing machine 'default' up with 'virtualbox' provider...

==> default: Box 'ubuntu/xenial64' could not be found. Attempting to find and install...
default: Box Provider: virtualbox
default: X Version: =

==> default: Loading metadata for box 'ubuntu/xenials6s'
default: URL: https://atlas.hashicorp.com/ubuntu/xenialéd

==> default: Adding box 'ubuntu/xenialé4' (v20161221.0.0) for provider: virtualbox
default: Downloading: https://atlas.hashicorp.com/ubuntu/boxes/xenial64/versions/20161221.0.0/providers/virtualbox.bo

X

default: Progress: 1% (Rate: 1709k/s, Estimated time remaining: @:e4:04)f
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ubuntu@ubuntu-xenial: /project/s th-core$ /project/sawtooth-core/docs/source/tutorial/genesis.sh

writing file: /home/ubuntu/sawtooth/keys/base®p0.wif
writing file: /home/ubuntu/sawtooth/keys/basegeo.addr

xnvalidator -v -F ledger.transaction.integer_key --config /home/ubuntu/sawto

'ledger. tran tion.intege

.dbm with flag c

ubuntu@ubuntu-xenial: /project/s ooth-core$ ./bin/mktclient --name market --keyfile validator/keys/mkt.wif
//UNKNOWN> help

Documented commands (type help <topic>):

EOF dump liability selloffer tokenstore
account echo help map session wailtforcommit
asset exchange holding offers sleep

assettype exchangeoffer holdings participant state

Miscellaneous help topics

symbols names

//UNKNOWN> participant reg --name market --description "the market"
transaction ff652e63dadeaf32 submitted
fimarket>

‘ PARTY ‘ Pm‘rﬂ
A B
F 3
, v v
CONTRACT
CODE CONTRACT
Contract { | jcope PARTY A : XYZ
VERIFY() " |REFERENCE|  |PARTY B : ABC

AMOUNT 1000 GBP
PAID : XYZ

FROM : ABC
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AMQP 1.0 over TLS
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Chapter 16: Alternative Blockchains
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Lo~V A WNPE

4

;Begin transaction with optinal NAME.

(begin-tx) '"testTransaction

;Set transaction data in JSON format or pact types

(env-data { "keyset": {"keys": ["admin"], "pred": "keys-any"}})
;Define keyset as NAME with KEYSET

(define-keyset 'admin-keyset (read-keyset "keyset"))

;Set transaction signature KEYS

(env-keys ["admin"])

;define module using syntax (module NAME KEYSET [DOCSTING] DEFS . .

(module additionModule 'admin-keyset

;define function that takes three arguments x y z
(defun addition (x y z) (+ x (+ y 2))))

;Commit transaction.

(commit-tx)

;use the function addition

(use 'additionModule)

;run the function addition and format result
(format "Result : {} " [(addition 100 200 300)])

Begin Tx Just 1
testTransaction

Setting transaction data
Keyset defined

Setting transaction keys
Loaded module "additionModule"

, hash "eaf647f843b2e88b5009253fedeeca6£8890a646da76b4d

Commit Tx Just 1
Using "additionModule"
Result : 600
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Chapter 17: Blockchain — Outside of
Currencies
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Application Layer

Transportation, financial, insurance and many others

Management Layer

Data processing, analytics, security management

Network Layer
LAMN, WAN, PAN, Routers

Device Layer

Sensors , Actuators, smart devices

Physical Objects

People, cars, homes efc. etc.

Application Layer

Transportation, financial, insurance and many others

Management Layer

Data processing, analytics

Blockchain Layer

Security, P2P (M2M) autonomous transactions,
decentralization, smart contracts

Network Layer
LAM, WAN, PAN, Routers

Device Laver

Sensors , Actuators, smart devices

Physical Objects

People, cars, homes etc. etc.
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pi@ras| |:an~rry|:n1 unz
Linux raspbe p1 4.4 ! 30 SMP d Nov 23 GN armv71l GHU/L1nu
pieras pbr-rrypl

'raspherrypl h-1 $ ./geth init genesis.json
23:37:15.714795 i go:612] WARNING: No etherbase set and no accounts found as default
15.715283 se.go:83] Allotted 128MB cache and 1024 file handles to /home/pi/.ethereum/geth/chaindata
15.794383 ethdb/database.go:176] closed db:/home/pi/.ethereum/geth/chaindata
15.794723 ethdb/database.go:83] Allotted 128MB cache and 1024 file handles to /home/pi/.ethereum/geth/chaindata
15.923300 core/genes go:93] Genesis block already in chain. Writing canonical number

137:15.923895 cmd/geth/chaincmd.go:131] successfully wrote genesis block and/or chain rule set: f2b2ffed01907a845a01d1dea21e5a

ecf2le8e68bsecsffccbgzdf
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imran@drequinox-0P7810:~5 geth --datadir .ethereum/privatenet/ --networkid 786 --maxpeers 5 --rpc --rp
capi web3,eth,debug,personal,net --rpcport 9001 --rpccorsdomain "*" --port 30301 --identity "drequinox

10110 23:26:46.032878 ethdb/database.go:83] Allotted 128MB cache and 1824 file handles to /home/imran/
.ethereum/privatenet/geth/chaindata

10110 23:26:46.072986 ethdb/database.go:176] closed db:/home/imran/.ethereum/privatenet/geth/chaindata
10110 23:26:46.073243 node/node.go:175] instance: Geth/drequinox/v1.5.2-stable-c8695209/1inux/gol1.7.3

101160 23:26:46.073258 ethdb/database.go:83] Allotted 128MB cache and 1024 file handles to fhome/imran/
.ethereum/privatenet/geth/chaindata

10110 23:26:46.082654 eth/backend.go:193] Protocol Versions: [63 62], Network Id: 786

10110 23:26:46.083188 core/blockchain.go:214] Last header: #7991 [999c534f..] TD=11652654509

10110 23:26:46.083203 core/blockchain.go:215] Last block: #7991 [999c534f..] TD=11652654509

10110 5:46.083210 core/blockchain.go:216] Fast block: #7991 [999c534f..] TD=11652654589

10116 23:26:46.083929 p2p/server.go:336] Starting Server

10110 23:26:48.239776 p2p/discover/udp.go:217] Listening, enode://44352ede5b9e792e437c1c0431c1578ce367
6a87e1f588434aff1299d30325c233c8d426fc57a25380481c8a36Fb3be2787375e9327b4885885F6452F6efa77f@[::]:3030

6:48.239893 p2p/server.go:604] Listening on [::]:30301
6:48.240913 node/node.go:340] IPC endpoint opened: fhome/imran/.ethereum/privatenet/geth.ipc
23:26:48.241212 node/node.go:418] HTTP endpoint opened: http://localhost:9601
23:42:58.206285 eth/backend.go:479] Automatic pregeneration of ethash DAG ON (ethash dir: fhome/
imran/.ethash)
10110 23:42:58.206217 miner/miner.go:136] Starting mining operation (CPU=8 TOT=9)

pi@raspberrypi th-linux-arm7-1.5.6-2a609af5 $ ./geth --networkid 786 --maxpeers 5 --rpc --rpcapi web3,eth,debug,personal,net --
--rpccorsdomain " --port 38302 --identity "raspberry”

10116 23:38:04 cmd/utils/flags.go:612] WARNING: No etherbase set and no accounts found as default

18110 23:38:04 ethdb/database.go:83] Allotted 128MB cache and 1024 file handles to /home/pi/.ethereum/geth/chaindata

10110 23:38:04 ethdb/database.go:176] closed db:/home/pi/.ethereum/geth/chaindata

10110 23:38:04.696 node/node.go:176] instance: Geth/raspberry/v1l.5.6-stable-2a609af5/1inux/gol.7.4

160116 23:38:04. ethdb/database.go:83] Allotted 128MB cache and 1024 file handles to /home/pi/.ethereum/geth/chaindata

10110 23:38:04.847835 eth/backend.go:191] Protocol Versions: [63 62], Network Id: 786

10110 23:38:04.849753 eth/backend.go:219] Chain config: {ChainID: ® Homestead: <nil> <nil> DAOSupport: false EIP158: <nil> EIP1

P158: <nil>}

18110 23:38:04.857847 core/blockchain.go:216] Last header: #2668 [6776ef24..] TD=708187563

10110 23:38:04.858174 core/blockchain.g 17] Last bloc #2668 [6776ef24..] TD=708187563

18110 23:38:04.858349 core/blockchain.go:218] Fast block: #2668 [6776ef24..] TD=768187563

10110 23:38:04.866705 p2p/server.go:340] Starting Server

18110 23:38:10.223170 p2p/discover/udp.go:227] Listening, enode://98ba36ecea7ff011803d634da45752abd25101f20a62f23427afc3f280017bc134

b195ac6ed59c3b01caza3f14638a52697albb1bfo67fc84274@86.15.44.209:30302

10110 23:38:10.224031 p2p/server.go:608] Listening on [::]:30302

10116 23:38:10.233788 node/node.go:341] IPC endpoint opened: /home/pi/.ethereum/geth.ipc

18110 23:38:10.237027 node/node.go:411] HTTP endpoint opened: http://localhost:9602

10110 23:38:20.225637 eth/downloader/downloader.go:326] Block synchronisation started

10110 23:38:49.583631 core/blockchain.go:1067] imported 1 blocks, 0 txs ( 0.000 Mg) in 14.018s ( 0.000 Mg/s). #2669 [76077955
10110 23:38:49.622191 core/blockchain.go:10867] imported 5 blocks, 0 txs ( ©.800 Mg) in 38.520ms ( ©.000 Mg/s). #2674 [76077955
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> admin.peers
[{
caps: [
id:

HELEH
network: {
localAddress:
remoteAddress:
1,
protocols: {
(34 H
difficulty:
head:
version:

> admin.peers

[{

caps: [
id:

name:
network: {
localAddress:
remoteAddress:
}J
protocols: {
eth: {
difficulty:
head:
version:




Resistor 330 ohm

Ribbon cable
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1 pragma solidity /0.4.0;
2~ contract simpleIOT {

3 uint roomrent = 10;

4 event roomRented(bool returnValue);

5~ function getRent (uint8 x) public returns (bool) {
6~ if (X==roomrent) {

7 roomRented(true);

8 return true;

9 }

10 }

11 }
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ABIY @

-0
constant: false
¥ inputs:
v 0:
name: x
type: uint8
name: getRent
v outputs:
-0
name:
type: bool
payable: false
stateMutability: nonpayable
type: function
- 1:
anonymous: false
* inputs:
-0
indexed: false
name: returnValue
type: bool
name: rcomRented
type: event
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RaspberryPi

Blockchain smart
contract

P Geth client

web3 http provider (TCP 8545)

l

NodelS

A 4

LED control module
(door lock)
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RASPBERRY PI

BLOCK CHAIN
NO LOCAL
GETH / LEADER
GETH
WEB3 HTTP PROVIDER e +| SMART
REMOTE GETH ENABLED | CONTRACT
NODEJS
JAVASCRIPT
v
LED
MODULE

truffle(development)> simpleiot.getRent(10)
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Chapter 18: Scalability and Other Challenges

Blockchain & smart contracts

3 - Final state written to the blockchain

1 - Lock state

Party A

e

Party B
Pl A

-«
—

-——
D
-——

2 - Ofichaln transactions between parties
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Security

Transaction origin: Warn if tx.origin is used
Check effects: Avoid potential reentrancy bugs
Inline assembly: Use of Inline Assembly

Block timestamp: Sernantics maybe unclear

Low level calls: Semantics maybe unclear
Block.blockhash usage: Semantics maybe unclear

Selfdestruct: Be aware of caller contracts.

Gas & Economy
Gas costs: Warn if the gas requirements of functions are too high.

This on local calls: Invocation of local functions via this

Miscellaneous

Constant functions: Check for potentially constant functions
Similar variable names: Check if variable names are too similar
no return: Function with return type is not returning

Guard Conditions: Use require and appropriately

Run Auto run

Potential Violation of Checks-Effects-Interaction pattern in <i>Fund.withdraw()</i>: Could
potentially lead to re-entrancy vulnerability.

more
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1 pragma solidity "@.4.8;
2~ contract Overflow {

This tab provides support for formal verification of Solidity contracts.
This feature is still in development and thus also not yet well documented, but you can find some information here. The compiler generates input

3 int z;
4~ ii:cti;n x() returns (uint y) { Please paste the text below Into hitp:/iwhy3.Ir.Ary/ to actually perform the verification. We plan to support direct integration in the future.
5 z = 27%256-1;
6 return z+1; A
7 }
8 }
clone export mach.int
type t = uint:
CONnStant max
int = OxELEEFFFFEFFFFFqsfffffffffffffffffffffffff (¥ 160 bit
clone export mach.int.Unsig '
type t = addr
constant max
= a 2lc| @ 1 [« el el
v UL LHPUI L A0 LUmpU s v LU .
27 use 1:.mpor't mach.int.Unsigned Tasklisll T
28 use import UInt256
29 exception Revert
30 exception Return @ UInt256
31 type state = {
32 mutable _z: uint256 © Address
33
34 iype account = { © Contract_Overflow
35 mutable balance: uint256; @VCfor x
36 storage: state
37 } ®@ integer overflow
38 val external_call (this: account): bool ®i
- integer overflow
39 ensures { result = false -» this = (old this) } 4
40 writes { this } @ integer overflow
41 let rec [® (this: account): i
42 (uint256) @ integer overflow (unknow
a3 writes { this } =2 Split and prove
a4 = Prove (default)
45 let prestate = {balance = this.balance; storage = {_z
46 let _y: ref uint256 = ref (of_int @) in & Prove (100 steps)
j; Er‘y ) Prove (1000 steps)
egin
49 this.storage._z <- (of_int 1157920892373161954235. €3 Clean
56 begin _y := (EfiiEiStorage. 2 4 (of int'1)); raise
51 end;

1 pragma solidity ~@.4.0,
2 - contract Fund {

3 mapping{address == uint) shares;
4~ function withdraw() public {

. 5 if (msg.sender.call.value(shares[msg.sender])(J)
6 shares[msg.sender] = @;

7 }
8 1}
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O root@fagef6acBa5s: ,Fhame;ayente;uyen ke

jentef python oyente.py al.sol

Iv, init_Ia > IF(Id_a/
]

!
248216

= &,
53714442254057248110361

var_1, 'Id @':

{"Ia": init_Ia +

== New PC: []
Reentrancy_bug? True

Added True
Concurren
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D —
: browser/Untitled1.sol:Fund
EVM Code Coverage: FR.0%
Callstack Depth Attack Vulnerability: False
Re-Entrancy Vulnerabil ity: True
Assertion Failure: False
Timestamp Dependency: False
Parity Multisig Bug 2: False
Transaction-Ordering Dependence (TOD):  False
Details
browser/Untitledl.sol:5:13: Warning: Re-Entrancy Vulnerability. =

if (mag.sender.call.value(shares[meg.sender])()
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