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Chapter 2: Creating Kubernetes Clusters
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Chapter 3: Monitoring, Logging, and
Troubleshooting
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Name: minikube

Labels: beta, iofarch: amded  betak io/os: linux  kubernetes.io/hestname: minikube

alpha. i ded-node-ip: 192.168.99.100  node.alpha.kub Lio/ttl: 0 volume:

Creation Time: 2017-12-25T10:04 UTC

Addresses: InternallP:192.168.99.100  Hostname: minikube
Unschedulable: false

System info

Machine ID: 4b7288{963ac4da29d504776b31b68c0
System UUID: 26D83034-07BE-45F7-9186-1D963081D1FC
Boot ID: e3768¢f1-5165-4a0a-bdbe-bd42ifbe23de

Kemel Version: 49.13

0S Image: Buildroot 2017.02

Container Runtime Version: docker://Unknown

Kubelet Version: v1.8.0

Kube-Proxy Version: v1.8.0

Operating system: linux

Architecture: amdé4

h-detach: true

Allocated resources
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Conditions
Type Status Last heartbeat time Last transition time Reason Message
QutOfDisk False 7 seconds & days KubeletHasSufficientDisk kubelet has sufficient disk space available
MemaryPressure False 7 seconds 6 days KubeletHasSufficientMemory kubelet has sufficient memory available
DiskPressure False 7 seconds 6 days KubeletHasNoDiskPressure kubelet has no disk pressure
Ready True 7 seconds 4 hours KubeletReady kubelet is posting ready status
Pods i
Mame + Namespace Node Status 3 Restarts Age * CPU (cores) Memory (bytes)
o heapster-d7688d788-vfhdx kube-system minikube Running 0 34 minutes [1} - 21.012 Mi =
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& Kubemetes-dashboard-qSxem kube-system minikube Running 2 6 days al a " EREN = i
o storage-provisioner kube-system minikube Running 2 6 days 0 - 14.281 Mi =
@ ube-addon-manager-minikube kube-system minikube Running 2 6 days B 0 021 | BRI H
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1 Replica Sets =
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Config and Storage pod-template-hash: 1139406909
@ cecho-557184br4f 141 5 days gerio/gaogle_containers/echoserver.1.8 H
Config Maps run: echo
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Namespace
All namespaces
Overview

Workloads

Cron Jobs

Logs from influxdb

8849-pe80AAEEE0EA 6712
[httpd] 172.17.8.7 - root [81/Jan/2018:83:11:85 +@8868] "POST
consistency=&amp ;db=k&s&amp ; precision=&amp;rp=default HTTP/1
B884a-00800RAEEE0EA 18366
[httpd] 172.17.8.7 - root [81/Jan/2818:83:12:85 +8088] "POST
consistency=&amp ;db=k8&s&amp ;precision=&amp;rp=default HTTP/1
884b-POOBAADAGAAR 6825
[httpd] 172.17.8.7 - root [81/Jan/2018:83:13:85 +@0@e] "POST

consistency=&amp ;db=k8s&amp ;precision=&amp;rp=default HTTP/1.

884c-beeopapeanasn 17043
[httpd] 172.17.8.7 - root [B1/Jan/2018:83:14:85 +8888] "POST
consistency=&amp ;db=k&s&amp ;precision=&amp;rp=default HTTP/1
884d-peeoeneeeaaa 7497
[httpd] 172.17.8.7 - root [81/Jan/2818:83:15:85 +8088] "POST
consistency=&amp ;db=k&s&amp ; precision=&amp;rp=default HTTP/1
B84e-00800RAEEE0RA 11645

Logs from 1/1/18 2:50 AM to 1/1/18 3:22 AM UTC
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Overview
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Cron Jobs
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Daemon Sets
Bl @ heapster-d7688d788-vihax kube-system minikube Running 0 44 minutes 0 I 22 szomi =
Jobs & monitoring-influxdb-77bd46594b-2v  kube-system minikube Running 0 44 minutes i [ I 23 5:0 Mi =
Pods
[ ing-grafana-5d967dd96d-gh  kube-sy minikube Running 0 44 minutes 0 | RREE =
Replica Sets
Replication Controllers @ cchossTisabtatpStyg defautt minikube Running 1 5 days 0 I : 555 =
Stateful Sets [] ¥ minikube Running 3 6 days IRAKco | XL =
Discovery and Load Balancing @ kubemetes-dashboard-qSxem kube-system minikube Running 2 6 days ] | EBEN =
e @ storage-provisioner kube-system minikube Running 2 6 days [} I 273 v =
Services
[ ube y minikube Running 2 6 days Ml 0.021 | RO =
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Work

@ 192.168.99.100:30000/#!/pod/kube-system/kube-dns-86f6f55dd5-zfvnz?namespace=_all
Q, search

kube-dns-86f6f55dd5-zfvnz
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CPU usage Memory usage @
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w 0.0008| 2 25.7 Mil
5 £
= 0.0005 Eir2mi
& §
0.0003 = 8.55 M
19:10 19:13 189:16 19:20 19:24 19:10 19:13 19:16 19:20 19:24
Time Time
Details
Name: kube-dns-8616155dd5-zfvnz Network
Namespace: kube-system Node: minikube
Labels: k8s-app: kube-dns  pod-template-hash: 4292911881 IP:172.17.0.3
ted-by: i kube-dns-B6f6f55dd5  scheduler.alpha kubernetes.io/critical-pod

Creation Time: 2017-12-25T10:04 UTC
Status: Running
QoS Class: Burstable
Containers
kubedns dnsmasq sidecar
Image: ger.io/google_containers/kBs-dns-kube-dns-amdé4:1. 145  Image: ger.io/google_containers/kis-dns-dnsmasg-nanny-amd64:1.14.5  Image: gerio/google_containers/kas-dns-sidecar-amdéd-1 14 5
Environment variables: PROMETHEUS_PORT: 10055 Environment variables: - Environment variables: -
Commands: - Commands: - Commands: -
Args: ~domain=cluster local Args: -v=2

~dns-port=10053 -logtostderr ~logtostderr

—config-map=kube-dns -configDir=/etc/ks/dns/dnsmasg-nanny —probe=kubedns,127.0.0.1:10053 kubernetes. default svc. cluster local ,5,A

~v=2 -restartDnsmasq=true i d 0,127.0.0.1:53, default sve.cluster lacal. 5,4

*

~cache-size=1000

~log-facility=-
~server=/clusterlocal/127.0.0.1#10053
~server=fin-addr.arpa/127.0.0.1#10053
~server=/ip6.arpa/127.0.0.1#10053




&« C | ® 192.168.99.100:30000/#!/service?namespace=_all Q =

kubernetes Q,  search + CREATE

ancing > Services

Cluster
Services =
Namespaces
Nodes Name % Namespace Labels Cluster IP Internal endpoints  External endpoints  Age &
Persistent Volumes s TR o) toring-oratana. kul
@ rmonitoring-orafana kube-system 10.99.38.116 manftaring-grafana. 48 minutes :
Roles kubernetes.io/name:. monitoring-grafana.kul
Storage Classes kuberetes fo/cluste.
itoring-influxdb ki .
@ rmonitoring-influxds  kube-system kubernetes.io/name:  10.97.11.229 manftaring-influxd’. xu 48 minutes H
monitoring-influxdb ku i
Namespace task: monitoring
Al kubermetes.iofcluste.
9 heapster kube-system kubernetes.io/fname:.  10.105.83.217 heapsterkube-system: 48 minutes H
heapster kube-system: i
task: monitoring
kubelet kube-system-1
Workloads @ kubelet kube-system KkBs-app: kubelet None ube et kune-system A hours H

kubelet kube-system:0

Cron Jobs
ho:8080 TCP .
@ ccho default run: echo 10.100.78.178 eene - 5 days i

Daeman Sets echo:30127 TCP

Deployments addonmanager.kube. kube-dns.kube-system
kube-dns. kube-system .
I @ lubedns kube-system kBs-app:kube-dns  10.96.0.10 asbeine kube-aystam 6 days H
kubernetes.io/name:. kube-dns.kube-system
Pods
addonmanager kube.
Replica Sets
app: kubernetes-das. kubernetes-dashboard .
Replication Controllers @ lubemnetes-dashboard  kube-system 10.101.107.20 rubernetes doshboord 6 days H
Fin e kubermetes.io/minik..
Discovery and Load Balancing compenent: apiserve kubernetes:443 TCP
@ kubemetes default 10.96.0.1 Ubermetes: E 6 days :
provider: kubernetes kubernetes:0 TCP
Ingresses

Services




kubernetes

= Workloads » Pods

Q_  Search

+ CREATE

CPU usage Memory usage @
. 17 w751 Mi
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o] ]
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Time Time
Pods =
- - - Memory
Name % Namespace Node Status & Restarts Age © CPU (cores)
(bytes)
0 kubernetes-c  kube-system minikube Running 0 33 seconds - k
6.027 Mi
ling-gn  kube-system minikub Runnin 0 6 minutes 0 -
9 youngling-gn  kube-syste| inikube unning inute 15.051 Mi
Q tiller-deploy-  kube-system minikube Running 0 20 minutes 0 -
25.840 Mi
@& ccho-69f7cft  default minikube Running 0 2 days 0 -
3.012 Mi
Q kube-proxy-9 kube-system minikube Running 0 2 days H M
0 etcd-minikut  kube-system minikube Running 0 2 days - -

0.015

110.918 Mi
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Alertmanager Alerts Silences Status

Filter Group

Custom matcher, e.g. env="production”

alertname="AlertmanagerConfiginconsistent"

22:51:30, 2017-12-31

severity="critical" service="alertmanager-main"

alertname="AlertmanagerDownOrMissing"

22:51:30, 2017-12-31

severity="warning" job="alertmanager-main"

alertname="DeadMansSwitch"

22:46:07, 2017-12-31

severity="nong"

alertname="K8SControllerManagerDown"

22:51:18, 2017-12-31

severity="critical"

Receiver: All

config_hash="2556606240344290"

Show Silenced




Chapter 4: High Availability and Reliability
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Chapter 5: Configuring Kubernetes Security,
Limits, and Accounts
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Chapter 7: Handling Kubernetes Storage
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RADOSGW

A bucket-based REST
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S3 and Swift

RBD

A reliable and fully

distributed block device,
with a Linux kernel client
and a QEMU/KVM driver

CEPH FS

A POSIX-compliant
distributed file system,

with a Linux kernel client
and support for FUSE




HOST 2

FLOCKER AGENT

DOCKER DAEMON

Shared storage backend




Node

Kubelet

DaemonSet Pod StatefulSet (replica:1)
(ensures no more than 1 instance running at a time)
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Chapter 8: Running Stateful Applications
with Kubernetes
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Chapter 9: Rolling Updates, Scalability, and
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Chapter 10: Advanced Kubernetes
Networking

Node
( Client j [ apiserver]

ServicelP
(iptables)

Kube-proxy }

A 4

Backend Pod 1 Backend Pod 2 Backend Pod 3
labels: app=MyApp | | labels: app=MyApp | | labels: app=MyApp
port: 9376 port: 9376 port: 9376




22 443

7 7
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F— = = — — —3— — —R= — — - - - - — — — — — — — - - - - - — — — — —
| private vnet 10.0.0.0/8 % & ‘
|
‘ Master-0 availability set |
| host addr: 10.240.255.5 |
| pod CIDR: 10.244.0.0/24 Node-0 Node-1 |
443 host addr: 10.240.0.4 host addr: 10.240.0.5
pod CIDR: 10.244.1.0/24 pod CIDR: 10.244.2.0/24 |
| | scheduler ‘ | apiserver |
| eted ‘ ’ controller-manager |

Xy
Implements Service network: 10.0.0.0/16

|
|
‘ Pro ‘
|

| kubelet | | Docker

‘ Proxy

Implements Service network: 10.0.0.0/16

Proxy |
Implements Service network: 10.0.0.0/16

| kubelet ‘ ‘

Docker ‘ ‘ kubelet ‘ ‘ Docker | |
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Host running Docker

(Container #1

[ eth0: 172.17.02 |

e
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Host KEY
Pod 172.16.20.0/24
vetho 2 1 vethO Host Network Namespace
lo
Pod Network Namespace
NAT/
lo ethO Routing
Internet

Container Runtime

Container Network
Interface (CNI)

Loopback Bridge PTP MACvlan IPvlan Third-party
Plugin Plugin Plugin Plugin Plugin Plugin




Any CNI enabled orchestrator
Kubernetes, Mesos, ...

canal

Orchestrator {
plugins

Calico policy

enforcement

Calico and flannel
networking

Any network fabric
On-prem, AWS, GCE, Azure, ...
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North Traffic Flow-East/West

Instances on different networks

Compute Node 1

 Bypassed /

North/South Traffic |
Routing 1 Top of Rack

e Latency dramatically —p FOUTE ) . #=Z¢ Round Trip
reduced
* No Network node
* No encap Per Network

« Identical path for Security -~ Eliminated
East/West traffic : .

Routing

Project network 1 g Project network 2 g Tunnel network
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Policy Listener

Event streamed
to listener

Policy pushed
out to hosts

Policy

POST Policy to endpoint APl URI

Pod 1 Pod 1| Pod 1




kubectl, clients,etc.

Load Balancer

v | I
|

Master Node #1 l

apiserver -@

Worker Node #1

-_— A N T~
E etcd -@ £ scheduler :
t SN
podmaster @ <. controller @ !
' manager !

kubelet

monit




[ apiserver }

e

ServicelP
(iptables) Node

[ Kube-proxy ]

A 4

Backend Pod 1
labels: app=MyApp
port: 9376

Backend Pod 2 Backend Pod 3

labels: app=

port: 9376

MyApp | | labels: app=MyApp
port: 9376
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Server
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Chapter 11: Running Kubernetes on Multiple
Clouds and Cluster Federation
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Chapter 12: Customizing Kubernetes - API

and Plugins

Postman
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Pretry JSON =5
1- {
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3 "apiVersion": "wv1",
4 "groupVersion": "batch/v1",
5+ "resources”: [
6~ {
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g "singularName”: "",
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20 1,
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Chapter 14: The Future of Kubernetes
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