
Chapter 1: The Mobile Application Security 
Landscape 

 



 

 

 



 



 



 

 



Chapter 2: Snooping Around the Architecture 

 



 



 



 



 

 



 

 



 

 

 



 

 

 



 



 



 



 



 

 



 

 



 



 



 

 



 



 



 

 

 



 

 

 

 



 

 

 



 

 



Chapter 3: Building a Test Environment 

 

 



 

 



 

 

 



 

 



 



 



 

 



 

 

 



 



 



 

 



 

 



 



 

 



 



 



 



 

 



 



 



 



 



 

 



 



 



 



 

 



 



 



 



 



 



 



 



 

 



 



 



 



 



Chapter 4: Loading up – Mobile Pentesting Tools 

 



 

 



 

 



 



 



 



 

 



 



 



 

 



 

 



 

 



 

 

 



 



 



 



 

 



 

 



 



 



 

 



 

 

 



 



 



 



 

 



 



 



 

 



Chapter 5: Building Attack Paths – Threat Modeling 
an Application 

 

 



 



 



 



 

 



 



 



Chapter 6: Full Steam Ahead – Attacking Android 
Applications 

 

 

 



 

 



 



 

 



 



 



 

 



 



 

 



 

 



 



 



 



 

 



 

 

 

 

 



 

 

 



 

 

 

 

 



 

 



 

 



 

 

 



 



 

 



 



Chapter 7: Full Steam Ahead – Attacking iOS 
Applications 

 



 

 



 

 



 



 

 



 

 



 



 



 

 



 

 

 



 

 

 



 

 



 



 



 



 



 

 

 



 



 



 



 



 



 



 

 

 

 



 

 



 

 



Chapter 8: Securing Your Android and iOS 
Applications 

 

 

 



 

 



 



 

 


