Chapter 1 — Preparing the Network for OpenStack
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Chapter 2 — Installing OpenStack

GREEN - Management/API (ACCESS VLAN 10)

Hardware
Router/Firewall RED - External (TRUNK VLANS 20,30-33,50)
| Network Switch |
eth0 eth1 eth0 eth1

e user-list




[root@controller openstack-dashboard]# glance image-list
9 g
B e e e E et e Hmmmmmmmmmoeao ===
MName | Disk Format | Container Format

la8afdd@-4d23-4c31-873c-72abbd347501 | Cent05-6.5 qcowZ bare 344457216 | active

ed78e8ef-0884-4d2d-bcd2-cldf@%adcdee Cirr05-08.3.1 qcowzZ bare 13147648 active

f496e19d-e074-4308-a9f2-548b4880a119 | Ubuntu-14.04 bare 254870016 | active
o —————— o ———— +

Status State | Updated_at Disabled Reason |

controller.learningneutron internal | enabled 2014-87-24T01:48
controller.learningneutron internal | enabled 2014-07-24T01:40:
controller.learningneutron.c internal | enabled 2014-87-24T01:40:
controller.learningneutron. c internal | enabled 2014-07-24T01:40:
controller.learningneutron.c internal | enabled 2014-87-24T01:40:
compute@l.learningneutron. com enabled 2014-07-24T01:48:

W W W
NN N NN
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Log In
User Name
admin
Password
SyStem Info Logged in as: admin Settings Help Sign Out
Services
Services Filter Q| | Fiter
Name Service Host Enabled
glance image controller Enabled
nova compute controller Enabled
keystone identity (native backend) controller Enabled
Displaying 3 items.
SyStem Info Logged in as: admin Settings Help Sign Out
Compute Services
Compute Services Fiter Q | Fier
Name Host Zone Status State Updated At
nova-consoleauth controller.|learningneutron.com internal enabled up 0 minutes
nova-cert controller.learningneutron.com internal enabled up 0 minutes
nova-scheduler controller.learningneutron.com internal enabled up 0 minutes
nova-conductor controller.learningneutron.com internal enabled up 0 minutes
nova-console controller.|learningneutron.com internal enabled up 0 minutes
nova-compute compute01.learningneutron.com nova enabled up 0 minutes

Displaying 6 items



Chapter 3 — Installing Neutron

[root@controller ~]# sysctl net.ipwv4.ip_forward
net.ipv4. ip_forward = @

[root@controller ~]# service neutron-dhcp-agent status
neutron-dhcp-agent (pid 7338) is running...

metadata proxy in DHCP or Router
Namespace listening on
169.254.169.254:80

3
5

neutron-metadata-agent
4

nova-metadata-api

Chapter 4 — Building a Virtual Switching Infrastructure
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[root@computedl ~]# ovs-ofctl show br-int
OFPT_FEATURES_REPLY (xid=0x2): dpid:0000f6606ec@2545
n_tables:254, n_buffers:256
capabilities: FLOW_STATS TABLE_STATS PORT_STATS QUEUE_STATS ARP_MATCH_IP
actions: OUTPUT SET_VLAN_VID SET_VLAN_PCP STRIP_VLAN SET_DL_SRC SET_DL_DST SET_NN_SRC SET_NW_DST SET_NW_TO5 SET_TP_SRC SET_TP_DST ENQUEUE
1(patch-tun): addr:aa:93:5d:8b:bc:68
config: ]
state: 0
speed: @ Mbps now, @ Mbps max
2(int-br-ethl): addr:@2:7e:02:f9:9b:5e
config: ]
state:
current: 108GB-FD COPPER
speed: 10000 Mbps now, @ Mbps max
S(qvod4c49eda-ab): add
config: ]
state: ]
current: 1@GB-FD COPPER
speed: 10008 Mbps now, @ Mbps max
6(qvofe2d@48e-bc): addr:eb:98:c5:04:c7:85
config: ]
state: ]
current: 1@GB-FD COPPER
speed: 10000 Mbps now, @ Mbps max
LOCAL(br-int): addr:f6:60:6e:c@:25:45
config: ]
state:
speed: @ Mbps now, @ Mbps max
OFPT_GET_CONFIG_REPLY (xid=@x4): frags=normal miss_send_len=0
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[root@computedl ~]# ovs-vsctl show
f3b5fa36-6459-40a0-b823-468e7dbfed?
Bridge "br-ethl"
Port "br-ethl®
Interface “br-ethl"
type: internal
Port "ethl"
Interface “ethl"
Port "phy-br-ethl"
Interface “phy-br-ethl"
Bridge br-tun
Port "gre-1"
Interface “gre-1"
: gre
{in_key=flow, local_ip="172.18.0.101", out_key=Fflow, remote_ip="172.18.0.100"}
Port patch-int
Interface patch-int
type: patch
options: {peer=patch-tun}
Port br-tun
Interface br-tun
type: internal
Bridge br-int
Port “int-br-ethl"
Interface "int-br-ethl"
Port patch-tun
Interface patch-tun
: patch
{peer=patch-int}
Port "qvofeZd@48e-bc"
tag: 1
Interface "quofezd@a8e-bc
Port br-int
Interface br-int
type: internal
Port "quoB4c49eda-ab"
tag: 2
Interface "quoB4c49eda-ab"
ovs_version: “1.11.@

[root@compute@l ~]# owvs-ofctl dump-flows br-ethl
NXST_FLON reply (xid=0x4)

cookie=0x@, duration=6114

x@, duration=6120.067s, tabl

x@, duration=6121.345s, tabl

,in_port=2,dl_vlan=1 actions=mod_vlan_vid:3@,NORMAL

2,in_port=2 action:
ity=1 actions=NORMAL

77s, tabli , N_packets=101, n_bytes=5984, idle_age=723, priority:
., n_packets=31, n_bytes=2300, idle_age=838, priority:
s N_packets=27866, n_bytes=1816978, idle_age=1, pr

[root@compute@l ~]# ovs-ofctl dump-flows br-int
NXST_FLOW reply (xid=@x4):
cookie=0x®, duration=6100.376s, table=@, n_packets=15, n_bytes=1984, idle_age=709, priority=3,in_port=2,dl_vlan=3@ actions=mod_vlan_vid:1, NORMAL
» N_bytes=532, idle_age=6079, priority=2Z,in_port=2 actions=drop

cookie=0x@, duration=6106.342s, table=0, n_packets=
cookie=0x@, duration=61@7.76s, table=@, n_packets=126, n_bytes=768@, idle_age=709, priority=1 actions=NORMAL




[root@compute@l ~]# ovs-ofctl dump-flows br-ethl
NXST_FLOW reply (xid=0x4):
cookie=0x@, duration=6114.377s, table=@, n_packets=101, n_bytes

1984, idle_age-
cookie=@x@, duration=6120.067s, table=@, n_packets=31, n_bytes=2300, idle_age=!

, priority=2,in_port=2 action:

cookie=@x@, duration=6121.345s, taoble=@, n_packets=27866, n_bytes=1816978, idle_age=1, priority=1 actions=NOi

Created a new network:

admin_state_up

id

name
provider:network_type
provider:physical_network
provider:segmentation_id
shared

status

subnets

tenant_id

True
Beec5d14-4d67-448d-abbd-81d7e9931217
FLAT1

flat

physnetl

False
ACTIVE

bleSde8dlcfc45d6al5d9c@cbadzaiab

23, priority=4,in_port=2,dl_vlan=1 actions=mod_vlan_vid:38,NORMAL

Bridge br-int
Port "“int-br-ethl"
Interface “int-br-ethl"”
Port “gvofe2d@48e-bc"
tag: 1
Interface "qvofezZd@48e-bc"
Port br-int
Interface br-int
type: internal
Port "gvoB4c49eda-ab”
tag: 3
Interface "qvo@4c49eda-ab"
Port patch-tun
Interface patch-tun
type: patch
options: {peer=patch-int}
Port “qvob?f563c@-cB”
tag: 2
Interface "qvob7f563c@-c@"

[root@computedl ~]# ovs-ofctl dump-flows br-int
NXST FIOW ranlv (i d=fivd) -
x@, duration=558.978s, tabl

X¢, QUIFGLLON=55Y.0¢/S, LabL

n_packets=1, n_bytes=7@, idle_age=555, priorit;
, h_packet:
cookie=@x@, duration=565.53s, table=@, n_packets=5,
cookie=@x@, duration=566.935s, table=l n_packets=:

in_port=2,vlan_i
3, LN_port=c,al_vig
398, idle_age=559, priority=2,in_port=2 actions=drop
=2252, idle_age=342, priority=1 action: L

=0x0000 actions=mod_vlan_vid:2,NORMAL

554, Prioricy 0 ACLLONS=MOA_YLAN_V1a: L, NUKMAL

[root@compute@l ~]# ovs-ofctl dump-flows br-ethl
NXST_FLOW reply (xid=0x4):
rankia v AiratinnfA7 R7Qe  +nhlaA n narbatec_ 4

n_barbac_ 2?08 Ariaritud in nark_?

cookie=@x@, duration=647.129s, table=@, n_packets=10, n_bytes=686, idle_oge=438, priority:

COUKLE=UXE, GUIULLUN=033.445, CADLE=Y, (_pPULKETS=L0,

Al vlan-1
,in_port=2,dl_vla
priority=c,i

, priority=1 actions=NORMAL

idla Ana_Gal Artinne—mad ulan i Ads 300 NOBMAL

actions=strip_vlan, NORMAL
_UyLES=130%, LULE_Uge=o-. op

cookie=0x@, duration=654.687s, table=8, n_packets=2983, n_bytes=196849, idle_ag

PUIrT=£ UCTi

[root@controller ~]# ovs-vsctl -V
ovs=vsctl (Open vSwitch) 1.11.8

Compiled Jul 30 2013 18:14:53

[root@controller ~]# ping 172.18.0.101

PING 172.18.0.101 (172.18.0.101) 56(84) bytes of data.

64 bytes from 172.18.0.101: iamp_seg=1 ttl=64 time=1.13 ms

64 bytes from 172.18.0.101: icmp_seq=2 ttl=64 time=0.168 ms

AL

--- 172.18.0.101 ping statistics ---

2 packets transmitted, 2 received, % packet loss, time 1408ms
rtt minfavg/max/mdev = @.168/9.650/1.133/9.483 ms

Chapter 5 — Creating Networks with Neutron



(neutron) net-create ~h

usage: net-create [-h] [-f {shell,table}] [-c COLUMN]
[--variable VARIABLE] [--prefix PREFIX]
[--request-format {json,xml}]
[--tenant-id TENANT_ID]
[--admin-state-down] [--shared]
NAME

net-create --provider:network_type=flat
~-=provider:physical_network=<provider_bridge_label>
[--router:external=true] [--tenant-id TENANT_ID]
[--admin-state-down] [--shared]

type=flat --provider:physical_netw hysnetl --shared MyFlatNetwork

ol

e re e e e
| True
63 Sa-4447-9811-4ebs7dcdadbd
(FlatNetwork

snetl

| True
| ACTIVE

| bleSde8dlcfcdSdealSddclch4d2aBab

net-create --provider:network_type=vlian
--provider:physical_network=<provider_bridge_label>
--provider:segmentation_id=<vlan_id>
[--router:external=true] [--tenant-id TENANT_ID]
[--admin-state-down] [--shared]

grentation_ id=208 --shared MyWLANNetwork




281 —-shared MyVLANNetwork2

3b56346d-9f9a-4447-98f1-4eb470cdad6d | MyFlatNetwork
c4272c0b-4430-427a-a537-81bd733c2266 | MyVLANNetwork
cb88384c-ebd1-4277-b01e-6f707170004f | MyVLANNetwork2 |

admin_state_up |
id Cc4272c0b-4430-427a-a537-81bd733¢c2266
name MyVLANNetwork |
provider:network_type vlian

provider:physical_network | physnetl

provider:segmentation_id 200

router:external False

shared True

status ACTIVE

subnets

tenant_id bleSde8dlcfc45d6a15d9cOcb442a8ab

o e 0 0

n Networks

openstack Networks 8 s s |

Projoect Hetwork Hame Sunnets Associated Shared  Status Admin State Actions
Adiln admin MyFlaibetwork es ACTVE LR Bkt batwork | Mom
=m Pane
acimin My WLAMNabwed s ACTVE ue Bl Matwark, Mo
admin My WLAMNatwnic os ACTVE LR EditMorwork | Wiom

Displaying 3 hems




Create Network

Name Description:

Select a name for your network.

Project *

Select a project

ik

Admin State

External Network

Cancel Create Metwork

Logged in as: user Settings Help Sign Out
n Networks

openstack Netwarks FE—

DASHBOARD

[  Name Subnets Associated Shared  Status Admin State Actions
O | MyFlatNetwork Yes ACTIVE up
O | MyVLANNetwork Yes ACTIVE up
CURRENT PROJECT
TEST O | MyVLANNetwork2 Yes ACTIVE  UP
N e G it Displaying 3 items
Overview
Instances
Images & Snapshots
Access & Security
Manage Network
Network Topology
Routers
Create Network
MNetwork Subnet * Subnet Detal

TR aeare From here you can create a new network.

MyUserMetwork In addition a subnet associated with the network can be
created in the next panel.

Admin State

)

Cancel




(neutron) subnet-create -h

usage: subnet-create [-h] [-f {shell,table}] [-c COLUMN]
[--variable VARIABLE][--prefix PREFIX]
[--request-format {json,xml}][--tenant-id TENANT_ID]
[--name NAME][--ip-version {4,6}]1 [--gateway GATEWAY_IP]
[--no-gateway][--allocation-pool start=IP_ADDR,end=IP_ADDR]
[--host-route destination«CIDR,nexthop=IP_ADDR]
[--dns-nameserver DNS_NAMESERVER] [--disable-dhcp]
NETWORK CIDR

(neutron) subnet-create MyFlatNetwork 192.168.100.0/24 --name MyFlatSubnet --ip-versione4 --gateway«192.168.100.1
--allocation-pool start=192.168.100.2,end=192.168.100.254 --dns-nameservers 8.8.8.8 8.8.4.4
Created a new subnet:

allocation_pools
| cidr
dns_nameservers

+
|

+

| {"start": “192.168.100.2", "end": "192.168.100.254
| 192.168.100.0/24

| 8.8.4.4

| 8.8.8.8
|

|

|

|

|

|

|

|
+

True
192.168.100.1

| enable_dhcp
gateway_ip
host_routes
id

| ip_version
name

| network_id
tenant_id

73905bfd-d224-45bc-89b3-b29147be@75d
4

MyFlatSubnet
3b56346d-919a-4447-98f1-4eb470cdadbd
bleSde8dlcfca5d6alSdIcbcb442aBab

...................................................... +

192.168.100.0/24
dns_nameservers 8.8.4.4
8.8.8.8
enable_dhcp True
gateway_ip 192.168.100.1
host_routes
id 739b5bfd-d224-45bc-89b3-b29147be@d75d
ip_version 4
name MyFlatSubnet
network_id 3b56346d-9f9a-4447-98f1-4eb470cdadod
tenant_id bleSde8dlcfc45d6a15d49cbBcb442a8ab
+ __________________




Networks

MNetwaorks
Project  Metwork Name

admin

MyFlatMatwork

admin
admin

MyVLANMNetwork?

Displaying 3 tems

Subnets Associated

MyFlaiSubnet 162.188.100.0:24

ACTVE

ACTIVE

Logged in as: admin it

Admin State Actions

P Edit Noteor  Mon ~

Edit Network Mo ~

uP

uP Edit Moteors Mo ~

Subnets

Name

Displaying 0 items

CIDR

Network Detail: MyVLANNetwork

Network Overview

Name
MyVLANNetwork
D
©4272c0b-4430-427a-a637-81bd733c2266
Project ID
ble5deBd1cfc45d6a15d9c0cbdd2aBab
Status
ACTIVE
Admin State
up
Shared
Yes
External Network
No
Provider Network
Network Type: vlan
Physical Network: physnet1
Segmentation 1D: 200

IP Version Gateway IP

No items to display.

=+ Create Subnet

Actions



|
Create Subnet
Subnet *
Subnet Name You can create a subnet associated with the network.
MyWLANSubnet Advanced configuration are available at “Subnet Detail”
tab.
Network Address
10.200.0.0/24
IP Version *
IPv4 v
Gateway IP
Disable Gateway
J
Create Subnet
- Subnet Detail
Enable DHGP You can specify additional attributes for the subnet.
&
Allocation Pools
p;
DNS Name Servers
BEE8
#
Host Routes
P
n Networks Loggedinas:test  Setngs  Hep  SignOut
openstack Networks
: O Name ‘Subnets Associated Shared Status Admin State Actions
Project O  MyFlatNetwork MyFlatSubnet 192.168.100.0/24 Yes ACTIVE upP
O MyVLANNetwork Yes ACTIVE upP
CURRENT PROVEC
TEST O  MyVLANNetwork2 Yes ACTIVE up

Manage Compute

Overview

Instances

Images & Snapshots

Access & Security

Manage Network

Network Topology

Networks

Displaying 3 items.



Create Network

Network *

Network Name

MyUserMetwork

Admin State

v

From here you can create a new network
In addition a subnet associated with the network can be

created in the next panel.

Create Network

Subnet *

Create Subnet

o

Subnet Name

MyUserSubnet

Network Address

192.168.204.0/24

IP Version *

1Pvd

Gateway IP

Disable Gateway

You can create a subnet associated with the new network,
in which case "Network Address" must be specified. I
you wish to create a network WITHOUT a subnet,

uncheck the "Create Subnet” checkbox.




Create Network

* Subnet Detail

Enable DHCP

~

Allocation Pools

You can specify additional attributes for the subnet.

DNS Name Servers

8.8.8.8|

Host Routes

Cancel
[ |
Networks + Croato Notwork || 7] ) [ !

[J  Name Subnets Associated Shared Status Admin State Actions
0O | MyUserNetwork MyUserSubnet 192.168.204.0/24 No ACTIVE up Edit Network

| Add Subnet
O | MyFlatNetwork MyFlatSubnet 192.168.100.0/24 Yes ACTIVE up

Delata Network

O | MyVLANNetwork Yes ACTIVE up
(m] MyWVLANNetwork2 Yes ACTIVE upP

Displaying 4 items

(neutron) port-list
| fixed_ips

192.168.100.2"}
ip_address 192.168.204.2"}

(neutron) port-show 8e955573-bdaZ-4ed5-99f2-3aa0699fcB0d

admin_state_up True

allowed_address_pairs

binding:capabilities {"port_filter": true}

binding:host_id controller.learningneutron. com

binding:vif_type ovS

device_id dhcpl158b3bbb-2cad-50ba-a72c-55cec869f F7f-3b56346d-91%a-4447-981-4eba7@cdadbd
device_owner network:dhcp

extra_dhcp_opts

fixed_ips {"subnet_id": "739b5bfd-d224-45bc-89b3-b29147bed75d", "ip_address": 2.168.100.2"}
id 8e955573-bdaz-4ed5-99f2-3aaa699f c804

mac_address fa:16:3e:ea:69:72

name

network_id 3b56346d-9f%a-4447-98f1-4eba7@cdadbd

security_groups

status DOWN

tenant_id bleSde8dlcfc45dbal5d9cBcbad2aiab




[root@controller ~1# ip netns exec qdhcp-3b56346d-9f9a-4447-98f1-4eb47@cdaded ip a
15: tap8e955573-bd. <BROADCAST,UP,LOWER_UP> mtu 1500 gdisc nogueue state UNKNOWN
link/ether fa:16:3e:ea:69:72 brd ff:ff:ff:ff:ff:fF
inet 192.168.100.2/24 brd 192.168.100.255 scope global tap8e955573-bd
inet 169.254.169.254/16 brd 169.254.255.255 scope global tap8e955573-bd
ineth feB@::fB16:3eff;feea:6972/64 scope link
valid_lft forever preferred_lft forever
: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc noqueue state UMNKNOWN
link/loopback 0@:00:00:00:00:00 brd 00:00:00:00:00:08
inet 127.0.0.1/8 scope host lo
inetd ::1/128 scope host
valid_l1ft forever preferred_lft forever

[root@controller ~]# neutron port-update 9369dabe-bbea-4317-9ffb-587al@f6eddb
> --dllowed-address-pairs type=dict list=true ip_address=19Z2.168.108.253/32
Updated port: 9369da6e-bbea-4317-9ffb-587a10f6eddb

-A neutron-openvswi-s9369dabe-b -s 192.168.108.253/32 -m mac --mac-source FA:16:3E:7@:95:FB -j RETURN
-A neutron-openvswi-s9369date-b -s 192.168.108.3/32 -m mac --mac-source FA:16:3E:7@:95:FB -j RETURN
-A neutron-openvswi-s9369date-b -j DROP

[root@controller ~]# ip netns
gdhcp-3b56346d-99a-4447-98 1 -4ebd 7@cdadbd
gdhcp-el123e990-88af-4267-8c9b-4a37 f5dd4a9c

[root@controller neutron net-list

3b56346d-9f9a-4447-98f1-4eb47@cdadod | MyFlatNetwork
c4Z272cb-4430-4270-a537-81bd733c2266 | MyVLANNetwork
cb88384c-ebd1-4277-bB1le-6f 7071700041 | MyVLANNetwork2
el123e990-88af-4267-8c9b-4a37f5dd4a% | MylUserNetwork

[root@controller ~J# ip netns exec qdhcp-3b56346d-9f9a-4447-98f1-4eb470cdaded ip a
15: tap8e955573-bd: <BROADCAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UNKNOWN
link/ether fa:ll 1ea:69:72 brd ff:ff:ff:ff:ff:ff
inet 192.168.100.2/24 brd 192.168.100.255 scope global tap8e955573-bd
inet 169.254.169.254/16 brd 169.254.255.255 scope global tap8e955573-bd
inett fe8@::f816:3eff:feea:6972/64 scope link
valid_1ft forever preferred_lft forever

[root®controller ~]# ovs-vsctl show
6f2f8fd4e-86ec-4e7f-acdc-9128fca23bda
Bridge br-int
Port "int-br-ethl™
Interface “int-br-ethl"
Port “tapB8e955573-bd’
tag: 2
Interface "tap8e955573-bd"
type: internal




[root@controller ~]# ip netns exec grouter-cZb8c@93-0f9b-43b9-b993-72d04b386738 \
> iptables-save | grep 169.254.169.254
-A neutron-13-agent-PREROUTING -d 169.254.169.254/32 -p tcp -m tcp --dport 80 -j REDIRECT --to-ports 9697

[root@controller ~]# ip netnhs exec grouter-c2b8cP93-0f9b-43b9-b993-72004b886738 A\

> netstat -tlp

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp /] @ *:9697 = LISTEN 17558/ python

[root@controller ~J# ip netns exec grouter-cZb8c@93-@f9b-43b9-bI93-72d@4b886738 ps 17550

PID TTY STAT  TIME COMMAND
17550 7 s 09:00 /usr/bin/python /usr/bin/neutron-ns-metadata-proxy --pid_file=/wv b/neutron/external/pids/c2b8c@93-8f9b-43b9-b 2d04b886738.pid --metadal
ta_proxy_socket=/var/lib/neutron/metadata_| y r. b8c i b --state_path=/var/lib/neutron --metadata_port- --verbose --log-file=|
neutron-ns-metadata-proxy-c2b8c93-afab-43

[root@controller ~]# ip netns exec qdhcp-e123e990-88af-4267-8c9b-4a37f5dd4a9¢c \

Active Internet connections (only servers)
Proto Recv-( 5end-Q Local Address Foreign Address State PID/Program name
@ 192.168.204.2:53 0.0.0.0:* LISTEN 11425/dnsmasq
169.254.169.254:53 0.0.0.0:* LISTEN 11425/dnsmasq
0.0.0.0:* LISTEN 9335/python
feB@: : f816:3eff: fedB8:450:53 :::* LISTEN 11425/dnsmasq

[root@controller ~]# ip netns exec qdhcp-e123e99@-88af-4267-8c9b-4a37f5dd4a9c ps 9335
PID TTY STAT  TIME COMMAND
? S 0:80 /usr/bin/python /usr/bin/neutron-ns-metadata-proxy --pid_fi /lib/neutron/external /pids/e123e990-88af-4267-8c9b-4a37f5dd4ad¢c . pid
METaaata_proxy_SOCKEeT=/vary L UTIrOnN/ meta _proxy NETHOrK_ L a=€ Le 3e990-88af -4 dd4adc --state_pad ar/lib/neutron --metadata_port=80 --verb
ose --log-file=neutron-ns-meta proxy-el1234 88af-4267-8c9b-4a37f5dd4adc. log --log-d r/log/neutron

[root@controller ~]# ip netns exec qdhcp-e123e990-38af-4267-8cOb-4a37f5dd4a%¢c ip a
16: tapdc5145cl-0c ROADCAST ,UP, LONER_UP> mtu 1500 qdisc noqueue state UNKNOWN
link/ether fa:16:3e:98:45:05 brd ff:ff:ff:ff:ff:ff
inet 192.168.204.2/24 brd 192.168.204.255 scope global tapdc3145cl-@c
inet 169.254.169.254/16 brd 169.254.255.255 scope global tapdc5145cl-@c
inete fedd::f8lb:3eff:fe98:4505/64 scope link
valid_lft forever preferred_lft forever
: lo: <LOOPBACK,UP,LONER_UP> mtu 16436 gdisc nogueue stote UNKNOWN
link/loopback @@:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
ineté ::1/128 scope host
valid_lft forever preferred_lft forever
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[root@controller ~J# neutron net-create --provider:network_type=vlian --provider:segmentation_id=58 \

> --provider:physical_network=physnetl --router:external=true --shared GATEWAY_MNET

Created a new network:

+ ___________________________
Field

+ ___________________________
admin_state_up
id
name

provider:network_type
provider:physical_network
provider:segmentation_id
router:external

shared

status

subnets

tenant_id
R

True

b116a938-9876-4048-9%ad-0ce78aabddad

GATEWAY_MNET
vlan
physnetl

5a

True

True
ACTIVE




[root@controller ~]# neutron subnet-create GATEWAY_NET 10.50.0.0/24 --name GATEWAY_SUBNET
> --allocation-pool start=10.50.0.100,end=10.50.0.254 --gateway 10.58.8.1
Created a new subnet:

allocation_pools {"start": "10.50.0.100", “end": "10.50.0.254"}
cidr 10.50.0.0/24
dns_nameservers
enable_dhcp True
gateway_ip 10.50.0.1
host_routes
id 43becec3-32b3-4629-97a6-82a3c9Tb33d2
ip_version 4
name GATEWAY_SUBNET
network_id b116a0938-9876-4848-9%ad-Bce78aabdBad
tenant_id bleSde8dlcfc45dealsd9clcbad2a8ab
+ __________________

[root@controller ~]# neutron router-create MyRouter

Created a new router:

+ _______________________

| Field

+ _______________________

admin_state_up

external _gateway_info

id | 1267aae4-6568-48cf-acef-5dbcf7ech5db |
name | MyRouter

status | ACTIVE

tenant_id | bleSde8dlcfc4Sdealsd9c@chb442aiab
e s et -

[root@controller # neutron router-gateway-set MyRouter GATEWAY_MET
Set gateway for ter MyRouter

777777777777 e e e e e e e e e e e m e n e
| name | mac_address | fixed_ips |
+
|
+

| admin_state_up
e e CE L EE T e e L E LT e CE L E LT
| 9c5b9bd5-03f4-4506-acbe-69435a03541 | controller.learningneutron.com | True
e e L L E L e EE T e e E e EE L e e e CE T E LTS

[root@controller ~]# ip netns
grouter-1267aae4-6568-48cf-acef-5dbef7echSdb




[root@controller ~]# ip netns exec qrouter-1267aced4-6568-48cf-acef-5dbcf7ech5db ip a
8: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 gqdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
ineté ::1/128 scope host
valid_1ft forever preferred_lft forever
9: gg-9ee8lBab-1c: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP gqlen 1000
link/ether fa:16:3e:b3:c5:aa brd ff:ff:ff:ff:ff:FF
inet 10.50.0.100/24 brd 10.50.0.255 scope global qg-9ee8lBab-1c
inetb fe8@:;:f816:3eff:feb3:c5aa/64 scope link
valid_1lft forever preferred_lft forever

[root@controller ~]# brctl show

bridge name bridge id STP enabled interfaces

brgbl16a938-98 8000 . 901de96654b9 no ethl.5@
tap9eeil8ab-1c

[root@controller ~]# ip netns exec grouter-1267aced4-6568-48cf-acef-Sdbcf7echs5db ip r
10.50.0.0/24 dev ag-9eeBl8ab-1c proto kernel scope link src 10.50.0.100
default via 10.50.0.1 dev gqg-9ee8l8ab-1c

[root@controller ~]# ip netns exec qrouter-1267ace4-6568-48cf-acef-5Sdbcf7ecbSdb ping 10.50.0.1
PING 10.50.9.1 (10.50.0.1) 56(84) bytes of data.

64 bytes from 10.50.0.1: icmp_seqg=1 tt1=255 time=0.683 ms

64 bytes from 10.50.0.1: icmp_seq=2 tt1=255 tim .619 ms

64 bytes from 10.50.0.1: icmp_seg=3 ttl=255 time=0.614 ms

64 bytes from 10.50.0.1: icmp_seqg=4 ttl=255 time=0.589 ms

AC

--- 10.50.0.1 ping statistics ---

4 packets transmitted, 4 received, &% packet loss, time 3397ms

rtt minfavg/max/mdev = @.589/0.626/9.683/0.038 ms

[root@controller ~J]# neutron net-create TENANT_MNET1

Created a new network:

+ ___________________________

| Field

+ ___________________________

| admin_state_up True

| id 21604852 -d4cl-48f4-a83a-babad7f7b@7e
| name TEMANT_MNET1

| provider:network_type vlan

| provider:physical_network physnetl

| provider:segmentation_id 30

| shared False

| status ACTIVE

| subnets

| tenant_id ble5des8dlcfc4sdealSd9c@chb442a8ab
+ ___________________________




[root@controller ~]# neutron subnet-create TENANT_NET1 10.30.0.0/24 \
> ==name TENANT_SUBNET1 --dns-nameserver 8.8.8.8
Created a new subnet:
_+__
Field | Value

allocation_pools {"start": "10.30.0.2", "end": "10.30.0.254"}
cidr 10.30.08.0/24
dns_nameservers 5.8.8.8
enable_dhcp True
gateway_1ip 10.30.8.1
host_routes
id ed7deced-a%e4-4486-9443-509e 7623019
ip_version 4
name TENANT_SUBNET1
network_id 21b04852-d4cl-48f4-aB83a-b46ad? F7b@7e
tenant_id ble5de8dlcfc45d6al5d9cBchb442aBab
+ __________________

neutron router-i add MyRouter TENANT_SUBNET.
Sb-46f 6b-f89179bd9f8a to ter MyRouter.

| Sea2d15f-8aSb-46f5-9c6b-f8917
| 9ee818ab-1c94-4ffe-9dbB-20f7dcf1db68 |

ntroller ~]# ip netns exec grouter-1267cae4-6568-48cf-acef-Sdbcf7echSdb ip a
: <LOOPBACK,UP,LONER_UP> mtu 16436 qdisc noqueue state UNKNOWN
link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00: 00
inet 127.9.0.1/8 scope host lo
inet6 : 128 scope host
valid_1ft forever preferred_lft forever
9: gg-%ee8l8ab-1 ROADCAST ,MULTICAST,UP,LONER_UP> mtu 1500 qdisc pfifo_fast state UP glen 1000
link/ether fa:16:3e:b3:c5:aa brd ff:ff:ff:ff:ff:ff
inet 10.50.0.100/24 brd 10.50.0.255 scope global qg-9ee818ab-1c
inete fes 16:3eff:feb3:c5aa/64 scope link
valid_1ft forever preferred_lft forever
: qr-Sea2d15f-8a: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP qlen 1000
link/ether fa:16:3e:fd:d8:90 brd ff:ff:ff:ff:ff:ff
inet 10.30.0.1/24 brd 10.38.0.255 scope global qr-5eazd15f-8a
inet6 fes 16:3eff: fefd:d890/64 scope link
valid_1ft forever preferred_lft forever

[root@controller ~]# brctl show

bridge name bridge id STP enabled interfaces

brgZlb®4852-d4 8000 . 201d@96654b9 no ethl.3@
tapSeazd15f-8a

brgbl16a938-98 8000 . 901d@96654b9 no ethl.5@
tap9eeBlBab-1c




la8afdd@-4d23-4c31-873c-72abbd94 7501
ed78e8ef-0884-4d2d-bcB2-cldf@Sadcdbe
f496e19d-e074-4308-a9f2-548b4880a119

flavor ml image ed78e8ef-0884-4d2d-bcBZ-cldf@9a4cdee \
7e MyInstanc ; done

__________ fmmmmm P
| Name | Power State | Networks

-da%ba55552d1l | MyInstancel | ACTIVE | | Running | TENANT_MNET1=10.30.0.2 |
| laadd30f-2851-4355-af@e-cd424fc38158 | MyInstance2 | ACTIVE | | Running | TENANT_MNET1=10.30.0.4 |
e e mmmmmm s e Hmmmmmmmmmmeee Hmmmmmmem e e oo mmm s mmmmmmmmmmmen +

[root@computedl init.d]# brctl show

bridge name bridge id 5TP enabled interfaces

brq21b@4852-d4 8000 . 901dB929c89c no ethl.30
tap@337299a-38
tap3547dbf@-58

[root@controller ~]# ip netns
grouter-1267aae4-6568-48cf-acef-5dbcf7echSdb
qdhcp-21b@4852-d4cl-48f4-aB3a-b4bad7 F7bd7e

[rootBcontroller ~]# ip netns exec qdhcp-21b@4852-d4cl-48f4-a83a-bdbad? f7bd7e ip a
17: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKNOWM
link/1loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.9.0.1/8 scope host lo
inetb ::1/128 scope host
valid_1ft forever preferred_lft forever
: ns=4dd99827-91: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 150@ qdisc pfifo_fast state UP qlen 1068
link/ether fa:16:3e:c7:ec:81 brd ff:ff:ff:ff:ff:FF
inet 10.30.8.3/24 brd 10.30.8.255 scope global ns-4dd99827-91
inet 169.254.169.254/16 brd 169.254.255.255 scope global ns-4dd99827-91
ineth fe8@::f816:3eff:fec7:ecBl/64 scope link
valid_lft forever preferred_lft forever

[root®controller ~]# brctl show

bridge name bridge id 5TP enabled interfaces

brq21b@4852-d4 8000 . 60143665409 no ethl.30
tap4dd99827-91
tap5eazdls5f-8a

brqbl16a938-98 8000 . 0014966549 ethl.5@
tap9ee8l8ab-1c




[rootEcontroller ~J# ip netns exec grouter-1267aae4-6568-48cf-acef-Sdbcf7echSdb arp -an
? (19.30.0.2) at fa:16:3e:d7:6d:9e [ether] on qr-5eazdl5f-8a
7 (10.30.0.4) at fa:16:3e:de:fb:3d [ether] on qr-Sea2dl15f-8a
7 (10.50.0.1) at 0@:18:b9:08:bc:f1 [ether] on gg-9ee8l8ab-1c

[root@controller ~]# ip netns exec grouter-1267oae4-6568-48cf-acef-5dbcf7ech5db ssh cirros®10.30.0.2
The authenticity of host '10.30.0.2 (10.30.0.2)" can't be established.
RSA key fingerprint is de:4b:62:58:f0:d7:73:41:8a:65:70:5a:48:e5:89:11.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.38.8.2"' (RSA) to the list of known hosts.
cirros210.30.0.2"'s password:

$ipr

default via 10.30.9.1 dev eth@

10.30.0.0/24 dev eth® src 10.30.0.2

§ exit

Connection to 10.30.0.2 closed.

[root&controller ~]# ip netns exec grouter-1267cae4-6568-48cf-acef-Sdbcf7ech5db ssh cirros£10.30.0.4
The authenticity of host '10.30.0.4 (10.30.0.4)" can't be established.
RSA key fingerprint is 2a:83:06:34:6c:9d:87:dc:7c:dc:9d:a4:3f:6a:5d:7d.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.38.8.4' (RSA) to the list of known hosts.
cirros210.30.0.4"s password:

$ipr

default via 10.30.0.1 dev eth@

10.30.0.0/24 dev eth®@ src 10.30.0.4

$ exit

Connection to 10.30.0.4 closed.

[root@controller ~]# ip netns exec grouter-1267aced4-6568-48cf-acef-5dbcf7echSdb ssh cirros210.30.0.2
cirros210.30.0.2's password:

$ ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8): 56 data bytes

b4 bytes from 8.8.8.8: seg=0 ttl=46 time=38.457

64 bytes from 8.8.8.8: seg=1 ttl=46 time=39.243

64 bytes from 8.8.8.8: seq=2 ttl=46 time=38.735

AC

--- B.B.8.8 ping statistics ---

3 packets transmitted, 3 packets received, @% packet loss
round-trip min/avg/max = 38.457/38.811/39.243 ms

pixfirewall# debug icmp trace

debug icmp trace enabled at level 1

pixfirewall# ICMP echo request from GATEWAY_NET:10.50.0.100 to outside:8.8.8.8 ID=38429 segq=1@ len=56
ICMP echo request from GATEWAY_NET:10.50.0.100 to outside:8.8.8.8 ID=38429 seg=11 len=56

ICMP echo request from GATEWAY_NET:10.50.0.100 to outside:8.8.8.8 ID=38429 seg=12 len=56

ICMP echo request from GATEWAY_NET:10.50.0.100 to outside:3.8.8.8 ID=38429 seg=13 len=56




[root@controller ~]# ip netns exec grouter-1267aae4-6568-48cf-acef-5dbcf7ech5db iptables-save

# Generated by iptables-save v1.4.7 on Wed Aug 13 23:36:21 2014

*nat

:PREROUTING ACCEPT [19:263@]

:POSTROUTING ACCEPT [31:2252]

:OUTPUT ACCEPT [44:3152]

:neutron-13-agent-OUTPUT - [@:@]

:neutron-13-agent-POSTROUTING - [0:0]

:neutron-13-agent-PREROUTING - [0:0]

:neutron-13-agent-float-snat - [0:0]

:neutron-13-agent-snat - [0:0]

:neutron-postrouting-bottom - [@:0]
PREROUTING -j neutron-13-agent-PREROUTING
POSTROUTING -j neutron-13-agent-POSTROUTING
POSTROUTING -j neutron-postrouting-bottom
OUTPUT -j neutron-13-agent-0UTPUT
neutron-13-agent-POSTROUTING ! -i gg-9eeB8l8ab-l1c ! -0 qg-9ee8l8ab-1c -m conntrack ! --ctstate DNAT -j ACCEPT
neutron-13-agent-PREROUTING -d 169.254.169.254/32 -p tcp -m tcp --dport 8@ -j REDIRECT --to-ports 9697
neutron-13-agent-snat -j neutron-13-agent-float-snat
neutron-13-agent-snat -s 10.30.0.8/24 -j SNAT --to-source 10.50.0.100
neutron-postrouting-bottom -j neutron-13-agent-snat

COMMIT

# Completed on Wed Aug 13 23:36:21 2814

# Generated by iptables-save v1.4.7 on Wed Aug 13 23:36:21 2014

fixed_ips

"e47deced-ades-4486-9443-509e76e309d’ "ip_address"
3547dbf@-58e8-4645-bbed-661747b77ba :d7: "ed47dec 19e4-4486- -509e7! 9d", "ip_address™
4dd99827-9179-43f6-b10e-9b4fI6F 901 81 :c7:ec:8 4 = ‘e47deced-ades-4486-3443-509e76e30f9d", “ip_address”
Sea2d15f-8aSb-46f5-9cbb-89179bd9f8a :fd: - = " 9-a9 3-509e76e30f9d"”, “ip_address"”
9ee818ab-1c94-4ffe-9db8-20f 7dcf1db68 :16:3e:b3:c5: 4 _id": ip_address":

[root@controller ~]# neutron floatingip-create --port-id=3547dbf@-58e8-4645-b@ed-6f61747b77ba GATEWAY_NET
Created a new floatingip:

mmmmmmmmmmmmmmmmm————

| Field

e m———————————
fixed_ip_oddress
floating_ip_address
floating_network_id | bll6a938-9876-4048-99%ad-0ce7Saabd@ad
id ab@d44fd-ddcf-4884-a24f-c59bd94d5c20
port_id 3547dbf@-58e8-4645-bbed-6f61747b77ba
router_id 12670ae4-6568-48cf-acef-5dbcf7ech5db
tenant_id bleSde8dlcfc45d6al5d9c@cba42a8ab
$mmmmmmmmmmmmmmmm—————

% ping 8.8.8.8

PING 8.8.8.8 (B8.8.8.8): 56 data bytes

64 bytes from 8.8.8.8: seq=0 ttl=46 time=41.
64 bytes from 8.8.8.8: seg=1 ttl=46 time=39.
64 bytes from B.8.8.8: seq=Z ttl=46 time=38.3

pixfirewall# debug icmp trace
debug icmp trace enabled at level 1
pixfirewall# IOMP echo request from GATEWAY_NET:10.50.8.101 to outside:8.8.8.8 ID=16641 seq=0 len=56




[root®controller ~]# ip netns exec gqrouter-1267aae4-6568-48cf-acef-Sdbcf7echSdb ip a
8: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc nogqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00;00;00
inet 127.0.0.1/8 scope host lo
inett ::1/128 scope host
valid_1ft forever preferred_lft forever
9: qg-9eeB8lB8ab-1c: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1500 qdisc pfifo_fast state UP qlen 1000
link/ether fa :b3:c5:aa brd ff f:ff:ff:ff
inet 10.50.0.100/24 brd 10.50.0.255 scope global qg-9ee818ab-1c
inet 10.50.0.101/32 brd 10.50.0.101 scope global qg-9ee818ab-1c
inett fe8@::fR16:3eff:feb3:c5aa/64 scope link
valid_1ft forever preferred_lft forever
: qr-5eaZ2d15f-8a: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP glen 1000
link/ether fa:16:3e:fd:d8:90 brd ff:ff:ff:ff:ff:ff
inet 10.30.0.1/24 brd 10.30.0.255 scope global qr-Seazdl5f-8a
inet6 fe80::f816:3eff:fefd:d899/64 scope link
valid_1ft forever preferred_lft forever

[root@controller ~]# ip netns exec grouter-1267acae4-6568-48cf-acef-5dbcf7echSdb iptables-save

# Generated by iptables-save v1.4.7 on Wed Aug 13 23:49:32 2014

*nat

:PREROUTING ACCEPT [20:2714]

:POSTROUTING ACCEPT [31:2252]

:OUTPUT ACCEPT [45:3212]

:neutron-13-agent-0UTPUT - [0:0]

:neutron-13-agent-POSTROUTING - [0:0]

:neutron-13-agent-PREROUTING - [0:@]

:neutron-13-agent-float-snat - [0:8]

:neutron-13-agent-snat - [0:0]

:neutron-postrouting-bottom - [0:0]
PREROUTING -3j neutron-13-agent-PREROUTING
POSTROUTING -j neutron-13-agent-POSTROUTING
POSTROUTING -j neutron-postrouting-bottom
OUTPUT -j neutron-13-agent-OUTPUT
neutron-13-agent-QUTPUT -d 10.50.0.181/32 -j DNAT --to-destination 10.30.0.2
neutron-13-agent-POSTROUTING ! -i qg-9eeB818ab-l1c ! -0 qg-9ee818ab-1c -m conntrack ! --ctstate DNAT -j ACCEPT
neutron-13-agent-PREROUTING -d 169.254.169.254/32 -p tcp -m tcp --dport 80 -7 REDIRECT --to-ports 9697
neutron-13-agent-PREROUTING -d 10.58.0.101/32 -j DNAT --to-destination 10.30.0.2
neutron-13-agent-float-snat -s 10.30.0.2/32 -j SNAT --to-source 10.50.0.101
neutron-13-agent-snat -j neutron-13-agent-float-snat
neutron-13-agent-snat -s 10.30.0.0/24 -j SNAT --to-source 10.50.0.100
neutron-postrouting-bottom -j neutron-13-agent-snat

COMMIT

# Completed on Wed Aug 13 23:49:32 2014

# Generated by iptables-save v1.4.7 on Wed Aug 13 2

jamess-mbp:~ jdenton$® ssh cirros219.50.0.101

The authenticity of host '10.50.0.101 (10.50.0.101)" can't be established.
RSA key fingerprint is de:4b:62:58:10:d7:73:41:8a:65:70:5a:48:e5:89:11.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.58.8.101' (RSA) to the list of known hosts.
C 0s210.50.0.101"s password:

| fixed_ip_aoddress | floating address | port_id
e e mmmmmmmmmmmmmmaeee mmmmmmmmmmmemmmmaae e e EE P PP PP PP +
| ab@d44fd-ddcf-4804-a24f-c59bd94d5c20 | 10.30.0.2 | 10.50.0.101 547dbf@-58e8-4645-bled-6161747b77ba

[root@controller ~J]# neutron floatingip-disassociate ab@d44fd-ddcf-4804-a24f-c59bd94d5c20
Disassociated floatingip ab@d44fd-ddcf-4804-a24f-c59bd94d5c20




[root®controller ~J]# neutron floatingip-list

[root@controller ~]# neutron floaotingip-associate ab@d44fd-ddcf-4884-a24f-c59bd94d5c2@
> $(neutron port-list | grep 10.30.8.4 | awk '{print $2}')
Associated floatingip ab®d44fd-ddcf-4804-a24f-c59bd94d5c20

[root@controller ~]# ip netns exec qrouter-1267aae4-6568-48cf-acef-5dbcf7ech5db iptables-save

# Generated by iptables-save v1.4.7 on Thu Aug 14 00:04:00 2014

*nat

:PREROUTING ACCEPT [21:2798]

:POSTROUTING ACCEPT [33:238@]

:0UTPUT ACCEPT [45:3212]

:neutron-13-agent-QUTPUT - [0:0]

:neutron-13-agent-POSTROUTING - [0:@]

:neutron-13-agent-PREROUTING - [@:0]

:neutron-13-agent-float-snat - [0:9]

:neutron-13-agent-snat - [0:0]

:neutron-postrouting-bottom - [0:0]
PREROUTING -j neutron-13-agent-PREROUTING
POSTROUTING -j neutron-13-agent-POSTROUTING
POSTROUTING -j neutron-postrouting-bottom
OUTPUT -1i neutron-13-agent-OUTPUT
neutron-13-agent-OUTPUT -d 10.50.8.101/32 -j DNAT --to-destination 10.30.0.4
neutron-13-agent-POSTROUTING ! -1 gg-9ee8l8ab-1c ! -0 qg-9eeBl8ab-1c -m conntrack ! --ctstate DNAT -j ACCEPT
neutron-13-agent-PREROUTING -d 169.254.169.254/32 -p tcp -m tcp --dport 8@ -j REDIRECT --to-ports 9697
neutron-13-agent-PREROUTING -d 10.50.0.101/32 -j DNAT --to-destination 10.30.0.4
neutron-13-agent-float-snat -s 10.30.0.4/32 -j SNAT --to-source 10.50.0.101
neutron-13-agent-snat -J neutron-13-agent-float-snat
neutron-13-agent-snat -s 10.30.0.0/24 -j SNAT --to-source 10.50.0.100
neutron-postrouting-bottom -j neutron-13-agent-snat

COMMIT

# Completed on Thu Aug 14 00:04:00 2014

# Generated by iptables-save v1.4.7 on Thu Aug 14 00:04:00 2014

jamess-mbp:~ jdenton$ ssh cirros
WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED!

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING MASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It is also possible that a host key has just been changed.

The fingerprint for the RSA key sent by the remote host is
2a:83:06:34:6c:9d:87:dc:7c:dc:9d:a4:3f:6a:5d:7d.

Please contact your system administrator.

$ipa
1: lo: <LOOPBACK,UP,LONER_UP> mtu 16436 qdisc noqueue
link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00;00
inet 127.9.8.1/8 scope host lo
ineté ::1/128 scope host
valid_1ft forever preferred_lft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 150@ gqdisc pfifo_fast glen 1000
link/ether fa:16:3e:de:fb:3d brd ff:ff:ff:ff:ff:ff
inet 10.30.0.4/24 brd 10.30.0.255 scope global eth@
inett fe8@::f816:3eff:fede:fb3d 64 scope link
valid_1ft forever preferred_lft forever




u Routers Loggedinas:admin  Setings Mol Sgnout

openstack Routers

Name Status. External Network Actions.

Najtams to display.
Displaying 0 foms:

Manage Computs
Overview
nstances.

305 & S

Access & Securty

Manage Network
Natwork Topology

Networks

Create router

Router Name *

MyRouter
Cancel
Set Gateway
External Network * Description:
GATEWAY_NET i ‘You can connect a specified external network to the:
router. The external network is regarded as a default
Router Name * route of the router and the router acts as a gateway
for external connectivity.
MyRouter
Router ID *
e025b2e3-cb16-4b26-9220-4441124ed45f
Cancel
RO utEI' Details Logged in as: admin Settings Help Sign Out

Router Overview: MyRouter

Name
MyRouter
I

ID

€025b2e3-cb16-4b26-9220-4441124ed45f
Status

ACTIVE
External Gateway Information

‘Connected External Network: GATEWAY_NET

Interfaces + Add intortace

O Name Fixed IPs Status Type Admin State Actions

O | (dfa70770) 10.50.0.51 ACTIVE External Gateway up

Displaying 1 item



Add Interface

Subnet * Description:
TEMANT_NET: 192.168.0.0/24 (TENANT _SUBN| % You can connect a specified subnet to the router.

The default IP address of the interface created is a
IP Address (optional) gateway of the selected subnet. You can specify

another IP address of the interface here. You must

select a subnet to which the specified IP address

belongs to from the above list.
Router Name *

MyRouter

Router ID *

e025b2e3-cb16-4b26-8220-4441124ed45f

Gancel

Logged in as: admin Settings Help Sign Out

Router Details

Router Overview: MyRouter

Name
MyRouter
1]
e025b2e3-cb16-4b26-9220-4441124ed45f
Status
ACTIVE
External Gateway Information
Connected External Network: GATEWAY_NET

Interfaces + Add Intorfaco

| Name Fixed IPs Status Type Admin State Actions
O | (5584213 192.166.0.1 ACTIVE Internal Interface up
o (dfa70770) 10.50.0.51 ACTIVE External Gateway up

Displaying 2 items

Logged in as: admin Settings. Help Sign Out

Network Topology

& Normal Launch Instance Create Network Create Router

openstack

OASHBTARD

Admin

CURRENT PROJECT
admin

Manage Compute

-

Instance

Instance

Overview

Instances

Images & Snapshots

L3N AVMILVD

Access & Security

Manage Network

Networks:

Routers

V200 0E0L



@ MyRouter
MyRouter J I 1267aaed-6568-48cf-acef-5dbcfTechbsdb

STATUS @ ACTIVE

Router

Interfaces
S5ea2d15f-8a... 10.30.0.1 router_interface ACTIVE EeCli-Rlyiyet:]

ose8iBab-1c... 10.50.0.100 router_gateway ACTIVE

= view router details Delete Router

|nstances Filter Q Filter = Launch Instance Tl Terminate Instances
Instance Image Power
[ Name Name IP Address  Size Keypair Status Task State Uptime Actions
2

m1.tiny | 512MB

O | Mylnstance2 GholSis | ) RAM | 1 VCPU | - Active  None  Running fous Create Snapshot | More
0.3.1 10.50.0.101 12
1.0GB Disk 5
minutes
m.tiny | 512MB e
[J | Myinstancel Ealz 10.30.0.2 RAM | 1 VCPU | - Active  Neone  Running POt Create Snapshot | More ™
0.3.1 ) 12
1.0GB Disk .
minutes
Displaying 2 items Disassociate Floating IP

Edit Instance

Edit Security Groups

Manage Floating IP Associations

IP Address *
IP Address Select the IP address you wish to associate with the
No IP addresses available ol + selected instance.

Port to be associated *

Mylnstance: 10.30.0.2 ¥

Cancel

[r -1
Allocate Floating IP

Pool * Description:

MJ Allocate a floating IP from a given floating IP pool.
Project Quotas
Floating IP (1) 19 Av

Manage Floating IP Associations

IP Address *
No IP addresses available L Select the IP address you wish to associate with the
¥ 10.50.0.102 J + selected instance.

Port to be associated *

Mylnstance1: 10.30.0.2 E

Cancel




Instances Pt Q (] [+ Lot

Instance Image Power
] Name Name IP Address  Size Keypair Status Task State Uptime  Actions
cinos- 103004  T-tiny|512M8 fmurs
[J Mylnstance2 o RAM | 1 VCPU | - Active  None Running ! Create Snapshot |~ More ™
0.3.1 10.50.0.101 : 18
1.0GB Disk .
minutes
Cirr03- 0.30.0 mi.tiny | 512MB fnurs
[0  Mylnstancet = BAM | 1 VCPU | - Active  None Running ! Greate Snapshot | More ™
0.3.1 10.50.0.102 1.0GB Disk ;Binmes

Displaying 2 items

Instances Filter Q  Fiter =+ Launch Instance

Instance Image Power
[ MName Name  IP Address Size Keypair Status Task State  Uptime Actions
m1.tiny | 512MB 2
O | Mynstancep | OTOS | 103004 o vepy) - Aclive | None | Running oM™ Create Snapshot | More ™
031 10500101 ) 18
1.0GB Disk i
minutes
m1.tiny | 512MB 2
O | Myinstancet | OMOS- 108002 ol vepy) - Actival | Nons) | Running| | 12 Creats Snapshot  Mors ™
031 10500402 oo

minutes. Associ

joating IP

Displaying 2 items

Edit Instance

Confirm Disassociate Floating IP

‘You have selected "Mylnstance1”. Please confirm your selection. This action cannot be undane.

Cancel

Chapter 7 — Load Balancing Traffic in Neutron
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Load Balancer
Virtual IP
10.30.0.5:80

Neutron Router
qg: 10.50.0.100
gr: 10.30.0.1
Float: 10.50.0.102 <-> 10.30.0.5

WEB1 WEB2
10.30.0.2:80 10.30.0.4:80



Neutron Router
qg: 10.50.0.100

— Gii ar: 10.30.0.1
Ofent Requast Float: 10.50.0.102 <-> 10.30.0.5
Server Response
’ —
>
= O = = =
~
Load Balancer e e
Virtual IP ] :
10.30.0.5:80 10.30.0.2:80  10.30.0.4:80

[root@controller ~]# neutron lb-pool-create --description “The Web Pool" --1b-method ROUND_ROBIN “\
> --name WEB_POOL --protocol HTTP --subnet-id 9e7f@7bc-el94-4632-8558-4d81aa50ef16
Created a new pool:
S
Field
S,
admin_state_up
description
health_monitors
health_monitors_status
id
1b_method
members
name
protocol

]
]
]
]
]
1
1
]
]
]
]
]
]
1
]
]
]
]
]
]
1
]
]
]
]
]
]
1
]
]
]
]
]
]
1
1
]
]
-+

Value

i
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+

True
The Web Pool

393b994c-bb7c-4331-aedd-af1df196f133
ROUND_ROBIN

WEB_POOL

HTTP

haproxy
PENDING_CREATE

provider

status
status_description
subnet_id
tenant_id

9e7f@7bc-e194-4632-8558-4d81aa50e 16
bleSde8dlcfc45dbal5d9cdchbaszalab

—— e m e mm e — === = ¢

s

=== F—————— -
| Name | 5tatus
=== F—————— -
| a2bScBfe-e3a@-4cfl-93ee-86ad4fb@ff35 | Webl | ACTIVE Running
| eaclf2@1-76ca-488f-aaa8-dSc50d57c8f4 | WebZ | ACTIVE Running




[root@controller ~]# neutron lb-member-create --address 10.30.0.2 --protocol-port 80 WEB_POOL
Created a new member:
______________________________________ +
Value |
______________________________________ +
address 16.30.8.2
admin_state_up True
id d55b787e-5cab-4dcb-ab7b-e5893@988dba
pool_id 393b99%4c-bb7c-4331-aedd-af1df196f133
protocol_port g0
status PENDING_CREATE
status_description
tenant_id ble5de8dlcfc45dbal5d9c@ch442a8ab
weight

oot@controller ~]# neutron lb-member-list
—————————————————————————————————— e et e e e e e
| address | protocol_port | admin_state_up | status
== -+
PENDING_CREATE |
PENDING_CREATE |

55 -C protocol_port
P —
| address

[root@controller ~J# neutron lb-healthmonitor-create --delay 5 --max-retries 3 --timeout 16 --type TCP

Created a new health_monitor:
e e e e T +
| Field Value
e e e e e e +
admin_state_up | True
delay 5
id 28cfd185-5cdb-48b@-bad5-9bba%e0adds3
max_retries 3
pools
tenant_id ble5de8dlcfca5dealSddcdcbadzadab
timeout

neutron lb-healthmonit i ( 48b@-bal5-9bba%e@addB83 WEB_POOL
28cfd185-5cdb-48

[root@controller ~]# neutron lb-vip-create --description "The Web VIP" --name WEB_VIP \
> --protocol-port 8@ --protocol HTTP --subnet-id 9e7f@7bc-e194-4632-8558-4d81aa50ef16 WEB_POOL
Created a new vip:

Field

10.30.0.5

True

-1

The Web VIP
cfd1@4cc-398d-4da5-al2e-6e3031e2cc4
WEB_VIP
393b994c-bb7c-4331-aedd-af1df196f133
4cd53215-3188-4e2b-a77b-4c83c4a7128b
HTTP

80

PENDING_CREATE

address
admin_state_up
connection_limit
description

id

name

pool_id

port_id

protocol
protocol_port
status
status_description
subnet_id
tenant_id
A

9e7f@7bc-e194-4632-8558-4d81aa50ef16
bleSde8dlcfc45d6al5d9c@cb442a8ab
______________________________________ +

—— -

F S -,



@controller ~]# neutron lb-vip-list
———————————————————— e
| name | address protocol | admin_state_up | status
__________ Arrerrercrrorereer "
| True

ontroller ~]# neutron lb-pool-list
___________________________________ E R VS
| name | provider 1b_method | protocol | admin_state_up | status
Hmmmmmmmoas e e et Hmmmmmmmmas e 4 -
1-aedd-af1df196f133 | WEB_POOL | haproxy ROUND_ROBIN | HTTP | True | ACTIVE
e e C e e Hmmmmmmmoen e et Hmmmmmmmmaa e e e 4

[rootBcontroller ~]# ip netns
grouter-8f720e65-13b9-45f3-b750-d8a3albl8672
gqdhcp-a9fa@92a-a412-4097 -bbd4 -7 fO8fasSeb8e3
gqlbaas-393b994c-bb7c-4331-aedd-af1df196f13
qdhcp-192e9357-5070-42e1-916a-32bcllfddcye

[root@controller ~]# ip netns exec glbaas-393b9%4c-bb7c-4331-aedd-af1df196f133 ip a
22: lo: <LOOPBACK,UP,LONER_UP> mtu 16436 qdisc noqueue state UMKNOWN
link/loopback 90:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.9.0.1/8 scope host lo
ineté ::1/128 scope host
valid_lft forever preferred_lft forever
: ns-4cd532f5-31: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc pfifo_fast state UP glen 1000
link/ether fa:16:3e:92:92:72 brd ff:ff:ff:ff:ff:ff
inet 10.30.0.5/24 brd 10.30.0.255 scope global ns-4cd532f5-31
ineth feBd::f816:3eff:fe92:9272/64 scope link
valid_1lft forever preferred_lft forever

[root@controller ~J# cat /var/lib/neutron/1baas/393b994c-bb7c-4331-aedd-afl1df196f133/conf
global
daemon
user nobody
group nobody
log /dev/log local@
log /dev/log locall notice
stats socket /var/lib/neutron/lbaas/393b994c-bb7c-4331-aedd-af1df196f133/sock mode @666 level user
defaults
log global
retries 3
option redispatch
timeout connect 5000
timeout client 50000
timeout server 50000
frontend cfdl@4cc-398d-4da5-al2e-6e3031e2cco4
option tcplog
bind 10.30.0.5:80
mode http
default_backend 393b994c-bb7c-4331-aedd-afldf196f133
option forwardfor
backend 393b994c-bb7c-4331-aedd-afldf196f133
mode http
balance roundrobin
option forwardfor
timeout check 16s
server 728c2508-6b43-403d-a32e-03041a85b8ec 10.30.0.4:80 weight 1 check inter S5s fall
server d55b787e-5cab-4dcb-ab7b-e58930988dba 10.30.0.2:80 weight 1 check inter 5s fall

[root@controller ~J# ip netns exec grouter-@f720e65-13b9-45f3-b750-d8a3alb18672 curl http://10.30.8.2
This is Webl
[root@controller ~J# ip netns exec qrouter-@f720e65-13b9-45f3-b750-d8a3albl18672 curl http://10.30.0.4
This is Web2




[root@controller ~J# ip netns exec grouter-@f720e65-13b9-45f3-b750-d8a3alb18672 curl http://10.
This is Webl
[root@controller ~]# ip netns exec grouter-@f720e65-13b9-45f3-b750-d8a3alb18672 curl http://10.
This is WebZ
[root@controller ~J# ip netns exec grouter-@f720e65-13b9-45f3-b75@0-d8a3albl18672 curl http://10.
This is Webl
[root@controller ~]# ip netns exec grouter-0f720e65-13b9-45f3-b750-dB8a3alb18672 curl hittp://10.
This is Web2

root@webl:~# tcpdump -i any port 3@ -n
tcpdump: verbose output suppressed, use -v or -wvv for full protocol decode
listening on any, link-type LINUX_SLL (Linux cooked), capture size 65535 bytes

@21:
@a1:
@1:

o

:20.547583 IP 10.
:20.547613 IP 10.
120.547854 IP 10.

=

.0.5.49533 > 10.30.0.2.80: Flags [S], :eq 3636217985, win 14600,
.0, .30.8.5.49533: Flags [5.], seq 3716667043, ack 3636
.8.5. .30.0.2.80: Flags [R.], seq 1, ack 1, win 115, op

W W
(=1

(=1]

W oW W
=]

=

B81:
@21:
@21:

on

:25.549560 IP 10.30.0.5.49535 > .30.0.2.80: Flags [S], ieq 1691059124, win 14600,
.549586 IP 10.30.0.2.80 > 10.30.0.5.49535: Flags [S.], seq 1448956896, ack 16910
.549816 IP 10.30.0.5.49535 > 10. : Flags [R.], seq 1, ack 1, win 115, op

o w w
o

(1]

@1:
@81:
B81:

=1]
=

.551589 IP 10.30.0.5.49537 > .30.0.2.80: Flags [S], :eq 3689515567, win 14608,
.551613 IP 10.30.0.2.80 > 10.30.0.5. 37: Flags [5.], seq 2737257391, ack 3689
.951847 IP 10.30.0.5.49537 > .30.0.2.80: Flags [R.], seq 1, ack 1, win 115, op

=1

L Lo
(1]
L Lo
=)

=

.30.0.2.80: Flags [5], seq 246239507, win 14600, op
.0.5.49604: Flags [R.], seq @, ack 246239508, win @

.30.8.2.80: Flags [5], seq 1018504688, win 14608, o
.0.5.49606: Flags [R.], seq @, ack 1018504609, win

.30.0.2.80: Flags [5], seq 4134644631, win 14600, o
.30.0.5.49608: Flags [R.], seq @, ack 4134644632, win

55b787e-5cab-4dcb-ab7b-e58938988dba
: @ms. 1 active and @ backup servers
left. @ sessions active, @ requeued, @ remaining in queue.

[root@controller ~]# ip netns exec grouter-@f720e65-13b9-45f3-b750-d8a3albl8672 curl http://10.
This is Web2
[root@controller ~]# ip netns exec grouter-@f720e65-13b9-45f3-b750-d8a3albl8672 curl http://10.
This is Web2
[root@controller ~]# ip netns exec grouter-@f720e65-13b9-45f3-b750-d8a3albl8672 curl http://10@.
This is Web2

Aug 18 21: C P r P 93b99 -aedd-af1df196f; C C 930988dba
is UP, reasol r4 chec P . wve and @ backup servers online. @ sessions requeued, @ total
in queue.

[root@controller ~]# neutron floatingip-create GATEWAY_NET --port-id=$(neutron port-list | grep 10.30.0.5 | awk '{print $2}')
Created a new floatingip:
e mmm e L LR PP PP PR PR +
Field | Value
oo
fixed_ip_address 10 8.5
floating_ip_address | 10.50.0.102
floating_network_id | a9fa@92a-a412-4@97-bbd4-708fa5eb8e3
id 19781e7e-7ech-4f fb-8544-ded427dod016
port_id 4cd532f5-3188-4e2b-a77b-4c83c4a7128b
router_id 0f720e65-13b9-45f3-b750-d8a3alb18672
tenant_id bleSde8dlcfc45d6al5d9c@cb44Zadab
Frcorcrorccoorr—ree o




jamess-mbp:~ jdenton$
This 15 Webl
jamess-mbp:~ jdenton$
This is Web2

jamess-mbp:~ jdenton$
This is Webl
jamess-mbp:~ jdentond
This is Web2

Load Balancer

Pools

openstack

Pools

Name Description

CURRENT PROJEC
admin

Displaying 0 itams
Manage Compute

Overview

Instances

Images & Snapshots
Access & Security

Manage Network

Network Topology

Networks

Routers

curl http://10.50.8.102

curl http://10.50.8.102

curl http://10.50.8.102

curl http://10.50.9.102

Logged in as: admin Settings

Provider Subnet Protocol VIP

No items to display.

Help Sign Out

+ Add Pool

Actions

Add Pool

Add New Pool *

Name *

WEB_POOL

Description

Additional information

Provider

haproxy (default) v

Subnet *
10.30.0.0/24

@

Protocol *

HTTP =

Load Balancing Method *
ROUND_ROBIN s

Admin State

=]

Create Pool for current project.

Assign a name and description for the pool. Choose one
subnet where all members of this pool must be on. Select
the protecol and load balancing method for this pool.
Admin State is UP (checked) by default.

Cancel




Pools Members Monitors

Pools + Add Pool

Description Provider Subnet Protocol VIP Actions

haproxy  10.30.0.0/24 HTTP - Edit Pool = More ™~

Displaying 1 item

Add Member

Add New Member *

Pool Add member to selected pool.
WEB_POOL v

Choose one or more listed instances to be added to the

pool as member(s). Assign a numeric weight for this
Member(s) * member Specify the port number the member(s) operate
& web1 on; e.g., 80.
& web2
Weight

Protacol Port *

80

Admin State

Ej

Gancel

Pools Members. Monitors

Members

) IP Address Protocol Port Pool Actions
(] 10.30.0.4 80 WEB_POOL Edit Member = More ™
(] 10.30.0.2 80 WEB_POOL Edit Member = More ™

Displaying 2 items

Edit Member

D= Description:

bc43a2ba-c99c-4¢1b-8937-08ade20115fc ‘You may update member attributes here: edit pool,
weight or admin state.

Pool *

WEB_POCL s

Weight *
1

Admin State

4

Gancel




Add Monitor

Add New Monitor *

Type * Create a monitor template.
TCP ¥ - .
Select type of monitoring. Specify delay, timeout, and
retry limits required by the monitor. Specify method, URL
Delay * path, and expected HTTP codes upon success.
5
Timeout *
16
Max Retries (1-10) *
3
Admin State
5
Gancel
Pools
Pools
] Name Description Provider Subnet Protocol VIP Actions
O | WEB_POOL haproxy ~ 10.30.0.0/24 HTTP - Edit Pool = More ™
Add VIP
Displaying 1 item T T
Add Health Monitor
| Delete Pool

Add Association

Association Details *

Select a manitor template for WES_POOL * Associate a health monitor with target pool.

TCP delay:5 retries:3 timeout: 16

ar

Cancel
Pools Monitors
Pools + Add Pool
[ Name Description Provider Subnet Protocol VIP Actions
O | WEB_POOL haproxy 10.30.0.0/24 HTTP = Edit Pool | More ™
Add VIP
Displaying 1 item

Delete Health Monitor

Delete Pool



Add VIP

Specify VIP *

Name ~

WEB_VIP

Description

Additional information here..

VIP Address from Floating IPs

Currently Mot Supported

10.30.0.5

Specify a free IP address from 10.30.0.0/24

Protocol Port *

Create a VIP for this pool. Assign a name and description
for the VIP. Specify an IP address and port for the VIP.
Choose the protocol and session persistence method for
the VIPSpecify the max connections allowed. Admin State
is UP (checked) by default,

Q Filter = Launch Instance il Terminate Instances

80
Protocol *
HTTP 4
Instances Filter
Instance Image IP
[ Name Name  Address Size Keypair
m1.small | 2GB
0 Web2 Ubuntu = 10.30.04 RAM|1VCPU  KEY
| 20.0GB Disk
m1.small | 2GB
O Webl Ubuntu  10.30.02 RAM|1VCPU  KEY
| 20.0GB Disk

Displaying 2 items

Power
Status Task State Uptime  Actions

3
hours,
35
minutes

Active  None = Running Create Snapshot  More

3

;ours, Create Snapshot  More ™
5

minutes | associate Floating IP

Disassociate Floating IP

Active  Mone  Running

Edit Instance

Edit Security Groups

IP Address *

Manage Floating IP Associations

IP Address *

10.50.0.102

ar

glect a port

¥ Nene: 10.30.0.5
Web1:10.30.0.2
Web2: 10.30.0.4

Select the IP address you wish to associate with the
selected instance.

Cancel

Chapter 8 — Protecting Instances on the Network

Syntax: security-group-rule-create [--tenant-id TENANT_ID][--direction {ingress,egress}]
[--ethertype ETHERTYPE][--protocol PROTOCOL][--port-range-min PORT_RANGE_MIN]
[--port-range-max PORT_RANGE_MAX][--remote-ip-prefix REMOTE_IP_PREFIX]
[--remote-group-id REMOTE_GROUP] SECURITY_GROUP

39cbbec?-561a-4257-8b19-d4124b483cf1
3a69c841-579d-4be7-bc4@-5d247923e861
Bb555da5-da47-4563-985e-78f1bdcabf f5
763d3dc3-775c-4e1l1-a37b-4254b7901d4a

+
|
3
|
|
|
|
+

default default
WEB_SERVERS | Allows access to web services
default default
default default




[root@controller ~J# neutron security-group-rule-create --protocol tcp --port-range-min 8@
> --port-range-max 80 --remote-ip-prefix 0.0.0.0/0 3a69c841-579d-4be7-bc4d-5d247923e86f
Created a new security_group_rule:
R
Value

direction ingress

ethertype IPv4

id de24e92b-7601-4a2a-96f1-39f6aal92d4f

port_range_max

port_range_min

protocol

remote_group_id

remote_ip_prefix 0.0.0.0/0

security_group_id | 3a69c841-5f9d-4be7-bc4d-5d247923e861

tenant_id ble5de8dlcfc45d6al5d9cdcb442adab
e
[root@controller ~J# neutron sec g C C 'ange-min 443 \
> --port-range-max 443 --remote-ip-prefix 0.0.0.0/0 3a69c841-5f9d-4be7-bc4d-5d247923e86f
Created a new security_group_rule
I

Value

direction ingress
ethertype IPv4
i ©90e67aa-fdf f-4fbb-b427-806cea37cl
443
443
tcp
remote_group_id
remote_ip_prefix 0.0.0.0/
security_group_id | 3a69c841-59d-4be7-bc4d-5d247923e861
tenant_id

—_———— e — = ——F =&

[root@controller ~]# neutron port-update cZao46367-100c-4d87-b2a5-elad7aal23z4
> ==security-group WEB_SERVERS
Updated port: cZa46367-100c-4dB7-bZa5-elad7aalZ3Z4

*filter
:INPUT ACCEPT [0:@]
: FORWARD ACCEPT [@:8]
:OUTPUT ACCEPT [17:2586]
:neutron-filter-top - [@:0]
:neutron-linuxbri-FORWARD - [0:@]
:neutron-linuxbri-INPUT - [@:9]
:neutron-linuxbri-QUTPUT - [0:@]
:neutron-1inuxbri-ic2e46367- [@:0]
:neutron-linuxbri-local - [0:@]
:neutron-linuxbri-oc2e46367-1 - [@:0]
: neutron-1inuxbr ad46367-1 - [0:0]
rneutron-1linuxbri-sg-chain - [@:@]
:neutron-linuxbri-sg-fallback - [0:0]
INPUT -j neutron-linuxbri-INPUT
INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
INPUT -p iamp -j ACCEPT
INPUT -i lo -j ACCEPT
INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
FORWARD -j neutron-filter-top
FORWARD -j neutron-1inuxbri-FORWARD
QUTPUT =j neutron-filter-top
OUTPUT -j neutron-limuxbri-QUTPUT
neutron-filter-top -j neutron-linuxbri-local
neutron-1inuxbri-FORWARD -m physdev --physdev-out tapc2a46367-1@ --physdev-is-bridged -j neutron-linuxbri-sg-chain
neutron-1inuxbri-FORWARD -m physdev --physdev-in tapc2046367-10 --physdev-is-bridged -j neutron-linuxbri-sg-chain
neutron-linuxbri-INPUT -m physdev --physdev-in tapcZa46367-10 --physdev-is-bridged -j neutron-linuxbri-ocZa46367-1
neutron-1linuxbri-icZo46367-1 state --state INVALID -j DROP
neutron-linuxbri-icZa46367-1 state --state RELATED,ESTABLISHED -j RETURN
neutron-1inuxbr ad6367-1 tcp -m tcp --dport 443 -j RETURN
neutron-linuxbri-ic2a46367-1 tcp -m tcp --dport 88 -j RETURN
neutron-1inuxbr -1 10.30.0.3/32 -p udp -m udp --sport 67 --dport 68 -j RETURN
neutron-linuxbr -1 -j neutron-linuxbri-sg-fallback
neutron-11inuxbr -1 udp -m udp --sport 68 --dport 67 -j RETURN
neutron-linuxbr -1 -j neutron-linuxbri-scZa46367-1
il
il
il
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neutron-1inuxbr udp -m udp --sport 67 --dport 68 -j DROP
neutron-linuxbri-ocZa4636 state --state INVALID -j DROP
neutron-1inuxbr —0L2ﬂ46\6? state --state RELATED,ESTABLISHED -j RETURN
neutron-linuxbr -j RETURN
neutron-1linuxbr =j neutron-1inuxbri-sg-fallback
neutron-linuxbr -5 10.30.0.2/32 -m mac --mac-source FA:16:3E:BC:9A:A@ -j RETURN
neutron-1inuxbr —5L2n46w6? 1 -j DROP
neutron-linuxbri-sg-chain -m physdev --physdev-out tapc2a46367-10 --physdev-is-bridged -j neutron-linuxbri-ic2a46367-1
neutron-linuxbri-sg-chain -m physdev --physdev-in tapc2a46367-1@ --physdev-is-bridged -j neutron-linuxbri-ocZa
neutron-linuxbri-sg-chain -j ACCEPT
neutron-1linuxbri-sg-fallback -j DROP
COMMIT
# Completed on Fri Aug 22 19:25:47 2014
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-A neutron-linuxbri-FORWARD -m physdev --physdev-out tapcza46367-10 --physdev-is-bridged -j neutron-linuxbri-sg-
-A neutron-linuxbri-FORWARD -m physdev --physdev-in tapcZa46367-10 --physdev-is-bridged -j neutron-linuxbri-s

-A neutron-linuxbri-sg-chain -m physdev --physdev-out tapcZ2a46367-1@ --physdev-is-bridged -j neutron-linuxbri-ic2a46367-1
-A neutron-linuxbri-sg-chain -m physdev --physdev-in tapc2a46367-1@ --physdev-is-bridged -j neutron-linuxbri-oc2a46367-1
-A neutron-linuxbri-sg-chain -j ACCEPT

-A neutron-linuxbri-icZa46367-1 -m state --state INVALID -j DROP

=-A neutron-linuxbri-icZa46367-1 -m state --state RELATED,ESTABLISHED -j RETURN

-A neutron-linuxbri-icZa46367-1 -p tcp -m tcp --dport 443 -j RETURN

-A neutron-linuxbri-icZa46367-1 -p tcp -m tcp --dport 8@ -j RETURN

-A neutron-linuxbri-icZa46367-1 -s 10.30.9.3/32 -p udp -m udp --sport 67 --dport 68 -j RETURN
-A neutron-linuxbri-ic2a46367-1 -j neutron-linuxbri-sg-fallback

-A neutron-linuxbri-ocZade3 udp -m udp --sport 68 --dport 67 -j RETURN
-A neutron-linuxbri-ocZa463 j neutron-linuxbri-scZa46367-1

-A neutron-linuxbri-ocZade3 udp -m udp --sport 67 --dport 68 -j DROP
-A neutron-linuxbri-ocZade3 state --state INVALID -j DROP

-A neutron-linuxbri-ocZade3 state --state RELATED,ESTABLISHED -j RETURN
-A neutron-linuxbri-ocZa463 j RETURN

-A neutron-linuxbri-ocZade3 j neutron-linuxbri-sg-fallback

mac-source FA:16

. Lt d in as: ad Sattings Hal Sign Ou
n Access & Security s s ‘
Openstack Security Groups
Security Groups 1l Deloto Security Grovps
(]  Name Description Actions
T (] default default Edit Aules.
admin

Displaying 1 item
Manage Compute

Overview

Instances

Images & Snapshots

Create Security Group

Name * Description:
WEB_SERVERS From here you can create a new security group
Description *

Allows access to web services

Cancel Create Security Group

Security Groups

Security Groups + Create Security Group | (1 SRR
[ Name Description Actions
[ WEB_SERVERS Allows access o web services More
() default default Edit Aules

Displaying 2 items



Edit Security Group Rules:

WEB_SERVERS

Security Group Rules

Logged in as: admin Settings

+ Add Rule

[l Direction Ether Type IP Protocol Port Range Remote Actions
O | Egress 1Pv4 Any - 0.0.0.0/0 (CIDR)
O | Egress IPv6 Any - /0 (CIDR)
Displaying 2 items
Add Rule
Rule * Description:

Custom UDP Rule
Custom ICMP Rule
Other Protocol
ALL ICMP

Custom TCP Rule |

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule
consists of three main parts:

Rule: You can specify the desired rule template or
use custom rules, the options are Custem TCP Rule,
Custom UDP Rule, or Custom IGMP Rule.

Open Port/Port Range: For TCP and UDP rules you
may choose to open either a single port or a range of
ports. Selecting the 'Port Range" option will provide
you with space to provide both the starting and
ending ports for the range. For ICMP rules you
instead specify an ICMP type and code in the
spaces provided.

Remote: You must specify the source of the traffic
to be allowed via this rule. You may do so either in
the form of an IP address block (CIDR) or via a
source group (Security Group). Selecting a security
group as the source will allow any other instance in
that security group access 1o any other instance via
this rule.

Gancel

Add Rule

Rule *

Custom TCP Rule

Direction

Ingress

Open Port *

Port

Port

443

Remote *

CIDR

CIDR

0.0.0.0/0

Description:

Rules define which traffic is allowed to instances
assigned to the security group. A security group rule
consists of three main parts:

Rule: You can specify the desired rule template or
use custom rules, the options are Custom TCP Rule,
Custom UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you
may choose to open either a single port or a range of
ports. Selecting the “Port Range" option will provide
you with space to provide both the starting and
ending ports for the range. For ICMP rules you
instead specify an ICMP type and code in the
spaces provided.

Remote: You must specify the source of the traffic
to be allowed via this rule. You may do so either in
the form of an IF address block (CIDR) or via a
source group (Security Group). Selecting a security
group as the source will allow any other instance in
that security group access to any other instance via
this rule.

Cancel

Help Sign Out



Instances Filter Q  Fiter + Launch Instance fiii Terminate Instances

Instance Image P Power

] Name Name Address  Size Keypair Status Task State Uptime Actions

Cirr0S- m1.tiny | 512MB RAM | . . 1day, e Ty
O | Webd 03.1 10.31.0.2 1VCPU | 1.0G8 Disk - Active  Mone  Running 1 hour e \ap: lore

. 3 days,

Cirr0S- m1.tiny | 512MB RAM | Start Instance | More

[ | Web3 03.1 10.30.0.6 1VCPU | 1.0G8 Disk - Shutoff Mone Shutdown 12
hours
m1.small | 2GB RAM | 1 Start Instan M

O | Web2 Ubuntu  10.30.0.4 VCPU | 20.0GE Disk KEY Shutoff MNone Shutdown 5days Instance lore
O | Webi Ubuntu 10.30.0.2 m1.small | 2GB RAM | 1 KEY Active  Mone  Running 5 days Create Snapshot = More ™

VCPU | 20.0GB Disk
Associate Fleating IP
Displaying 4 items
Disassociate Floating IP
Edit Instance

Edit Security Groups

Console

Edit Instance

Security Groups

From here you can add and remove security groups to this project from the list of available security groups.

All Security Groups er Q Instance Security Groups  Filter Q

default WEB_SERVERS .

Gancel

Syntax: firewall-rule-create [--tenant-id TENANT_ID][--name NAME] [--description DESCRIPTION]

[--shared] [--source-ip-address SOURCE_IP_ADDRESS] [--destination-ip-address DESTINATIONM_IP_ADDRESS]
[--source-port SOURCE_PORT] [--destination-port DESTINATION_PORT] [--disabled] --protocol {tcp,udp,icmp,any}
--action {allow,deny}

Syntax: firewall-rule-update

[--source-ip-address SOURCE_IP_ADDRESS] [--destination-ip-address DESTINATION_IP_ADDRESS]
[--source-port SOURCE_PORT] [--destination-port DESTINATION_PORT] [--protocol {tcp,udp,icmp,any}]
[--action {allow,deny}] [--name MAME] [--description DESCRIPTION] [--shared]

FIREWALL_RULE_ID

Syntax: firewgll-policy-create [--tenant-id TENANT_ID] [--description DESCRIPTION]
[--shared] [--firewall-rules FIREWALL_RULES] [--audited] NAME

Syntax: firewall-policy-insert-rule [--insert-before FIREWALL_RULE]
[--insert-after FIREWALL_RULE] FIREWALL_POLICY_ID NEW_FIREWALL_RULE_ID

H Logged in as: admin Settings Help Sign Out
Firewalls

Rules

Name Protocol SourcelP SourcePort DestinationIP Destination Port Action Enabled InPolicy Actions
No items to display.

Displaying 0 items



Add Rule

AddRule *

Name
Create a firewall rule.

HTTP_PERMIT Protocol and action must be specified. Other fields are

opticnal.
Description

Additional information here.

Protocol *

TCP B

Action *

ALLOW v

Source IP Address/Subnet

Destination IP Address/Subnet

Source Port/Port Range

Destination Port/Port Range

80

Shared

Enabled

&

Gancel

Policies

Name Rules Audited Actions
No items to display.

Displaying O items

Add Policy
AddPolicy *
Name Create a firewall policy with an ordered list of firewall
MyFirewallPolicy rules
A name must be given. Firewall rules are added in the
Description order placed under the Rules tab.

Shared

[m)

Audited

[m)

Gancel
Add Policy
Selected Rules Choose rule(s) from Available Rules to Selected Rule by
push button or drag and drop, you may change their order
HTTP_PERMIT by drag and drop as well.
" =

Available Rules

Cancel




Firewalls

Name Policy Status Actions
No items to display.

Displaying 0 items:

Add Firewall
AddFirewall *
Name Create a firewall based on a policy.
MyFirewall A policy must be selected. Other fields are optional.
Description
dditional information h
Policy *
MyFirewallPolicy v
Shared
=]
Admin State
o
Cancel
Firewalls
Firewalls Create Firewall Delate Firewall
(]  Name Policy Status Actions
O | MyFirewall MyFirewallPolicy Edit Firewall ~ More

Displaying 1 ftem

[root@controller ~]# neutron firewall-rule-create --name HTTP_PERMIT --destination-port 88 --protocol tcp --action allow
Created a new firewall_rule:
E—
Value

allow

destination_ip_address

destination_port 8@

enabled True

firewall_policy_id

id 44cb545a-adzc-43ed-b@9c-f f5689e89371
ip_version 4

name HTTP_PERMIT

position

protocol tep
shared False
p_address
source_port
tenant_id ble5de8dlcfc45dbal5d9cbcbadzaBab

| firewall_po | enabled
— — = e 4
adZc-43ed-b@9c- 568989371 | TCP, True
|  source: none(none),
| dest: none(8@),
| allow




[root@controller ~]# neutron firewall-policy-create --firewall-rules \
> 44cb545a-ad2c-43ed-b@9c-ff5689e89371 MyFirewallPolicy

Created a new firewall_policy:

fmmmmmmmmm————— e s +

| Field | Value

audited

description

firewall_rules | 44cbS545a-adZ2c-43ed-b@9c-ff5689e89371
id a49c8073-fbcB-4bbc-8621-d27969173dd2
name MyFirewallPolicy

shared False

tenant_id ble5de8d:

[root@controller ~]# neutron firewall-create --name MyFirewall
> 049c8073-fbc8-4bbe-8621-d27969f73dd2
Created a new firewall:
e e e e e LT +
| Field Value |
e e e e e LT +
admin_state_up True
description
firewall_policy_id | a49cB@73-fbcB-4bbc-8621-d27969f73dd2
id @lea5b3a-e265-4c8a-9103-9200ed80b46a
name MyFiremall
status PENDING_CREATE
tenant_id bleSde8dlcfc45dbal5dSc@cb44Zaiab

[root@controller ~J#
.
Field
fmmmmmmmm——————————
admin_state_up
description
firewall_policy_id | a49c8873-fbc8-4bbc-8621-d27969f73dd2
id @leaSb3a-e265-4cBa-9103-9200ed80b4ba
name MyFirewall
status ACTIVE
tenant_id bleSde8dlcf

[root@controller init. ip netns exec grouter-@f720e65-13b9-45f3-b750-d8a3albl8672 \

> iptables-save | sed -e '1,/*filter/d"

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [13466:12225870]

:OUTPUT ACCEPT [@:0]

:neutron-filter-top - [0:0]

:neutron-13-agent-FORWARD - [@:@]

:neutron-13-agent-INPUT - [0:0]

:neutron-13-agent-0UTPUT - [@:0]

:neutron-13-agent-fwaas-defau - [0:0]

:neutron-13-agent-iv4@leaSb3a - [0:0]

:neutron-13-agent-local - [@:@]

:neutron-13-agent-ov4@leaSb3a - [0:0]
INPUT -j neutron-13-agent-INPUT
FORWARD -j neutron-filter-top
FORWARD -j neutron-13-agent-FORNARD
OUTPUT -3j neutron-filter-top
OUTPUT -j neutron-13-agent-OUTPUT
neutron-filter-top -j neutron-13-agent-local
neutron-13-agent-FORWARD -o gr-+ -j neutron-13-agent-iv4@leaSb3a
neutron-13-agent-FORWARD -i gr-+ -j neutron-13-agent-ov4@leaSb3a
neutron-13-agent-FORWARD -0 gr-+ -j neutron-13-agent-fwaas-defau
neutron-13-agent-FORWARD -i qr-+ -j neutron-13-agent-fwaas-defau
neutron-13-agent-INPUT -d 127.0.9.1/32 -p tcp -m tcp --dport 9697 -j ACCEPT
neutron-13-agent-fwaas-defau -j DROP
neutron-13-agent-iv4@leaSb3a -m state --state INVALID -j DROP
neutron-13-agent-iv4@leaSb3a -m state --state RELATED,ESTABLISHED -j ACCEPT
neutron-13-agent-iv4@leaSb3a -p tcp -m tcp --dport 8@ -j ACCEPT
neutron-13-agent-ov4@leaSb3a -m state --state INVALID -j DROP
neutron-13-agent-ov4@leaSb3a state --state RELATED,ESTABLISHED -j ACCEPT
neutron-13-agent-ov4@leasb3a tcp -m tcp --dport 80 -j ACCEPT

COMMIT

# Completed on 5Sat Aug 23 Z22:27:41 2014




-A neutron-13-agent-FORWARD -0 gr-+ -j neutron-13-agent-iv4@leaSb3a
-A neutron-13-agent-FORWARD -i gr-+ -j neutron-13-agent-ov4@leaSb3a
-A neutron-13-agent-FORWARD -0 qr-+ -j neutron-13-agent-fwaas-defau
-A neutron-13-agent-FORWARD -i gr-+ -j neutron-13-agent-fwaas-defau

-A neutron-l13-agent-iv4@leaSb3a -m state --state INVALID -j DROP

-A neutron-l3-agent-iv4@leaSb3a -m state --state RELATED,ESTABLISHED -3 ACCEPT
-A neutron-13-agent-iv4@leaSb3a -p tcp -m tcp --dport 80 -j ACCEPT

-A neutron-13-agent-ov4@leaSb3a -m state --state INVALID -j DROP
-A neutron-13-agent-ov4@leaSb3a -m state --state RELATED,ESTABLISHED -j ACCEPT
-A neutron-13-agent-ov4@leaSh3a -p tcp -m tcp --dport 80 -j ACCEPT

Appendix A — Additional Neutron Commands

+

security-group

13_agent_scheduler

external-net

ext-gw-mode

binding

quotas

agent

dhcp_agent_scheduler

provider

router

extraroute
Acrrrcocrooeerormreeees

security-group

L3 Agent Scheduler

Neutron external network

Neutron L3 Configurable external gateway mode
Port Binding

Quota management support

agent

DHCP Agent Scheduler

Provider Network

Neutron L3 Router

Neutron Extra Route
_______________________________________________ +

- —— —— - — — -} =

[root@controller ~]# neutron quota-show
+

floatingip
network
port
router
security_group
security_group_rule
subnet

+ _____________________

[root@controller ~J]# neutron quota-update --tenant-id bleSde8dlcfc45d6al5d9cBcbdd4Zalab N\
» ==floatingip 6 --network 12 --port 23 --router Z --subnet 5

——————— +

Value

floatingip

network

port

router

security_group

security_group_rule

subnet
ferrrcrercrrercrecrere




[root@controller ~]# neutron quota-list --tenant-id bleSde8dlcfc4Sd6alSd9c@chbad2adab
Cmssssssessas Cemmmmeeas Cmmmmes Tmemmmeas Cmssssssssssssses fmmee
| floatingip | network | port | router | security_group | securi




