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]
Dashboard 7]
Favourite graphs Status of Zabbix
Mo graphs added. FARAMETER VALUE DETAILS
Graphs Zahbix serveris running Yes localhost 10051
) Mumber of hosts (enabled/disableditemplates) 60 1772141
Favourite screens
N Jded FMumber of items (enabled/disabled/not supported) 327 258/1/68
o screens added.
Mumber of triggers (enabled/disabled [problem/iok]) 36 367013723
Screens  Slide shows
Mumber of users (online) 4 2
Favourite maps )
Fequired server performance, new values per second 8.37

Mo maps ad
Updated: 22:55:38

Maps

System status

HOST GROUF DISASTER HIGH

FAGE INFORMATION MOT CLASSIFIED

Check of pre-requisites
Configure DE connection

Welcome to

Zabbix server details

Pre-installation summary ]
o Z a b b I X 3 O
| |




ZABBIX Check of pre-requisites

CURREMT WALUE REQUIRED

Welcome

PHF version 5.4.20 540 Ok
Check of pre-requisites
Configure DB connection PHF option "memaorny_limit" 128M 128M [41:4
Zabbix server details PHP option "post_max_size" 32M 160 oK
Pre-installation summary

PHP option "upload_max_filesize" 16M 2M QK
Install - -

PHP option "max_execution_time" 600 300 QK

PHF option "max_input_time" G600 300 QK

PHF option "date timezone" Europe/Riga QK

PHP databases support MySQL oK

PHP bcmath on QK

ZABBIX Configure DB connection

Please create database manually, and setthe configuration parameters for connection to this
wel database. Press "Mext step” button when done.
Welcome
Check of pre-requisites Database type ysQL j
Configure DB connection Datahase host localhost
Zabbix server details

. ) Database port i 0 - use default port
Pre-installation summary
Install Database name | zabhix
User zahbix
Password




ZABBIX Zabbix server details

Please enterthe hostname or hostIP address and port number of the Zabbix server, as well as the
name of the installation (optional).

Welcome
Check of pre-requisites Host | localhost
Configure DE connection Port 10051
Zabbix server details

Iarmne

Pre-installation summary

Install

ZABBIX Pre-installation summary

Please check configuration parameters. If all is correct, press "MNext step” button, or "Back" button to
change configuration parameters.

Welcome

Check of pre-requisites Database type MySQL
Configure DB connection Database server localhost
Zabhix server details Database port default
Pre-installation summary Database name zabhix
Install Database user zabbix

EETTIL

Database password

Zabbixs localhost

@

Zabbixserver port 10051

Zahbbix servername  Zabhix One

]




ZABBIX Install

Details Cannot create the configuration file.
Welcome

Unable to create the configuration file.
Check of pre-requisites
Configure DB connection Alternatively, you can install it manually:

Zabbix server details 1. Download the configuration file

Pre-installation summary 2. Save it as "snwwwihtdocsizabhiwconfizabbix.conf.php”

Install

ZABBIX Install

Welcome

Check of pre-requisites
Configure DB connection
Zabbix server details

Pre-installation summary . . i
Install Congratulations! You have successfully installed Zabbix
frontend.

Configuration file Ysriwwwihtdocsizabbix/confizabbix.conf.php" created.




ZABBIX

Username
Fassword

# Eemember me for 30 days

Sign in

or sign in as guest
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Dashboard 7]
Favourite graphs Status of Zabbix
Mo graphs added. FARAMETER VALUE DETAILS
Graphs Zahbix server is running fes localhost 10051
) Fumber of hosts (enabledidisableditemplates) 38 0r1i3s
Favourite screens
N ed IMumber of items (enabledidisabled/not supported) 0 ofoto
o screens added.
Mumber of triggers (enabled/disabled [problem/iok]) 0 grofqoso
Screens  Slide shows
Mumber of users (onling) 2 1
Favourite maps .
Eequired server performance, new values per second 0
Mo maps added.
Updated: 00:

Maps
System status

HOST GROUP DI HIGH ~ AVERAGE  WARNING  INFORMATION  NOT CLASS

IMo data found.

V] 7]
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FARAMETER VALLIE DETAILS

Zabbhix serveris running fes localhost 10051
Fumber of hosts (enabledidisabledfemplates) 39 0i1fae
Fumber of items (enabledfdisabled/not supported) 1] oraro
Fumber of triggers (enahbledidisabled [problemiok]) i 0doin
Mumber of users (online) 2 1
Fequired server performance, new values per second ]

|| MANE & AFPLICATIONS ITEMS TRIGGERS GRAFHS DISCOVERY 'WEE

|| Zahbbix server Applications 11 ltems &3 Triggers 42 Graphs 10 Discovery 2 Web



Chapter 2: Getting Your First Notification

Inventory

ZABB'X Monitoring

Reports Configuration Administration

Dashboard

Favourite graphs

Mo graphs acd

Graphs

Favourite screens

Screens  Slide shows

Favourite maps
Mo maps added.

Maps

ZABB'X Monitoring

Status of Zabbix

FARAMETER

Zabhix serveris running

IMumber of hosts (enabledidisableditemplates)
Mumber of items (enabled/disabled/not supported)
Mumber of triggers (enabledidisabled [problem/ok])
Mumber of users (online)

Fequired server performance, new values per second

System status

HOST GROUP DI WARMNING

STER  HIGH ERAGE

Mo data found.

Host status

WALLUE DETAILS

Yes localhost10051

39 0/1/38

0 /0o

0 /oo

2 1

0

Updated: 02:

INFORMATION  WNOT CLASSIFIED

HOST GROUP WITHOUT PROBLEMS WITH PROBLEMS TOTAL
Mo data found.
Updated: 02
Last 20 issues
H ISSUE AST CHANGE AGE INFO ACK ACTIONS
Mo data found.
0 of Dissues are shown Updated: 02:
Web monitoring
0ST GROUP 0K FAILED UNKNOWHN
Mo data found.

Inventory Feports

.

Configuration

Updated: 02:

Administration



ser WMedia Messaging

Password | Change password
Language | English (en_GE) j
Theme | System default j
Auto-login |§|
Auto-logout (min 90 seconds) |:|
Fefresh (in seconds) 30
Fows per page a0

LIEL (after login)

ser WMedia WMessaging

Frontend messaging |:|

Message timeout (seconds)

Play sound j

Trigger severity Dﬁecnwer:u'
[ Jmot classified
Dlnfurmatiun
DWarning
Dﬁmerage
[ JHigh
DDisaster
Update

Zabhix server Applications 13 Items 77 Triggers 43 Graphs 12 Discovery2  Web 1
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INTERFACE TEMPLATES STATUS  AVAILABILITY AGENT EMCRYPTION INFO

127.0.0.1: Template App MySQL, Template App Zabbix Server, Template O3 . —

10050 Linwl( (T em||:|llate}.r&.|:::||] Ealjlli}l( .-ﬁ.gentlj | | Disabled ECTHETVEVAGEN [N

MAME a TRIGGERS KEY INTERWVAL HISTORY TRENDS TYPE APPLICATICONS STATUS  INFO
Template App Zabhix Agent: Agent ping Triggers 1 agent ping im 7d 365d Zahbix agent Zahbix agent Enabled
Template 05 Linux: Available memory Triggers 1 wm.memaory.size[available] im Td 365d Zahbix agent Memory Enahled
Template 05 Linue Checksum of letc/passwd Triggers 1 wfs file.cksum[letc/pas swi] 1h Td 365d Zahbix agent Security Enahled
Template OS Linux: Context switches per second system.cpu.switches 1m 7d 365d Zahbixagent  CPU, Performance Enabled

Status of Zabbix

FARAMETER VALUE DETAILS

Zabbix serveris running [{o localhost 10051
Mumber of hosts (enahled/disableditemplates) 39 0r1/38
Fumber of items (enahled/disabledinot supported) 0 arofo
Number ofriggers (enablecdidisabled [probler| O tems assigned to enabled hosts are counted 0 0/0[0/0]
Fumber of users (onling) 2 1

Fequired server performance, new values per second 0

Hostname ‘Atesthust |

visible name ‘ |

Groups  In groups Other groups

Linux servers Database servers
Discovered hosts
Hypemnisors
Metwork devices
| Templates
| UPS devices

‘ Virtual machines
Web servers

FY

Windows senvers

Fame | CPU load

Type | Zabhix agent -

Key | system.cpu.load | Select |

Hostinterface | 127.0.0.1: 10050 -

Type of information | Mumeric (floatf) -




Filter &

Hostgroups | type here to search Select [Mame
Hosts | type here to search Select Show items without data |§|
Application Select Show details |:|

MANE &

LAST CHECK LAST VALUE

-other - (1 [term)

CPU load

2016-02-16 20:44:55 0.05

ZABB'X Maonitoring Inventory Feports Configuration Administration Q, Hsrare ? 2 0

A test host: CPU load Graph Ej E
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Filter &

2016-02-1619:52 - 2016-02-16 20:52 (now!)

U
1h fixed

Atest host: CPU load (1h)
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last  min avg rax

[alll 0.03 0 00332 024
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2016-02-16 20:05 - 2016-02-16 21:05 (now!)
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A test host; CPU load (1h 10m 37s)
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last  min avg Max
[ cPU load  [all] 4] 0 0.0192 0.24

Fame | CPLU load oo high on Atest host for last 3 minutes|

Expression | {A TestHostsystemn.cpu.load.avg(180)1=1 Add

02-16 21:10



SEVERITY STATUS IMNFO  LAST CHANGE » AGE ACK HOST MNAME

- Ok 2016-02-16 22:28:55 13s  ‘Yes Atesthost CPUloadtoo high on Atesthostforlast 3 minutes

Filter &
Triggers status Filter by application | || Select |
Acknowledge status |Any j Filter by hostinventary |Type d| |Remuve
Fuents | Hide all | Add
Minimum trigger severity Show hosts in maintenance @
Age less than D 11 days Shaow details D
Filter by name | |
Fame | Email
Type | Ermail -
SMTP server | mail.company.com
SMTF server port 25
SMTF helo | company.com
SMTP email | zabhhix@company.com
Connection security m STARTTLS | SSLMLS |
Authentication m [armal password |
Enabled I
Update | Clane | | Delete | | Cancel |
User Media Permissions
Media T1vPFE SEMD TO WHEN ACTIVE USE IF SEVERITY STATUS ACTION




Type
Sendto
When active

Lse if severity

Email j

1-7,00:00-24:00

Mot classified
Information
Warning
Auerage

High

Disaster

m
=
a
[=
[1¢]
=1

Action

Conditions

(o

Operations

ame

Default subject

Default message

{TRIGGER.STATUSY {TRIGGER.MAME}

Trigger {TRIGGER.MAME}

Trigger status {TRIGGER.STATUS}
Trigger severity {TRIGGER.SEVERITY}
Trigger JEL {TRIGGER.UEL}

ltem values:

1 {ITEMMAMEL} {HOST.MAMEL H{ITEM KEYL]:

Ikl il 11

Fecovery message |:|

Enabled I

Default operation step duration

Action operations STEPS

K (-

3600 | (minimum 60 seconds)

DETAILS START IMN DURATION {SEC)

ACTION



Operation details

Steps

Step duration

Qperation type

Sendto User groups

Sendto Users
Send only to

Default message

Conditions
Add Cancel

0 (minimum 60 seconds, 0 - use action defaulf)

Send message j

USER GROUF ACTION

ACTION

MAME ACTION



Qperation details

Steps 1 - 1
Step duration 0 | (minimum 60 seconds, 0 - use action default)
Operation type Send message j

USER GROUF ACTION

Add

Sendto Usergroups

USER ACTION
Admin (Zabbix Administraton Fermaove
Add

Sendto Users

Send only to Al o

Default message @
LABEL MAME ACTION
[lew

Conditions
AddCancel

B




Qperation details |

Steps 1 1|
Step duration I:I (minimum 60 seconds, 0 - use action default)
Operation type |Send mMessage LI
USER GROUF ACTION
Add
Sendto Usergroups
USER ACTION
Admin (Zabbix Administraton Fermaove
Add
Sendto Users
Send only to - All - -
Default message @
LABEL MAME ACTION
New
Conditions
Add Cancel

Match all cases

)




1.2

A test host: CPU load (1h)

1. D | PP

0.8

0.6

0.4

0.2

02-16 23:24

M cPU load

& Trigger: CPU load too high on A test host for last 3 minutes

23:26
23:28
23:30
23:32
23:34
23:36
23:38
23:40
23:42
23:44
23:46
23:48
23:50

last  min avg max
[all] 1.o08 0 0.0486 1.08

23:52
23:54
23:56
23:58
02-17
000z

[=1]

B Problem on A test host

CPLU load too high an Atest host for last

3 minutes

2016-02-17 01:15:55

Frontend messaging |§|
Message timeout (seconds) 130

Play sound | Once

Trigger severity @F&emuew

A

alarm_ok

@Nutclaasified no_sound

@Infurmatiun

(| warning
(WlAverage
(W |High

[M|Disaster

Update

alarm_warning
alarm_average
alarm_high

alarm_disaster

Cancel

00:04

00:06
o008

A
M

alarm_information - |

| L L) L

a0:10
00:12

Flay
Flay
Flay
Flay
Flay
Flay

Flay

00:14

00:16
o0:18

Stop
Stop
Stop
Stop
Stop
Stop

Stop

a0:z0

00:22

02-17 00:24



SEVERITY

STATUS

INFO  LAST CHAMGE »

2016-02-17 01:27:25

AGE ACK HOST

5mSds Moz Atesthost

M ANME

CPU load too high on A test host for last 3 minutes

Zahhix agent
Zabhix agent (active)
Simple check
SHMPY] agent
SHMPvE agent
SHMPY3 agent
SEIMP trap
Zahbixinternal
Zahbixtrapper
Zahhix aggregate
External check
Database monitor
Pl agent

S5H agent
TELMET agent
JMK agent
Calculated

3|

A test host

_

Search: A test host

Hosts

HOST P

A

test 127.00.1
host

Host groups

HOST GROUP

Templates

TEMFLATE

DHS

LATEST DATA TRIGGERS EVENTS

Latest data Triggers Events

LATEST DATA TRIGGERS
AFPLICATIONS ITEMS

GRAPHS SCREENS WEB APPLICATIONS ITEMS

Graphs Screens Web  Applications ltems 1
EVEMTS GRAPHS WEB
Io data found

TRIGGERS GRAFHS SCREENS

Mo data found

TRIGGERS  GRAPHS

Triggers 1 Graphs

HOSTS

DISCOVERY

DISCOVERY WEB

Discovery Web

Displaying 1 of 1 found

TEMPLATES

Displaying 0 of O found

WEB

Displaying 0 of 0 found






Chapter 3: Monitoring with Zabbix Agents and Basic
Protocols

Hostname | Another host
Visible name

Groups In groups Other groups

Linux servers ~ Datahase semners ~
Discovered hosts

Hypemisors

Metwork devices

Templates

UPS devices

Virtlual machines

Webh servers

Windows senvers

v Zabhix senvers v

IMew group

Agentinterfaces P ADDRESS DHS MAME COMMECT TO PORT DEFALULT

192 168.56.11 n pus || 10050

Passive

Active

IMame | Web senver status

Type | Zabbix agent j

Key | nettep.servicelhttp,80] Select
Hostinterface | 192.168.56.11 : 10050 j
Type ofinformation | Mumeric {unsigned) j

Datatype | Decimal j

Units

Use custom multiplier \:|

Update interval (in sec) a0
Custorn intervals  1vpPE INTERVAL PERIOD ACTION
FLERS  Scheduling 50 || 1-7,00:00-24:00 Rernove
Add

History storage period (in days) 7



Standard items

KEY
agent.hostname
agent.ping
agentversion
kernel.maxiles

kermnel.maxproc

Type  Zabhix agent

MANME

Agent host name. Returns string

Agent availahility check. Feturns nothing - unavailable; 1 - availahle
Wersion of Zahbix agent. Returns string

Maximum number of opened files supported by OS5, Feturns integer

Maximum number of processes supported by 0S5, Returns integer

netdns[=ip=zone,=type= =timeout=,

=count==protocol=]

Details

Checks if DMNS service is up. Returns 0 - DNS is down (server did notrespond or DMNS resolution failed); 1 - DMS is up

ltem added -

Created: ltem "Web server status" on "Another host".

AVAILABILITY

SHMP

JE PR

Enabled  EEVEESTRRTTaNZnE mera

Getvalue from agent failed: cannot connectto [192.168.56.11:10050]: [111] Connection refused

Filter &

Host groups

| Select | Mame |
type here to search
Show items without data @
Hosts | fype here f rcl Select
osts | pe here to search || elec | Show details |:|
|| Select |

Application |

v [ ] HosT

A Another host

MAME & LAST CHECK LAST VALUE CHAMNGE

-other - (1 ltem)

Web semver status 2016-02-20 00:58:56 1 Graph
v -other - (1 ltem)
CFU load 2016-02-20 00:58:55 0 Graph
Clone I | Clear history and trends | | Delete | | Cancel |
x

Cannot add item

Item with key "nettcp.servicelhttp,,80]" already exists on "Another host".




HOST MAME &

Another host -other - (2 ltems)

S5H senver stafus

Weh senver status

Type of information

Datatype

[ame

Type

ey

LInits

lse custom multiplier |:|

Lpdate interval (in sec)

History storage period (in days)

netifinfif =mode=]

HOST MAME &

Another host - other - (3 ltems)

Zabhix agent (active) j

Fumeric (unsigned) j

Decimal j

60

Incoming traffic on interface $1

LAST CHECK

LAST WALLE

2016-02-2001:1757 1

2016-02-2001:17:56 1

Select

Incoming traffic statistics on network interface. Returns integer

Incoming traffic on interface eth0

HOET HAME &

Another host -other - (3 ltems)

Incoming traffic on inferface enpls8

LAST CHECK

LAST CHECK

LAST VALLE

2016-02-20 01:45:20 173013

Extemal \/ .

- Not supported » Integer item
decimal value PP /\ &

External Internal Decimal .
. > . » Integer item
integer value calculations value OK g

LAST WALLE

CHAMGE

+1296



HOST MAME & LAST CHECK LAST VALLE CHAMGE
Another host -other - (3 ltems)

Incoming traffic on interface enp0s8 2016-02-20 01:50:20 29 -177T00

Ancther host: Incoming traffic on interface enp0s8 (1h)

200 K
150 K
100 K
50K
Q

— 2+ w m o e w wm oo o % w wm oo e % W om oo e w o@m oo oM % W om oo o

n I T - - T T = T~ T T S S R~ -~ S~ S~ S B - BT - S N S SR S S ST R

= - e e T T e e O e e R R T S S R S

= © © o d © © © © © © © © © © © © © ©o ©o ©o ©o ©o o ©o ©o o o o o o

o o

o o

o o4

o o

last  min avg max
W Incoming traffic on interface enpOsg  [all] 20 20 124.75K 17773 K

Another host: Incoming traffic on interface enp0s8 500 latestvalues ~ | JRECRIEEER
TIMESTAMF VALUE

2016-02-20 01:56:19 29

2016-02-20 01:55:19 20

2016-02-20 01:54:19 29

2016-02-20 01:53:19 21

2016-02-20 01:52:19 27

2016-02-20 01:51:19 20

2016-02-20 01:50:20 29

2016-02-20 01:48:20 177729

3 selected | Enable | | Disable | | Clear history | | Copy | | Mass update | | Delete |

Incaming traffic on interface enp0sa 2016-02-20 02:02:19 27 Bps



140 Bps

120 Bps

100 Bps

80 Bps

50 Bps

40 Bps

20 Bps

02-20 01:06

0l:08

01:10

01:12

Ancther host: Incoming traffic on interface enp0s8 (1h)

=+ w o =3 o =t w -] =] o =t w o = =) =t w

—- =1 - I o o o @ o o o @ = = = =

5 & 5 © ® © ©® © ® © © B © B B B B
last min avg max

M Incoming traffic on interface enp0s8  [alll] 127 Bps 21 Bps 67.8Bps 127 Bps

All hosts [ Another host

Hostgroup | type here to search

[RLEa Another host X

Application

Mame like

Key like

Enabled RN TYEMENN  Applications Items3  Triggers

Filter a
Select Type | all j Type of information | all
Select Update interval (in sec) Histary (in days)
Select Trends (in days)

Subfilter affects only filtered data

TYFES
Zabhixagents Zabbixagent (active) 1

T¥PE OF INFORMATIORN
Fumeric floaf) 1 Mumeric (unsigned) 3

WITH TRIGGERS
Without triggers 2 With triggers 1

HISTORY

INTERWAL
301 603

TYFES

TYFE OF INFORMATION
[lumeric (floaty o Mumeric (unsigned) 1

3 2
= =
Graphs

01:52

01:54
01:56
01:58

Discovery rules

-] State

Status
Triggers

Template

02:00

all

all

all

all

0202
0z2:04

Lo
o

=

02-200

Web scenarios



Zabhix agentversion 2016-02-24 20:59:45 3.00

Request: CPU load Passive
—_—
Response: 1.95 agent
e : A
P Request: List of checks Active
Response: CPU load, Diskspace.., agent
_ -
w ) CPU load: 1.95 Active

/‘ Free diskspace on /: 13GB R
. Fan 3 RPM: 4580 agent
. CPU 1 temperature: 48

2 /

Flame | SMTP server status

Type | Simple check j

Fey | neticp.senice[smtp) Select

Flame | ICMP ping performance

Type | Simple check j
key | icmppingsec[=target= =packets=, <interval=,=size= <t Select

Hostinterface | 192.168.56.11 : 10050 j

Lzer name
Password
Type of information | Mumeric (floaf) j
LInits | ms
lse custom multiplier @ 1000
[CMP ping performance 2016-02-25 20:30:34 059 ms
Incoming traffic on interface enpls8 2016-02-25 20:43:58 G4 Bps

Incoming traffic on interface lo 2016-02-25 20:43:58 40 Bps



Overview Group | all j Type Data j Hosts location | Top j E ﬂ

—
8 =
i
& -
5 a
o

ITEMS = .

CPU load 0.21

ICMP ping performance 0.48 ms

Incoming traffic on interface enp0s8 T4 Bps

Incoming traffic on interface lo 40 Bps

SMTP server status 1

S5H semver status 1

Web server status 1

Zabhix agent version 251

3 selected | Enahle | | Disable | | Clear history | | Copy | | Mass update | | Delete |




TypeD Original

Hostinten‘aceD Qriginal

SMMP community| | Original
Contex‘tnameD Original
SecuritynameD Qriginal

Security level | Original

Authentication pmtocoID Original
Authentication passphraseD Qriginal
PrivacyprotocolD Original
PrivacypassphraseD Original

Port_| Original

Type of informationD Original
DatatypeD Original

Units|_| oOriginal

Authentication methodD Original
UsernameD Original

Public keyfile| | Original

Private keyfile[ | Original

PasswordD Original

Custom multiplier (0 - Disabled)D Qriginal
Update interval (in sec)D Original
Custominter\ralsD Original

Histary storage period (in days)D Qriginal
Trend storage period (in days)D QOriginal
StatusD Original

LogtimeformatD Qriginal
StoreualueD QOriginal

ShowvalueD Original

Allowed hostsD Qriginal

Feplace applicationsD QOriginal

Add new or existing applicationsD Original

DescriptionD Original



Value mapping
[] maME 4

|:| APC Battery Replacement Status

[ ] APC Battery Status

|:| Dell Open Manage System Status

Show ualue@ Senice state

SWMTF server status
55H senver status

Weh senver status

WALUE MAF

1 = unknown

2 = notinstalled

3=k

4 = failed

5 = highTemperature

G = replacelmmediately
7= lowCapacity

1 = unknown
2 = patteryMormal
3 = hatteryLow

1 = Other

2 = lInknown

3= 0K

4 = MonCritical

5= Critical

G = [MonRecoverable

j show value mappings

2016-02-25 21:20:00 Down (0)
2016-02-25 21:19:57 Up (1)

2016-02-25 21:19:56 Up (1)



AMOTHER HOST

062 ms
41 Bps
40 Bps
Down (0
Up (1)

Up (1)

Customintervals  1vpg MTERWVAL FERIOD ACTION

FEEEN  Scheduling 3600 || 6-7,00:00-24:00 Remove

3 selected | Enable | | Disable | | Clear history | | Copy | | Mass update | | Delete |

Targettype | Hosts j

Group | Linuxserers - |

Target nother host
test host
copy



ITEMS

CPU load

ICMP ping performance

Incoming traffic on interface enp0s8
Incoming traffic on interface lo
SMTP server status

S5H server status

Web server status

Zahhix agentversion

AMNOTHER HOST
A TEST HOST

0 019
076 ms 0.07ms
53 Bps 859 Bps
41 Bps 194 Bps
Down (0) Up (1)
Up (1) Up (1)
Up (1) Up (1)
300 3.0.0

AMOTHER HOST
A TEST HOST

]
]
(=]
oo

HISTORY

07 ms
Last hour graph
Lastweek graph i1 Bps
Last maonth graph

18 Bps
Latestvalues
Down (0) Up (1)

Up (@

HISTORY

Up (1 Latestvalues

300 300



Custom intervals

Request: CPU load

Response: 1.95

<
<

Request: List of checks

Response: CPU load, Diskspace...

Free diskspace on /: 13GB

~

CPU load: 1.95

Fan 3 RPM: 4580

CPU 1 temperature: 48

Passive

agent
10050

Active
agent

TYFE

IMTERWAL

Flexible

heduling

widlh9

FERICD ACTION

Femuove



Chapter 4: Monitoring SNMP Devices

Hostname | SMMP device
Visible name

Groups Ingroups

SMMP devices

MNew group

Agentinterfaces |F ADDRESS

127001

SMMP interfaces
192.168.56.11

' Use bulk requests

[Hlame

Type

Key

Hostinterface

SMMP 01D

SHMP community

Fort

Type of information

Lipdate interval (in sec)

SNMPv2-MIB::sysDescr .

www

Other groups

Datahase sernvers
Discovered hosts
Hypenisors
Linux servers
Metwork devices
Templates
* | UPS devices
Virtual machines
Web semvers
Windows servers

DMNE NAME COMMECT TO  FORT

n oNs || 10050

n DNS || 161

Serial number

SMMPy1 agent -
upsAdvldentSerialblumber0

192.168.56.11 : 161 j

zomaPowerklet-MIB upsAdvidentSerialklumber.0

public

Character j

86400

DEFALLT

' Remove



TYFE AFPLICATIONS STATUS INFO

SHMPY1 anent Mot sunnorerd n

snmp_parse_oid(): cannot parse 01D "Powerlet-MIB upsAdvidentSerialMumber0®.

Serial number 2016-03-16 22:27:40 XAL123P0
LAST CHECHK LAST WALLE CHAMGE
2016-03-1819:40:07 37 Bps -2 Bps

SHMP interfaces
192.168.56.11

W Uze bulk requests

Fame | SHMP frap tests
Type | SHMP trap j
Fey | snmptrap[test] Select

Hostinterface | 192.168.56.11 : 161 j

Type of information | Character j
SHMP trap tests 2016-03-18 23:17:.48 231746 2016/03/18 PDU IMF. ..
SHMP trap fallback 2016-03-18 23:33:04 23:33.03 2016/03/18 PDU IMF. ..
SHMP trap tests 2016-03-18 23:17:48 231746 2016/03/18 PDU IMF. ..
TIMESTAMP WALLE

23:33:03 2016/83/18 PDU INFO:

cammuni ty public
. . ' -3 B
2016-03-18 23:33:04 receuedfrnm UpP: [127.08.0.1]:54642-=[127.0.0.1]:162
errorindex ]
errorstatus ]
requestid 108168158

Type of information W | Text j



TIMESTAMP WVALUE

A08:14:55 2016/03/19 PDU INFO:

messagelid o
transactionid 11
requestid 973564866
notificationtype TNFORM
version 1
2016-03-10 00:-14°56 rec91v§dfrum UDP:l[12?.0.0.1]:40852—:[12?.a.ﬂ.1]:162
community public
errorstatus ]
errorindex ]
WVARBINDS:
DISMAN-EVENT-MIE: :sysUpTimeInstance type=67 value=Timeticks: (3054527) §:29:05.27
SHMPYZ-MIB; ;snmpTrap0In.a type=6 wvalue=0ID. NET-SMMP-MIBE::netsnmpExperimental

MET-SHMP-MIBE; inetsnmpExperimental type=4 value=STRING: "some other trap"

Details Cannot copy items

Cannot find hostinterface on "Another host" for item key "snmptrapftest]".

Details ltems copied

— Created: ltem "SHMP trap tests" on "Another host".
— Created: ltem "SHMP trap fallback" on "Another host",

Other configuration parameters

Fefresh unsupported items (in sec) G00
Group for discovered hosts | Discovered hosts j
Default hostinventary mode Manual Automatic
Lsergroup for database down message | Zabhix administrators j

Log unmatched SHMP traps W

Feceived SHMP traps 2016-03-1900:41:52 localhost test" MNET-SMMP-MI. ..
TIMESTAMP WALUE
2016-03-18900:41:52 localhost "test" MET-SHMP-MIE: :netsnmpExperimental
TIMESTAMF WALLE
2016-03-1900:44:31 localhost "another HET-SMMP-MIE: :netsnmpExperimental

2016-03-1900:41:52 localhost "fest" MET-SHMP-MIE; netsnmpExperimental



TIMESTAMP WALLUE

2016-03-19 00:47:08 localhost "A very Important Failure" HET-SHMP-MIE:  netsnmpExperimental
2016-03-19 00:44:31 localhost "another  HET-SHMMP-MIE: :netsnmpExperimental
2016-03-18 00:41:52 localhost "test" HET-SHMP-MIE: :netsnmpExperimental

Another host -other - (1 lterm)

snmptraps 2016-03-1911:35:34 192168.56.11 "test" MET-SMM. ..

Does the
host exist?

no

v

Use host snmptraps
item snmptraps

Does item,
having the same key as last part
of the received OID, exist
for his host?

no

i

Does item

snmptraps Use matching host Use matching host
exist for yes item snmptraps and matching item
this host?
Experimental SHMP trap 2016-03-20 03:12:07 152 168.56.11 "est" MET-SMM...
3



Chapter 5: Managing Hosts, Users and Permissions

Host groups

HAME & HOSTS TEMPLATES  MEMBERS IMFD

Discovered hosts Hosts  Templates

Hypenisors Hosts  Templates

Linux senvers Hosts2 Templates Another host, Atest host

SHMP devices Hosts 2 Templates SHMP device, snmptraps
Template App FTF Senvice, Template App HTTF Service, Template App HTTPS Service, Template App IMAP
Service, Template App LDAP Service, Template App MySQL, Template App MIMTF Semrvice, Template App MNTP
Sernvice, Template App POP Sewvice, Template App SMTP Senvice, Template App SSH Service, Template App
Telnet Service, Template App Zabhix Agent, Template App Zabhix Proxy, Template App Zabhbix Server, Template
ICKWP FPing, Template IPMI Intel SE1530, Template IPMI Intel SR1630, Template JMX Generic, Template JWx

Templates Hosts  Templates 38

Tomcat, Template OS5 AlX, Template 05 FreeBSD, Template 05 HP-UX, Template OS Linux, Template 05 Mac
05 ¥, Template 0S5 OpenBsSD, Template OS5 Solaris, Template 05 Windows, Template SHMP Device, Template
SHMP Disks, Template SHMP Generic, Template SMMP Interfaces, Template SHMP OS Linux, Template SHMP
05 Windows, Template SHMP Processors, Template Vit ViMware, Ternplate Virt ViMware Guest, Template Virt
Widware Hypervisor

Virtual machines Hosts  Templates

Zabbix servers Hosts 1 Templates Zabbix server

Displaying 8 of 8 found

Group name | Test group

Hosts  Hasts in Other hosts | Group | SHMP devices j
snother host snmptraps
Atesthost

SEMP device

(]

[

o |

Test group Hosts 3 Templates Another host, Atest host, SHMP device
Linux servers Hosts 2 Templates Another host, Atesthost

SHMP devices Hosts 2 Templates SHMP device, snmptraps



Host name | snmptraps ‘

Visible name | |
Groups Ingroups Other groups
SMMP devices Discoverad hosts
Hypernisors
Linux semvers
‘I\ Templates
Virtual machines
E Zabbix semvers
Enabled v
MNAME & APPLICATIONS ITEMS TRIGGERS GRAPHS DISCOVERY WEB INTERFACE TEMPLATES STATUS AVAILABILITY
Anotherhost  Applications ltems 12 Triggers Graphs Discovery  Weh 123'51058 5611 Enahled
Atesthost Applications lterns 10 Triggers 1 Graphs Discovery Web  127.0.0.1:10050 Enabled
SHMP device  Applications ltems2  Triggers Graphs Discovery ~ Web  127.0.0.1:10050 Enabled
snmptraps Applications ltems 1 Triggers Graphs Discovery Web  127.0.0.1:10050 Enabled

) ) ) ) . Template App MySQL, Template App Zabhix Server, Template
Zahbix server Applications 13 Kems 77 Triggers 43 Graphs 12 Discovery2z  Web 1 127.0.0.1:10050 05 Linux (Template App Zabbix Agend

Disabled

All hosts [ Atesthost  Enabled Je I[MENTEANIZNN  Applications  Items 10

Host Templates [FIMI Macros Host inventory Encryption

Manual Alutomatic

Type

Type (Full details)

Disabled ual Automatic

Type | fest |

Type (Full details) | |




Inventary mode
Type

Type (Full details) [

HOST &

SHMP device

snmpiraps
Field
Overview Details
Host name

Agent interfaces

SHMF interfaces

Monitoring

Configuration

HOST a GROUP

Disabled Automatic

snmp

Criginal

TYPE HOST COUNT w

test 2

snmp 2

GROUFP MAME TYFE 0s SERIAL NUMBER A
SHMP devices, Test group SNmp

SHMP devices, Test group SNmp

Filter &
Type j exactly j SNMp
Filter Reset
SHMP device
IF ADDRESS DHS MAME COMMECT TO FORT
127.0.0.1 IP 10050
192.168.56.11 IP 161

Web Latestdata Triggers Events Graphs Screens

Host Applications Items 2 Triggers Graphs Discovery Weh

Cancel

MAME  TYPE  0OS SERIAL MUMBER A TAG MAC ADDRESS A
SHMP device SHMP devices, Testgroup snmp  Linux (hitp:fwaae kernel.org)
snmptraps SHMP devices, Testgroup sSnMp

Displaying 2 of 2 found



Host Templates IPMI Macros

Disabled

Type | test

Type (Full details)

Mame

Alias

05

05 (Full details)

Qverview Details

Type test

Hostinventory Encryption

~ Full 05 name

05 (Full details) Linuxtesthost 3.11.10-29-default 1 SMP Thu Mar 5 16:24:00 UTC 2015 (338c513) x86_64

Software application A 3.0.0

Cancel

IMaintenance Periods

[[lame

Maintenance fype

Active since

Active till

Description

Atleast one hostor group should be selected.

Hosts & Groups

Formal maintenance
With data collection j
2016 |- 03 |- 23 ao o 0o

2017 |-| 03 -] 24 0o : 00

We keep data during this maintenance|

Cannot add maintenance



Hosts in maintenance . -
In maintenance Other hosts | Group | Linux servers -

st Another host

[«
o

Maintenance period ] -
Feriod type | One fime only :I

Date | 201s|-| u3|-| 23|| nz|:| 45|

Maintenance period length 0Days |1 ~Hours Minutes

MNANE & TYPE ACTIVE SINCE ACTIVE TILL STATE  DESCRIPTION
Mormal maintenance With data collection 2016-03-23 00:00 2017-03-24 00:00 Active We keep data during this maintenance
HOST HAME DESCRIFTION

Atesthost ~  CPU loadtoo high on Atest host for last 3 minutes Add

Mormal maintenance [Maintenance with data collection] L found
We keep data during this maintenance

Last 20 issues

HOST ISSUE LAST CHANGE AGE INFO ACK  ACTIOMS

loflissueis shown Updated: 03:02:28




Dashbhoard filter
Hostgroups
Hosts

Triggers with severity

W

Trigger name like

Frahlem display

Mame
Maintenance type
Active since
Active till

Description

Maintenance period
Feriod type

Date

Maintenance period length

Add Cancel

NAME & TYPE
Maintenance with all data dropped

HMormal maintenance

Mo data collection

With data collection

Enahled

[ Show hosts in maintenance

(w1t classified
[ Infarmation
I~ W arning

[ Average

[+ High

[ Disaster

All

h

laintenance with all data dropped
["o data collection j

2016 03 23 oo oo

2017 03 24 0o 0o

We don't need no data

| Clone | | Delete | | Cancel |

ACTIVE SINCE ACTIVE TILL

2016-03-23 00:00 2017-03-24 00:00

2016-03-23 00:00 2017-03-24 00:00

STATE
Active We don'tneed no data

Active  We keep data during this maintenance



Maintenance period

FPeriod type Daily j
Every day(s) 1
At (hour:minute) 13 |: i
Maintenance period length 0Days |1 jHuurs i jMinutes
Add Cancel
Maintenance period
Feriod type Weekly j
Every week(s) 1
Day of week Ianday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday
At (hour:minute) 13 |: i
Maintenance period lenagth 0 Days |1 jHuurs i jMinutes

Add Cancel



IMaintenance period
FPeriod type Ianthly j

Ianth January July

February  August

Iarch September
Agaril October
[MEV Fovember
June December
Date Day of week
Day of month 13
At (hourminute) 13 |: i
IMaintenance period length 0Days |1 jHuurs i jMinutes

Add Cancel



Maintenance period
Period type Manthly j

IMonth January July
February  August

Iarch September

April Qctoher

REV Fovemhber

June December
Date Day
Day of week First j

Monday

Tuesday

Wednesday

Thursday

Fricay

Saturday

Sunday
At (hour:minute) 13 i
Maintenance period length 0 Days |1 jHuurs i jMinutes

Add Cancel




Default authentication

LDAP host

Fort

Base DM

Search attribute

Eind D

Bind passwaord

Test authentication

Login

ser passwaord

ALIAS & MAME SURMAME USER TYPE

Admin Zabhix Administrator Zabbix Super Admin

guest Zabbix User

Internal LDAP HTTF

389

Admin
LLL 111}
[rmust be avalid LDAP user]

Admin

Update

GROUPS IS OMLINE? LOGIN FRONTEMND ACCESS DEBUG MODE STATUS
Zabbix administrators  Yes (2016-03-24 12:15:03) Ok System default Dizabled Enabled
Guests Mo (2016-03-23 02:35:08) Ok System default Disabled Enabled

"o access to the frontend

@ Zabbix administrators

English {en_US5)
Czechics_CI)
French (fr_FR)
[talian (it_IT)
Korean (ko_KR)
Japanese (ja_JP)
Polish (pl_PL)
Portuguese (pt_ER)
Fussian (ru_REL
Slovak (sk_SK)
Ukrainian {uk LA)

Systemn default
Elue
Dark




ser

WMedia Fermissions

Alias

[ame

Surmame

Groups

Passwaord

Language

Theme

Auto-login

Auta-logout (min 90 seconds)

Fefresh (in seconds)

Fows per page

IEL (after login)

monitoring_user

manitaring

Lser

Zabbix administrators | Add |

| Delete selected |

| Change password |

English {(en_GE) -

System default -

L]

60

50

tr_status.php

Update | Delete | | Cancel |

FPassword | Change password |

Zahhix Admin
Zabhix Super Admin




Hostgroups READ-WRITE

READ ONLY

DENY

Discovered hosts
Hypernisors
Linux servers
SHMP devices
Templates

Test group
‘Wirtual machines
Zahbix semvers

Hosts

Another host

Atesthost

SHMP device

snmptraps

Template App FTF Senice
Template App HTTP Service
Template App HTTFS Service
Template App IMAP Senvice
Template App LDAF Service
Template App MySQL

<

MAME &

Disahled

Enabled debug mode

Guests

Mo access to the frontend

Zabhix administrators

Usergroup  Permissions

Composing permissions

Calculated permissions

Host groups

Hosts

# MEMBERS
Users
Users
Users1 guest
Users

Users2  Admin (Zabhix Administrator), monitoring_user (monitoring user)

M clefault
Internal
Dizahled

READ-WRITE READ ONLY

FROMTEMND ACCESS

Systemn default

DEEBUG MODE

Disahled

STATUS

Disahled

Systemn default

Enahbled

Enahled

Systemn default

Disahled

Enahled

Disabled

Systemn default

Disahled

Disahled

DEMY

Enabled

Enabled

Delete selected Delete selected

READ-WRITE READ OMLY

Delete selected

DEMY

Discovered hosts
Hypenisors
Linux servers
SHMP devices
Templates
Testaroup
virtual machines
Zabhix servers

Another host

Atesthost

SMMP device

snmpiraps

Termplate App FTP Senice
Template App HTTP Service
Template App HTTPS Service
Template App IMAF Senice
Template App LDAP Service
Template App MySQL

<




Composing permissions FEAD-WRITE
SMMP devices

Add Delete selected

Calculated permissions

Host groups READ-WRITE
SHMP devices

Hosts | spP device

snmpiraps

READ OMLY

Linux senvers

Add

READ OHLY

Linux servers

Another host
Atesthost

Delete selected

DEMY

Add Delete selected

DENY

Discovered hosts
Hypernisors
Templates

Test group

Wirtual machines
Zabhix servers

Template App FTP Senvice

Template App HTTF Semice '
Template App HTTPS Service

Template App IMAP Service

Template App LDAP Service

Template App MySQL

Template App MIMNTP Service

Template App MTP Senice

Template App POFP Sernvice

Template App SMTP Service v

Cur users Users 1 monitoring_user (monitoring user) Systemn default Disabled Enabled

Usertype | Zabbix Admin

Inventory ~ Reports  Configuration

Z ABB | X BRGRIEE

Hosts Group |all |
| NAME a APPLICATIONS ITEMS TRIGGERS GRAPHS VERY WEB INTERFACE TEMPLATES STATUS AVAILABILITY AGENT ENCRYPTION INFO
Displaying 0 of 0 found
ALIAS & I AME SURMAME USER TYPE GROLUPS 15 OMLIME? LOGIN FROMNTEMD ACCESS DEBUG MODE STATUS
) ) . Zahbix Super . - Yes (2016-03-24 )
Admin Zahbix Administrator ; " Zahbix administrators o o Ok System default Dizabled Enahled
Admin 16:01:12)
advanced_user advanced user Zabbix Admin  Zabbix administrators Mo Qk System default Disahled Enabled
guest Zabbix User Guests o Ok System default Dizsabled Enahled
- oo ) Our users, Zahbix es | 03-24 )
monitoring_user monitoring  user Zabbix User == » Ok System default Dizabled Enahled

administrators 16:01:08)



Groups | Qurusers Add
Zabbix administrators

Zabbix user
type|Zabbix User Zabbix Admin Zabbix Super Admin
Permissions
Read-write Read only
Read only Read only

Deny
MAME & AFFLICATIONS ITEMS TRIGGERS GRAFPHS DISCOVERY WEE INTERFACE TEMFLATES STATUS
Another host Applications ltems 12 Triggers Graphs Discovery Web 18216856.11:10050 In maintenance



Chapter 6: Detecting Problems with Triggers

[tern  Another host: SMTP server status Select

Function | Last{mostrecent) Tvalue is = [

Last of (T) Time =
Time shift Time
[0

Insert Cancel

Severity Mot classified Information Warning Average High Disaster

Trigger Dependencies

Fame | SMTP semvice is down

Expression | {Another hostnettcp.senice[smtpl.last]l=0 Addd

Expression constructor

Multiple FEQELEM events generation

Description

LEL

Severity Mot classified Information Warning High
Enabled ]

Disaster



AMOTHER HOST

I A TEST HOST

TRIGGERS
CPLU load too high on A test host for last 3 minutes

SMTP semnvice is down

{Another host : net tep.servicelsmtpl . last( )} = 0
- SN AN ,./ R/_/
2 ~ '
Host name ltem key with Trigger function Operator and
parameters with parameters comparison
(empty here) value
[tem  Another host Web server status
Function | Lastimostrecent) Tvalue is = I LI

s
Time shift | Time

Cancel

Trigger Dependencies

Dependencies  pjanE ACTION

Another host SMTP service is down

SEVERITY FANE & EXFRESSION

- SMTP semnvice is down {Another hostnettcp.senvice[smipllasy)}=0

Weh semvice is down
Depends on: {Another hostnettcp.senicelhttp,, 80] lasy)}=0
Another host: SMTP semvice is down




SEVERITY

SEVERITY

TRIGGERS

CPLU load too high on A test host for last 3 minutes

I A TEST HOST

SMTF semvice is down

Web senvice is down

AMOTHER HOST

A TEST HOST
II AMOTHER HOST

‘_H

Dependent

- Webh senvice is down

Depends on:

- SMTP service is down

STATUS INFO LAST CHANGE w AGE ACK HOST I AME
2016-04-05 15:49:01 35 Mo 1 Another host 1 Web senvice is down
STATUS IMFO LAST CHANGE w AGE ACK HOST MANE

PROBLEM 2016-04-0515:51:00 3s Mos  Another host 1 SMTP senice is down

Dependent:
- Web semvice is down

DESCRIPTION

Show

DESCRIFTION

Add



Dependencies 1 alE ACTION

Another host: Testfile is missing Femove

Web service is down

A

SMTP service is down

A

Testfile is missing

SEVERITY STATUS IMFC LAST CHAMGE v AGE ACK HOST HAME DESCRIFTION
Warning oK 2016-04-05 16:12:25 1mds Mol Another host 1 Tesffile is missing Add
Average FPROBLEM 2016-04-05 15:51:00 22m 29s IMo&  Another host 1 1 SMTP senice is down Add

Values available

— - ~

12:00:00 13:00:00

Time-shift jumps back one hour and looks
for the values in the past from that moment



Trigger severities

ot classified

ot classified

. 97AAB3

Information | Information . T499FF
Warning | Warning FFCE59
Average | Average FFAOSS

High | High I E97659
Disaster | Disaster B E4s959
Info

Custom severity names affect all locales and require manual tfranslation!

| Feset defaults |

Trigger displaying options

Unacknowledged PROBLEM events [ ocoooo [ Mblinking
Acknowledged PROBLEM events [ ocoooo [ Mlblinking
Unacknowledged OK events [ 00as00  [Mjblinking

Acknowledged OK events |[JJfj 00as00 [ Mjblinking

Display Ok triggers for | 1800 seconds

On status change triggers blink for | 1800 seconds

| Reset defaults




Event details

Event source details Acknowledges
Host Another host TIME USER MESSAGE
Trigger Incorrect clock on Another host Mo data found.
Severity Warning )
Message actions
Expression {Bnother STEP  TIME TYPE  STATUS  RETRIES LEFT  RECIPIEMT(S) WMESSAGE
ho tern.localtime fuzzytime(30)}=0 - ‘ e - L= dhmma
Event PROBLEM: Incorrect clock
. Mormal on Another host
generafion
Disabled Mo Trigger: Incorrect clock on

Event details

Another host

Trigger status: PROBLEM
Trigger severity: Warning
Trigger URL:

Event Incorrect clock on Another host

Time 2016-04-08 00:26:56 2016-04-08

Acknowledged Mo

Admin [Zabbix Itermn values:

1 Email  Sent Administrator)

00:26:57 1. Localti Anoth
user@company.tld ocal time (Another

host:system.localtime):
2016.04.07 13:29:23

2. UNENOWH*
(*UMEROWN* *UNMENOWR*):
HURKMOWN*

3t UNMENOWH®
(PUMEMOWN* S URNKMOWN*:
HURKNOWN*

Qriginal event ID: 335

Command actions
STEP TIME STATUS COMMAND ERROR

Ilo data found.

Event list [previous 20]
TIME STATUS DURATION AGE ACK ACTIONS

2016-04-08 00:26:56 PROBLEM 32m9s 32m 8s Mo 1

As values go down,
resolve when lower
threshold is passed

20

15

As values go up,
fire when upper
threshold is passed

INF©



No hysteresis

Time

Timestamp

2010.Mar.10 19:35:19
2010.Mar.10 19:34:49
2010.Mar.10 19:34:19

Release

—

2010.Mar.10 19:33:49
2010.Mar.10 19:33:19
2010.Mar.10 19:32:48

Release

e

2010.Mar.10 19:32:18
2010.Mar.10 19:31:48

Release

——————

2010.Mar.10 19:31:18

2010.Mar.10 19:30:48
2010.Mar.10 19:30:18
2010.Mar.10 19:29:48

Value Hysteresis
12
——— Release
16
18
—— No release
20
21
—— No problem
19
—— No release
22
18_ No problem
] No release
o —— B
19
16
13




Chapter 7: Acting Upon Monitored Conditions

Action Conditions Operations

Type of calculation | AndiOr j AandB
Conditions | agEL NAME ACTION
A Maintenance status notin maintenance Remove
B Triggervalue = PROBLEM Femove
Mew condition : -
Trigger name j like j
Add
i
Conditions | ageL MAME ACTION
A Maintenance status notin mainfenance Femove
B Triggervalue = PROBLEM Femove
C Host group = Important SHKFP hosts Femove
USER GROLUP ACTION
Ourusers Femove
Add
Send to Usergroups
TIME HOST DESCEIPTION STATUS SEVERITY DURATION ACK
2016-04-13 04:02:56 snmptraps SHMP trap has arrived on snmptraps FEOBLEM s o
2016-04-13 04:02:30 Another host SHMP trap has arrived on Another host OK 1m 25g Io
2016-04-13 04:00:56 Another host SHMP trap has arrived on Another host PROBLEM 1m 34s Mo
Type of calculation | Custom expressioni = ||| Aor (B and C)
AndiCr
And
ar

Custom expression

ACTIONS



se if severity

TIME HO

Type | Email j

Sendto | admin@companytlid

When active | 1-7,00:00-24:00

ot classified
Information
Warning
Auerage

High
Disaster

I'I'I
=
W
=
T
=%

ST DESCRIFTION STATUS SEVERITY DURATIOHN ACK  ACTIONS

2016-04-13 08:16:04 snmptraps SHMP trap has arrived on snmptraps PROBLEM - 56s INo 1 1

RECIFIENT(S)

MESSAGE STATUS INFO

Subject
FREOBLEM: SHMP trap has arrived on snmptraps

Message:

Trigger: SHMP trap has arrived on snmptraps
Trigger status: PROBELEM

Trigger severity: Information

monitoring_user (monitoring user) Trigger URL:

monitoring_user@company.tld

advanced_user (advanced user)

Sent

ltern values:

1. Received SMMP traps (snmptraps:snmptraps): 192.168.56.11 "Critical Error" MET-SHMP-MIB::netSnmpExperimental
2P UMEHOWR® (URKIOWR®  URKMOWR®): *UMKMNOWN*
3 PUMEROWR® (PUNKMOWRN*® URKNOWER®): *UNKNOWN*

Original event |D: 374

Subject
FREOBLEM: SHMP trap has arrived on snmptraps

Message:

Trigger: SNMP trap has arrived on snmptraps
Trigger status: PEOELEM

Trigger severity: Information

Trigger URL:

Mot sent [l

ltem values:

1. Received SHMP traps (snmptraps:snmptraps): 192.168.56.11 "Critical Error" MET-SHMP-MIB::netSnmpExperimental
2. MUMEMOWR® (PUNKMOWRN®  URKNO W) *UNKNOWN*
3 PUMEROWR® (PUNKMOWRN*® URKNOWER®): *UNKNOWN*

Original event |D: 374

FBecovery message @

Fecovery subject | Resolved {TRIGGER.STATUS}{TRIGGER MAME}



Action operations  sTEps DETAILS START IN DURATION (SEC) ACTION

1 Send message to users: Admin (Zabbix Administrator) via all media Immediately Default E
Mew
Steps 1 - &
Step duration G0 | (minimum 60 seconds, 0 - use action defaulf)
Default operation step duration 300 | {minimum 60 seconds)
Action operations  s1eps pETAILS STARTIN  DURATION (SEC)

1-5 Sendmessage 10 users: Admin (Zahbix Administrator) via all media Immediately 60

6-0 Sendmessage 1o users: Admin (Zahbix Administrator) via all media 00:05:00 Default

MNew



Cperation details

Steps 9 - ]
Step duration 0 [ (minimum 60 seconds, 0 - use action defaulf)
Dperation type Send message j

USER GROUF ACTION

Add

Sendto Usergroups

USER ACTION
manitoring_user (monitoring user) Femaove
fdd

Sendto Users

Send onlyto A~

Default message

Subject {TRIGGER STATUS} {TRIGGER.MNAME}

Trigger {TRIGGER.MAME}

Trigger status: {TRIGGER. STATUS}
Trigger severity {TRIGGER. SEVERITY}
Trigger JEL {TRIGGER LUREL}

{ESCHISTORY}

Message
LABEL MAWME ACTION
A Eventacknowledged = NotAck  Femove
Mew
Conditions
Add Cancel
STEFS DETAILS START IN DURATION (SEC)
1-5 Sendmessage to users: Admin (Zabbix Administrator) via all media Immediately G0
6-0 Sendmessage to users: Admin (Zabbix Administrator) via all media 00:05:00 Default
] Send message to users: advanced_user (advanced user)via all media  00:05:00 Default

9 Send message 10 users: monitoring_user (monitoring user) via all media 00:20:00 Default



Default operation step duration

Action operations  s1gps

2-6

STEFS DETAILS

1-

G-

6

5

0

Send message to users: Admin (Zabbix Administrator) via all media
Send message o users: Admin (Zabbix Administrator) via all media

Send message 1o users: advanced_user (advanced user) via all media

1800 | {minimum 60 seconds)

DETAILS START IM DURATION (SEC)
Send message to users: Admin (Zabbix Administrator) via all media 00:30:00 &0
Send message to users: Admin (Zabbix Administrator) via all media 00:35:00 Default

Send message to users: advanced_user (advanced user) via all media  00:35:00 Default

Send message to users: monitoring_user (monitoring user) via all media 01:35:00 Default

START IMN DURATION (SEC)
Immediately 60

00:05:00 Default

00:05:00 Default

Send message to users: monitoring_user {(monitoring user) via all media 00:20:00 Default

Fame

Type

Script name

Script parameters

STARTIN
00:30:00
00:35:00
00:35:00
01:35:00
Test script
Script j
testscript
FARAMETER
{ALERT.MESSAGE}
Add

ACTION

Femove



Type Testscriptj
Sendto | user@domaintld

When active | 1-7,00:00-24:00

Mot classified
Information
Warning
Average

High
Disaster

Lse if severity

m
=
ai
o
[1+]
=1

Cancel

Conditions | apgL I A WE

ACTION
A Maintenance status notin maintenance Femove
B Triggervalue = PROBLEM Femove
c Host = Ancther host Femove
D Trigger name like Web service is down Femaove

SCRIFTS
Detect operating system
Fing

Traceroute

GOTO

Host inventory
Latest data
Trigoers
Graphs

Host screens



FING 192
G4 hytes
G4 hytes
G4 hytes

J168.56.11 (192,168
from 192.168.56.11:
from 192.168.56.11:
from 192.168.56.11:

J56.11) SE(84) hytes of data,

icmp_seq=1 ttl=64 time=8.293 ms
icmp_seq=2 ttl=g4 time=8.2E68 ms
icmp_seq=3 ttl=g4 time=8.363 mns

--- 182.168.56.11 ping statistics ---

3 packets transmitted, 3 received, 8% packet loss,

time 19%98ms

rtt mindavog/max/mdev = ©0,268/0,308/0.363/0,040 ms

MAME a TYPE EXECUTE OM  COMMANDS
Detect operating systern  Script  Server

Fing Script Server {hindping -c 3{HOST.CORNMN} 2=&1

Traceroute Script  Server

starting Mmap 6.40 ( http://nmap.org ) at 2016-04-16 02:27 EEST
Mmap scan report for 192,168,56.11

Host is up (0.00842s latency).

Not shown: 996 filtered ports

FORT STATE SERVICE

22/tcp  open ssh

25/tcp  open smtp

80/tcp  open http

443/tcp closed https

MAC Address: 0B8:00:27:DD:4E:9E (Cadmus Computer Systems)

fusribinftraceroute {HOST.COMNM} 2=&1

sudojusrhin/nmap -0 {HOST.COMM} 2= &1

Aggressive 05 guesses: Netgear DGE34G WAP or western Digital wD Tv media player (94%),

crestron ¥Panel control system (93%), Linux 2.6.31 (92%), Linux 3.0 (92%),
(90%), Linux 2.6.32 - 3.2 (90%)

Mo exact 05 matches for host (test conditions non-ideal)

Metwork Distance: 1 hop

05 detection performed. FPlease report any incorrect results at http://nmap.
Mmap done: 1 IP address (1 host up) scanned in 8.55 seconds

PID LUSER PR NI WIRT RES SHRE =
1 root 20 B 129216 3536 2876
2 root 20 a a a a
3 root 20 a a a a
5 root g -za a il ]
& root 20 a a il ]
7 root rt a a f a
8 root 2n i i il a
9 root 2n i i il a
10 root 20 a a 0] 2]
11 root 20 a a 0] 2]

Linux 3.1 (90%),

USER GROUP

Zabbix administrators

All

All

Linux 2.6.32 (94%),
Linux 3.2 (98%),

org/submit/ .

LEF I P I ¥ T P T T ¥ I s I P R ¥ I 4

0,000
0,000
0,000
0,000
0,000
0,000
0,000
0,000
0,000
0,000

®WCPU %MEM

1,444
o,000
0,000
0,000
0,000
0,000
0,000
0,000
0,000
0,000

HOST GROUF  HOST ACCESS

All

All

All

Read

Fead

Read

Linux 2.6.32 - 3.9 (93%),

Linux 2.6.32 - 2.6.35

TIME+ COMMAND

Lo B o R oo I e R B o B - B o B I ]

(o4
¢1e]
103
oo
Va3
oo
oo
oo
08
V25

24
L4
.39
ele]
c32
ele]
ele]
ele]
e
L83

systemd
kthreadd
ksoftirgd+
kvorker/o+
kvorker/u+
migration+
rcu_hbh
rcuohse
rcu_sched
rcuosse



[ame

Type

Execute on

Commands

Command

Description

Lser group

Host group

Fequired host permissions

Enable canfirmation @

Confirmation text

Execution confirmation

Feboot this system?

Management’Feboot

Script -

Zahhix agent Zabhix server

reloot
Zahbix administrators -
Selected -

Linux sernvers X

| Select |

Write =

Fehboot this system?

Test confirmation

S I



HOST DESCRIFTION STATUS
ﬁn-g-&hn- [EEAY 3 WMl mmmaiss e ol e OK

SCEIFTS
ATS Detect operating system - RERELEN
Ano Management* * Fehoot

Fing

Top CPLU using processes

Traceroute

GOTO

Host inventory

Latest data

Triggers

Graphs

Host screens
Qperation type Femote command -

TARGET ACTION
Mew
Target list
Type Global script -
Script name Management/Eeboot
Targettype | Hosts -
Group | Linux servers -

Target mﬂnuther host
Atesthost

Mo media defined for user "advanced user
{advanced_user)"

SEVERITY

=t



Fame | Top CPU Using processes

Type | Script -

Execute aon Zahhix agent Zahbix server

Commands |top-n1-b|grep-A10 " {]*PID"




Chapter 8: Simplifying Complex Configuration with
Templates

Template name | C_Template_Linux
Yisihle name

Groups In groups Other groups

Discovered hosts
Hypenisors
Important SHMP hosts
Linux semnvers
SHMP devices
Templates
P || Testgroup
Yirtual machines
Zabbix semvers

Mew group | Custom templates

Targettype | Templates j
Group | Custom templates j

Target |§|C_Template_Linux

Copy Cancel

Details ltems copied

— Created: Item "Web server status” on "C_Template_Linux".

— Created: ltem "SSH server status” on "C_Template_Linux".



MAME a
CFU load
Full 05 name

ICMP ping performance

Incoming traffic on interface lo

Incoming traffic an interface enp0s8

SMTP server status

SMMP trap fallback

SMMP trap tests

SSH server status

Web server status

Zabbix agentversion

Link new templates

Linked templates

TRIGGERS KEY

Triggers 1

system.cpu.load

system.uname

icmppingsec

netit.inflo]

netif.injenp0se]

Triggers 1

nettcp. semvice[smip]

snmptrap fallback

snmptrap[test]

nettep.senvice[ssh)

nettcp semvicelhttp, 80]

agentversion

C_Template_Linux X

type here to search

Add

FAME

C_Template_Linux

MAME a

CFU load

Experimental SHIP trap

ICMP ping performance

Incoming traffic an interface enp0s8

Incoming traffic on interface lo

Local time

SMTP server status

SMMP trap fallback

snmptraps

SMMP trap tests

S5H server status

Testfile exists

Web server status

Zabbix agentversion

— Created: ltem "Experimental SMMP trap” on "A test host".

— Created: Item "snmptraps" on "A test host".

— Created: ltem "Local time" on "Atest host",

— Created: ltem "Tesffile exists" on "Atest host"

— Updated: [tem "CPLU load" on "Atest host".

— Updated: [tem "Web server status" on "A test host".

— Updated: Trigger "Web senvice is down" on "A test host".

— Updated: Trigger "SMTF semvice is down" on "A test host",

Select

TRIGGERS

Triggers 1

Triggers 1

Triggers 1

Triggers 1

Triggers 1

KEY

system.cpu.load

netsnmpExperimental2

iemppingsec

netif.infenp0sa]

netif.inflo]

system localtime

neticp service[smip]

snmptrap fallback

snmptraps2

snmptrapftest]

neticp.senice[ssh)

ufs file exists[tmpitestfile]

neticp servicelhttp, 80]

agentversion

ACTION

Linlink

Host updated

— Created: Trigger "SHMP trap has arrived on {HOST.HAME} on "Atest host".



FHAME & TRIGGERS KEY

C_Template Linux CPU load Triggers 1 system.cpu.load

C Template_Linus Experimental SMMP frap netznmpExperimental2
Full 05 name system.uname
C_Template_Linu< ICMP ping performance icmppingsec

Parentitemms C_Template_Linux
Mame [SMTP server status
Type  Simple check

key neticp.senice[smtp]

Hostinterface | 127.0.0.1:10050 -

Llser name

Passwaord

Type of information  Mumeric (unsigned)

Datatype Decimal

nits
TEMPLATES a AFPLICATIONS ITEMS TRIGGERS GRAFHS SCREENS DISCOVERY WEB LIMKED TEMFLATES LINKED TO
C_Template_Linux Applications ltems 14 Triggers&  Graphs Screens  Discovery Web Atesthost
Template App LDAP Semnice Applications 1 ltems 1 Triggers 1 Graphs Screens  Discovery Web
Template App MySQL Applications 1 ltems 14 Triggers 1 Graphs 2 Screens 1 Discovery Web Zabhix server
In Other | group | Linux servers -

Atesthost
Another host

TEMPLATES & AFFLICATIONS ITEMS TRIGGERS GRAFHS SCREEMS DISCOVERY WEE LINKED TEMPLATES LINKED TO

C_Template_Linux Applications Iltems 14 Triggerss  Graphs Screens  Discovery Weh Another host, Atest host



Update interval {in sec)

Custom intervals 1y pE INTER VAL FERICD ACTION

Scheduling | 50 || 1-7,00:00-24:00 Remove

History storage period (in days)

MAME &

C Template Linuw CPU load too high on Atest host for last 3 minutes

HOST [ AKE

Atesthost  CPU load too high on Atest host for last 3 minutes

Another host CPU |oad too high on Anather host for last 3 minutes




Template Linked templates Wacros

Template macros Inherited and template macros

MACRO VALUE
{$CPU_LOAD_THRESHOLD} -1 Remove
Add
| clone | | Fullcione | | Delete | | Delete and clear | | cancel |
HOST MAME

Atest host CPU load too high on Atest hostfor last 3 minutes (over 0.9)

Another host CPU load too high on Another host for last 3 minutes (over 1)

Macros

MACRO VALUE
[$SNMP_COMMUNITY} = public Pemave

Global

{$CPU_LOAD THRESHOLD} =2

v

Template
{$CPU_LOAD THRESHOLD} =1

v

Host
{$CPU_LOAD_THRESHOLD} =0.9




Template name | C_Template_Email
Visible name

Groups  |n groups

Custom templates

Details Cannot update host

Template "C_Template_Linux" with item key "neticp.semnvice[smtp]” already linked to host.

Host Templates IFMI Inventory Encryption

Lmktemplates@ T -
type here to search Select

|i|F!epIace

Clearwhen unlinking

Update Cancel

Details [tems deleted

— Deleted: Trigger "SMTP semvice is down" on "C_Template_Linux".
— Deleted: Trigger "Testfile is missing” on "C_Template_Linux".
— Deleted: [tem "SMTP server status" on "C_Template_Linux".

— Deleted: ltem "Testfile exists" on "C_Template_Linux".

Host Templates IFMI Inventory Encryption

Link templates
lil C_Template_Linux ¥ | C_Template_Email X Select

fype here to search

Feplace
Clearwhen unlinking

Update Cancel




TEMPLATES & APPLICATIONS  ITEMS TRIGGERS GRAPHS SCREEMS DISCOVERY  WEB LINKED TEMPLATES LINKED TO

C_Template_Email  Applications ltemns 2 Triggers 2 Graphs Screens Discovery Weh Another host, Atest host
C_Template_Linux Applications ltems 12 Triggers 5  Graphs Screens Discovery Web Another host, Atest host
Host Templates [P Macros Host inventory Encryption
Linked templates  japE ACTION
C_Template_Email Unlink Unlink and clear
C_Template_Linux Linlink Unlink and clear

Link new templates
fype here to search Select

Update | Clone | | Full clane | | Delete | | Cancel |

Details Host updated

— Unlinked: Trigger "SMTP senvice is down" on "Atest host".
— Unlinked: Trigger "Tesffile is missing" on "A test host".

— Unlinked: ltem "SMTP server status" on "Atest host".

— Unlinked: ltem "Tesffile exists" on "A fest host".

— Templates "C_Template_Email" unlinked fram hosts "A test host".

SMTP server status
C_Template_Linux SHMP trap fallback
C_Template_Linux snmptraps
C_Template_Linux SMMP trap tests

C Template Linux SSH server status

Testiile exists



Details Host updated

— Deleted: Trigger "SMTP semvice is down" on "Atest host".
— Deleted: Trigger "Testfile is missing" on "A test host".

— Deleted: ltem "SMTP server status" on "A test host".

— Deleted: ltem "Testfile exists" on "A fest host".

— Templates "C_Template_Email" unlinked from hosts "A test host".

MNAME a AFFLICATIONS ITEMS TRIGGERS GRAFHS DISCOVERY WEE INTERFACE TEMPLATES
Another host Applications ltemms 14 Triggerss Graphs  Discovery Web 19216856.11: 10050 C_Template_Email, C_Template_Linux

Atesthost  Applications ltems 13 Triggers &  Graphs  Discovery Web 127.0.0.1:10050 C_Template_Linux

Lmktemplates@ B _
type here to search Select

Feplace
Clearwhen unlinking

Templates Group | Custom templates j

MNAME
@ C_Template_Email

@ C_Template_Linux

Template Linked templates WMacros

Linked templates  jae ACTION
C_Template_Email Unlink
C_Template_Linux Unlink

Link new templates
type here to search Select



TEMFLATES

C Template Email_Server (C_Template_ Email, C_Template_Linux)

Parentiterns C_Template_Email = C_Template_Email_Server

‘ Apache httpd ‘ MySQL
| Host

Host macros Inherited and host macros
MACRED EFFECTIWE WALUE TEMFLATE WALUE
{$CPU_LOAD THRESHOLD} =1
{$SNMP_COMMUNITY} = public Change
Add

C_Template_Linux C_Template_Email

C_Template_Email_Server

'

Host




Chapter 9: Visualizing the Data with Graphs and Maps

MAME & LAST CHECK LAST WALUE CHAMGE

-other - (13 [terms)

CPU load 2016-04-27 15:15:25 I Graph

Experimental SHMP trap History

Full 05 name 2016-04-27 15:15:22 Linux testhost 3.12.53-40-defa. .. History

ICMP ping performance 2016-04-27 15:15:32 0.04 ms Graph
v Atesthost -other - (13 ltems)

(] CPU load

Experimental SHMP frap
Full 05 name
[CMP ping performance
|§| Incoming traffic on interface enp0s8

@ Incoming traffic on interface lo

A test host: ltem values (1h)
18M

16M
14M
1.2M
1.0M
08M
0&eM
04 M
0.2M

(=]

04-27 14:58
15:00
15:02
15:04
15:06
15:08
15:10
15:12
15:14
15:16
15:18
15:20
15:22
15:24
15:26
15:28
15:30
15:32
15:34
15:36
15:38
15:40
15:42
15:44
15:46
15:48
15:50
15:52
15:54
15:56
04-27 15:58

last min avg max
M cPU load [avg] 1.04 0 0,143 1.15
M Incoming traffic on interface enpCOs8  [avg] 183 Bps 0 Bps 227.53 Bps 390 Bps
W incoming traffic on interface lo [avg] 257 Bps 225 Bps 164,89 KBps 3.22 MBps

Graph type Stacked



A test host: ltem values (1h)

15:50
15:52
15:54
15:56
15:58

59

15:

-

1.8 M
16M
14M
1.2M
1.0M
08M
0&eM
04 M
0.2M
]
28 3 82 2 2 3 2 5 2 8 4 a8 8 8 8 adas.8w g 3 I ozgo=
£ 4 A A 5 058 4 &4 5 5 58 4 &4 52 2 4 5 04 42 4 48 48 4 58 8
)
-
o
I
last min EW max
W ncoming traffic on interface lo [avg] 246 Bps 225Bps 161.23KBps 3.22 MBps
M Incoming traffic on interface enpCOs8  [avg] 149 Bps 0 Bps 224,82 Bps 390 Bps
M cPU load [ava] 1.01 0 0.1714 1.15
COLOUR ACTION
#DDO000
A test host: CPU load (7d)
0.20
018
016
0.14
0.12
0.10
0.08
0.06
0.04
~ = = = o = = = o = o = < = = = w = = = o =
o ol = = = ol = = = ol = = = ol = = = ol = = = = =
5 ¢ 2 4 8% 3 08 8 8 5 8 8 8 3 8 48 &3 3 8 & B2 g H
- & S 2 2 S
7
I
last min avg max

W CPUload  [avg] 0.0539 0 00948 1,18
& Trigger: CPU load too high on A test host for last 3 minutes (over 0.9)  [= 0.9]

Warking time | 1-3,09:00-17:00;4-5,09:00-15:00

7

18:00
04-2

06:00

12:00



A test host: CPU load (7d)

0.20
0.18
0.16
0.14
0.12
0.10
0.08
0.08
0.04
L 4 o e © M o ® o m o o o % ° e o mn o e o w e o o ~ o o ~
Moo 2 2 2 o4 2 2 @ o =2 2 2 &4 2 e @ @ 2 2 9 o e 2 & @M 2 2 9~
e £ 5 4 2 F 5 A& 2 £ & 4 2 z 858 & A& £ 85 4 2 3 5 &8 A2 2 08 A4 0=
= -
o o
2 2
FLMCTIONMN
A test host: CPU load (7d)
1.2
1.0
0.8
0.6
0.4
0.2 L
0
=] — = = = Xl = = = ] = = = = = = = i = = = [f] = = = [ = = ]
5 &4 &8 &8 2 o &8 2 2 &5 & 8 &8 & 8 2 28 4£4 B 2 8 §5 g8 2 2 5§ 2 8 8§
@ ¢+ § 85 # ¢ £ 4 &£ 4 § & & ¢ & 4 & ¢ 5 4 £ ¢ £ 4 £ 4§ 4 4
~ (=] [=] (=] (=] (=] [=] (=] ~
= -
o o
=+ =+
(=] (=]
last min avg IEN
W cPUload [all 0.0539 0 0.0048 1.19
O Trigger: CPU load too high on A test host for last 3 minutes (over 0.9)  [= 0.9]
Host ‘ vl
You can not switch hosts for current selection.
lterns HAME FUNCTION DRAW STYLE Y AXIS SIDE  COLOUR ACTION
1. C_Template_Linux CPU load al | Line -| et ~|  [Iopoooo
2: C_Template_Linux Incoming traffic on interface enp0s8 |avg = | Line | et | [ F3100
3: C_Template_Linux: Outgoing traffic on interface enp0s8 | avg j Line j Left j .2??4A4 Femove



A test host: CPU load & traffic (1h)

10 K
8K
B K
4K
2K
]
T2 3 ¥ 3 F F F LS8R S 2 2 2 =22 s ozosoaodsosnosoaoR
T T o L T T T - - - - - - - - - - L
— — —
[ [
o o
= =
(=] (=]
last min av max
M CPU load [all] 0 4] 0.0081 0.15
W Incoming traffic on interface enpCs8  [avg] 354 Bps O0Bps 33483 Bps 965 Bps
W Outgoing traffic on interface enp0s8  [avg] 5.03 KBps 0 EBps 2,67 KBps 9,13 KBps
& Trigger: CPU load too high on A test host for last 3 minutes (over 0.9)  [= 0.9]
A NE FURCTION DEAW STYLE Y AXIS SIDE
C_Template_Linw: CPU load all v| Line - | Right - |
A test host: CPU load & traffic (1h)
10 KBps 0.5
g KBps 0.4
& KBps 0.3
4 KBEps 0.2
2 KBps 0.1
0 Bps 0
2 0% 3§ T ST BAAERIE S EEEAaE oA aaEE e e aw Al
~ 5 A A 5 5 A A 5 5w B2 R R R B 22N EAAEAE R R EAREAEER@
— — —
[ [
o o
= =
(=] (=]
last min avg [EYS
M CPU load [all] 0 4] 0.0058 0.15
W Incoming traffic on interface enpCs8  [avg] 339Bps O0Bps 343.25Bps 965 Bps
W Outgoing traffic on interface enp0s8  [avg] 2,39 KBps 0 EBps 2,79 KBps 9.13 KBps
& Trigger: CPU load too high on A test host for last 3 minutes (over 0.9)  [= 0.9]
ltems MAME FUMCTION DREAW STYLE Y AXIS SIDE COLCUR ACTION
2: C_Template_Linux Incoming traffic on interface enp0s8 |avg | Filed region ~| tet ~|  [Jij voccoo Remove

3: C_Template_Linux Outgoing traffic on interface enp0s8 |avg | Filedregion ~| [Let ~| [ 2774 Pemove

-Otb ™ i " i i O0nn
- 1: C_Template_Linux: CFU load | all * | | Line - | | Right - . Dooooo




) A test host: CPU load & traffic
& KBps

5 KEps

(1h)

4 KBEps

3 KBps

2 KBps

1 KEps

0 Bps

59 3§ 3 2 L 28 f 28 2 22 =2 22 2 2§48 38888 a8 8 379
g 3
last min avg [EYS
M Incoming traffic on interface enp0s8  [avg] 510Bps 0Bps 305.31 Bps 510 Bps
M Cutgoing traffic on interface enp0s8  [avg] 1.83KBps 0 Bps 2.9KBps 5.44 KBps
M CPU load [all] 0 0 0,108 0.7
& Trigger: CPU load too high on A test host for last 3 minutes (over 0.9)  [= 0.9]
MAKME FUMCTIZMN DREAW STYLE
1: € _Template_Linwe Incoming traffic on inferface enp0s8 |avg - Gradientline -
2: C_Template_Linux Outgoing traffic on interface enp0sg (avg - Gradientline =
A test host: CPU load & traffic (1h)

& KBps T

5 KEps
4 KBEps
3 KBps
2 KBps
1 KEps |
0 Bps ———— - i : . . i .
26 3 8 A 2 8 3 8§ 8 2 43 5 88 89 38 38 8 F e a3 ¢ Fos =z 3
T T T e B B S S I
- -~
o o
= =
(=] (=]
last min avg [EYS
M Incoming traffic on interface enp0s8  [avg] 549 Bps 0Bps 2959.48 Bps 549 Bps
M Cutgoing traffic on interface enp0s8  [avg] 1.92KBps 0 Bps 2.5KBps 5.44 KBps
W CPU load [all] 0 0 0,108 0.7

& Trigger: CPU load too high on A test host for last 3 minutes (over 0.9)  [= 0.9]

S l.z

1.0

0.8

0.6

0.4

0.2



A test host: Used diskspace (1h)

2.80 GB
2.75 GB
2.70 GB
2.65 GB
2.60 GB
2.55 GB
2.50 GB
22 2 02 o2 23 8 o493 o5 838 2 & 3 o2 0z 3 99 ¥£o03yo3oqoiossogozg o osgoz
SRR R R R " 8 8 8 &8 &8 8 8 8 8 8 8 8 8 & 88 88 8 8 8 58 8 8 8
b
o
(=]
last min avg max
M Diskspace on/ (used) [avg] 2.66GB 266GE 2,66 GB 2.66GB
Diskspace on/ (total) 2016-04-27 23:10:56 58.93 GE

oaxis MM value | Fixed j 0.o000

W oaxis MAX value | Item j C_Template_Linux Diskspace on/ (tofal)

A test host: Used diskspace (1h)

58.93 GB

50 GB

40 GB

30 GB

20 GB

10 GB

0B S S S S|
L= I T - R A A"~ T - - T T - I AL - N - - N~ S . S S ¥~ T - - B o A o IR SN Y- N - - B — N I - S - - B -]
I T T T T - T B T R - S S S S S S T SN 7 ¥ ST, B R T~ ST~ ST~ S~ S S B R S B 1
P R e - - - - - A R T - T
dE d d 8 8 8 8 8 4 8 o &8 8 8 8 @ & & 8 &8 8 8 8 5.8 8 8 4§ 8
h
o
=+
(=]

last mir avg ED

M Diskspace on [ (used) [avg] 266 GE 266 GBE 2.66GB 2.66GB

04-27 23:09

04-27 23:20



A test host: Incoming traffic on enp0s8 with percentile (6h)

& KBps
5 KBps
4 KBEps
3 KBps
2 KBps
lKBpsMWv“’m“LMV—&VWV"ﬂWw—v—MW
0 Bps
%% 83 % 8 % S &% % % 2 % % %2 2 % % 2 2 8 8% 3 2 3
£ R 8 2 2R 2 & 23 3 2 85 & & & 4 omom o Wm & & & & & 84 @
[ [
o o
=+ =
(=] (=]
last min avg max
W incoming traffic on interface enp0s8  [avg] 302Bps 0Bps 52566 Bps 5.05 KBps
& 95th percentile: 2,24 KBps (left)
A test host: Stacked network traffic (1h)
50 KBps
40 KBps
30 KBps
20 KBps
10 KBps
0 Bps
@ om o= 3 4 03 5 3 F L3 8 R 2 2 2 22 =3 2 s 3 o838 o83 an
T S T T T T T T T
[ [
o o
=+ =
(=] (=]
last min avg max
M Outgoing traffic on interface enp0s8  [awg] 1.9 KBps 0Bps 7.58 KBps 42,85 KBps
W Incoming traffic on interface enpCOs8  [avg] 301 Bps 0 Bps 1.5 KBps 5.05 KBps
MHAME TYFE
C_Template_Linux Diskspace on/ (fotal) Graph sum -

C_Template_Linux Diskspace on/{used) Simple j



A test host: Used diskspace (pie) (1h)

W value: 2.66 GB (4.52%)
W value: 58.93 GB (100%)

M Diskspace on ( (used) [avg]
M Diskspace on / (total)  [avg]

A test host: Used diskspace (pie) (1h)

W value: 2.66 GB (4.52%)
W valus: 58.93 GB (100%)

M Ciskspace on f (used) [avg]
B Ciskspace on / (totall  [avg]

A test host: Used diskspace (pie) (1h)

W value: 2.66 GE (4.52%)
W value: 58.93 GE (100%)

M Diskspace on / (used)  [avg]
M Diskspace on / (total)  [avg]



lcan: Add f Eemove Link:

Mew element

Map element

Type Host j

Lahel Atest host

Label location Default j

Host Atesthost X Select
Application Select

Automatic icon selection

lcons
Default Server_(64) ~|
Froblem Default j
Maintenance Default j
Disahled Default j
Coordinates ¥| 39 Y| 27
LURLs 1 & WE URL ACTION
Adil

] o

A test host



7ExT5
100x100

First map

Atest host Another host
oK oK

SCRIPTS
Angtl Detect operating system
Management 3
Fing
Top CPU using processes

Traceroute

GOTO
Host inventory
Latest data

Triggers



HAME TRIGGERS KEY

Link ftmpiseverityl vis file exists[tmpiseverityl]
Link implseverity2 vis file exists[ftmplseverity2]
Link implseverity3 vis file exists[ftmp/severity3]
Warning Latency too high on {HOST.MNAME} {C_Template_Linwvis file exists[timp/severityl] las{)}=0

Link down for 5 minutes on {HOST.MNAME} {C_Template_Linwcyfs file.exists[fimp/severity2] last()}=0

- Link down for L0 minutes on {HOST.MNAME} {C_Template_Linuwxvis file exists[tmp/severity3] lasy)}=0

Mass update elements

Selected elements TYPE MAME
Host Atesthost
Host Another host
Lahkel
Label location Default j

Automatic icon selection

lcon (default) “loud_(24 ~|
lcon (problem) Default j
lcon (maintenance) Default j
lcon (disabled) Default j

ov, | I

| " A test host Another host



Links

Links

Label

Type (OK)
Colour (OFK)

Link indicators

FROM TO LIME INDIC ATORS ACTION
Atesthost Another host Edit

|§| Latency too high on A test host Warning

|§| Link down for 5 minutes on Atest host

@ Link down for L0 minutes an Atest host -

FROM TO LIMK INDICATORS ACTION
Atesthost Another host Edit

. 00CCo0

TRIGGER TYFE COLOUR ACTION

Atesthost Latencytoo high on Atest host Line vI EEEEDO Femove

) o]

First map

Atest host Another host
oK

Link down for & minutes on A test host



First map

Atest host Another host
1 Problem QK
First map
Atest host Another host
2 Problems (s]'4
Element 1 Elerment 2
Elerment 1 Element 2 Elerment 3



First map

Atest host-127.0.0.1
CPU |°§€: 0.37

- )
- -
‘_.f'

Incoming traffic: 1.17 KBps -
Cutgoing traffic: 0 Bps - Anuth&z host

{HOST.NAME} - {HOST.IP}

Expand macros: Off

A test host - 1_2I?.u.n.1
i

A test hostn- 127.0.0.1

Atest host -127.0.0.1
CPU load: 0.03

Incoming traffic: 903 Bps
Outgoing traffic: 1.18 KBps

Atest host -127.0.0.1
CPU load: 0
1 Problem
B

e



UELs

Atest host - 127.0.0.1
CP

U load: 0

1 Problem

l.| 1

~np

Atest host - 127.0.0.1
CP

U load: 0

1 Problem

MAWME

First map

Incoming traffic: 0 Bps
Cutgoing traffic: 0 Bps

First map

Incoming traffic: 0 Bps
Cutgoing traffic: 13.43 KBps

Iap
Trigger

Host group
Image

UEL

Another host
DISAEBLED

Another host
DISABLED

ACTION

Remove



Atest host - 127.0.0.1
CPU load: 0.08
3 Problems
1 Unacknowledged

Minimum trigger severity [[lot classified Information Warning Average - Disaster |

Minimum severity Disaster -
Map element
Type Host -
Lakel {HOST.MAME} - {HOSTIP}

CPU load: {{HOST.HOSTksystem.cpu.load last}

Label location Top -

Host Atesthost X | Select |

Application | Select |

FMame | Zabhbixlogo

Upload | Browse... |zahbix_|ngn_lﬂﬂx2?.png
i |

ame | Map

Upload | Browse.. | map_bg.png

B (o




ZABBIX
Atest host-127.0.0.1

CPU load: 0

Incoming traffic: 0 Bps

-~
.f'ff
Outgoing traffic: 0 Bps " Another host
- L
-\_\-\_"-\—\__\_\_'__.-'f
Background image
o image
1
: i 5 T %
Borge Helsinki A
© .. St. Petersburg
ZABB | X JEC R PR
A test host - 127.0.0.1 A ® SR T AT RS
CPU load: 0.5 Kristiansand Estonia, N7 Xy
oK 0} R * Psko . g
8 . Tver?
I North . Latva faie O |
Seas Sea Denmark . Kebenhavn PR s @l :
~ Lithuania Smolensk "
d e Incoming traffic: 0 Bps S 2 "® m_:; 3
i) United Outgoing traffic: 0 Bps " T )7~ Another hostd
Kingdom = ) BelaruPK 5 ég:yagsu
Ireland ) Be 19 P R
Netherlands Q) Pobed . @ o
Bristol AN @D;"d‘n v S
Channel LS G (S L et )



Greenland
3 Problems

Finland

O

|/
f' Estonia

§ A
£ : atvia —l

Russia

! 3 b X
= l/ Lithuania
Netherlands / o

United Kingdom' Germany

Belgium.

—#Ukraine

: N
,Rﬁstria S ovakia = i

: &

2 - 5

L/FTaNCe g itzerland | Hunary RomaniaMOIdwa q‘ ;
lSIo-eni‘a‘ B , ' \ %

Croatia ‘

N U Bulgaria Georgia™

Italy Balkan countries :

)

Turkey
201-15-01_ 14342008y

Name | fabbix 3.0 |

Mappings INVENTORY FIELD EXPRESSION ICON ACTION
R |Soﬂware application A j | 23.0 ||13bbi’”°ﬂ° j = REmove
Add
Default |Hub_(48) ~|>

o QI



Mass update elements

Selected elements TYFPE I AME
Host Atesthost
Host Another host
Label

Label location j
@Autumatic icon selection |§|

lcon (defaulf)

lcan (problem)

lcon (maintenance)

lcan (disabled)

L/ Lol Lo Lo

)

—

pas &

@aorgv Z A B B | X o @mlsirﬂci % st P;wrsémg ]
1 > [

A test host - 127.0.0.1 A @ B A e
CPU load: 0 Kristiansand Estonia, A\F e
OK @ . '. . |
Tver? -
Seas @Ghsw e Denmark o, Kebenhavn Ty Pl e &
r_ Belfast Incoming traffic: 2.39 KBps ~ Lithuania Smol'a)n;k"x' :
<.,_-© United QOutgoing traffic: 58.66 KBps 7=, A oVpe fwst,i-' 33
: @ OK ¢/ )\ Bryansk
iretand Kingdom 3 Berlin iy Belarus o éw— \
Netheriands @, Poand @ :"s_ ) ¥ }
Bristol VAN @D;udcn i IS N Kie S|
Channel b RECYTIE0Y R Kot 3. 2 LB T



Owner

[Hame

Width

Height

Background image

Automatic icon mapping

lcon highlight

Iark elerments on trigger status change

Expand single prohlem

Advanced labels

lcon label type

lcon label location

Problem display

Minimum trigger severity _ Infarmation | Warning | Average | High | Disaster |

URLS

hbix Administrator) X%

| select |

225

Zabhix 3.0 - |show icon mappings

@I

| Separated

-l

MNAWE

LEL

ELEMENT

ACTION

=

| | Host

h I Remove

Add

~ ‘/\_.\ 7
[_Agother host g0

3

¥
s

pr

Problems™ =

Advanced lahels @

Hostgroup lahel ype

Host label ype

Trigger label type

Map label type

Image label ype

Elementname =
Elementname =
Elementname -

Elementname -

!

Element name

-




Map element

Type

Show

Areatype

Flacing algorithm

Labhel

Label location

Host group

Atest host
Ok

Map element

Type

Show

Areatype

Area size

Placing algarithm

Lahel

Hostgroup -

| Host group Host group elements

.m Custom size |

Grid

{HOST.MAME}

Default -

Linux sernvers X

| Select |

Host group elements

Hostgroup -

Another host
3 Problems

| Host group Host group elements
| Fitto map Custom size

Width | 400 Height| 550
{HOST.MAME}

CPU load: {{HOST.HOSTksystem.cpu.load lastd}




Host group elements

A test host Another host
CPU load: 0.22 CPU load: 0
OK OK

FUMCTION

Map Sharing

Type | Frivate Inaﬂ

Listof user group shares | Jsep cROUPS PERMISSIONS ACTION

Listofusershares | seRs PERMISSIONS ACTION

monitoring_user (monitoring user) | Fead-only EEELRTOCEN Femove

advanced_user (advanced user) EEEDEITEN  Fead-write | Remove
Add
Owner | Admin (Zabbix Administrator) o {
NAME a WIDTH HEIGHT ACTIONS
First map 600 225 Properties Constructor
Host group elements 800 600 Properties Constructor




01 02 03 04

65 06 ‘07 08

FUMCTION




Chapter 10: Visualizing the Data with Screens and

Slideshows

Owner
Mame | Local servers
Columns 2
Fows 1
i |
+
+ Change

Zoom:5m 15m 30m Lh 2h 3h 6h 12h 1d 3d 7d 14d 1m 3m 6m 1y All

4

«e 1y 6m 1m 7d 1d 12h 1h Sm | Sm Lh 12h 1d 7d 1m €m 1y »»

A test host: CPU load & traffic (1h)

40 KBps 0.8
30 KBps 0.6
20 KBps 0.4
10 KBps f 0.2
0 Bps 40

42 5 % & % 3 % g§ 8§ g g ==

@ 3 z z z 2 z 4 z Z S =2 2 s

o — —

n I

o o

i wh

=] o

last min avg MK
M Incoming traffic on interface enp0s8  [avg] 356 Bps 0 Bps 238.77 Bps 2,96 KBps
M Outgoing traffic oninterface enp0s8  [avg] 3.3 KBps 0Bps 901.39Bps 33.75 KBps
W CPU load [all] 0 0 0,012 0.56

Dynamic item
Screens Screens

All screens [ Local servers

Group | all

Select

+ +

Change -

2016-05-03 09:11 - 2016-05-03 10:11 {now!)

il op
1h fixed

A test host: Used diskspace (pie) (1h)

W value: 2.78 GB (4.71%)
W value: 58.93 GB (100%)

M Diskspace on / (used] [avg]
M Diskspace on / [totall  [avg]

j Host| not selected j E



Screens

All screens / Local servers

Atest host - 127.0.0.1
CPU load: 0

s/ ABBI X

Seas qCHsew
f_Belfast
s United
Ireland . Kingdom
Bristol
Channel

Another host: CPU load & traffic (1h)

| Screens J Group | Linux servers ‘j HostjAnotherhos(j n

o R
@H’I'i"ki,@st P'nmﬂ:?wg

o HANEE ...

Kristiansand
o}

Denmark

Incoming traffic: 0 Bps
Outgoing traffic: 0 Bps

<% Another ho_st‘/:’ o
D BelaruPK R @w"‘f'f

Netheriaids
-./'\_.}
YRt

Another host: Used diskspace (pie) (1h)

160 Bps | |
‘ M Value: 58.93 GB (100%)
150 Bps ‘ W value: 1.67 GB (2.84%)
140 Bps | i
130 Bps ‘
120 Bps - - - ‘
o g 2 E E B a @ b4 B 2 = o
S 2 2 2 2 2 2 2 — = = = -
=1 - =]
™ o
o o
n n
o o
last min avg max
@ Incoming traffic on interface enp0s8  [avg] 150 Bps 124 Bps 138.5Bps 153 Bps M Diskspace on / (total)  [avg]
M Outgoing traffic on interface enp0s8  [avg] 146 Bps 125Bps 136.27 Bps 152 Bps M Diskspace on / (used) [avg]
M CPU load [all] 0 0 0 0
2016-05-0215:21:34 Another host SMTP service is down FROELEM
2016-05-02 15:10:00 Anather host SMTP service is down 0K
) A test host: CPU load (1h) SMTP senice is down  PROBLEM
0.3
SMTP service is down oK
0.2
SMTP service is down FROELEM
0.1
: M J{\\“ [\‘ k SMTP service is down oK
0l :
Wm o N T W m o M T W@ O M T WMo N T W m g N T W m O oM T b
ME 2 SIS SIS IicEiisiiiiiziiiiissnoq Updated: 11:56:37
cE 4 ddddddfsdddsdddddddddddd D453 4
== a a3
© ) Change
S =
wn n
o = =
last  min avg max ~ Change —
W cPUload [all] 0 0 00148 023

Change



Triggers info

L -
Rl L2285 016.05.02 224734 Anather host SWTP senvice is down PROBLEM -
Triggers overview Group: Linux sewvers 2016-05-02 22:14:00 Another host SMTP service is down oK -
I 2016-05-02 22:13:34 Another host SMTP semvice is down FROBLEM -
& =
@
i ¢ 2016-05-02 20:30:00 Another host SMTP service is down oK
o]
Z -
o
5 = 2016-05-02 20:29:34 Another host SMTP service is down FEOBLEM -
TRIGGERS ER-
2016-05-02 19:50:30 Another host SWTP semvice is down OK
CPU load too high on {HOST.HMAME} for last 3 minutes (over {§CPU_LOAD_THRESHOLD} - -
. 2016-05-02 19:50:04 Another host SMTP semvice is down FPROBLEM
Critical error from SNMP trap
2016-05-02 18:14:30 Another host SMTP service is down oK
Incorrect clock on {HOSTMAME}
2016-05-02 18:14:04 Another host SMTP i FROBLEM
Latency too high on {HOSTHAME} - nomernos semee s down -
Link down for 10 minutes on (HOSTNAME] - 2016-05-02 16:36:00 Another host SMTP senvice is down oK -
Link down for 5 minutes on {HOST MAME} 2016-05-02 16:35:34 Another host SMTP service is down PROBLEM -
2016-05-02 16:14:00 Anather host SMTP service is down oK
One SSH seice is down
2016-05-02 16:13:34 Another host SMTP service is down PROBLEM
SMTP semvice Is down
2016-05-02 15:22:00 Another host SMTP semvice is down oK
SNMP trap has arrived on {HOST.NAME} - -
" 2016-05-02 15:21:34 Another host SMTP service is down FPROBLEM
Tesffile is missing
Web service is down - Updated 1228 51
Updated: 12:28:31

Zabbix server info N Atest host: CPU load (1h)
0.3 T

Users (online): 4(1)
Logged in as Admin

0.1
Zabbix server is running

?
?

Hosts (minf): 47(5/1/41)

12:02
12:04
12:06
12:08
1z:10
1212
12:14
12:16
1218
12:20
12:22
12:24
12:26

o
=1
&
o

1130
1132
1134
1136
1138
1140
1142
11:44
1146
1148
1150
1152
1154
1156
1158

ftems (midin): 47 (4610/1)

o
o o
05-03 11: 28—

05-03 12:28
bbb s o, zabb ixacon

Triggers (efd){pro]: 20(20/0)(0F20] last  min avg max

ECcPUload [alll 0.02 0 00197 0.27
Updated: 12:28:31

Dt from history. Generated in 0.05 =

Action log
Clock
Data overview

Graph prototype
History of events
Hostgroup issues
Hostissues
Hosts info

Iap

Flain text

Screen

Senverinfo

Simple graph
Simple graph prototype
System status
Triggers info
Triggers overview
LRL




Clock

Graph prototype

Flain text

Simple graph

Simple graph prototype
LRL

SCRIFTS

Detect operating system
IManagement (3
Fing

Top CPU Using processes

Traceroute

GOTO
Hostinventory
Latest data
Triggers
Graphs

Hostscreens

2016-05-0312:22 - 2016-05-03 13:22 (now!)

Ll k| oy
«« ly 6m Im 7d 1d 120 1h 5m | 3m 1h 120 1d 7d 1m 6m 1y »» 1n fixed
A test host: CPU load & traffic (1h)
10 KBps 1.02 A test host: CPU load (1h)
---------------------------------------------------------------- 0.6
5 KBps 051 04
A A A o
0 Bps — 0
8% & & § ¥ g ® 3 8 = = gg 0
a @ 5 - - - - - - b - - - -5
3 g g g
last min avg max s s
M Incoming traffic on interface enp0s8 [avg] 459 Bps 0Bps 275.07 Bps 1.77 KBps last  min avg max
W Outgoing traffic on interface enp0s8  [avg] 0Bps O0Bps 1.0BKBps 14.46 KBps W CPUload [al] 0.06 0 0.0518 0.59
M CPU load [all] 0.06 Q 0.0518 0.59



Cwner

Admin (Zabhix Administrator) X

FMame | First slide show
Default delay (in seconds) 30
Slides SCREEM

1 Local servers

2  Experimental screen

FREFRESH TIME MULTIFLIER
x0.25
¥0.5
Wl
¥1.5
x2
®3
wd
X5

Auta-login @

Auto-logout (min 90 seconds)
Fefresh (in seconds) G0
Fows per page 50

LEL (after loginy | tr_status.php

|

Select

DEL A ACTION

default | Remove

5| Remove

Host ﬁnotherhnstj E



Chapter 11: Advanced Item Monitoring

[Mame | Firstlogfile
Type | Zabhix agent (active) j
key | loglitmpizabbix_logmonflogfilel] Select
Type of infarmation | Log j
Lpdate interval (in sec) 1
First logfile 2016-05-09 10:01:05 2016-08-13 13:03:05 third log ...
TIMESTAMP LOCAL TIME WALUE

2016-05-0910:01:05
2016-05-0910:01:05

2016-05-09 10:01.05

Second logfile

TIMESTAKP
2016-05-09 13:56:55

2016-05-09 13:56:25

2016-08-13 13:03:05 third log entry
2016-08-13 13:02:04 second log entry

2016-08-13 13:01:83 a log entry

2016-05-0911:42:15  2016-08-13 13:04:05 fourth log. ..

LOCAL TIME WALLIE
2015-12-31 83:00;00 rotated second

2016-08-30 630000 rotated first

Multiple PROBLEM events generation [

TIMESTAKP LOCAL TIME WALUE
2016-05-09 14:25:01 15445
2016-05-09 14:25:01 5445
2016-05-09 14:25:01 445

Log time format

wry-MM-dd hhommess



TIMESTAMP LOCAL TIME VALUE

2016-05-08 15:31:52 2016-05-0815:30:13 2016-05-09 15:30:13 a timestamped log entry

Selected | Mark selected j

. as Green

Filter &

[tems list | Atesthost Second logfile

Select rows with value like

Selected | Show selected j

Diskspace on/ (free) 2016-0%-0817:40:05 56.16 GB
HOST FAME & LAST CHECK LAST WVALUE
Another host -other - (1 [tem)
CPU load 2016-05-09 21:06:34 0.94
Atesthost -other - (2 ltems)
Average systemn load for both semvers 2016-05-08 21.06.06 046

CPU load 2016-05-09 21:06:25 0.01



Mame | Average systemn load for Linux servers

Type | Zabhixaggregate j

Fey | grpavallinux servers,system.cpu.load, last] Select
Type of information | Mumeric (floaf) j
HOST MAME & LAST CHECK LAST VALUE

-other - (1 ltem)

CPU load 2016-05-08 21:16:34 1.06
Atesthost - other - (3 ltems)
Average system load for both servers 2016-05-09 21:16:36 054
Average systemn load for Linux servers 2016-05-09 21:16:37 0.54
CFU load 2016-05-09 21:16:55 0
Qpen connections 2016-05-08 21:55:55 33

Qpen connections 2016-05-10 05:14:53 438

Open connections in ESTAELISHED state 2016-05-1005:14:23 2

Open connections in TIME_WAIT state 2016-05-10 05:14:23 45

MAWE & LAST CHECK LAST VALUE

MySQL (1 Iterm)

MySQL select queries per second 2016-05-09 23:36:52 296 qps
MANME a TRIGZERS KEY
MySQL delete queries per second mysql.queries(delete]
MWySQL insert queries per second mysgl.queriesinser]
MySQL update queries per second mysgl.queries[update]

MySOL select queries per second mysgl.gueries[select]



A test host: MySQL gueries (1h])

14 gqps
12 gps
10 gps
8 qps
6 qps
4 gqps
2 qps
0 qps
[=T ] =t o oo [=] il =t o
CH o [} o [} o [} o o
ol [} (] (] ~d (] ~d (] o
(3]
<
[T
[=]

M MysQL delete queries per second
M@ MySOL insert gqueries per second
@ MySOL select queries per second
M MySOL update queries per second

23:38

23:40

[avg]
[avg]
[avg]
[avg]

Certificate expiry time on www.zabbix.com

23:42

23:44
23:46
23:48
23:50

last
0 gps
0.7313 gps
5.88 gps
0.5651 gps

23:52
23:54
23:56
23:58

min
0 gps
0,6215 gps
2.79 gps
0.133 gps

2016-05-09 23:59:21

FMame | Cerificate expiry status

Mappings  ya UE

Certificate expiry status forwww.zabbix.com

MAME &

-other - (1 Item)

Amount of persons in the room

Allowed hosts

05-10

[ T B - B - = B = Y =V IS S ¥ - T - - T |
a2 gz =2 o028 3 g
L= o R o R o o o R o = )
(=]
L=}
N
i
(=]
avg max

0,0009 gps  0.0865 gps
0,7403 gps 1.232 qps

3,92 gps 12,07 gqps
0.2954 qps  0.7647 qps

2019-01-0212:35:38

MAFFED TO ACTION
= | Expires soon Femaove
= | [Does not expire yet Femove

2016-05-10 00:31:22

LAST CHECK

2016-05-10 00:35:18

127001

Does not expire yet (1)

LAST VALUE CHANGE

+1



Fame | Users loggedin (SSH)

Type | S5H agent j

Fey | ssh.orun[system.users)
Hostinterface | 127.0.0.1: 10050 j

Authentication method | Password j
lsername | zabhixest
Password | zabhixtest

Executed script | who | wg -l

Filter &

[tems list | Atesthost Second logfile

Select rows with value like

Selected | Show selected j



Chapter 12: Automating Configuration

eth0
| Discovery rule
ethl
ame | Interface discovery
Type | Zabhixagent j
key | netifdiscovery
Lpdate interval (in sec) 120
KEY IMTERWAL TYPE STATUS IMFO
netif.discovery 2m Zabhix agent Enabled n

Cannot create iterm: iterm with the same key "netif.infenp0s8]" already exists.
Cannot create iterm: iterm with the same key "netif.in{lo]" already exists.

Mame | Incoming traffic on interface $1 (manual)
Type | Labhix agent (active) j

key | netifinfenp0sa)] Select

[nterface discovery: Incoming traffic on lo
[nterface discovery: Incoming traffic on enp0s8
[nterface discovery: Incoming traffic on enp0s3
Warning Interface discovery: Incoming traffic too high for enp0s3 on {HOST.HAME} {Atest hostnetifin[enp0s3]las)}=5K

Warning Interface discovery: Incoming traffic too high for enp0s8 on {HOST.NAME} {Atesthostnetifin[enpOs8llasy)}=5K

Warning Interface discovery: Incoming traffic too high for lo on {HOST.MNAME} {Atest hostnetifin[lo]last])}=5K



ltems MAME FUMCTION DREAW STYLE ¥ AXIS SIDE  COLOUR ACTION

1. C_Template_Linux: Incoming traffic on avg v Gradient line j Left j .1A?C11 Remove
{#IFMAME}

2. C_Template_Linux: Outgoing traffic on avg v Gradient line j Left j .F63100 Remove
{#IFMAME}

Add Add prototype

[nterface discovery: Traffic on enp0s3
[nterface discovery: Traffic on enp0s8

[nterface discovery: Traffic on lo

Discovery rule Filters

Type of calculation | And/Or j
Filters |LABEL MACRO REGULAR EXPRESSION ACTION
A {#IFMAME} matches | AL Io)|lo.+)% B e
Add

Update ‘ Clone | | Delete ‘ ‘ Cancel ‘

The iterm is not discovered anymore and will be deleted in 29d 23h 57m (on 2016-06-10 at 05:54).

Keep lostresources period (in days) | 30

Filesystemn discovery: Free space an vis fs size[f free)
Fesource | Graph prototype j
Graph prototype  Atest host: Traffic an {ZIFMNAME} Select
Max columns 3

Wiclth 400



40 KBps
30 KBps
20 KBps
10 KEps

0 Bps

M Incoming traffic on interface enp0s8 (manual)
W outgoing traffic on interface enp0sg (manual)

W CPU loa

800 Bps
600 Bps
400 Bps
200 Bps

0 Bps

W Incoming traffic on enpos3
M Outgoing traffic on enp0s3

Atest host: CPU load & traffic (1h)

Atest host - 127.0.0.1
C d

PU loa
0K

2 ABBIXE

Seas @GE“W

Belfast
S

ot Kingdom

Bristol
Channel

o United oy,

;0,04

® £
Estonia,
i _{

Latvia %

i P

Kristiansand

05-11 05:30

d

05-11 05:30

A AN A AP A&

w
&=
P
s

05:35

05:40
05:45
05:50

A test host: Traffic

05:55
06:00
06:05

[avg]
[avg]
[all]

on enp0s3 (1h)

T ¥ 8 & £ 8 = =
£ 2 5 &8 © =5 5 B
=1
last min
lavg] 436 Bps 0Bps
[avg] 78Bps O0Bps

06:10
06:15

last
489 Bps

1.1 KBps

0.04

06:20
06:25

avg
328.57 Bps
66.26 Bps

Pekow

o ZBB'X - sHelsini«i L :

M Diskspace on [ (total)
M Diskspace on / (used)

St. Petersburg

Another hg_st;_-_'.
BelaruPX T

Debug

A test host: Used diskspace (pie) (1h)

[ava]
[ava]

Atest host: Traffic on enp0s8 (1h)

Ml value: 58.93 GB (100%)
W value: 2.89 GB (4.91%)

i

Poland
Reniidws. 3 .
0.8
0.6
0.4
0.2
0
= n o
a 9 2
E H B
o
—
b
1
El
min avg max
307 Bps S06.85 Bps 1.45 KE
351 Bps 3.56 KBps 30,12 KE
0 0.0608 0.
40 KBps
30 KBps
20 KBps
10 KBps
0 Bps
o o o® 5 4
@ o8 8 8
=1 =
- -
o o
" "
S =
max
739E W Incoming traffic on enp0s8
248 B I Outgoing traffic on enp0s8

0555

[avg]
[ava]

06:00
06:08

last
347 Bps
507 Bps

06:10
06:15

min
254 Bps
300 Bps

=

06:2
06:25

05-11 06:30

avg
507.27 Bps 1.
3.57 KBps 30,



Atest host - 127.0.0.1
CPU

i
load: 0.21 Kristians and
OK o}

i ZABBIXK
Seas @Ghﬁw = Denmark .
¢ Bulfast Incoming traffic
£ 9 United gy Qutgoing traff
; o : j
Ireland Kingdom J Berlin |
Nerergis By T @
Bristol ) - Dresden T
Channel NPt . ((Gomany, @eby Menditnn. .

Atest host: CPU load & traffic (1h)

7=
Helsinki

R 255 X I

Estonia

e

£ another

St Petersh
® Ry

g

Pshov

Debug

BelarudX T

bhar

A test host: Used diskspace (pie) (1h)

40 KBps
.............................................................. W Valus: 58.93 GE (100%)
W value: 2.9 GB (4.91%)
20 KEps
o Bps M/\:\!\‘_;\\—\A’\D\/ i]'ﬁf( VA
B 3 4 & i = E = 4 a & & S
& 2 8 E 2 ] 2 H H H H 2 =
- -
I s
n un
S S
last min avg mi
M Incoming traffic on interface enp0s8 (manual)  [avg] 865 Bps 307 Bps 572.83 Bps 1.68 [ Diskspace on / (totall [avg]
W Cutgeing traffic on interface enp0s8 (manual) [avg] 14.56 KBps 351 Bps 5.2KBps  37.15 W Diskspace on /(used) [ava]
W CPU load [all] 0.21 0 0.0869
A test host: Traffic on enp0s3 (1h) A test host: Traffic on enp0s8 (1h)
800 Bps 50 KBps
£00 Bps 40 KBps
400 Bps
20 KBps
e M | D’“\‘ il
e eeen B W e Yo o -
0 Bps 0 Bps 4 Bt dt A
£3 % 8 85 5 5 2 =2 8 @ 5 u 48 % 8 3 5 g 2 2 8 8 2 4
s 8 & 2 £ 8 & 5 B8 =8 = ] a2 8 8 & & 5 8 = s £ 3 =
- - - -
= = = =
n wn i i
(=} [=] [=] [=]
last min avy man last min avg
M Incoming traffic on enp0s3  [avg] 444 Bps 0Bps 325.49Bps 7398 B Incoming traffic on enp0s8  [avg] 346 Bps 254 Bps  573.46 Bps 1.
W Cutgoing traffic on enp0s3  [avg] 73Bps 0 Bps 63,092 Bps  248B W Cutgoing traffic on enp0s8  [avg] 535 Bps 300 Bps 5,25 KBps  56.

Graph prototype

Clock

Graph

Graph prototype
Flain text
Simple graph

Simple graph prototype
LRL




Mame

Type

kay

Host interface

SHMP interface discovery
SNMPv2 agent ~|

snmp.interface.discovery

127.0.0.1 161 j

SHMP QID | discoveryfEIFDESCREL, IF-MIECifDescr]
SHMP community | public
Fart
Lpdate interval (in sec) 120

SHMF interface discovery: Incaming traffic on interface enpls3 (SHMP LLDY lld.ifinOctets[enpls 3]
SHWF interface discovery: Incoming traffic on interface [o (SHMP LLD) [ld.iflnDctets(lo]
SHMFP interface discoverny: Incaming traffic on interface enp0s8 (SHMP LLDY lld.ifinOctets[enplsE]
MyS0L database discovery: Database information_schema size mysgl.db.size[information_schema]
WMySOL databasze discovery: Database zabhix size mysql.db.size[zabhbix]

MANE & LAST CHECK LAST WALLUE

MySQL (G lterns)

Database information_schema size 2016-05-11 10:45:42 144 KE

Database zabhix size

2016-05-11 10:45:42 77.B9ME

Character string included
Any character string included
Character string not included
Fesultis TRUE

Fesultis FALSE

L]



Mame | Exclude loophack

Expressions EXFRESSION TYPE EXFRESESION DELIMITER CASE SEMSITIVE ACTION
Pesultis FALSE j

Mof| Remove

Expressions Test

Test string | 142

Test expressions

Result ExPRESSION TYFE EXPRESSION RESULT
Character string included A TRELUE
Fesultis TRUE AM0-9] TRUE
Fesultis FALSE [0-9]% FALSE
Combined result FALSE
=2
File systems for discovery 1 = Mbtrfs|ext2|ext3|extd|ffs|reiser]xds|ffs|ufs|ifs|ifs 2jwds|hfs|ntfs|fat32|zfs)$  [Resultis TRUE]

1 = "ok [Fesultis FALSE]
Metwork interfaces for discovery

2 » "Software Loopback Interface [Resultis FALSE]

Storage devices for SMMP discovery 1 » “Physical memory|virtual memaorylMemory buffers|Cached memory|Swap space)$ [Resultis FALSE]



Fame | Atestdiscovery

Discovery by proxy | Mo proxy -

IPrange | 192.16856.10-20

Delay (in sec) 120

CheckS 1P ping Edit Remove

Device unigueness criteria @IP address

Enabled ||
s

DISCOVERED DEVICE & MOMITORED HOST UFTIME/DOWRMTIME

A testdiscovery (2 devices)

II ICMP FING

192.168.56.10 (testhost) 00:23:22
192 168 56.11 Another host 00:23:20
Checks  icup ping Edit Remove
SMTP Edit Remove
FTP Edit Remove
o
=
o
= =
DISCOVERED DEVICE & MOMITORED HOST LUPTIMEIDOWHMNTIME § E

A test discovery (2 devices)
192.168.56.10 (testhost) 02:07:13

162168.56.11 Another host 020711




ICKP FIMNG
SWTP

I LFTIME I

Discovery check
Discovery object
Discovery rule
Discovery status
Proy

Feceived value
Senvice port
Senice type
Lptime/Downtime

Action Conditions Operations

Action operations  peTalLs

Add to hostgroups: Linux semnvers

KX (-

In groups

Discovered hosts
Linux senvers

Send message
Femote command

Add host

Femove host

Add to host group
Femove from host group
Link to template
LInlink from termplate
Enable host

Disahle host

Set hostinventory mode

ACTION
Edit Eemove



Device uniqueness criteria @yp o inreee

Zabhix agent "system.uname"

Host metadata
Proxy

Evaluate user macro with context:
{$FS_FREE_THRESHOLD:/home}

Global
{$FS_FREE_THRESHOLD: /home}

Global
{$FS_FREE_THRESHOLD}

*

*

Template
{$FS_FREE_THRESHOLD: /home}

Template
{$FS_FREE_THRESHOLD}

*

*

Host
{$FS_FREE_THRESHOLD:/home}

Host
{$FS_FREE_THRESHOLD}




Chapter 13: Monitoring Web Pages

[Mame | Firstpage

LEL | hitp:fweew openstreetmap.orgl

Fost

Yariahles

Headers

Follow redirects |§|
RFetrieve only headers
Timeout 15

Fequired string | OpenStreetiap is a map of the world, created by peo

Fequired status codes | 200

Steps HANME TIMEOUT  URL REQUIRED STATUS CODES ACTION
1. Firstpage 15 sec http:ihwww.openstreetmap.orgl OpenStreetilap is amap 200 Femove
of the world, created by
people like you
2: Traces 15 sec hitp:fwww.openstreetmap.orgiraces/  Public GPS traces 200

Add



HOST

Openstreetap

HMAWE &

Details of web scenario

STEP
First page
Traces

TOTAL

Zoom: 5m

RE

150 KBps
100 KBps
50 KEps

0 Bps

SPEED
31.20 KBps

80.01 KBps

15m 30m 1h All

Main page

: Main page

RESPOMNSE TIME

MUMEER OF STEFS

429.7ms

302.5ms

732.2ms

LAST CHECK. STATUS
2016-05-13 00:46:22 Ok
B
RESPOMSE CODE STATUS
200 oK
200 0K Debug
oK
Filter &
2016-05-13 00031 - 2016-05-13 0106 (now!)
-« gl
35m- fixed

Main page: Speed (1h)

oo o ol =t o o o [z =t w o (=] [ =t w
R I - T~ B~ B~ R B S B < B B B+
S8 8 8 8 8 8 8 8 8 8 8 8 8 8 8
(=]
o
n
un
(=]
[l Cownload speed for step "First page” of scenario "Main page".  [avg]
E Download speed for step "Traces" of scenario "Main page", [avg]

23 9 3
s £ 5 &
last
31.29 KBps
80.01 KBps

Main page: Response time (1h)

oo o o =+ w oo o i =+ w oo = I =+ w
£2 2 2 2 2 =2 8 o 4 &5 8 &8 & @ om
S& &8 &8 &8 &8 &8 & & & &5 &8 & S5 & &
S 8 2 2 8 8 8 28 8 &8 3 8 8 =& =2
4]
In
u
(=]

[l Response time for step "First page" of scenario "Main page".  [avg]

[l Response time for step "Traces" of scenario "Main page".

[avg]

00:48
00:48
00:50

min
3.09 KBps
1.4 KBps

o =3 o =t w oo =]
;o= = = = = i
2 2 8 E E E =
last min
429.7ms  253.4ms  1s
302.5ms  302.5ms

ol =t w o [=] (] =
oo\ nmoe = =
§ 885853 s
avg max
29,30 KBps  53.07 KBps
73.68 KBps  80.01 KBps

00:54

00:52
00:56

avg
120.01ms
338.64ms

00:58
01:00
01:02

max
45 348.1ms
409.5ms

01:04

0l:08

05-13 01:06

0L:06

05-13 01:06




MAKME &

Webpage (9 [tems)

Download speed for scenario "Main page".

Download speed for step "First page” of scenario "Main page”.
Download speed for step "Traces" of scenario "Main page".
Failed step of scenario "Main page".

Lasterror message of scenario "Main page".

Fesponse code for step "First page” of scenario "Main page".
Fesponse code for step "Traces” of scenario "Main page".
Fesponse time for step "First page" of scenario "Main page".

Fesponse time for step "Traces” of scenario "Main page”.

Chromium 37.0 (Linw)
Opera

Opera 25.0 (Windows)

Opera 25.0 (Mac)

Opera 12,16 (Linux)

Opera Mobile 12.02

Opera Mini 9.80
Safari

Safari 7.0.6 (Mac)

Safari 5.1.7 (Windows)

Safari 6.0 (iPad)

Safari 5.0.2 (iPhone)
Others

Kongueror 4,14.2
Lynx 2.8.8rel.2
Links 2.8

Android Webkit Browser 4.4.4

Googlebot 2.1
other ...

LAST CHECK

2016-05-13 01:16:37

2016-05-12 01:16:37

2016-05-12 01:16:37

2016-05-13 01:16:37

2016-05-13 01:16:37

2016-05-12 01:16:37

2016-05-12 01:16:37

2016-05-13 01:16:37

HTTP proxy | http:iuserfpassword]@]proxy example.compor]

LAST VALLE

28.78 KBps

3.16 KBps

54.41 KBps

200

200

45 257.7ms

439.2ms



Steps MAME TIMEQUT URL REQUIRED STATUS CODES  ACTION

1. Firstpage 15 sec hitp:if127.0.0. Lizabhixindex.php Zahhix S1A 200 Femove
2. Login 15 sec hitp:if127.0.0. Lizabhixindex.php 200 Femove
3. Checklogin 15 sec hitp:#127.0.0. Lizabbidindex.php top-nav-profile 200 Remove
4. Logout 15 sec hitp:W127.0.0. Lizahhix 200 Femove

findex.php?reconnect=1&sid={sid}

5. Checklogout 15 sec hitp:#127 0.0 Lizabbiwindex php Signin 200 Femove



Details of web scenario: Zabbix frontend I

STEP SPEED RESFONSE TIME RESPONSE CODE STATUS

First page G8.21 KBEps 45.7ms 200 Ok

Login 242.22 KBps 110.4ms 200 OK

Check login 258.62 KBps 98.1ms 200 QK

Log out 44 26 KBps T0.4ms 200 [s]4

Check logout 86.26 KBps 36.1ms 200 QK

TOTAL 360.7ms 0K

Filter a

Zoom: 5m 15m 30m 1h 2h 3h 6h All 2016-05-13 06:05 - 2016-05-13 12:05 (now!)
. « 3
we 10 5m | 5m 1h »» 6h fixed

Zabbix frontend: Speed (Eh)

1000 KBps |
800 KEps
600 KEps
400 KBps
200 KBps
0 Bps 3
g2 & % £ % & % 2 = & 2 2 £ 5 % 5 £ 5 % 2 2 & 8 25
&5 & & £ 5 = & © & 5 B8 & 83 3 3 = & A& A 4 & & & dao
o o
— - X
in wof
[=] (=] 5
last min avg =
[ Download speed for step "First page" of scenario "Zabbix frontend". [avg] 58.21 KBps 43.55 KBps 77.29 KBps 88,
O Download speed for step "Log in" of scenario "Zabbix frontend", [avg] 24222KBps 181.05KBps 303.13KBps 343.03
M Cownload speed for step "Check login” of scenario "Zabbix frontend". [avg] 258.62 KBps 168.62 KBps 314.85 KBps 358,61
M Cownload speed for step "Log out" of scenario "Zabbix frontend”, [ava] 44,26 KBps 23.86 KBps 43 KBps 47.81
M Download speed for step "Check logout” of scenario "Zabbix frontend”.  [avg] 86,26 KBps 45,74 KBps 86,03 KBps 96,83
Data frem history. Generated in 0.25 sec.
_ Zabbix frontend: Response time (6h)
500ms : . .
400ms I {
300ms
200ms
100ms
0 )
44 R % 2 4 FE % 2 4 8 % 2 084 8 % 2 &8 F % 2 8 & 4 22
8 &8 & £ E z 5 & & 85 2 5 & 0z & 5 & = & 5 4 204 A6 -
=] (=] = =1 — — — H
] “o E
- - X
ih wooE
= 2 3§
last min avg =Y 3
[ Response time for step "First page" of scenario "Zabbix frontend", [avg] 45.7ms 35ms  40.79ms 71.6ms g
[0 Response time for step "Log in" of scenario "Zabbix frontend". [avg] 110.4ms 73.9ms 84.65ms 140.1ms i
M Response time for step "Check login® of scenario "Zabbix frontend". [avg] 98.1ms 71.6ms 8l.62ms 150.5ms B
[l Response time for step "Log out" of scenario "Zabbix frontend". [avg] 70.4ms  65.2ms  73.08ms  130.6ms

[ Response time for step "Check logout" of scenario "Zabbix frontend".  [avg] 36.1lms  32.2Zms  36.58ms 58.1ms

Data from history. Generated in 0.2




MAME & LAST CHECK LAST VALLE

0OSM (3 ltemns)

Opensireethap is 2016-05-13 13:41.21 amap of the world

OpenStreetap main page 2016-05-13 13:41:20 HTTPR/1.1 200 Ok Date: Fri, 13 May 2016 10:41:20 GMT ...

Open3treetvap main page load time  2016-05-13 13:41.21 G04.8ms

Scenario Steps Authenfication

HTTF authentication | Mone j
S5L verify peer
S5L verify host
S5L certificate file
S5L key file

551 key password

HTTF authentication




Chapter 14: Monitoring Windows

What problems do you notice?

[ ] The program worked in earlier versions of Windows but won't install or run now
[ ]| The program opens but doesn't display correctly
[] The program requires additional permissions

[]! don't see my problem listed

Mame ~ Description Status  Startup Type Log On As

':ﬁzabbix Agent  Provides system monitoring Autornatic Local Systern

Mame T Descripticn Status Startup Type Log On As

':%Zabbi:{ Agent  Provides systemn monitoring Running Automatic Local Systemn
HOST MAWME & LAST CHECK LAST WVALUE
Windows host -other - (1 Iterm)

CFLU load 2016-05-14 17:15:52 0.07



[zl Performance

@ File  Action  Mew Favorites  Window  Help |_|5’|£|

— |2 |
[ Console Root EJJL2dd Counters i E3
gﬁ System Monitor | — = r
ﬁ Performance Logs and Alerts 100 ¢ Use local computer counters
. ' Select counters from computer;
an |"~'\windnws| |
70 Perfarmance object:
&0 IF'ru:u:essu:ur j
50 Al counters Al instances
40 % Select counters from list; %" Select instances from list;
01 [=C2Time ]
21 %2C3 Time 1]
% DPC Time J 1
10 % Idle Time
0 % Interrupt Time
% Privileged Time
Last |_ = Pr
Add Evplain |
Colar

4

4 [ Data Collector Sets ||
a | 3 User Defim=d

7 Serve Mew r Data Collector Set
) test View b
b r" System Mew Window from Here
) Event Trz
) Startup E Refresh
4 | g Reports Export List...
4 User Defi
ﬁ = Help
B L Serve



Which performance counters would you like to monitor?

Performance counters:

\Processor_Total}\% Idle Time

Alert whern:

Limit:

Above

v||1

Reqgistry Editor
File Edit Wiew Favorites

|| Finish || Cancel

CPU idle time, % 2016-05-14 17:20:24 9742 %

Help

Kl

orag

5

I:l OpenGLDriversil
=] Perflib

- 2 009
-] PerHwIdst
11771 PaliceGid

[arne: | Daka

! (value not set)

Help 3 The Swskem performance object consists of counters that apply ko,

|r'-'1v ComputeriHEEY _LOCAL_MACHINEYSOFTW ARE | MicrosoftwWindaws MTYWCurrentyersiont Perflibloog 4

File Edit VWiew Favorites Help

4., Perflib

B . _V2Providers

Ju 009

i |y Currentlanguage

>

Ll

b

Mame Type Data

ab] (Default) REG_SZ fvalue not set)

REG_MULTI_SZ 1 1847 2 Systern 4 Memory 6 % Processor Time 10 ...
QEJ Help REG_MULTI_SZ 3 The Systern performance object consists of coun...

Computert\HKEY_LOCAL_MACHINENSOFTWARE \Microsoft\Windows MT\CurrentVersion' Perflib' 009




Walue name:

Courter

Value data:

1
1847
2

System
4

Memary

&

% Processor Time

10

File Read Operations.sec
12

File Write Operations/sec

<]

MNamespace:
roathcimv2

— [WhemServices

Enum Classes. .. | Enum Instances

| COpen ﬂam&apac:&...l

Edit Contex... |

Create Class..

. | Create Instance...

Query.. | Create Refresher...|

Open Class... | Cpen Instance.. |

Motification l}L_.leryl

Delete Class... | Delete Instance.

Execue Method... |

— Method Invocation Options

™ Asynchronous
" Synchronous
% Semizynchronous
[ Use NextAsync {enum. only)

I'ID Batch Court {enum. only)

™ Enable All Privileges
[ Use Amended Cualifiers
[~ Direct Access on Fead Operations

Iﬁﬂ]] Timeout {msec.. -1 for infinite)




WQL: SELECT StandardMame FROM Win32_TimeZone

lobjects | max batch:1  Done

Win32_TimeZone . StandardMame="FLE Standard Time"

Time zone 2016-05-14 18:06:54 FLE Standard Time

General |LogDn|Hﬂmwﬁ'y|Depmdm|

Service name: Dnscache
Display name: DMS Cliert

Description: ’The DNS Cliert service {dnscache) caches Domain H
"

ame System (DMS) names and registers the full

Path to executable:
C\Windows'system 32 svchost exe 4 NetworcService

Startup type: | Automatic

Service status:  Running

Start | | Stop | | Fause | | Resume |

fou can specify the start parameters that apply when you start the service
from here.

Start pararmeters:




DME client senvice state 2016-05-14 18:20:25 0

0 = REunning

1 =Paused

2 = Start pending

3= Pause pending
Windows sernvice state 4 = Continue pending

5= Stop pending

G = Stopped

7 = LInknown

255 = Mo such senice

MS client service state 2016-05-14 18:23:55 Running (0)
SEVERITY STATUS INFO  LAST CHAMGE AGE  ACK HOST MAME
Warning FROBLEM 2016-05-14 19:09:25 20s kMol Windows host DFS client service down on Windows host
Windows service discovery: Sernvice Syshain description senice.info[SysMain,description]
Windows service discovery: Senvice swprv description senice.infolswpndescription]
Windows semvice discovery: Sernvice TabletinputSemnvice description senice.info[TabletinputSernvice, description]
Windows senvice dizcovery: Service sveve description senice.info[sveve,description]
Windows semvice discovery: Service SystemEventsBroker description senice. info[SystemEventsBroker description)
Windows service discovery: Senvice SSDPSRY description senice info[SSDPSREY description]
Service ADWS description 2016-05-14 19:21:58 This senvice provides a Web Service interface to instances of the directory ser...
Sernvice AeLookupSve description 2016-05-14 19:21:59 Processes application compatibility cache requests for applications as they a...
Service ALG description 2016-05-14 19:22:00 Provides support for 3rd pary protocol plug-ins for Internet Connection Sharing
Senice AppHostSve description 2016-05-14 19:22:01 Provides administrative services for IS, for example configuration history and ...

Service ApplDSve description 2016-05-14 19:22:02 Determines and verifies the identity of an application. Disabling this service w. ..



TIMESTAMP LOCAL TIME SOURCE SEVERITY EVEMT ID WVALLUE

An account was logged off.

subject:
Security ID:
Account Hame:

2016-05-14 2016-05-14 Microsoft-Windows- Account Domain:

19:34:38 19:34:37 Security-Auditing

1634
Logaon ID:

Logon Type:

This event is generated when
ID value., Logon IDs are only




Chapter 15: High Level Business Service Monitoring

Customer senvices

Banana

Code repository

Ticketing

— Fineapple

Warehouse analytics

Ticketing

HAME & TRIGGERS KEY

Code repository semnice code_repo

Ticketing service ficketing

Warehouse analytics semice warehouse_analytics
SEVERITY MANME &

Code repository down
Ticketing cown

Warehouse analytics down

root

IMTERVAL HISTORY TREMDS TYFE

and 3654 Zahhix trapper
and 3654 Zahhix trapper
and 3654 Zahbix trapper

EXFRESSION
{IT senices code _repolasy)}=0

{IT senices:ticketing lasy)}=0

APFLICATIONS

IT sernvices

IT sernvices

IT sernvices

{IT senviceswarehouse_analytics lasy)}=0

¥ Customer senices

Banana

Fineapple



Semnice

Status calculation algarithm

Calculate SLA, acceptable SLA (in %) :| 99.05

Trigger

Sortorder (0-=888) | 0

e

Dependencies

Time

Mame

FParent semnvice

Code repository

Banana

Froblem, if at least one child has a problem =

IT senvices: Code repository down

Change

| Select |

Details

Senice

Cannot update service

Ticketing"is already hardlinked to a different service.

Problem, if at least one child has a problem

Problem, if at least one child has a problem

Problem, if at least one child has a problem

Problem, if at least one child has a problem

Problem, if at least one child has a problem

Problem, if at least one child has a problem

Problem, if at least one child has a problem

FROBLEM TIME

I : ;510
I 5052
I 557
I /¢
I o7

SERVICE ACTION STATUS CALCULATION
root Add child
¥ Customer senvices Add child
¥ Banana fAdd child
Code repository fdd child Delete
Ticketing fdd child Delete
¥ Pineapple Add child
Ticketing fdd child Delete
Warehouse analytics fAdd child Delete
SERVICE STATUS REASOHN
root
¥ Customer services OK
¥ Banana oK
Code repository - Code repository down [o]:%
Ticketing - Ticketing down QK
¥ Pineapple OK
Ticketing - Ticketing down OK
Warehouse analytics - Warehouse analytics down OK

I, 00000

TRIGGER

Code repository down

Ticketing down

Ticketing down

Warehouse analytics down

SLA | ACCEPTABLE SLA

97.6180799.0500
99.4048/98.0500
98.2143799.0500
98.2143799.0500
98.2143799.0500

100.0000/899.0500



m 2.3810 97.6190/99.0500

- Only the last 20% of the indicator is displayed.

Today

This weelk
This manth
This year
Last 24 hours

Last 30 days
Last 365 days

YEAR oK PROEBLEMS DOWHNTIME SLA ACCEFTABLE SLA
2016 134d Oh 4m 2d 7h Om 98.3186 99.0500
2015 360d 18h 0m 4d 6h Om 98.8356 99.0500
2014 365d Oh Om 100.0000 99.0500
2013 365d Oh Om 100.0000 99.0500
2012 366d Oh Om 100.0000 99.0500
2011 365d Oh Om 100.0000 99.0500

Period  Daily = | ear

Code repository (year 2016)
100%

90%
80%
T0%
60%
50%
40%
30%
20%

I 10%
0%

by

= !

=

un
un
un
un
ul
Jul
ul
ul
0L.Aug
02.4ug
15.4ug
22.4ug
29.4ug
05.52p
12.5¢p
19.5¢p
26.52p
02.0et
10.0et
17.0e
24.0e
21.0et
07.How
14 Now
21w
28.Now
05.0ec
12.Dec
19.0ec
26.Dec

2. |
5. |

28.0ec
a
22.May
20.M

M oK (%)
W PROBLEM (%)



Period type

[{ote

From

Till

One-time downtime

-

short description

2016 -1 05|- 16 oo 00
2016 - 0&5|- 17 oo || o0
Feriod type | Downtime -
From Sunday =\ Time | hh 2 mim
Till Sunday = Time | hh | mm




Chapter 16: Monitoring IPMI Devices

MANE & LAST CHECK LAST VALLUE
-other - (1 ltem)

System Fan 2 2016-05-18 12:26:49 3348 RPM



Chapter 17: Monitoring Java Applications

JMX interfaces
127001 DMS 12345

‘ Zabhix server

10052 |y
. 12345
‘ Zabbix Java gateway I<~| l

JMK interfaces
127.00.1 “ DHS 12345

(8 Remove



Chapter 18: Monitoring VMware

MAME &

CPU (5 tems)

CPU cores

CPU frequency

CPU model

CPU threads

CPU usage

Datastore (2 ltems)

Average read latency of the datastore datastorel

Average write latency of the datastore datastorel

LAST CHECK LAST WALUE

2015-11-02 10:49:58 4

2015-11-02 10:49:56 2.53 GHz
2015-11-02 10:49:57 Intel(R) ¥eon(R) CPU
2015-11-02 10:49:59 8

2015-11-02 10:59:51 61 MHz

2015-11-02 10:59:44 0

2015-11-02 10:59:45 0



MNAME &

CPU (2 Items)

CPU usage

Number of virtual CPUs

Disks (4 ltems)

Average number of kilobytes read from the disk Hard disk 1
Average number of kilobytes written to the disk Hard disk 1
Average number of reads from the disk Hard disk 1
Average number of writes to the disk Hard disk 1
Filesystems (4 [tems)

Free disk space on/

Free disk space on / (percentage)

Total disk space on /

Used disk space on/

MNAME & TRIGGERS KEY
Event log
Full name
Yersion
Hostname | {#HV.UUID}
Visible name | {#HV.NAME}
Groups | Hypenisors x

Group prototypes
P protolyp {#CLUSTER.NAME}

LAST CHECK LAST WALUE
2015-11-02 11:17:14 10 MHz

2015-11-0211:17:13 1

2015-11-02 11:16:50 O Bps
2015-11-02 11:16:52 1 KBps
2015-11-02 11:16:51 O

2015-11-02 11:16:53 O

2015-11-02 11:16:54 2.64 GB

2015-11-02 11:16:55 68.03 %

2015-11-02 11:16:57 1.24 GE

vmware.eventlog[{SURL}
vmware fullname[{$URL}]

vmware version[{$URL}]

Select

Remove



Host name | {#V'M.UUID}
Visible name | {#VM.NAME}
HOST

A testvitual machine

(ca26d2f7-345c-40ee-bBf6-75341cc8eB4c)

Groups || Virtual machines X Select

Group prototypes

{BHV.NAME} Remove
[#CLUSTER.MAME} (wvm) Remove
Add

Template Virt VM ware

‘ LLD: VMware clusters ‘ LLD: VMware hypewisors‘ LLD: WMware VMs |

Template Vit ViMware Hypervisor Template Virt ViMware Guest

LLD: Disks

LLD: Datastores |

LLD: Filesystems

vV y

LLD: Metwork devices




ViMware SDK

—éb-{ Wiware collectors

!.IIIIIIIIIIIIIllIIIIIllIIIIIIIIIIIIIIII.
£ \Mware cache

n

[

Y

Pollers

SATNENIRR R nnnnennnnL

—»= Zabbix history cache =

illIIIIIlIIIIIIIIIIIIIIIIIIIIIIIIIIIIE

Zabhix
Sener




Chapter 19: Using Proxies to Monitor Remote Locations

Froxy name | First proxy
Proxy mode | Active j

Hosts  Prowy hosts Other hosts

Another host Atesthost

discovered |
IPMI host

E IT senices
Openstreetiap
Register me
¥ || SNMP device
snmptraps
Whiware
Windows host

Description

I (o

MAME &
First proxy: Another host
A test host

IPMI host

Maonitored by proxy #irst FIFD:-:’_',I'; -

EI‘HJ imﬁi
Enabled




Zabbix server -4* Zabbix proxy }< Monitored host‘

Monitored host‘

Local database
Configuration | Collected data

"""——____ —
|
‘ Zabbix server <@———— Zabbix proxy I I-‘ 100 monitored hosts
Passive agents
e
‘ Zabbix server }47 Zabbix proxy >  SNMP devices
IPMI devices

/ Zabbix proxy —# Java gateway

‘ Zabbix server ldf Zabbix proxy —m- Java gateway

T Zabbix proxy —#

Java gateway

MNAME & LAST CHECK LAST WALUE
- other - (1 ltem)

First proxy: last access 2015-11-24 17:14:59 2015-11-20 17:27:53

NAME & LAST CHECK LAST VALLUE
- other - (1 ltem)

First proxy: buffer size 2015-11-26 14:44:59 0

Zabbix server -4—{ Active Zabbix proxy ‘

Zabbix server —D{ Passive Zabbix proxy ‘




Froxy name | First prowy

Interface  |p appRESS DNS MAME COMMECT 7O PORT

192.168.56.11 | | DNS || 10051

Kl



Chapter 20: Encrypting Zabbix Traffic

Host  Templates IPII Macros Host inventory Encryption

Connections to host SMEGEN s PSK. | Certificate

Connections from host /Mo encryption
PIPSK

| |Certificate

PSK identity | secret

PSE | f94c55ab57671af3de922f383ddbad586led79f10222hd2h6a%¢challfaztfdaz2c80hler42d9:
Coas-

MOME § MOME PSK. CERT

INTERFACE TEMFLATES STATUS AVAILABILITY AGENT ENCRYFTIORN IMFO

127.0.0.1: 10050 C_Template_Linux Enabled ZB¥_ SHMP IMX IPMI MNONE

Feceived empty response from Zabhix Agent at[127.0.0.1]. Assuming that agent dropped connection hecause of access permissions.



Chapter 21: Working Closely with Data

Zoom: 5m 15m 30m 1h 2h 3h 6h 12h 1d 3d 7d 14d 1m 3m All

4

TIMESTAMFP WALLIE
2016-06-0319:19:55 g.02
2016-06-0319:19:25 0.03
2016-06-0319:18:55 0.05

A test host: Incoming traffic on enp0s8
2015-11-29 (065:43:49 1448772229 175
2015-11-29 06:43:19 1448772199 169

Details

— Created: item "POP3 server status” on "C_Template_Email™.
— Created: item "POP3 server status” on "C_TemplateEmail_Server”.

— Created: Item "POP3 server status” on "Another host”.
C_Template_Email: POP3 server status neticp.service[popa]

foo = bar

Mapping thi
apping things this = that

MariaDB [zabbix]> select # from users limit 2:

+--mm - +------- H-—m-mm - e it e e T et T +-
| wserid | alias | name | surname | passwd |
R +------- H-—mmmm - R e T +-
| 1 | Admin | Zabbix | Administrator | 5fcelb3e34b520afeffb3TcellcTcdés |
| 2 | guest | | | d41d8cd?Ef00b204e?800798ecT8A2T7e |
T dmm - dmmm B e T TP +-

? rows in set (0.00 sec)



Chapter 22: Zabbix Maintenance

Status of Zabbix

FARAMETER

Zabhix serveris running

Fumber of hosts (enabledidisabledfemplates)
Fumber of items (enabledidisabled/not supported)
FMumber of triggers (enabled/disabled [problemiok])
Fumber of users (onlineg)

Fequired server performance, new values per second

Zabbix performance (1 tern)

Expected NVPS

Zabbix performance (2 ltems)
Expected MVFS

Feal MNVP5

MAWME &
- other - (1 ltem)

Zabhix server uptime

MAME a

- other - (1 ltem)

Zahhix configuration cache, % free

MAME &

Zabbix process busy rates (1 Itern)

Zabhix busy process poller rate

WVALUE DETAILS

fes localhost10051
54 1642741

318 25041167

36 36/0[13727)
4 p

8.1

2015-12-09 11:36:46 813 MVPS

2015-12-0813:17:46 8.17 MVPS

2015-12-08 13:17:47 1.29 MVPS

LAST CHECK LAST WALUE

2015-12-09 20:04:49 00:34:27

LAST CHECHK LAST VALLUE

2015-12-09 20:45:20 9592 %

LAST CHECK LAST WVALLE

2015-12-11 08:52:51 0.69 %



Templates

TEMPLATE APPLICATIONS ITEMS TRIGGERS
Template App Zabbix Agent Applications 1 tems 3 Triggers 3
Template App Zabbix Proxy Applications 1 ltems 21 Triggers 12
Template App Zabbix Server Applications 1 ltems 30 Triggers 26

Amount of unsupported items

Atesthost -other - (1 lterm)

nsupported itermn count

Mew condition

Database error

The frontend does not match Zabhbix database. Current

GRAPHS

Graphs

Graphs 4

Graphss

Event type j = j Triggerin "unknown" state

SCREENS DISCOVERY WEB
Screens Discovery Weh
Screens 1 Discovery Web
Screens 1 Discovery Web

database version (mandatoryoptional): 3000000/3000000.

Required mandatory version: 3000001, Contactyour system

administrator.

Enable internal housekeeping

Trigger data storage period (in days)

Internal data storage period (in days)

Metwork discovery data storage period (in days)

Auto-registration data storage period (in days)

Displaying 3 of 3 found

2015-12-11 17:02:52 &8

2015-12-13 09:06:24 2

A

Retry

Ewvents and alerts

L]

365

365

365

365



TIME

2015-12-12 14.06:12

2015-12-12 14:.06:12

2015-12-12 140511

2015-12-12 140511

2015-12-12 140410

2015-12-12 14,0410

USER IP RESOURCE ACTION (5] DESCRIPTION DETAILS
Admin 127.0.01 User Login 1
Admin 127.0.01 User Logout 1 Manual Logout
Admin 127.0.01 User Login 1
Admin 127.0.01 User Logout 1 Manual Logout
Admin 127.001 User Login 1
Admin 127.0.01 User Logout 1 Manual Logout
Filter &
User | Select |
Action | All -
Fesource | All -
Feset
Mewer
Older Agent Frox Server
Agent
Frowy

Sener




Appendix A: Troubleshooting

No Images



Appendix B: Being Part of the Community

Zabbix.org: Users in #zabbix on freenode (10y)

350

300

250

200

150

100

G-06-12
2007

-
<

M Users in #zabbix on freenode

Jul
2010

Jul
2011

last
[alll] 297.35

— (] — (5]
3 o0 2 o
I ™

min awvg
0 150,09

Jul
2014

max
338

Jul

2015

Jul



