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root @bt:~# wget http://downloads.metasploit.com/data/releases/metasploit-

latest-linux-installer.run

CHORET st WS Rold F AAG

root @bt:~# chmod 755 metasploit-latest-linux-installer.run

root @bt:~#./metasploit-latest-linux-installer.run
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Setup - Metasplolt

Welcome to the Metasploit Setup Wizard,

‘ Mext> Cancal |

License Agreament

Please read ths following License Agreement. You must accept the terms of this
agreement belere continuing with the installation

Rapid? End User License and Services Terms and Conditions

Custoner agress to be hound by the following terms and conditions
(this "Agreement') in comnection with its purchase and use of
certain Rapid? LLC = ("Rapid?"] Software and Services (sach as
defined below). Before installing and using any Software and/or
chtaining and using any Services you should read this Agresusnt

mavafille  Plialdme Bammanel e ebaverdsa dsee sl s e fae ssdee (L

& | accept the agreement
Do you accept this licenss?
" Ido not accept the agresment

< Back ‘ Mext = ‘ Cancel |

Generate an SSL Cerlificate

Please provide the fully qualiiied domain name of this system below (¢.g
metasploit example.com). A certficate is gensrated for a specific server name and web
brewsers will alert users if the name does not match

Sener Name lovalhost

Days of validity 3850

Should the gensrated cariifisate be addsd to the opsrating system's trusted store?
[ ‘e, frust certificaie

Completing the Metasplolt Satup Wizard

Setup has finished installing Metasploiton your computer.

[~ Asccess Metasploit Web UI7
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q ES

A\ Untrusted Connection
<« s | localhost

R BackTrack Linux [[fjoffensive Security KB ExploitDB Wiy Aircrack-ng  Jii Somarm

| A | You have asked Firefox to connect securely to localhost:3790, but we can't confirm that your connection is
secure.

Nommally, when you try to connect securely, sites will present trusted identification to prove that you are
going to the right place. However, this site’s identity can't be verified.

What Should | Do?
If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

| et me out of heret |
Technical Details

|| Understand the Risks!

If you understand what's going on, you can tell Firefox to start trusting this site’s identification. Even if you
trust the site, this emor could mean that someone Is tampering with your connection,

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification

| Add Exception--

) Untrusted Connection -

J2 F-7 URL ME o2l x2|5t71(1)

29| st 2ot MEIF & Hotof & FH Arg
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1 3ol 9l= Confirm Security

Exception HES 3T},

% Add Securlty Exception |

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to do
this.

Server

Location: [ https://localhost:3790/ ] l Get Cerlmcate‘

Certificate Status
This site attempts to identify itself with invalid information. View-:-

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized
authority.

¥ Permanently store this exception

Confirm Security Exception Cancel

a2 F-8 URL ™E a2l Xz2|5t71(2)

2% F-99} 22 shelo] vehuit,

S\ Aopiesitons Peces Sysiom [P Tue i 16, 50 &,

% Metasplolt - Setup and Configuration - Mozilla Firefox

File Edit View History Bookmarks I¢

@ Metasploit - Setup and Configura-- 3¢
<« © [ @ nitps://localhost: 3790, users,/ner v €| [ coo Q| &

W BackTrack Linux [foffensive Security [BExpioitDB Wy Aircrack-ng [ Somarm

denotas required field

Login Info

Username™ ‘ ‘

Password™

Password confirmation™

Qptional Info & Settings

Full name:

Email address

Organization ‘ ‘
Timezone | (GMT+00:00) UTG v
S) Scripts Currently Forbidden | <SCRIPT>: 7 | <OBJECT>: 0 Options- ®|
o s oo

a2 Fo AN HE MY

=
CE



o B B _ ) )
*]’%X]' O]_E'_username, uH_/_\__cI):]Epassword’ ”H—/—\—‘cl)’—]}—:— Q;_‘]_c‘;_]_password confirmation %_9] ;ﬁ
HE QYR £ B &M rneg HASIAL Create Account HES Tt
=
=

% F-103} 722 3lwoA GET PRODUCT KEY HES Z&3lc},

X Metasplolt - Activate Metasplolt - Mozllla Firefox

F y Bookmark Help

@ Metasploit - Activate Metasploit 3
< ® [ @ ntps://tocainost

¥ BackTrack Linux ] Offensive Security K ExploitDE Yy Arcrackng [ SomafM

v c al &

v e

Project ¥ Account - root ¥ Adwinistration ¥ 7

(g metasploit

Please enable JavaScript
Activate Your Metasploit License

1. Get Your Product Key

Ghoose the product that best mests your needs: Metasploit Pro or the free hetasploit Community Edition. Ifyou alrearly have a community, trial or full license product key, you san skip this step

GET PRODUCT KEY

2. Enter Product Key You've Received by Email

Paste inthe product key that was sent to the email address you registered with and click the AGTIVATE LIGENSE bution

I

O Use an HTTP Prowy to reach the intemet?

ACTIVATE LICENSE

Offine Activation

S) Scripts Currently Forbidden | <SCRIPT>: 9 | <OBJECT>: 0 Options~ | %

) Metasploit - Activate

a9 F-113F 22 shHo| A GET COMMUNITY EDITION HES 23t}

X Your Metasplolt Product Key - Mozllia Firefox
v Hi Bookmarks Tools He
D Your Metasploit Product Key ®

<« & [am rapid7.com it e

B BackTrack Linux [ offensive Security [[BExploitDB Wy Aircrack-ng [ Somafm

V) metasploit V) metasploit

[ cooee al &

pro community
Fully Functional 7-Day Trial Limited Features - No Expiration
Get the fully featured trial of the commercial Get the limited-feature community edition for
edition for IT security professionals. students and small businesses.
 Smart exploitation « Network Discovery
o Advanced Yulnerabiliy Verification ® ulnerability Scanner Import
 Password auditing « Basic Exploitation
o Web application scanning o Mole Browser

Social engineering

Team collaboration

Repaorting

Enterprise-level support

GET STARTED GET COMMUNITY EDITION

) Your Metasploit Produ--

2 F-11 Community HHA CIREE

29| siut 2oF MEIh & oo & HI Ate
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F ¥ =9t & Active Licenses 3T}
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% Reglster Metasplolt Community - Mozllia Firefox

File Edit View Higtory Bookmarks Iools Help

2 Register Metasploit Community
<« © [a ny rapid7.com, 5 ¥ X L £ Enter+E v e

B BackTrack Linux [l Offensive Security KYExploitDB Wy Aircrackng Jl Somarm

v G al 4y

* Denotes mandstory fields

Contact details are required to register for this product.

*First Name
*Last Name *Daytime Phone
Job Title *Vork Email

*Company Name

*Country [ v
State/Province | v
*Type of Use [ Please select M|

GET FREE LICENSE

Issues with this page? Please email infoBrapid?. com

(S) Scripts Currently Forbidden | <SCRIPT>: 20 | <OBJECT>: 0

Click here to hide all windows and show the desktop.

2 F-12 Community HZ ZHO|MA HE7|

Tue Jul 16,

v €|

Account - root ¥ Administration ¥ 7

Ymetasploit

community

Home  Projects

4 Activation Successful
o to Projsct Delete Seftings @ New Project oy & Product News
o | e Good Exploits Never Die: Return of CVE2012-1623
Nphiaee Hosts  ActiveSessions  Tasks Owner Members Updated o Description According 1o Parallels, "Plesk is the most widely used hosting contral panel
salution, providing everything needed for creating and offering rich hosting
O | et ° D 0 gyt | 0 D plans and managing customers and resellers,
Showing 1101 0f 1 entries First | [Previous | [4] [Wext | [Last

Metasploit Update: Those Sneaky IPMI Devices
IPMI, in ry network?This we ek's update features a set of tools for auditing
your IPMIinfrastructure. "Phew:, ' glad I'm not one of those suckers," you
right be thinking to yourself. Well, the thi.

A Penetration Tester's Guide to IPMI and BMCs

Introduction Dan Farmer is known for his groundbreaking work on security
tools and processes. Over e lastyear, Dan has identified some serious
security issues with the Intelligent Flatfarm

) Metasploit - Projects - -




-148} 22 spHo] UE NoScript 2.3 F429] 2 2% Qli= Enable

o G TueJul16, 7:59 PM

o Add-ons Manager

NoScript 2.3 (disabled)
Extra protection fo your Firefox: NoSeript allows JavaSeript, Java (and other plugins) only for rusted domains o+ More [N

= Get Add-ons

@Extenswons More | Enable | | Remove

[El" Appearance

Plugins

%) Add-ons Manager - M-

Beted B TR & 19 F-15¢ o] & Ao nsfeonsoled ¢ 3ich

root @bt:~# msfconsole

a2 F-15 msfupdate X184



olA v4.6.2-12 AHo|ER Tt 1Y F-159] sldA ™ nsfupdated Y23

Bt

root @bt:~# msfudpate

msfupdateS Y A AEo|E LER $4 Z=E A AT + Uth

2! F-16 msfupdate?] ZIgH SiQl

G. SET HHI0OIE Z2H| sHZ
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MEYS /8 AX2 2L 3 ol SET 7142 A 1dlol=g 4% deivt
WS old BAIE At WHelt A%h 24F 449 deol=stAL
AftE hezes AAsHs § 7 Wl et

o231} o] se-toolkit, postinst Y-S A%t & apt-get update, apt-get

root@bt:~# vi /var/lib/dpkg/info/se-toolkit.postinst
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